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Formatting Conventions

This manual uses the following formatting conventions to denote specific information.

Format and Meaning

Symbols

Blue Underline A blue underline indicates a Web site or email address.

Bold Bold text denotes Ul control and names such as commands, menu items, tab and field

names, button and check box names, window and dialog box names, and areas of windows
or dialog boxes.

Code Text in this format indicates computer code or information at a command line.

Italics Italics are used to denote the name of a published work, the current document, or another
document; for text emphasis; or to introduce a new term. In code examples italics indicate a
placeholder for values and expressions.

[Square brackets] In code examples, square brackets indicate optional sections or entries.

Note: This symbol indicates information that applies to the task at hand.

Tip: This symbol denotes a suggestion for a better or more productive way to use the
product.

manner.

Warning: This symbol alerts you that a situation has the potential to cause bodily harm or
death, or significant damage to property or equipment

More documentation: This symbol highlights a reference to additional information in the
Security Reporter Administrator Guide.

0 Caution: This symbol highlights a warning against using the product in an unintended

Formatting Conventions
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1 Trustwave SR Appliance Introduction

Thank you for choosing to install and evaluate the Trustwave Security Reporter appliance. The Security
Reporter (SR) from Trustwave consists of the best in breed of Professional Edition reporting software
consolidated into one unit, with the capability to generate productivity reports of end user Internet activity
from Trustwave Web Filter and/or Trustwave Secure Web Gateway (SWG) appliance(s), and security
reports from a SWG.

Using a Web Filter, you have the option to use an Equus SR 300, 500, 700 or 730 model, or an IBM SR
505, 705 or 735 model.

Using a SWG, you have the option to use an IBM SR 505, 705 or 735 model.
Using both a Web Filter and a SWG, you have the option to use an IBM SR 505, 705 or 735 IBM model.

Logs of end user Internet activity from a Web Filter and/or SWG are fed into SR, giving you an overall
picture of end user productivity in a bar chart dashboard, and the ability to interrogate massive datasets
through flexible drill-down technology, until the desired view is obtained. This “view” can be memorized and
saved to a user-defined report menu for repetitive, scheduled execution and distribution.

Web Filter logs provide content for dynamic, real time graphical snapshots of network Internet traffic.
Drilling down into the URL categories or bandwidth gauges dashboard quickly identifies the source of user-
generated Web threats. SWG logs provide content for bar charts detecting security threats on the network
so that prompt action can be taken to terminate them before they become a liability on your network.

Using the SR, threats to your network are readily targeted, thus arming you with the capability to take
immediate action to halt the source, secure your network, and protect your organization against lost
productivity, network bandwidth issues, and possible legal problems that can result from the misuse of
Internet and intranet resources.

Quick setup procedures to implement the best reporting practices are included in the Best Reporting
Practices section that follows the Conclusion of this guide.

1.1 About this Document

This document is divided into the following sections:

* Introduction - This section provides an overview of the SR product and information about how to use
this document

» Service Information - This section provides Trustwave contact information

* Preliminary Setup Procedures - This section includes instructions on how to physically set up the SR
appliance in your network environment

» Install the Server - This section explains how to configure the SR for reporting

* Best Reporting Practices - This section includes reporting scenarios and instructions for implement-
ing the best reporting practices to capture a snapshot of end user activity on your network that tells you
whether or not policies are being enforced

Trustwave SR Appliance Introduction
11 Copyright © 2014 Trustwave Holdings, Inc. All rights reserved.
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« Evaluation Mode - This section gives information on using the SR in the evaluation mode

* LED Indicators and Buttons - This section explains how to read LED indicators and use LED buttons
for troubleshooting the unit

* Regulatory Specifications and Disclaimers - This section cites safety and emissions compliance
information for specified SR models

* Appendices - Appendix A explains how to set up the optional NAS (Fibre Channel Connected Storage
Device or “SAN”) unit. Appendix B explains how to install the optional Ethernet Tap device on your net-
work for bandwidth monitoring.

* Index - An alphabetized list of some topics included in this document

1.2 Security Reporter Models 505, 705 and 735

Please refer to the appropriate IBM documentation when installing Security Reporter model 505 that uses
IBM System x3250 M3 hardware, or model 705 or 735 that uses IBM System x3620 M3 hardware.

troubleshoot the unit and maintain its health. As of July 2011, this document was made available at

Q Note: Integrated Management Module User’s Guide explains how to configure and use the IMM tool to
http://www-947.ibm.com/support/entry/portal/docdisplay?Indocid=MIGR-5079770&brandind=5000008.

1.2.1 Model 505

1.2.1.1 System x3250 M3 Installation and User's Guide

IBM System x3250 M3 Types 4251, 4252, and 4261 Installation and User's Guide contains instructions on
installing and configuring Security Reporter model 505, and viewing and using LED indicators and buttons
on this unit. Also included is technical support, warranty, safety, and emissions compliance information. As
of July 2011, this document was made available at http://www-

947 .ibm.com/support/entry/portal/docdisplay?Indocid=MIGR-5082564&brandind=5000008

1.2.1.2 System x3250 M3 Rack Installation Instructions

See the Rack Installation Instructions document on the IBM System x Documentation CD for complete
rack installation and removal instructions.

1.2.2 Models 705 and 735

1.2.2.1 System x3620 M3 Type 7376 Installation and User’s Guide

IBM System x3620 M3 Type 7376 Installation and User's Guide contains instructions on installing and
configuring Security Reporter models 705 and 735, and viewing and using LED indicators and buttons on
these units. Also included is technical support, warranty, safety, and emissions compliance information. As
of July 2011, this document was made available at http://www-
947.ibm.com/support/entry/portal/docdisplay?brand=5000008&Indocid=MIGR-5084233

Trustwave SR Appliance Introduction
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1.2.2.2 System x3620 M3 Rack Installation Instructions

Rack Installation Instructions for IBM System x3620 M3 contains information on rack mounting Security
Reporter models 705 and 735. As of July 2011, this document was made available at http://www-
947.ibm.com/support/entry/portal/docdisplay?Indocid=MIGR-5084236&brandind=5000008

Trustwave SR Appliance Introduction
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2 Service Information

The user should not attempt any maintenance or service on the unit beyond the procedures outlined in this
document.

Any initial hardware setup problem that cannot be resolved at your internal organization should be referred
to a Trustwave solutions engineer or technical support representative.

For technical assistance or warranty repair, please visit http://www.trustwave.com/support/.

2.1 Trustwave Technical Support Call Procedures

When calling Trustwave regarding a problem, please provide the representative the following information:
*  Your contact information.

e Serial number or original order number.

»  Description of the problem.

*  Network environment in which the unit is used.

»  State of the unit before the problem occurred.

*  Frequency and repeatability of the problem.

» Can the product continue to operate with this problem?

* Can you identify anything that may have caused the problem?

2.2 IBM System Support

If troubleshooting Security Reporter model 505, 705 or 735, visit IBM’s Systems Support Web site at
http://www.ibm.com/systems/support/. Select IBM System x and choose System x3250 M3 for model
505, and System x3620 M3 for model 705 or 735, and then click Finish.

Service Information
15 Copyright © 2014 Trustwave Holdings, Inc. All rights reserved.
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3 Preliminary Setup Procedures

3.1 Unpack the Unit from the Carton

Inspect the packaging container for evidence of mishandling during transit. If the packaging container is
damaged, photograph it for reference.

Carefully unpack the unit from the carton and verify that all accessories are included. Save all packing
materials in the event that the unit needs to be returned to Trustwave.

The carton should contain the following items:
» 1 Security Reporter appliance (SR)
* 1 serial port cable
*  For 300 models, the following items are also included in the carton:
* 1 power adapter with power cord
» 1 set of 4 pressure sensitive feet to be affixed to the bottom corners of a non-rack mounted unit

«  For 300 models, If you have purchased the optional 1U two-unit tray for mounting the half-U server(s)
in a rack, this item will be shipped in a separate carton.

* For 500 and 700 series models, the following items are also included in the carton:
1 AC power cord for 500 models, 2 AC power cords for 700 series models
* 1 bezel to be installed on the front of the chassis for 700 and 730 models
» 1 set of rack mounting rails

«  Optional: 1 five-foot CAT-5E crossover cable, if you have a 700 series model and have purchased
the NAS (Fibre Channel Connected Storage Device or “SAN”) unit.

* For 505, 705 and 735 models, the following items are also included in the carton:
* 1 AC power cord for 505 models, 2 AC power cords for 705 and 735 models

» 1 set of rack mounting rails

At your option, a tap kit can be purchased from Trustwave.

Inspect the server and accessories for damage. If the contents appear damaged, file a damage
claim with the carrier immediately.

Warning: To avoid danger of suffocation, do not leave plastic bags used for packaging the server or any of
its components in places where children or infants may play with them.

Preliminary Setup Procedures
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maintenance. User Guides for the SR product can be obtained from

Q Tip: Please consult the Security Reporter User Guide for information about RAID and hardware
http://www.trustwave.com/support/sr/documentation.asp.

3.2 Select a Site for the Server

The server operates reliably within normal office environmental limits. Select a site that meets the following
criteria:

* Clean and relatively free of excess dust.

*  Well-ventilated and away from sources of heat, with the ventilating openings on the server kept free of
obstructions.

*  Away from sources of vibration or physical shock.

» Isolated from strong electromagnetic fields and noise caused by electrical devices such as elevators,
copy machines, air conditioners, large fans, large electric motors, radio and TV transmitters, and high-
frequency security devices.

*  Access space provided so the server power cord can be unplugged from the power supply or the wall
outlet—this is the only way to remove the AC power cord from the server.

» Clearance provided for cooling and airflow: Approximately 30 inches (76.2 cm) in the back and 25
inches (63.5 cm) in the front.

* Located near a properly earthed, grounded, power outlet.

3.2.1 300 Model Server Setup Procedures

3.2.1.1 Set Top Applications

If you have a 300 series server you do not wish to rack mount, apply the pressure sensitive feet (that came
with the server) to the bottom corners of the unit, and then place the unit in a location that meets server site
selection criteria.

3.2.1.2 Optional 1U 2-Unit Tray Kit Applications

If you have purchased the optional 1U 2-unit tray kit for rack mounting one or two 300 series servers,
proceed to the instructional “300 Series Appliance Tray Installation” document packaged within the 1U 2-
unit tray kit’s shipping carton.

When you have finished installing the 300 series server(s) in your server rack, continue to the Install the
Server section of this Installation Guide.

Preliminary Setup Procedures
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3.3 Rack Mount the Server

3.3.1 Rack Setup Precautions

&

&

Warning: Before rack mounting the server, the physical environment should be set up to safely
accommodate the server. Be sure that:

The weight of all units in the rack is evenly distributed. Mounting of the equipment in the rack should be
such that a hazardous condition is not achieved due to uneven mechanical loading.

The rack will not tip over when the server is mounted, even when the unit is fully extended from the rack.
For a single rack installation, stabilizers are attached to the rack.
For multiple rack installations, racks are coupled together.

Reliable earthing of rack-mounted equipment is maintained at all times. Particular attention should be
given to supply connections other than direct connections to the branch circuit (e.g. use of power strips).

A power cord will be long enough to fit into the server when properly mounted in the rack and will be
able to supply power to the unit.

The connection of the server to the power supply will not overload any circuits. Consideration should be
given to the connection of the equipment to the supply circuit and the effect that overloading of the
circuits might have on overcurrent protection and supply wiring. Appropriate consideration of equipment
nameplate ratings should be used when addressing this concern.

The server is only connected to a properly rated supply circuit. Reliable earthing (grounding) of rack-
mounted equipment should be maintained.

The air flow through the server’s fan or vents is not restricted. Installation of the equipment in a rack
should be such that the amount of air flow required for safe operation of the equipment is not
compromised.

The maximum operating ambient temperature does not exceed 104°F (40°C). If installed in a closed or
multi-unit rack assembly, the operating ambient temperature of the rack environment may be greater
than room ambient. Therefore, consideration should be given to installing the equipment in an
environment compatible with the maximum ambient temperature (Tma) specified by the manufacturer.

Warning: Extend only one component at a time. Extending two or more components simultaneously may
cause the rack to become unstable.

3.3.2 Rack Mount Instructions for 500 Model Servers

3.3.2.1 Rack Setup Suggestions

» Determine the placement of each component in the rack before you install the rails.

* Install the heaviest server components on the bottom of the rack first, and then work up.

3.3.2.2 Install the Inner Slides

1. Locate the right inner slide, (the slide that will be used on the right side of chassis when facing the front
panel of the chassis).

2. Align the four (4) square holes on the right inner slide against the hooks on the right side of the chassis
as show below on the left.

19
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3. Securely attach the slide to the chassis with two M4 flat head screws and repeat the steps 1-3 to install
the left inner slide to the left side of the chassis.

Four(4) hooks on the right Slide the long bracket into

side the chassis the short bracket

Four 4 square holes on

g

Adjust the distance

between the brackets

3.3.2.3 Install the Outer Slides

1. Measure the distance from the front rail of the rack to the rear rail of the rack.

2. Attach a short bracket to the rear side of the right outer slide, and a long bracket to the front side of the
right outer slide as shown above on the right.

3. Adjust the short and long brackets to the proper distance so that the chassis can snugly fit into the
rack.

4. Secure the slides to the cabinet with screws.

5. Repeat steps 1-4 for the left outer slide.

3.3.2.4 Install the Slide Assemblies to the Rack

1. After you have installed the short and long brackets to the outer slides, you are ready to install the
whole slide assemblies (outer slides with short and long brackets attached) to the rack. (See the
previous page.)

2. Use M5 screws and washers to secure the slide assemblies into the rack as shown below:

Preliminary Setup Procedures
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Slide assemblies (-outer slides with

Secure the Slide
assemblies to the
rack with screws

and washers

3.3.2.5 Install the Chassis into the Rack

1. Push the inner slides, which are attached to the chassis, into the grooves of the outer slide assemblies
that are installed in the rack as shown below:

Preliminary Setup Procedures
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Inner slides

Grooves of the outed

slide assemblies

Push the chassis into the

> back of the outer slide as-

semblies
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3.3.3 Rack Mount Instructions for 700 and 730 Model Servers

3.3.3.1 Rack Setup Suggestions

* Determine the placement of each component in the rack before you install the rails.

» Install the heaviest server components on the bottom of the rack first, and then work up.

3.3.3.2 Identify the Sections of the Rack Rails

The chassis package includes two rack rail assemblies in the rack mounting kit. Each assembly consists of
two sections: an inner fixed chassis rail that secures directly to the server chassis and an outer fixed rack
rail that secures directly to the rack itself.

Quter Rails

Rail Extension
(Inner Rail is pre-installed
to the chassis)

The 700 and 730 chassis includes a set of inner rails in two sections: inner rails and inner rail extensions.
The inner rails are pre-attached and do not interfere with normal use of the chassis if you decide not to use
a server rack. Attach the inner rail extension to stabilize the chassis within the rack.

3.3.3.3 Install the Inner Rails

1. Place the inner rack extensions on the side of the chassis aligning the hooks of the chassis with the rail
extension holes. Make sure the extension faces “outward” just like the pre-attached inner rail.

2. Slide the extension toward the front of the chassis.
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3. Secure the chassis with 2 screws as illustrated.

4. Repeat steps 1-3 for the other inner rail extension.

3.3.3.4 Install the Outer Rails

1. Attach the short bracket to the outside of the long bracket. You must align the pins with the slides. Also,
both bracket ends must face the same direction.

2. Adjust both the short and long brackets to the proper distance so that the rail fits snugly into the rack.

3. Secure the long bracket to the front side of the outer rail with two M5 screws and the short bracket to
the rear side of the outer rail with three M5 screws.
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4. Repeat steps 1-3 for the left outer rail.

Secure to the
Front of the Rack

Secure to the

Attach Outer Racks Rear of the Rack
together
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3.3.3.5 Install the Server into the Rack

1. Confirm that chassis includes the inner rails (A) and rail extensions (B). Also, confirm that the outer
rails (C) are installed on the rack.

2. Line chassis rails (A and B) with the front of the rack rails (C).

3. Slide the chassis rails into the rack rails, keeping the pressure even on both sides (you may have to
depress the locking tabs when inserting). When the server has been pushed completely into the rack,
you should hear the locking tabs “click”.

4. (Optional) Insert and tightening the thumbscrews that hold the front of the server to the rack.

'
I S
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3.3.3.6 Install the Server into a Telco Rack

If you are installing the server into a Telco type rack, follow the directions given on the previous pages for
rack installation. The only difference in the installation procedure will be the positioning of the rack brackets
to the rack. They should be spaced apart just enough to accommodate the width of the Telco rack.

1>

3.3.4 Install the Bezel on the 500, 700, and 730 Model Chassis

After rack mounting a 500, 700, or 730 model server, the bezel should be installed on the front end of the
chassis.

Note: This portion of the installation process requires you to unpack the bezel. The bezel has been
packaged separately from the unit to prevent damage during shipping.
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1. Hold the bezel upright and facing towards you.

2. Note the short pair of end pins on the left side, and the longer pair of fixed pins on the inside top
towards the middle.

3. Note the end pin holes on the inside of the U-shaped, aluminum rail handles on both ends of the
chassis rails. Note also that the holes for the longer pair of pins are located on the front of the chassis
above the third hard drive bay.

U-shaped handles

5. Align the bezel with the front of the chassis, and then gently push the bezel towards the front of the
chassis, inserting the pins on the inside of the bezel into the holes on the front of the chassis.

6. Press in the release knob on the right side of the bezel to retract the end pins on that side, and then
release the knob to let the end pins extend into the holes of the right U-shaped handle.
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3.4 Check the Power Supply

The server is equipped with a universal power supply that handles 100-240 V, 50/60 Hz. A standard power
cord interface (IEC 950) facilitates power plugs that are suitable for most European, North American, and
Pacific Rim countries.

3.4.1 Power Supply Precautions

&

Warning:

» Use a regulating uninterruptible power supply (UPS) to protect the server from power surges, voltage
spikes and to keep the server operating in case of a power failure.

 In geographic regions that are susceptible to electrical storms, Trustwave highly recommends plugging
the AC power cord for the server into a surge suppressor.

» Use appropriately rated extension cords or power strips only.

+ Allow power supply units to cool before touching them.

3.5 General Safety Information

3.5.1 Server Operation and Maintenance Precautions

DD DO

29

Caution: Observe the following safety precautions during server operation and maintenance.

Caution: If the server is used in a manner not specified by the manufacturer, the protection provided by
the server may be impaired.

Caution: Trustwave is not responsible for regulatory compliance of any server that has been modified.
Altering the server’s enclosure in any way other than the installation operations specified in this document
may invalidate the server’s safety certifications.

Warning: Never pile books, papers, or other objects on the chassis, drop it, or subject it to pressure in any
other way. The internal circuits can be damaged, and the battery may be crushed or punctured. Besides
irreparable damage to the unit, the result could be dangerous heat and even fire

Warning: There are no user-serviceable components inside the chassis. The chassis should only be
opened by qualified service personnel. Never disassemble, tamper with, or attempt to repair the server.
Doing so may cause smoke, fire, electrical shock, serious physical injury, or death

Warning: In 700 series servers, multiple sources of supply exist. Be sure to disconnect all sources before
servicing
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* Do not insert objects through openings in the chassis. Doing so could result in a short circuit that might
cause a fire or an electrical shock.

» Do not operate the server in an explosive atmosphere, in the presence of flammable gases.

* To ensure proper cooling, always operate the server with its covers in place. Do not block any open-
ings on the chassis. Do not place the server near a heater.

* Always exit the software application properly before turning off the server to ensure data integrity.

* Do not expose the server to rain or use near water. If liquids of any kind should leak into the chassis,
power down the server, unplug it, and contact Trustwave technical support.

» Disconnect power from the server before cleaning the unit. Do not use liquid or aerosol cleaners.

3.5.2 AC Power Cord and Cable Precautions

Warning:
@ » The AC power cord for the server must be plugged into a grounded, power outlet.

» Do not modify or use a supplied AC power cord if it is not the exact type required in the region where the
server will be installed and used. Replace the cord with the correct type.

* Route the AC power cord and cables away from moving parts and foot traffic.
» Do not allow anything to rest on the AC power cord and cables.
* Never use the server if the AC power cord has been damaged.

» Always unplug the AC power cord before removing the unit for servicing

3.5.3 Electrical Safety Precautions

Warning: Heed the following safety precautions to protect yourself from harm and the server
from damage.

unit. To avoid injury or electrical shock, do not touch exposed connections or components while the power

Warning: Dangerous voltages associated with the 100-240 V AC power supply are present inside the
@ is on.

» To prevent damage to the server, read the information in this document for selection of the proper input
voltage.

* Do not wear rings or wristwatches when troubleshooting electrical circuits.

» To avoid fire hazard, use only the specified fuse(s) with the correct type number, voltage, and current
ratings. Only qualified service personnel should replace fuses.

* Qualified service personnel should be properly grounded when servicing the unit.

* Qualified service personnel should perform a safety check after any service is performed.
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3.5.4 Motherboard Battery Precautions

&
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Warning: The battery on the motherboard should not be replaced without following instructions provided
by the manufacturer. Only qualified service personnel should replace batteries.

The battery contains energy and, as with all batteries, a malfunction can cause heat, smoke, or fire,
release toxic materials, or cause burns. Do not disassemble, puncture, drop, crush, bend, deform,
submerge or modify the battery. Do not incinerate or expose to heat above 140°F (60°C).

There is a danger of explosion if the battery on the motherboard is installed upside down, which will
reverse its polarities.

CAUTION: DANGER OF EXPLOSION IF BATTERY IS INCORRECTLY REPLACED. REPLACE ONLY
WITH THE SAME OR EQUIVALENT TYPE RECOMMENDED BY THE MANUFACTURER. DISPOSE
OF THE USED BATTERIES ACCORDING TO THE MANUFACTURER’S INSTRUCTIONS.

ATTENTION: IL Y A DANGER D’EXPLOSION S’IL Y A REPLACEMENT INCORRECT DE LA
BATTERIE, REMPLACER UNIQUEMENT AVEC UNE BATTERIE DU MEME TYPE OU D’UN TYPE
EQUIVALENT RECOMMANDE PAR LE CONSTRUCTEUR. METTRE AU REBUT LES BATTERIES
USAGEES CONFORMEMENT AUX INSTRUCTIONS DU FABRICANT.

Caution: Users in Member States should consult Article 20 of Directive 2006/66/EC of the European
Parliament and of the Council before disposing the motherboard battery.
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4 Install the Server

4.1 Setup Procedures

This step requires you to set up parameters for the SR to function on the network. If using a 300, 500, 700,
or 730 server, you have the option of using the text-based Quick Start setup procedures described in
Section 4.2, or the LCD panel setup procedures described in Section 4.3.

Tip: Quick Start with a PC monitor and keyboard provides the best experience with minimum
requirements.

If using a 505, 705 or 735 server, proceed to the text-based Quick Start setup procedures described in
Section 4.2.

4.1.1 Quick Start Setup Requirements
The following hardware is required for the Quick Start setup procedures:

* SR with AC power cord(s)
« either one of two options:
a. PC monitor with AC power cord and keyboard, or

b. PC laptop computer with terminal emulator software such as HyperTerminal or PuTTY, a serial port
crossover cable (null modem cable), and also a USB DB9 serial adapter if there is no serial port on
your laptop

Go to Section 4.2 to execute Quick Start Setup Procedures.

Note:
Q » For 300 series models, the power adapter supplied with the power cord must also be used

* Windows XP includes HyperTerminal. If using a more recent version of Windows, please be sure
HyperTerminal or an equivalent terminal emulator program is installed on your machine.

4.1.2 LCD Panel Setup Requirements
The following hardware is required for LCD panel setup procedures:

* SR with AC power cord(s)

Q Note: For 300 series models, the power adapter supplied with the power cord must also be used

Go to Section 4.3 to execute LCD Panel Setup Procedures.
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4.2 Quick Start Setup Procedures

4.2.1 Storage Device Setup (for Attached Storage Units)

If you have a NAS (Fibre Channel Connected Storage Device or “SAN”) that will be used with the SR, you
will need to connect it to the SR at this point. Refer to Appendix C for instructions on how to connect the
Fibre Channel Connected Storage Device.

4 .2.2 Link the Workstation to the SR

4.2.2.1 Monitor and Keyboard Setup
1. Connect the PC monitor and keyboard cables to the rear of the SR chassis.

2. Turn on the PC monitor.

3. Proceed to the next set of instructions: Power on the SR.

4.2.2.2 Serial Console Setup

1. Using the serial port null modem cable (and USB DB9 serial adapter, if necessary), connect the laptop
to the rear of the chassis.

Figure 1: Rear of 300 series chassis with serial port identified
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serial port

Figure 2: Portion of 500 series chassis rear with serial port identified
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Figure 4: Rear of 505 model chassis, serial port circled in red
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Figure 5: Rear of 705 / 735 model chassis, serial port circled in red

The following illustration shows the connectors on the rear of the server.
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2. Power on the laptop.

3. Proceed to the next set of instructions: Power on the SR.

4.2.3 Power on the SR

4.2.3.1 Power up a 300 Model

1. Make sure the power adapter is plugged into the back of the chassis and connected to the power cord.

2. Plug the power cord into a power source with an appropriate rating.
0 Caution: It is strongly suggested you use an uninterruptible power supply.

3. Go to the LCD panel on the front of the chassis, and press down the green check mark key for three
seconds.
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4. When the LCD panel displays a message that indicates the SR is running, proceed to the following set
of instructions:

*  For Monitor and Keyboard Setup, go to Login screen.

»  For Serial Console Setup, go to Section 4.2.4.

4.2.3.2 Power up a 500, 700, or 730 Model

1. Make sure the power cord(s) is/are plugged into the back of the chassis.

2. Plug the power cord(s) into a power source with an appropriate rating.
0 Caution: It is strongly suggested you use an uninterruptible power supply.

3. Remove the bezel and press the large button at the right of the front panel.

4. Replace the bezel on the front of the chassis. When the LCD panel displays a message that indicates
the SR is running, proceed to the following set of instructions:

*  For Monitor and Keyboard Setup, go to Login screen.

»  For Serial Console Setup, go to Section 4.2.4.

4.2.3.3 Power up a 505 Model

1. Make sure the power cord is plugged into the back of the chassis.

2. Plug the power cord into a power source with an appropriate rating.
0 Caution: It is strongly suggested you use an uninterruptible power supply.

3. Using a stylus or similar tool, depress the small white power button at the left of the front panel.

Hard disk drive activity LED
Locator LED
Reset button System-error LED

Power-control button USB 1 connector

Power-on LED USB 2 connector

%. soue5ng seasi I miE

4. When the server powers up, as indicated by the power supply LED button being steadily lit, proceed to
the following set of instructions:
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For Monitor and Keyboard Setup, go to Login screen.

For Serial Console Setup, go to Section 4.2.4.

4.2.3.4 Power up a 705 or 735 Model

1.

2.

Make sure the power cord(s) is/are plugged into the back of the chassis.

Plug the power cord(s) into a power source with an appropriate rating.

0 Caution: It is strongly suggested you use an uninterruptible power supply.

3.

Using a stylus or similar tool, depress the small white power button at the right of the front panel.

USB 1 usB 2 Power control
connector connector Drive bay 0 Drive bay 1 Drive bay 2 Drive bay 3 button

Power supply
LED

Hard disk drive
activity LED

Locator LED

System error
LED

When the server powers up, as indicated by the green power supply LED button being lit, proceed to
the following set of instructions:

For Monitor and Keyboard Setup, go to Login screen.

For Serial Console Setup, go to Section 4.2.4.

4.2.4 Serial Connection Setup Procedures

To configure Web Filter using a serial port connection using HyperTerminal or another terminal program,
please specify these session settings:

9600 bits per second

8 data bits

no parity

1 stop bit

hardware (RTS/CTS) flow control

VT100 emulation settings

Q Note: For a detailed walk-through of HyperTerminal setup, see Appendix A.
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4.2.5 Login screen
The login screen displays after powering on the SR unit using a monitor and keyboard, or after creating a
serial console session.

Note: If using a serial console session, the login screen will display with black text on a white background.
@ If the screensaver currently displays on your screen, press the Enter key to display the login screen.

1. Atthe login prompt, type in: menu
Press the Enter key to display the Password prompt.

At the Password prompt, type in the following: #s3tup#r3k

> w N

Press Enter to display the Quick Start menu screen.

4.2.6 Quick Start menu screen

1. Atthe Press the number of your selection prompt, press 2 to select the Quick Start setup process.

Fri Apr 19 13:38:45 EDT 2813
Trustwave
Quick Start menu

Display 3tatus
Enter administration password
Log off

Press the number of your selection_

2. At the login prompt, re-enter your password: #s3tup#r3k

3. Press Enter to display the administration menu where you can begin using the Quick Start setup
procedures.
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4.2.7 Quick Start setup

1. Atthe Press the number of your selection prompt, press 2 to select the “Quick Start setup” process.

Fri Apr 19 13:42:17 EDT 2813
Trustwave
Quick Start menu

1z
Z.
3.
4.
2.
b.
7.
8.

onal setting
[} etup wizard user
Reboot system
Change Quick Start password
Reset Admin account
Exit administration menu

xXoow

Press the number of your selection_

» The Quick Start setup process takes you to the following configuration screens to make entries:
»  Configure network interface LAN1
»  Configure network interface LAN2
» Configure default gateway
»  Configure DNS servers
»  Configure host name
+ Time Zone regional setting

»  Configure setup wizard user

as well as the username and password you create for logging into the “setup wizard”, as you will need to

@ Note: Please make a note of the LAN 1 and LAN 2 IP address and hostname you assign to the SR server,
use this information in later steps of the installation procedure.

2. After making all entries using the Quick Start setup procedures, press X to return to the Quick Start
menu screen. Or, to verify the status of the SR and review the entries you made using the Quick Start

setup, press 1 to view the System Status screen.

Note: To configure an individual screen from the Quick Start menu, press the number or alphabet
corresponding to that menu option, as described in the following sub-sections.

4.2.7.1 Configure network interface LAN1

1. From the Quick Start menu, press 3 to go to the Configure Network Interface screen for LAN1.

2. Atthe Enter interface LAN1 IP address prompt, type in the LAN1 IP address and press Enter.
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3. Atthe Enter interface LAN1 netmask prompt, type in the netmask for the LAN1 IP address and press
Enter.

4. Press Y to confirm, or press any other key to cancel this change.

4.2.7.2 Configure network interface LAN2

1. From the Quick Start menu, press 4 to go to the Configure Network Interface screen for LAN2.
2. Atthe Enter interface LAN2 IP address prompt, type in the LAN2 IP address and press Enter.

3. Atthe Enter interface LAN2 netmask prompt, type in the netmask for the LAN2 IP address and press
Enter.

4. Press Y to confirm, or press any other key to cancel this change.

4.2.7.3 Configure default gateway

1. From the Quick Start menu, press 5 to go to the Configure default gateway screen.
2. At the Enter default gateway IP prompt, type in the gateway IP address and press Enter.

3. Press Y to confirm, or press any other key to cancel this change.

4.2.7.4 Configure DNS servers

1. From the Quick Start menu, press 6 to go to the Configure Domain Name Servers screen.

2. At the Enter first DNS server IP prompt, type in the IP address of the DNS server to use and press
Enter.

3. Atthe Enter (optional) second DNS server IP prompt, either type in the IP address of an alternate

DNS server to use and press Enter, or just press Enter to bypass making a second DNS server entry.

4.2.7.5 Configure host name

1. From the Quick Start menu, press 7 to go to the Configure host name screen.
2. At the Enter host name prompt, type in the hostname and press Enter.

3. Press Y to confirm, or press any other key to cancel this change.

4.2.7.6 Time Zone regional setting

1. From the Quick Start menu, press 8 to go to the Time Zone regional configuration screen.

2. Select a region using up-arrow and down-arrow keys. Press Y when you have selected the appropriate
region, or press Esc to cancel this change.

Q Note: If this server is located in the USA, please select “US” and not “America”.
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3. After you select the region, you may be prompted to select the locality within the selected region.
Select the locality and press Y to confirm, or press Esc to cancel the change.

Q Note: After making any change to this menu selection, you must reboot the server to make your settings
effective.

4.2.7.7 Configure setup wizard user

1. From the Quick Start menu, press A to go to the Configure Wizard user screen.

2. Atthe Enter wizard user name prompt, type in the new username to be used by the global
administrator for the SR Wizard user setup process and press Enter.

Note: The username ‘admin’ cannot be used since it is already the default username. The default
password is ‘testpass’.

3. At the Enter wizard password prompt, type in the new password for the username you entered and
press Enter.

Note: The username and password you enter and save here will be used by the global administrator for
Single Sign-On access in the SR user interface.

4. Press Y to confirm, or press any other key to cancel this change.

4.2.7.8 Additional Administrative Options

The options described below are available on the menu, but are not required for the quick start setup
process.

4.2.7.8.1 Reboot system

1. From the Quick Start menu, press B to go to the Reboot confirmation screen.

2. Atthe Really reboot the system? prompt, press Y to continue, or press any other key to cancel

reboot.

4.2.7.8.2 Change Quick Start password

1. From the Quick Start menu, press C to go to the Change Administrator Password screen.
password is #s3tup#r3k) but will not change the global administrator’s Single Sign-On password used
for accessing the SR user interface via its login window (the default password is ‘testpass’). Option D,

“Reset Admin account”, should be used for resetting the SR login password (the default account reset
password is ‘reporter1!’) and for unlocking all IP addresses currently locked.

Q Note: This option will change the password used for accessing the Quick Start menu (the default

2. Atthe Enter the new administrator password prompt, type in the new password to be used for
accessing the Quick Start menu and press Enter.

3. Atthe Re-enter the new administrator password prompt, re-type the password you just entered and
press Enter, or press Esc to cancel the change.
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4.2.7.8.3 Reset Admin account

1. From the Quick Start menu, press D to go to the Reset admin GUI account confirmation screen that
displays the following message:

* Reset admin account password? Are you sure?
NOTE: This process will also unlock the admin account and unlock all currently locked IPs.

Caution: This option resets the global administrator’s Single Sign-On password to ‘reporter1!” and will
unlock all IP addresses currently locked.

2. Press Y to continue, or press any other key to cancel admin account reset.

4.2.8 System Status screen

Wed Mar 9 15: PST 2011

Svatem Status : 7 10 seconds

; Reporter 3.1.0.505

The System Status screen displays the following information:

« Serial Number assigned to the chassis

* lan1 IP address and netmask specified in screen 3, and current status (“Active” or “Inactive”)
» lan2 IP address and netmask specified in screen 4, and current status (“Active” or “Inactive”)
» Default gateway IP address specified in screen 5 (Configure default gateway)

* SR host name specified in screen 7 (Configure host name)

* DNS server IP address(es) specified in screen 6 (Configure DNS servers)

* Regional timezone setting specified in screen 8 (Time Zone regional setting)

* Current status of ER (System Configuration) and TAR (real time reporting) applications
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e Current Version of software installed

procedures. To access the System Status screen from the Quick Start setup screen, press 1 and then

Q Note: Modifications can be made at any time by returning to the specific screen of the Quick Start setup
Enter.

4.2.9 Log Off, Disconnect the Peripherals

1. After completing the Quick Start setup procedures, return to the Quick Start menu screen and press 9
to log out.

2. Disconnect the peripherals from the SR.

Proceed to Section 4.4: Physically Connect the Unit to the Network.

4.3 LCD Panel Setup Procedures

4.3.1 Storage Device Setup (for Attached Storage Units)

If you have a NAS (Fibre Channel Connected Storage Device or “SAN”) that will be used with the SR, you
will need to connect it to the SR at this point. Refer to Appendix C for instructions on how to connect the
Fibre Channel Connected Storage Device.

4.3.2 LCD Panel

1. Connect the AC power cord(s) to the back of the chassis and plug the cord(s) into a UPS power supply
unit.

2. Power on the server following the instructions in Section 4.2.

4.3.2.1 LCD panel keypad

To configure the SR via the LCD panel on front of the chassis bezel, use the keypad located to the right of
the LCD screen.

The keypad consists of the following keys:
* On a 300 model: Up arrow, down arrow, left arrow, right arrow, check mark, and “X” keys.

« Ona500, 700, or 730 model: Up, down, left, right, CANCEL, and ENTER keys.

@
9}6@

© O

CAWCEL  ENTER
300 model keypad at left, 500 and 700 model keypad at right

To display software status information about the SR, press the right (arrow) key. To go to the LCD Menu,
press “X” / CANCEL. Pressing “X” / CANCEL again returns you to the software status display.
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4.3.2.2 LCD Menu

The LCD Menu tree includes the following two main menu selections:

» LCD Options - This choice includes options for viewing the LCD display and monitoring the SR once it
is configured and running on the network. Information about using LCD Options is included in this doc-
ument after the Trustwave menu sub-section.

»  Trustwave menu - Many of the menu items in this sub-section are used for configuring the SR unit.

The menu tree displays an arrow to the left of the currently selected menu item. Use the up or down
(arrow) keys to navigate the menu. After making your menu selection, press the check mark / ENTER key
to accept your selection.

4.3.3 Trustwave menu

When the Trustwave menu option is selected from the LCD Menu tree, the following menu items display in
the panel, the entire list which is viewable by using the navigation keys:

SR Patch Level >

»  Serial Number >
 IP/LAN1>"*

« IP/LAN2>*

« Gateway >*

+ DNS1>*

+ DNS2>*

*  Host Name >*

* Regional Setting (Time zone, date, time) *
*  Configure Setup *

* Reset Admin Account
*  Reboot >

¢ Shutdown >

Note: When using the Trustwave menu to execute quick start setup procedures, be sure to configure all
Q menu items marked in the list above with an asterisk ( *).

Please make a note of the LAN 1 and LAN 2 |IP address and hostname you assign to the SR server, as
well as the username and password you create for logging into the “SR Wizard”, as you will need to use
this information in later steps of the installation procedure.
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Tip: Navigation tips in the Trustwave menu:
Q » Use the up / down (arrow) key to scroll up / down the menu
» Press the check mark / ENTER key to choose the current selection

» Press the “X” / CANCEL key to go back to the previous screen

Make a selection from the menu, and press the check mark / ENTER key to go to that screen

4.3.3.1IP/LAN1 and 2

When the IP / LAN 1 (2) option is selected, the IP / LAN 1 (2) screen displays with the following menu
items:

+  Configure LAN 1 (2) IP
* Change LAN1 (2) Netmask

1. Choose Configure LAN 1 (2) IP and press the check mark / ENTER key to go to the Configure LAN 1
(2) IP screen.

2. Use the up / down keys to increase / decrease the current value, and the left / right (arrow) keys to
navigate across the line.

3. Press the check mark / ENTER key to accept your entry and to return to the previous screen.

4. Choose Change LAN1 (2) Netmask and press the check mark / ENTER key to go to the Change
LAN1 (2) Netmask screen.

5. Use the up / down keys to increase / decrease the current value, and the left / right (arrow) keys to
navigate across the line.

6. Press the check mark / ENTER key to accept your entry and to return to the previous screen.

7. Press the “X” / CANCEL key to return to the Trustwave menu.

4.3.3.2 Gateway

When the Gateway option is selected, the Gateway screen displays with the Configure Gateway IP menu
item.

1. Choose Configure Gateway IP and press the check mark / ENTER key to go to the Configure
Gateway IP screen.

2. Use the up / down keys to increase / decrease the current value, and the left / right (arrow) keys to
navigate across the line.

3. Press the check mark / ENTER key to accept your entry and to return to the previous screen.

4. Press the “X”/ CANCEL key to return to the Trustwave menu.
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4.3.3.3DNS 1 and 2

When the DNS 1 (2) option is selected, the DNS 1 (2) screen displays with the Configure DNS IP 1 (2)
menu item.

1. Choose Configure DNS IP 1 (2) and press the check mark / ENTER key to go to the Configure DNS
IP 1 (2) screen.

2. Use the up / down keys to increase / decrease the current value, and the left / right (arrow) keys to
navigate across the line.

3. Press the check mark / ENTER key to accept your entry and to return to the previous screen.

4. Press the “X”/ CANCEL key to return to the Trustwave menu.

4.3.3.4 Host Name

When the Host Name option is selected, the Host Name screen displays with the Configure Host name
menu item.

1. Choose Configure Hostname and press the check mark key to go to the Configure Hostname screen.

2. Use the up, down, left, right (arrow) keys to navigate the menu. Press the right (arrow) key to view the
alphabets in first uppercase and then lowercase, numbers from 0-9, and lastly the symbol characters.

Note: Navigation tips:
Q « If the down (arrow) key is pressed first—instead of the right (arrow) key—the symbol characters display
first.

» Press the “X” / CANCEL key to remove a character and move the cursor to the first position in the line.
3. Press the check mark / ENTER key to return to the previous screen.

4. Press the “X”/ CANCEL key to return to the Trustwave menu.

4.3.3.5 Regional Setting (Time Zone, date, time)

When the Regional Setting (Time Zone, date, time) option is selected, the Regional Setting (Time Zone,
date, time) screen displays with the Region menu item.

1. Choose Region, and use the left / right (arrow) keys to view the available region selections.
After making a selection, press the check mark / ENTER key to display the Choose a Location screen.

Choose Location, and use the left / right (arrow) keys to view the available location selections.

> w N

After making a selection, press the check mark / ENTER key to display the Save Changes? screen:

* Choose Yes to save your changes and to return to the Trustwave menu. You must now reboot the
server in order for your changes to be effective.

*  Choose No to return to the previous screen.
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4.3.3.6 Configure Setup Wizard User

When the Configure Setup Wizard User option is selected, the Configure Setup Wizard User screen
displays with two menu selections:

* Choose Change User to reset the global administrator’s Single Sign-On username for accessing the
SR login window (this is the username entered and saved during the SR Wizard setup process) and to
return to the main menu.

Note: The username ‘admin’ cannot be used since it is already the default username. The default Single
Q Sign-On password is ‘testpass’.

» Choose Change Password to reset the password for the SR Wizard username and to return to the
Trustwave menu.

4.3.3.7 Additional Administrative Options

The options described below are available on the menu, but are not required for the quick start setup
process.

4.3.3.7.1 SR Patch Level

When the SR Patch Level option is selected, “Security Reporter” and the version number of the currently
installed software build displays.

4.3.3.7.2 Serial Number
When the Serial Number option is selected, the serial number of the chassis displays.

4.3.3.7.3 Reset Admin Account

When the Reset Admin Account option is selected, the Reset Admin Account screen displays with a
WARNING menu item.

1. Choose *** WARNING *** to display the message screen:

o " WARNING *** The Admin console password will be reset to ‘reporter1!” and all locked IPs will
be unlocked.

2. After reading the warning message, select one of two options on the screen:
* Choose Yes, reset it now! to reset the password and to return to the Trustwave menu.

* Choose No, cancel reset to return to the previous screen.

4.3.3.7.4 Reboot
When the Reboot option is selected, the Reboot screen displays with two menu items.

1. Choose one of two options:
* Yes, reboot now!!! - This selection reboots the SR.
* No, cancel reboot - This selection returns you to the previous screen.

2. Press the “X” / CANCEL key to return to the Trustwave menu.
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4.3.3.7.5 Shutdown

When the Shutdown option is selected, the Shutdown screen displays with two menu items.
1. Choose one of two options:

¢ Yes, shutdown now!! - This selection shuts down the SR.

* No, cancel shutdown - This selection returns you to the previous screen.

2. Press the “X” / CANCEL key to return to the main menu.

4.3.4 LCD Options menu

When “LCD Options >” is selected, the following menu items display on the screen: Heartbeat, Backlight,
LCD Controls >. Make a selection from the menu, and press the check mark / ENTER key to go to that
screen.

4.3.4.1 Heartbeat
When the Heartbeat option is selected, the Heartbeat screen displays.

1. Press the check mark / ENTER or right (arrow) key three times to view each of the three available
options:

* heartbeat feature enabled (populated field)
* heartbeat feature disabled (empty field)
» check for a heartbeat now (blinking heartbeat symbol displayed in the line above)

2. After making your selection, press the “X” / CANCEL key to return to the previous screen.

4.3.4.2 Backlight
When the Backlight option is selected, the Backlight screen displays.

1. Press the check mark / ENTER or right (arrow) key three times to view each of the three available
options:

* backlight feature enabled (populated field, backlight turns on)
*  backlight feature disabled (empty field, backlight turns off)
» display the backlight now (populated field, backlight turns on)

2. After making your selection, press the “X” / CANCEL key to return to the previous screen.

4.3.4.3 LCD Controls
When the LCD Controls option is selected, the LCD Controls screen displays with the following menu
items: Contrast, On Brightness, Off Brightness.

1. Choose one of the menu selections and press the check mark / ENTER or right (arrow) key to go to
that screen:
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* Contrast - In the Contrast screen, use the left / right (arrow) keys to decrease / increase the text
and screen contrast.

* On Brightness - In the On Brightness screen, use the left / right (arrow) keys to decrease /
increase the brightness of a screen with a feature that is enabled.

« Off Brightness - In the Off Brightness screen, use the left / right (arrow) keys to decrease /
increase the brightness of a screen with a feature that is disabled.

2. After making your selection, press the “X” / CANCEL key to return to the previous screen.

4.4 Physically Connect the Unit to the Network

Now that your SR network parameters are set, you can physically connect the unit to your network. This
step requires a standard CAT-5E cable. An additional CAT-5E cable is required if an Ethernet Tap unit will
be installed for bandwidth monitoring.

1. Plug one end of a standard CAT-5E cable into the SR’s LAN 1 port, the port on the left.
Figure 6: Rear of 300 model chassis with LAN ports identified
LAN1 LAN2

m"qo“omu e
Y vocoosaccaes ida

LAN1 LANZ2

Figure 8: Portion of 700 / 730 model chassis rear with LAN ports identified

LAN1 LAN2
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Figure 9: Portion of 505 model chassis rear with LAN ports identified
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2. Plug the other end of the CAT-5E cable into an open port on the network hub to which the Web-access
logging device (Web Filter or SWG) is connected.

4.4.1 Bandwidth Management
If you choose to install an Ethernet Tap for bandwidth monitoring, you will need to connect it to the SR at
this point. Refer to Appendix D for instructions on how to connect an Ethernet Tap unit.

Note: In order to monitor bandwidth on the SR, both inbound and outbound traffic must be sent to the SR
through use of a port span, tap, or other similar device.

4.5 Access the SR and its Applications Online

Next you will access the SR and its applications online. For this step you will need your network
administrator to provide you the following information:

» If using a Web Filter, IP range and netmask of machines on the network that the Security Reporter
application will use for monitoring bandwidth on your network

*  Web Filter or SWG IP address, and port number to be used between the Web Filter/SWG and SR

4.5.1 Access the SR via its LAN 1 IP Address

1. Launch a supported web browser:
* Firefox 16
* Internet Explorer 8 or 9

e Safari5or6
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4.

* Google Chrome 23

In the address line of the browser window, enter the URL (web address) of the Web Filter interface.
« The URL s like https://{the LAN 1 IP address}:8443

* (HTTPS and port 1443 are used for a secure network connection).

*  For example, if the LAN 1 IP address is 10.10.10.10 type in https://10.10.10.10:8443.

Click Go
The browser will display a security certificate issue page. This is expected behavior in the Security
Reporter setup.

Accept the security certificate to proceed to the login page.

Q Tip: For a full walk-through of accepting certificates in supported browsers, see Appendix B.

If the security issue page does not display in your browser, verify the following:

The SR is powered on.
Can the administrator workstation normally connect to the Internet?

Is the administrator workstation able to ping the SR’s LAN 1 IP address? (To ping the SR using the
Command Prompt in Windows XP, Vista, and 7, go to Start | All Programs | Accessories | Command
Prompt, type in Ping and the IP address using the x.x.x.x format—in which each X’ represents an
octet—and then press Enter.)

If pinging the IP address of the SR is unsuccessful, try restarting the network service or rebooting the
SR.

If still unsuccessful, contact a Trustwave solutions engineer or technical support representative.

the database is built.

Q Note: On a newly installed unit, reports will remain inaccessible until logs are transferred to the SR and

4.5.2 Accept the End User License Agreement

1.

51

In the Security Reporter login window, enter your Username and Password, and then click Login to
proceed:

security Reporter B Trustwave’

Username |
Password

Forgot your password?

| Leam

You may be prompted to accept a security exception for the SR application, after which the EULA
Agreement dialog box opens:
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END USER LICENSE AGREEMENT
Ver. 02Apriz

This END USER LICENSE AGREEMENT, together with all Exhibits (the “Agreement”) is an agreement between
the purchaser of Trustwave Products (the "Customer”) and Trustwave Holdings, Inc., a Delaware corporation with
a place of business at 70 W. Madison 5t., Suite 1050, Chicago, IL 60802 ("Trustwave”). The terms and conditions
of this Agreemant spply to the Trustwave Products provided by Trustwave, hereunder.

Trustwave ic willing to license the Software and the Documentation to Customer on the condition that Customer
accepts all of the terms in this Agreement. By entering Customer’s intials in the acceptance box, or downloading,
|nsxal|lml copying or using the accompanying varslon of Ihl Suﬁware Customer is consenting to be bound by the
terms of this Ag The persen ssent to the terms of this Agreement represents that
he or she has the authority to bind Customer to !h.; ngraman! 1f Customer has entered into & separate, pen-
signed agreement with Trustwave governing Customer’s rights to the Trustwave Products indicated in the Purchase
Order, then that p el {and not this ) will gowern Custormer’s rights to the Software.

) »

1. Definitions. Unless otherwise defined herein, capitalized terms as used in this Agreement have the
meanings set forth in Exhibit B attached hareto.

2. License.

2.1 License Grant. Subject to the terms and conditions of this Agreement, and to the extent all fees
are pard, Trustwave grants to Customer 3 worldwide, nen-exclusive, nen-transferable, limited, persanal license,
without the right to grant sublicanses, for the Term set forth on a ‘urchase Order or in the online purcha;mg
console, to reproduce the Software and Documentation solely as necessary to install and use the Software, and
solely (i) for its intended an permitted use as identified by Trustwave, (i} in accordance with the Documentation and
this the on the number of Workstations andfer User licenses set forth on a
Purchase Order or in the online purchasing conssle), (i) for Customer's internal business purposes, and (iv) in
compliance with all applicable laws. Customer may make one (1) copy of the Software solaly for backup or archival =

Do you accept the conditions of the Trustwave End User License Agreemant?

Yes| Mo

2. After reading the End User License Agreement, click Yes to accept the EULA, close the EULA
Agreement dialog box, and open the Security Reporter Wizard Login window.

4.5.3 Log in to the Security Reporter Wizard

1. In the Username field of the Login window, type in the username specified in the Configure setup
wizard user screen:

Security Reporter P Trustwave:

Wizard Login
Fleaze login using the 'Wizard User' crested during the 'Quick Start
Setup'
Usermame
Password
Lagin

2. Inthe Password field, type in the password specified in the wizard screen.

3. Click Login to close the login window and to go to the Security Reporter wizard screen.
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4.5.4 Use the SR Wizard to Specify Application Settings
| ———— ~ Security Reporter M—.@E(

Main Administrator Web Filter Setup
Register the first administrator. Please make sure WF These setting are used for communication with the

you use anly alpha-numeric characters. Web Filter.
Username: Email: Server Name: Server IP:
administrator administratar@logo.com |
Password: Confirm Password: I_l Set as Source T!g]
Source | Server Name | ServerIP
Eanglade. | English [en US] % W DT 1921602074

&= Bandwidth Range
{5 :
ch

The following IP ranges will be used to monitor the

network traffic in your organization.
|Setas Source || Remove |

IP Address: subnet Mask: Secure Web Gateway Setup
I | I These setflings are used to import log data from
CT—

SWG(s).
Lﬂ.‘ Hame: Description:
| IP Address “-Subnet Mask
192168.0.0 266.256.0.0 Add
| Hame | Description
. Box 166 i .192168.20.166
Remove.
FTF Login used for feeding log files; see SWG User Guide
Password (for SWG user): Confirm Password:
LB.'?M&J Click’Save’ to finish setting up your SR m

At minimum, the Main Administrator section must be populated and saved. The following section(s) should
be populated for the type of Web-access logging device(s) to be used with this SR, if you have the
necessary data at this time:

« Bandwidth Range and Web Filter Setup sections, if using one or more Web Filters with this SR.

»  Secure Web Gateway Setup section, if using one or more SWG policy servers with this SR.

information will need to be provided in the Device Registry panel of the user interface before the SR can

Q Note: If the Web Filter or Secure Web Gateway sections are not populated at this time, the required
function on your network.

4541 Enter Main Administrator Criteria

—_

Enter the Username the global administrator will use when logging into the Security Reporter. The
global administrator has the highest level of permissions in all user applications in SR.

2. Enter the Email address of the global administrator, who will be notified via email regarding system
alerts.

3. Enter the Password to be used with that username, and enter the same password again in the
Confirm Password field.
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4. Make a selection from the Language pull-down menu if you wish to change the language that
currently displays in the user interface to another language included in the menu: English, Simplified
Chinese, and Traditional Chinese.

Caution: If choosing another language from this menu, the new language will immediately display in the
user interface upon saving your entries in this panel.

Note: Click Save in the lower right corner of this panel after making your entries and settings in this panel.

‘ol —

4.5.4.2 For Web Filters: Go to Bandwidth Range and Web Filter Setup

SR. If one or more Web Filters will be used with this SR, these entries are not required during this Wizard
setup process, but if not entered during this process, must be configured in the device registry in order to
use the SR on your network.

Q Note: Bandwidth Range and Web Filter Setup entries are pertinent only to Web Filters to be used with this

4.5.4.2.1 Enter Bandwidth Range
1. Enter the bandwidth IP Address range the Security Reporter will monitor.

2. Enter the Subnet Mask for the bandwidth IP range to be monitored, using the dotted decimals notation
format.

3. Click Add to include your entries in the list box below.

Note: Additional bandwidth ranges can be included by following the above steps again. To remove a
bandwidth range, select the IP Address from the list box and then click Remove.

4.5.4.2.2 Enter Web Filter Setup Criteria

1. Enter the Server Name of the Web Filter to be used with the Security Reporter, which is any name you
wish to associate with that Web Filter.

2. Enter the Server IP address of the Web Filter server to be used with the Security Reporter.

3. Click the “Set as Source” check box if this Web Filter will be designated the primary Web Filter to be
associated with the Security Reporter. Otherwise, leave the check box blank.

4. Click Add to include your entries in the list box below.

Notes:
Q + Additional Web Filters can be included by following the above steps again.
» The Source Web Filter is designated by an “X” in the Source column of the list box.

» To specify a Source Web Filter server from available entries in the list box, select the Server Name and
then click Set as Source.

» To remove a Web Filter server from the list, select the Server Name from the list box and then click
Remove.
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4.5.4.3 For SWGs: Go to Secure Web Gateway Setup

one or more SWG Policy Servers. SWG entries are not required during this Wizard setup process. You

Note: Secure Web Gateway Setup entries only apply if you plan to use this SR to provide reporting for
Q can enter them later in the device registry.

1. In the Secure Web Gateway Setup section, type in the Name and/or Description for the SWG.

2. Click Add to include the server criteria in the list box below.

Q Tip: To remove the SWG from the list box, select it and then click Remove.

3. Type in the Password (for SWG user) and type this same password again in the Confirm Password
field. The password entered here will be used by all SWG Policy Servers set up in the Device Registry
panel to provide security when the SWGs send logs to this SR.

Note: The password entered in this field must be added in the user interface of each SWG that will send
Q logs to this SR.

4.5.4.4 Save settings

Click Save at the bottom right of the screen to save your settings and to go to the login window of the
Security Reporter user interface.

4.6 Generate SSL Certificate
4.6.1 Generate a Self-Signed Certificate for the SR

This step requires you to generate a self-signed certificate so your browser will recognize the SR as an
accepted application.

1. In the Security Reporter login window, type in the Username and Password set up during the SR
wizard.

2. Click Login to access the Report Manager application.

3. Go to the navigation menu bar at the top of the screen and select Administration | HTTPS
Configuration to display the HTTPS Configuration screen:
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‘Secuity Reporter P& Trustwave®

HTTPS Configuration

g Thi= sereen facilitste= the modification of HTTPS certificate settings.
fitps |

CE——

EIETOEE Trusted | DownloadiDelete Certificate

|| Use Defautt Vales

Common Name (Full DNS Name)
Organization Name
Organizational Unit Name
Locality (City)

State or Province Name
Country

Email

Generate, |

On the Self-Signed tab, you generate a Secure Socket Layer certificate that ensures secure
exchanges between the SR and group administrator workstation browsers.

changes, a new certificate must be created and possibly added to each client workstation's trusted certifi-

0 Caution: Generating the self-signed certificate will restart the Report Manager. If the DNS name of the SR

cate list.

4. Do the following:

g.

click the check box corresponding to Use Default Values to grey-out the tab, or
make entries in these fields:

Common Name (Full DNS Name) - hostname of the server, such as 1ogo. com.
Organization Name - Name of your organization, such as Logo.

Organizational Unit Name - Name of your department, such as Administration.
Locality (City) - Name of your organization’s city or principality, such as Orange.
State or Province Name - Full name of your state or province, such as California.
Country - Two-character code for your country, such as US.

Email - Your email address.

5. Click Create to generate the SSL certificate to be stored on the SR, and to restart the Report Manager.
Thereafter, group administrators must accept the security certificate on their workstations in order for
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their machines to communicate with the Report Manager and/or System Configuration administrator
console.

Note: Although the Security Reporter login window may re-display right away, the service will take a few
Q minutes before it starts up again.

If using a Firefox, Safari, or Chrome browser, proceed to Section 4.7.
If using an IE browser, continue to IE Security Certificate Installation Procedures.
4.6.2 |E Security Certificate Installation Procedures
4.6.2.1 Accept the Security Certificate in IE
Go to the appropriate sub-section if using the following Windows operating system and IE browser:

¢« Windows XP or Vista with IE 8 or 9
¢«  Windows 7 with IE 8 or 9

4.6.2.1.1 Windows XP or Vista with IE 8 or 9

1. Ifusing an IE 8 or 9 browser on a Windows XP or Vista machine, in the page “There is a problem with
this website's security certificate.”, click Continue to this website (not recommended):

/= Certificate Error: Navigation Blocked - Windows Internet Explorer I o=l

@ + ] hitps:190.160.20. 104844358 =] 49 x| [eecke 2]+

File Edit View Favorites Tools  Help

oS (& Certificate Error: Navigation Blocked | | - - b v irPage ~ () Took - 2
|

@ There is a problem with this website's security certificate.

The security certificate presented by this website was not issued by a trusted certificate
authority.
The security certificate presented by this website was issued for a different website's address.

Security certificate problems may indicate an attempt to fool you or intercept any data you
send to the server.

We recommend that you close this webpage and do not continue to this website.

@ clid i
@ Continue to this website (not recommended).

@ More information

|
[ [T T T T [ mtemet [®10% -~ 4

Selecting this option displays the SR Welcome window with the address field and the Certificate Error
button to the right of the field shaded a reddish color:
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pé Trusbwave Security Reporter - Windows Internet Explorer = | [m] ﬂ
@B « [P hrips: /192, 168.1.240:5443 /50 |5 certifate errar || 3|42 | X I 17 3

P2 Trustwave Seaurity Reporter X |

security Reporter W Trustwave:

Username
Password
Forgot your password?

2. Click Certificate Error to open the Certificate Invalid box:

é Trustwave Security Reporter - Windows Internet Explorer Y ] |
@:_j < [P heips: /192, 168. 1.240:8443/5R D =] 5 certficate error || 2 heal| Bl S o

x

"1 Trustwave Security Reporter X |

®3 cori :
g Certificate Invalid

The security certificate presented by this
website has errors

This problem might indicate an attempt to

B fool you or intercept any data you send to
Security Reporter the server.

We recommend that you close this
webpage

Username
About certificate errors

Password
View certificates

3. Click View certificates to open the Certificate window that includes the hosthame you assigned to the
SR:
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21

General | petails | Certiication Path |

Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store,

Issued to: SR.logo.com

Issued by: SR.lago.com

valid from 2/12{2010 to 2/10/2020

Install Certificate. .. | Statement

4. Click Install Certificate... to launch the Certificate Import Wizard:
N x|

Welcome to the Certificate Import
Wizard

Certlflcate Import Wizard

This wizard helps wou copy certificates, certificate trust
lists, and certificate revocation lisks From yvour disk to a
certificate store,

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure network,
connections. & certificate store is the system area where
certificates are kept.

Ta continue, click Mext.

= Baok I Next = I Cancel |

5. Click Next > to display the Certificate Store page:
|

Certificate Store
Certificate stores are system areas where certificates are kept,

Windows can automatically select a certificate stare, or you can specify a location For
" aAutomatically select the certificate store based on the bype of certificate
% Flace all certificates in the following store

Certificate store:

Browse. .. |

< Back I Next = I Cancel
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6. Choose the option “Place all certificates in the following store” and then click Browse... to open the
Select Certificate Store box:

Select Certificate Store 21x|

Select the certificate store vou want to use,

{1 Personal

D Enterprise Trust

4

II"I Trusked Puhlishers

8] Trusted Root Certification Authorities

{7 Intermediate Certification Authorities
h D Active Directory User Object

o™

I~ show physical stores

7. Choose “Trusted Root Certification Authorities” and then click OK to close the box.

8. Click Next > to display the last page of the wizard:

Certificate Import Wizard i x|

Completing the Certificate Import
Wizard

‘ou have successfully completed the Certificate Impart
wizard.
You have specified the Following settings:

Certificate Stare Selected by User  Trusted Root Certific,
Content Certificate

1 | |

< Back. I Finish I Cancel |

9. Click Finish to close the wizard and to open the Security Warning dialog box asking if you wish to
install the certificate:

Security Warning

" ‘ou are about to install a certificate From a certification authority (CA) claiming to represent:
LY

SR.logo.com

‘“Windows cannot validate that the certificate is actually from "SR.logo.com"”, ¥ou should confirm its origin by contacting "SR.logo.com”, The

Fallawing number will assist you in this process:

Thumbprint {shal): CSESEOGA 34EF47AS 52544 ERS BDACAOG0 345DDFES

Warning:

q
If you install this root certificate, ‘Windows will automatically trust any certificate issued by this €A, Installing a certificate with an unconfirmed

thumbprint is & security risk., IF vou click "Yes" you acknowledge this risk,

Do you want ka install this certificate?

i, s

10. Click Yes to install the certificate and to close the dialog box. When the certificate is installed, the alert
window opens to inform you the certificate installation process has been completed.

11. Click OK to close the alert box, and then close the Certificate window.

Now that the security certificate is installed, you will need to map the SR’s IP address to its hostname.
Proceed to Map the SR’s IP Address to the Server’s Hostname.
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4.6.2.1.2 Windows 7 with [E 8 or 9

1.

8.
9.

If using an IE 8 or 9 browser on a Windows 7 machine, in the page “There is a problem with this
website's security certificate.”, click Continue to this website (not recommended).

From the toolbar, select Tools | Internet Options to open the Internet Options box.
Select the Security tab, click Trusted sites, and then click Sites to open the Trusted sites box.

In the Trusted sites box, confirm the URL displayed in the field matches the IP address of the SR, and
then click Add and Close.

Click OK to close the Internet Options box.
Refresh the current Web page by pressing the F5 key on your keyboard.
Follow steps A to K documented in Windows XP or Vista with |IE 8 or 9:

a. When the security issue page re-displays with the message: “There is a problem with this
website's security certificate.”, click Continue to this website (not recommended) (see Figure
A1). Choosing this option displays the SR Welcome window with the address field and the
Certificate Error button to the right of the field shaded a reddish color (see Figure A2).

b. Click Certificate Error to open the Certificate Invalid box (see Figure B).

c. Click View certificates to open the Certificate window that includes the hostname you assigned to
the SR (see Figure C).

d. Click Install Certificate... to launch the Certificate Import Wizard (see Figure D).
e. Click Next > to display the Certificate Store page (see Figure E).

f.  Choose the option “Place all certificates in the following store” and then click Browse... to open
the Select Certificate Store box (see Figure F).

g.- Choose “Trusted Root Certification Authorities” and then click OK to close the box.
h. Click Next > to display the last page of the wizard (see Figure G).

i. Click Finish to close the wizard and to open the Security Warning dialog box asking if you wish to
install the certificate (see Figure H).

j.  Click Yes to install the certificate and to close the dialog box. When the certificate is installed, the

alert window opens to inform you the certificate installation process has been completed (see
Figure I).

k. Click OK to close the alert box, and then close the Certificate window.
From the toolbar of your browser, select Tools | Internet Options to open the Internet Options box.

Select the Security tab, click Trusted sites, and then click Sites to open the Trusted sites box.

10. Select the URL you just added, click Remove, and then click Close.

Now that the security certificate is installed, you will need to map the SR’s IP address to its hostname.
Proceed to Map the SR’s IP Address to the Server’s Hostname.
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4.6.2.2 Map the SR’s IP Address to the Server’s Hostname

1. From your workstation, launch Windows Explorer and enter C: \WINDOWS\system32\drivers\etc
in the Address field to open the folder where the hosts file is located:

& C:\WINDOWS' system32\ drivers’etc . ) IEIIiI
File Edit Wew Favorites Tools Help | ""’
K) Back + G d ~ l.ﬁ p Search || Folders | v
Address IE) CHWINDOWS, system32i driversietc j 5o
Mape s Size | Type | Date Modified |
File and Folder Tasks |22 hasts LKE File 2{12{2010 11:07 &M
9 Make fold L] g 1KE ICSFile 11/20{2006 10:28 AM
'-_3 St i 4KE SAMFile B/5/2004 1:00 PM
-] PUBIstithis alcer o the netwarks LKB File 8/9/2004 8:00 PM
= protocol LKE Fil G/9/2004 &:00 PM
2 share this Folder b ?EU !E i
EI Services TKE File 12f10/2008 11:36 AM
Services.bak GKE BAK File 121192006 11:12 AM
Other Places ¥
Details S
etc
Filz Folder

Date Modified: Wednesday,
December 10, 2008, 11:09 AM

2. Double-click “hosts” to open a window asking which program you wish to use to open the file. Double-
click “Notepad” or “TextPad” to launch the hosts file using that selected program:

-l

File Edit Format Yiew Help
# Copyright (o) 1993-1999 Nicrosoft Corp. =]

Thiz iz a sample HOITS file used by Microsoft TCR/IP for Windows.

This file contains the mappings of IF addresses to host names. Each
entry should be kept on an individuasl line. The IP address should

be placed in the first coluwn followed by the corresponding host name.
The IP address and the host name should he separated by at least one
space.

Additionally, comments (such as these] way be inserted on individual
lines or following the machine name denoted by a '#' symbol.

For examwmple:

10z.54.594.97 rhino.acme.comw # source server
35.25.653.10 X .&8CIE.com # x client host

EEE

7.0.0.1 localhost
0.160.20,104 SR, logo.com
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3. Enter aline in the hosts file with the SR’s IP address and its hostname—the latter entered during the
Configure host name screen of the Quick Start Setup Procedures—and then save and close the file.

4. In the address field of your newly opened IE browser, from now on you will need to use the SR’s
hostname instead of its IP address—that is https://hostname:8443/SR/ would be used instead
of https://x.x.x.x:8443/SR/. Click Go to open the SR Welcome window:

/= M86 Security Reporter - Windows Internet Explorer . .

=& [[*)x] IGUDQ\E-

(4 @ | €] hteps:fsr logo.com:@443/sR
=

P2 Trustwave Secd

security Reporter P Trustwave:

Username
Password

Forgot your password?

[T T T T (e meme

0% v g

4.7 Add Web Filter, SWG to Device Registry

Before you begin configuring the Web Filter and/or SWG to send logs to the SR, you will need to add the
Web Filter/SWG in the SR’s Device Registry panel if the device(s) was/were not added during the SR

Wizard installation process.

In the navigation toolbar, with the Administration tab selected, click Device Registry to display the Device

Registry panel:

Install the Server

63 Copyright © 2014 Trustwave Holdings, Inc. All rights reserved.



Trustwave Security Reporter - Appliance Installation Guide - Version 3.3.15

ecurity Reporter P Trustwave®

Device Registry

Box 74 Security Reporter SMTP Software Update Proxy NTP
192.168.20.74 192.168.20.78 mail.ora.m8Gsecurity.c... 0.8ebtech. Loty
Edit Delete Edit View View View View

NTP NTP NTP Box 166 Box 141
1.8e6tech, Lty Gtech., Lty Bebtech. Lty 192.168.20.166 192.168.20.141
View View View Edit Delete Edit Delete Import

(uReimsh view, ) (LRetresh setings ) (L evs e Fier ) (Liiews 5w Potioy server | (Ltiewi0AP server ]

4.7.1 Add a Web Filter Device

1. At the bottom of the Device Registry panel, click New Web Filter to open the New Web Filter window:

New Web Filter X

All fields are required. Incorrect IPs will result in
link mismatches; please verify your entries
before proceeding.

st (G

Hame:

Set this as your Source Web Filter?

|| Source Web Filter

Type in the server Name.

Type in the IP address of the server.

o ~ wDN

4.7.2 Add a SWG Device

1. At the bottom of the Device Registry panel, click New SWG Policy Server to open the New SWG

Policy Server window:
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If this Web Filter will be the source server, click the Source Web Filter check box.

Click Save to save and process your information, and to return to the Device Registry panel where an
icon representing the Web Filter device you added now displays.
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Hew SWG Policy Server x

To enable communication between your SWG
and this SR, please provide the SWG path and
common password. Information about
configuring the SWG can be found in the

SWG User Guide

Path: /1192.168.20.78/3

Device Type:

Hame:

Description:

Save || Cancel

The following information displays and cannot be edited: Path, Device Type (SWG).

transfer logs to this SR (see Section 4.8.2). The Path consists of the IP address of the SR, and a unique

Q Tip: Make a note of the Path. You will need to enter this information in the SWG to allow the SWG to
number for each configured SWG policy server.

2. Enter a Name for the device and/or a Description for the device.

3. If this is the first SWG you have entered and you did not previously enter a common password for the
SWG, enter the Password and make this same entry again in the Confirm Password field.

4. Click Save to save and process your information, and to return to the Device Registry panel where an
icon representing the SWG device you added now displays.

All SWG devices use the common password that you configured in the Secure Web Gateway Setup
section of the SR Wizard (or in the Add SWG dialog described above, if you did not configure it in the SR
wizard). To change this password if required, edit any configured SWG device and click Change Common
Password.

4.8 Set up Web Filter, SWG Log Transfers

This step can be performed any time during SR setup, but must be completed in order for the SR to
receive logs from the Web Filter and/or SWG.

4.8.1 Web Filter Setup
4.8.1.1 Web Filter Configuration

1. Access the user interface of the Web Filter.

2. Choose the Reporting link at the top of the screen to display the Reporting section of the
Administrator console.

3. From the navigation panel at the left of the screen, choose Report Configuration to display the
Report Configuration window.

4. Select Trustwave Security Reporter to display the Trustwave Security Reporter tab:
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Reporting : Report Configuration &/

web Fiter — PATrustwave®

1] Sraep—

T G —

1185 Securty Reporter /485 Enterprise Reporter | Log|

Shadow Log Format

Log File Transfer Configuration
Remote Server

Initiating Log Transfer
Click the button to initate log transer now.

Host Name: WF-92-1.00,8e8.net. | IP; 172.20.82.1. | . Version: Web Filter £ 200,77

5. Inthe Server field, enter the LAN 1 IP address you assigned to your SR, and then click Add to include

this IP address in the Remote Server list box.

6. Click Save. Your Web Filter is now set to transfer its log files to your SR via HTTPS.

Note: It is recommended you wait for 1 - 2 hours after the initial installation so sufficient data is available
Q for viewing.

4.8.1.2 Web Filter Log Transfer Verification

You can see if log files have transferred by following these steps in the SR:

1. Access the System Configuration administrator console.

2. Go to the Database pull-down menu and choose Tools to display the Tools screen:

E ‘Securty Reporter P& Trustwave’

Hetwork j Server d Database j & Help Logout

Diagnostic Reports Table Status > View |
Database Status dB Backup | view |
Technical Support Report

Peinta | Generate |
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3. From the Database Status menu, select File Watch Log.

4. Click View to open the Database log:

lel@] =

| M 172209222 | httpsy//17220.92.22:8843/process/showlogfile.cgit/usr/local/Bef/loc 77 |

Oct 10 06:38:12[5952]: [INFO] LDC_filewaich_messagefile /ust/localf3et/logs/filewatch.log
(flewatch.c:164)
Oct 10 06:38:12[5852]: [INFO] LDC_filewatch_cfgfile fusr/local/8e6iconf/dbcomeigkey.conf
(filewatch.c: 167,
Oct 10 06:38:12[5852]: [INFO] LDC_filewatch_pattemn shadow|netcache|config
(filewatch.c:176)
Oct 10 06:38:12{5052]: [INFO] LDC_filewatch_patsep | (flewatch ¢:179)
Oct 10 06:38:12[5952]: [INFO] LDC_filewatch_waittime 1 (flewatch.c:187)
Oct 10 06:38:12[5952]: [INFO] LDC_filewatch_sleeptime 30 (filewatch.c:195)
Oct 10 06:38:12[5952]: [INFO] LDC_dir_incoming Jusr/localfSe6fincoming (flewatch.c:211)
Oct 10 D6:38:12[5952]: [INFO] LDC_dir_process fusrilocal/3eblprocess (filewatch c:214)
Oct 10 06:38:12[5952]: [INFO] LDC_dir_confdir /ust/locali8e/confdir (filewatch.c:217)
Oct 10 06:38:12[5952]: [INFO] LDC_app_conf_pattern config (filewatch.¢:227)
Oct 10 06:38:12{5952]; [INFO] filewatch started (flewatch.c:99)

Close

The transfer is working if you see an entry that includes the date and time for incoming shadow logs.
The transfer should occur every hour. Once you see an entry, reporting information will be available
one hour after the timestamp of the import listing.

4.8.1.3 Set Self-Monitoring

1.

In the SR Report Manager navigation toolbar, select Administration | System Configuration to display
the Server Status panel screen of the System Configuration administrator console.

2. From the Server pull-down menu, choose Self-Monitoring to display the Self Monitoring screen:

- Security Reporter P Trustwave®

Hetwork

j Server j Database j

Self Monitoring

Would you like to activate self-monitoring? @ yES © NO

Ifyes, indicate who will receive the emergency e-mail notification. You may
assign up to four individuals. One ofthem has to match with the Master
Administratar email. The Master Administrator receives all rmessages.

Master Administrator's E-Mail Address: | admingdlogo.com

W Choice one  Send eamail to e-mail address: cpike@logo.com
[T Choicetwo  Send e-mail to e-mail addiess:

[T Choice three Send e-mail to e-mail address:

[T Choice four Send eamail to e-mail address:

Save

& Help Logout

3. Choose YES to activate monitoring.

4. Enter the Master Administrator’s E-Mail Address.
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5. Click Choice one and enter an e-mail address of an individual in your organization that you would like
notified if the SR detects any problems when processing data. This can be the same e-mail address
entered in the previous field. Enter up to four e-mail addresses.

6. Click Save.

4.8.2 SWG Setup
Setup instructions differ depending on the SWG software version to be used with the SR (10.0 or 9.2.5).

4.8.2.1 SWG Configuration for Software Version 10.0 or above

4.8.2.1.1 Configure SWG to Send Logs to the SR

1. Access the SWG user interface (Management Console).
2. Navigate to Administration | System Settings | Trustwave Devices.

* Depending on the SWG version this page could also be named M86 Devices or SWG Devices.
3. Inthe Devices tree, find the SWG’s IP address and drill down to Log Server | Log Properties.

4. In the Log Properties panel, click the Log Archiving tab:

Logs and Reparts Administration Help - Logout {admin

SWG R Trustwave

sl |y

L

€ | LogProperties @ ‘

Log Server for IP; 192188120151

- ¥ enable Log

CollectLogs From | SysegTargets | SysbgFields | LegAreniing | WeblogRetenten |
=y i

| aecwverocasen [ username [ passwow
7] SFTP [=feoo2s0.10.5672 swa e

“Archive Location Examples:  FTP, FTP Passive, SFTP - [7 Address/dir.  Samba - /1P Agiress/dir
Archive format: Basic Format ~

Test location seftings on next save

A cas

= e [Lest g 0403 20730548 CoageaUser: sdmn Verson 110818

5. Click Edit to activate the elements in this tab.

* In Log Archiving Location, click the ‘+’ (plus character) in the table header to add a new row in the
table, and specify the following criteria to the right of the check mark in the Enable column:

* Connection Method: Select “SFTP” from the pull-down menu.

» Archive Location: Type in the Path information that you noted when setting up this SWG in the
SR Device Registry. The Path will be the IP address of this SR, a slash character (/) and an inte-
ger. Do not include the leading //. For example: 200.260.10.56/2.

* User Name: Type in the SWG’s Username from the Device Registry, which is swg (in lower case
characters).
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» Password: Type in the common password for SWG transfer as configured on the SR.
Note: Be sure “Extended Format” is selected for Archive format, and Log Archive Scheduling specifies the
@ correct interval you wish to use for sending logs from the SWG to the SR.

6. Click Save to save your settings.

4.8.2.1.2 Policy Settings

1. Navigate to Policies | Default Policy Settings and verify if the settings in Enable Emergency Policy and
Default Policy Values are the ones you wish to use for sending logs to the SR.

2. To modify any settings, click Edit to activate all elements in this panel:

Users Policies Logs and Reports Administration Help Logout  (admin) SWG M
2 LI

Default Policy Sefiings: ki

Default Policy Settings Help (F1) &)

1~ [ enable Emergency Policy

Emergency Security Policy: | 1185 Emergency Policy -

Emergency HTTPS Policy: [1188 Emergency HTTPS Polcy =
[~ Default Palicy
Master Policy: -
Security Policy: 1925 lledum Securiy Poicy
Logging Folicy: Log eventhing
HTTPS Policy: 125 FTTPS poiey. =l
pouered by Finjani

3. Make your selections from the pull-down menu(s).

4. Click Save to save your edit(s).

4.8.2.2 SWG Configuration for Software Version 9.2.5

0 Caution: This version of SWG has reached End of Life. You should upgrade to a newer version.

4.8.2.2.1 Configure SWG to Send Logs to the SR

Access the SWG user interface.

—_

2. Navigate to Administration | System Settings | M86 Devices.
3. Inthe Devices tree, find the SWG’s IP address and drill down to Log Server | Log Properties.
4. Inthe Log Properties panel, click the Log Archiving tab:
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M86 SWG

Mo

Help (F1) @

Log Server for IP: 192.162.42.10
24210

B 8 Logserver

Collect Logs From | Sysg | Leg Archiving | Dalabase Granuiarty |

B [Log Properties]

[~ Log Archiving L

8 Scanning Server
B Poiicy Server

Connection method: [ SFT2 =
rel n:

eeeee J by ﬁniaﬁ

ety pr T ——————

5. Click Edit to activate the elements in this tab.

6. In Log Archiving Location, be sure the following is specified:

* Connection Method: “SFTP” is selected from the pull-down menu.

* Archive Location: Type in the Path information that you noted when setting up this SWG in the
SR Device Registry. The Path will be a double backslash (//), the IP address of this SR, a slash

character (/) and an integer. For example: //200.260.10.56/2.

* User Name: Type in the SWG’s Username from the Device Registry, which is swg (in lower case

characters).

» Password: Type in the common password for SWG transfer as configured on the SR.

* Archive Format: “Extended” is selected from the pull-down menu.

Note: Be sure Log Archive Scheduling specifies the correct interval you wish to use for sending logs from
Q the SWG to the SR.

Click Save to save your settings.

4.8.2.2.2 Policy Settings

1. Navigate to Policies | Default Policy Settings and verify if the settings in Enable Emergency Policy and
Default Policy Values are the ones you wish to use for sending logs to the SR.

2. To modify any settings, click Edit to activate all elements in this panel:
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Users Policies | Logs snd Reports | Administration Help Logout M
M86 SWG

4 r

Default Policy Settings Help (F1) &

1~ [ Enable emergency Policy

Emergency Security Poliey: |Finjan Emergency Polcy.

Emergency HTTPS Policy: | Finjan Emergency HTTPS Folicy

Master Policy:

Security Policy: Finjan W edium Securty Policy

Logging Policy:
e sy
peueredby Finjan £ Eat  Save % Cancel

[ Ready Polies -> Deaut Polcy Seftngs Logged User: admin 81452515

3. Make your selections from the pull-down menu(s).

4. Click Save to save your edit(s).

4.9 Single Sign-On Access, Default Username/Password

4.9.1 Single Sign-On Access

If using a Web Filter, the Single Sign-On (SSO) access feature is available for the global administrator
account set up during the wizard hardware installation process. To enable this feature, be sure this same
username and password combination is saved in the Web Filter (System | Administrator) for an ‘Admin’
account type. Also be sure the hostname for the SR server and Web Filter are entered in the hosts file.
Thereafter, whenever accessing the Web Filter via the menu link in the SR user interface, the Web Filter
splash screen displays, bypassing the Web Filter login window.

Filter) from within the SR in your browser you may encounter a connection warning. This may occur if you

Tip: With a secure connection, the first time you attempt to access the Web Filter (Administration > Web
Q have not accessed the WF with that browser and accepted the security certificate.

To resolve this issue, navigate directly to the Web Filter user interface in your browser. You will be
prompted to accept the security certificate. For details of how to accept the security certificate for your
browser, follow the instructions at: http://www.trustwave.com/software/8e6/ts/wf-sec-cert.html

4.9.2 Default Usernames and Passwords

Without setting up Single Sign-On access for the global administrator account, default usernames and
passwords for the SR application and Web Filter are as follows:

Application Username Password
Security Reporter admin testpass
Web Filter admin user3
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Note that since the default username for both the Security and Web Filter are identical (admin), but the
passwords are dissimilar, the SSO feature will not function. Thus, in order to use SSO, Trustwave
recommends setting up an administrator account in the Web Filter that matches the global administrator
account set up in the SR.

4.10 Next Steps

Congratulations; you have completed the SR installation procedures. Now that the SR server is set up on
your network you will need to be sure the Web-access logging device you are using is sending log files to
the SR database. Once the SR database is populated—this generally takes a full day—the Report
Manager can be used for generating reports.

Initially, you will only be able to report on IP addresses. To implement user names in SR reports using a
Web Filter, please consult the System Configuration Section of the Security Reporter User Guide. Refer to
the Reports Section, Real Time Reports Section, and Security Reports Section of the Security Reporter
User Guide for information on generating reports.

For real time and security reports, the next step is to set up user groups or administrator groups. For real
time reports, you will set up and configure gauges thereafter.

Obtain the latest Security Reporter User Guide at_
http://www.trustwave.com/support/sr/documentation.asp.

Note: If you cannot view reports, or if your specific environment is not covered in the Security Reporter
User Guide, contact a Trustwave solutions engineer or technical support representative.
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5 Best Reporting Practices

This Best Reporting Practices section is provided to help you get started using the Report Manager user
interface. The main areas of focus in this section are productivity and security reporting, and real time
reporting.

In the Productivity and Security Reports Usage Scenarios sub-section you will learn how to:
* access Summary Reports to obtain a high level snapshot of end user Internet activity

» use Drill Down Reports to conduct an investigation of specific Internet activity

*  modify a report view

* generate a report view grouped by two sets of criteria

e generate a summary report view and a detail report view

* create a new report view

e export a report view to an output format

* save areport

» schedule a report to run on a regular basis to capture Internet activity at set intervals of time
» create a Custom Category Group

* generate a summary report and a detail report for a custom category group

* create a custom User Group

* generate a summary report and a detail report for a single user group

Reports, the SR must collect data for a couple of hours. Therefore, it would be best to wait a day after the
SR has been installed and fully operational before beginning any of the exercises described in the
Productivity Reports Usage Scenarios sub-section.

Q Note: The SR must collect data for a full day in order to generate Summary Reports. To use Drill Down

* In the Real Time Reports Usage Scenarios sub-section you will learn how to:

* navigate panels to access tools for configuring the Report Manager

e drill down into a dashboard gauge to target sources of unusually high Internet activity
» create a gauge that will monitor a user group’s Internet activity

» set up an email alert for notification of potential Internet usage threats on the network

5.1 Productivity and Security Reports Usage Scenarios

This collection of productivity and security reporting scenarios is designed to help you use the Report
Manager to create typical snapshots of end user Internet activity. Each scenario is followed by setup
information. Please consult the “How to” section in the index of the Security Reporter User Guide for pages
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containing detailed, step-by-step instructions on configuring and/or using the tools and features described
in that scenario.

5.1.1 Summary Report and Drill Down Report exercise

In this exercise you will learn how to use Summary Reports to obtain a high level overview of end user
activity, and then use Drill Down Reports to obtain more detailed information on specific user activity. You
will also learn that there are two basic types of Drill Down Reports (summary and detail), and various types
of reports you can generate for each of these two basic drill down report types.

5.1.1.1 Use Summary Reports for a high level activity overview

From the navigation menu, select Reports | Summary to display yesterday’s “Top 20 Users by Blocked
Requests” Summary Report containing pre-generated data. Since the data has already been captured
from the previous day, the report loads quickly in your browser:

@["—WT@ isoton | e | Logout ~ seauityReporter B Trustwave:

Summary Reports Yesterday Top 20 Users by Blocked Requests

- Date Scope: | || Yesterday | |T] LastWeek | [ LastMonth | [T WeektoYesterday | [&] Month to Yesterday

Top 20 Users by
Blocked
Requests

Top20Usersby  Top 20 Categories Top20Usersby  Top20Viruses  Top20Usersby  Top 20 Sites by Top 20 User Top 20 Blocked
Virus Hit Count by Page Count Page Count Detected WMalware Hit Page Count Groups by Page Searched
Count. Count

4 »
: Keywords. ;

M86\Danna Arterberry

M86\Delbert. Seriven

W86 Keven.Blackwood
Ma6\Mario.May

MEEQuinten.Clawson

MB6\Alejandro.
M86\Debra.lrving
M86Riley.Ingham
MB6\Esther Browmlow
WB6\Erik Royceston
M86\Debbra Badeocke
ME6Robbin Dovmer

WE6\Gena. Padmare

Mummmm“ll‘

o 100,000 200,000 300,000 400,000 500,000
Blocked Request Count

Downioad Report- (L J-} PDE_ | (LB|.CS¥. | (L@ PNS

In the dashboard that displays near the top of the panel, you can click any thumbnail to view the related
Summary Report. For example, the Top 20 Categories by Page Count report shows the categories that

were most frequently visited by users yesterday.

Note: Click the left or right arrow in the dashboard to view additional thumbnails.

0 In the Security Reporter Administrator Guide index, see:

* How to: generate a Summary Report

5.1.1.2 Further investigate using a Summary Drill Down Report
Now you will use a Drill Down Report to find out which user(s) are visiting sites in the category you've
targeted for investigation.

Best Reporting Practices
75 Copyright © 2014 Trustwave Holdings, Inc. All rights reserved.



Trustwave Security Reporter - Appliance Installation Guide - Version 3.3.15

From the navigation menu, go to Reports | Drill Down | Category to display the generated Summary Dirill
Down Report view, ranking categories in order by the most blocked requests.

Note: Hovering over a bar in the chart displays the name of the record along with the total count used in
that record.

Beneath the bar chart is a table containing rows of records. Columns of pertinent statistics display for each
record.

The bottom portion of the report view panel includes a link to the Report Wizard, used for modifying the
current report view, downloading, emailing, saving, and/or re-running the report:

ity Reporter P\ Trustwave®

Category ~ Category

Limit 50 September 18,2012 I etocked Count [ Passed Count

8,000

7,000

5,000

5,000

Pormography WMalware Banner Advertisements Erotic / Sex General Business Dating

Category |1P Count [usercount site Count Blocked Count ¥ Passed Count Time Count (... .E.Toi.alcuum L

| Pornography 10 10 15 3 o 0:12:10 zz

| Mahware 10 10 T o o corao i

| Banner Advertisements 1 1 138 8 018 s.08:00 w078

| Erotic/ Sex 10 10 z 33 o 008:30 28

| General Business 10 10 178 20 7,401 4:44:10 7421

| ating 10 10 z iz b c0s10 s

| cnat w0 ® 1 1 51 20 6

| Blogs / Bulletin Boards 10 10 182 15 5470 3:15:00 5185

1 Social Media 10 10 35 10 1.006 0:50:10 1016

: Search Engines / Web Catalogs / Fortals 10 10 373 3 9,862 7.45:50 8.871

i Humor / Cartoons 10 10 2 7 803 036110 210
[T o Gotopage: | |5 of 1 tomipages

Note that the drill down report view has been generated for today’s activity by default.

To continue this investigation using data from yesterday’s Summary Report, you must create a new report
from this current report view by first changing the date scope.

In the Security Reporter Administrator Guide index, see:

* How to: generate a Drill Down Report
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5.1.1.3 Create a new report using yesterday’s date scope

1. At the bottom left of the Summary Drill Down Report view, click Report Wizard to open the Report
Wizard for the Category type of report:

uity Reporter P Trustwave®

Category

General Grouping & Visibility Eiftors
Name & Description Date Scope
Name: x
(2 | Today v
Description: o
Time ranges are only snabled for first level detail
) reports, defined in the Grauping & Visibiliy tab.
From: i | 0 A \i‘
Tor = = =l

Options

Group By:
From the option pairs below, select the types of content fo be included in the report. At least one content type must be
Category selected from each pair.

Include:
[ |@] Blocked |v] Passed | [ [v/] Page [v] Object | [ |v] X-Ray (V] NonX-Ray |
[ ] Mentified IPs |w] Unidentified IPs |

Selected Filter Counts:
Action
Category
P
Policy
Site

ExporiFormat: | POF |~

a a w omoaoa

User

L) st J e ) ()

The Report Wizard is comprised of three tabs used for specifying reporting criteria: General, Grouping
& Visibility, and Filters. The bottom right of the panel includes the Download, Email, Save, and Run
buttons.

For this exercise, we will only use the default General tab.
2. By default, “Today” is selected as the Date Scope. Choose “Yesterday” from this menu.

3. Click Run to accept your selection. The regenerated Category report now displays yesterday’s data in
the Summary Drill Down Report view.

In the Security Reporter Administrator Guide index, see:
* How to: create a new report from the current report view

5.1.1.4 Create a report grouped by two report types

1. To continue this exercise, select the record for the category you wish to further investigate.

Q Note: If necessary, scroll down to view the entire list of categories in the report view.

2. Now, to find out who is visiting sites in this category, you will need to identify the user(s).

Since there are two sets of criteria you need for this exercise, you must drill down into the selected cat-
egory and also specify that you wish to view user IP addresses, thereby creating a report view grouped
by two report types.
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Note the Count columns to the right of the Category column, each with clickable links.

@ Note: The Bandwidth column displays with GB or MB statistics if using a SWG only with this SR.

Click the IP Count link corresponding to the targeted category:

 Reports | Admmsteton | e | Lesot = Security Reporter ~ P@ [rustwave-

Category Category (1) P (1)
August 6, 2013 [l Gtocted count [l Passed Count
12
10
8
E } ‘ ’
a
2
10.130.0.144 104300427 101301422 10.130.0.162 101300142 10.130.0.147

P User Count site Count Blocked Count ¥ Passed Count Total Count
10.130.0.144 2 z 1 4 12
10.130.0.427 2 10 1 5 1%
101301422 1 z 10 3 1
10.130.0.162 2 a1 10 3 13
101300143 2 B 10 3 18
10.130.0.147 2 10 10 2 18
10.130.0.248 1 4 10 1 1
10.130.0.152 2 ) 10 s 18
10.120.0.104 2 10 ] 2z -
10.130.0.158 2 7 3 3 12
10.430.0.165 H 10 - & L]
01200 144 2 = a " 15
" Report Wizard I Result Limit: 50 records | Go to page: [ of 1 wmipages

After executing the last command, note that user IP addresses now display in the first column of the
report view instead of categories.

In the Security Reporter Administrator Guide index, see:

* How to: use count columns and links

For the last step of this exercise, you will select a user from the current Summary Drill Down Report view
and then drill down further to see which URLs that user visited, thereby creating a Detail Drill Down Report
view.
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5.1.1.5 Create a Detail Drill Down Report to obtain a list of URLs

1. To investigate the activity of a specific user listed in the current Summary Drill Down Report view,
select that user’s record and then click the hyperlink in the Blocked Count, Passed Count, or Total
Count column to show results in the Detail Drill Down Report view that now displays:

Category

Date A |Category P
8/6/2013 01:35:38 PM I ] 10.130.0.144
27672013 01:35:38 Pl Banner 10.130.0.184
8/6/2013 02:13:31 PM 10.130.0.144
B/6/2013 02:48:15 P ‘Banner Advertisements 10.130.0.144
8/6/2013 02:54:37 PM 10.130.0.144
£/8/2013 04:03:31 Pl 10.130.0.1a4
B/6/2013 04:59:45 Pl 10.130.0.144
10.130.0.144
18/6/2013 08:00:26 Pl 10.130.0.144

8/6/2013 09:49:04 Pl 10.130.0.144

Category (1) IP (1) Detail

August 6, 2013

|user

WB6Uohnnie Lund
WE6Uohnnie Lund
10.130.0.144
10.120.0.144
10.130.0.144
Wg6Ushnnie Lund
1186 Johnnie Lund
W26 Johnnie Lund
W86 ohnnie Lund

W86Ushnnie Lund

|Action

Block

Block
Block
Block
Block
Block
Block
Block
Blook

Block

urity Reporter

P2 Trustwave:

Load policy

windows oo,

Load policy

windows co.

Load policy

ti.comshit

Load policy

Ditp:iad et

Load policy

http:iiadss caleven

Load test medium policy

hitp:firad msn.comiAD SA.
|
htp: i

Load pelicy

Load policy

Ditp:iiad et

Load test medium policy

Load test medium policy

|
http:firad msn.com/ADSAG .. |

hitp:firad msn.com/AD SAd.
|

Ba
a3
8
8/6/2013 07:48:33 P Banner
8a
a3
8a

8/6/2013 11:35:01 Pl 10.130.0.144 186" Johnnie Lund Block Load policy  hito:

Y8 |

Report Wizard [

Note that the Detail Drill Down Report view contains columns of information pertaining to the user’s
machine and setup on the network, sites visited, categorized URLs, and clickable links to access

pages the user viewed. Records for blocked user requests display in red text.

2. In this report view, click any URL link to open the page for that URL.

O

In the Security Reporter Administrator Guide index, see:

» How to: create a detail Blocked Count report from a summary report

You have now learned how to access Summary Reports and to use Drill Down Reports to conduct an
investigation. You have also learned how to change the date scope of a Drill Down Report to create a new
report, generate a report view grouped by two report types, and drill down into the current summary report

view to create a detail report view.

These tools and other tools can be used separately or combined to create many different types of reports

to fulfill different purposes.

5.1.2 ‘Group By’ Report and Export Report exercise

In this exercise you will learn how to display only the top 10 records of a summary drill down ‘group by’
report view, export that report view in the PDF output format, and then view the results of the generated

PDF file.
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5.1.2.1 Drill down to view the most blocked sites in a category

1.

From the top panel, go to Reports | Drill Down | Category to generate a Summary Drill Down Report

view, ranking categories in order by the most blocked to the least blocked:

W—_ | v | vow : - Security Reporter DA [rustwave:

August §, 2013 [ Eiocked Count [ Passed Count

- ..
0

Banner Advertisements Software / Hardware Search Engines / Web Cat... Hews | Magazines Othe Malware

Category IP Count User Count Site Count Blocked Count ¥ Passed Count Total Count

>

Banner Advertisements. 500 ar2 iFen 1743 1z 2455
Software ! Hardware 500 266 269 1820 5307 £.827
Search Engines | Web Catalogs / Portals 500 ar2 223 1518 2718 4237 J
Hews  Magarines. 500 269 212 1.202 2019 2.421
Other a38 368 sro 1256 1853 3.409
WMalware 454 310 43 1256 0 1256
General Business 499 ar2 308 1181 1866 2.856
Computer Games. 495 228 228 1185 1388 2573
Shopping 292 259 423 883 1.405 2288
Music / Radio Broadeast 285 261 195 78 1112 1888
Education 482 az8 405 688 1008 1694
P —— ey a2 135 Az ran 1085
[ Reportwizard | [l wo Result Limit: 50 records  Go to page: (ool 1 wtalpages

To find out which sites were blocked in a category, target the category and then click the Site Count

link corresponding to that category to create a report view grouped by two report types:

Security Reporter P& Trustwave®

Gategory v Category() . Site

August §, 2013 [ 2rocked Count [l Passed Count
300
800
700
00
500
400
300
200
o =

: EE == —
google.com yahoo.com yimg.com msn.com websearch.com ask.com

site IP Count User Count |Blocked Count ¥ Passed Count Total Count
‘google.com 461 328 343 887 1.230
yahoo.com 345 246 247 252 599 ‘
yimg.com 261 274 236 465 m
msn.com 165 143 101 108 210
websearch com 8 5 14 2 14
ask.com 180 148 59 are 238
atwola.com 148 131 a2 144 188
netscape.com 4 n 28 48 I8
sirsearch.com 23 22 2 2 23
about.com 84 58 21 a8 88
doublestiok net E 5 21 i 28
Chepotmes ] M (] ResuitLimit 50 records | Gotopage: [ | 2| of 1 tomipages
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Note that URLs/IP addresses of blocked sites in the category now display in the first column of the
modified report view, instead of category names.

In the Security Reporter Administrator Guide index, see:
0 * How to: generate a Drill Down Report

* How to: use count columns and links

5.1.2.2 Export a report for the top five site records
1. Now, to only display the top five blocked sites in the top category, navigate to Report Wizard.

2. On the General tab, choose an Export format of “PDF”.

Note: The default export format is CSV because production reports with large amounts of data are most
efficiently generated in this format.

3. Click the Grouping & Visibility tab:

 causes | n | | Security Reporter  B& Trustwave®
Category =
General Grouping & Visibility Filters
Grouping & Sorting Column Visibility
Group By: Sort By: Show Records: R G o
"| category v | lm :j@ [ Al Limit: |1 ‘ﬁ + Passéd Cound @
o sie | | Biocked Count | = &Y A ume s 5] [ H)l=Jl)] Time count trmmiss) =
Total Count @J
Bandwidth EJ
Page Count @J
Page Bisaked Coure =
Page Passed Count E\J
Object Count E\J 5
Object Biocked Count Bhie
Object Passed Count @
Palicy Count @J
X-Ray Count @J
Hon X-Ray Count E\J
W

4. Inthe Group & Sort by section, for Show Records, type in 1 for the record Limit.
5. Click the “+” symbol to add the next level to the report, and select Group by “Site”.

6. Under Show Records, type in a Limit of 5 records.
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7. Click Download to begin the exportation process using the PDF export format. When the exportation
process has been completed, the PDF file opens in a separate browser window:

"% Trustwave
Category

Group By: Category | Sort By: Blocked Count, Descending | Limit: 1

Group By: Site | Sort By: Blocked Count, Descending | Limit: 5

Category : Banner Adverti:

Site IP Count User Count Blocked Count Passed Count Total Count
doubleclick net 368 294 462 287 749
msn.com 340 217 399 194 593
fastclick.net 160 145 128 74 202
falkag.net 193 157 65 187 252
yahoo.com 190 164 59 193 252
Total 1,251 1,037 1,113 935 2,048
Total ltems: 5

May 4,2014 4:07:55PM  Pacific Daylight Time Generated by: admin Page 1 of 1

The generated PDF file for the report includes a list of the top 5 Sites records for the selected category,
as well as the following counts for each record in the report: IP Count, User Count, Blocked Count,
Passed Count, and Total Count. The Total and Total items display at the end of the report.

In the Security Reporter Administrator Guide index, see:
0 * How to: display only a specified number of records
* How to: export a report

* How to: print or save an exported report

You have now learned how to modify a Summary Drill Down Report view grouped by two report types to
include only the top 5 records, and then export that content for viewing in the PDF format.

Variations of this exercise can be performed to generate and export countless reports using criteria of your
specifications.

5.1.3 Save and schedule a report exercise

In this exercise you will learn how to save report view criteria, and then create a schedule for running a
report on a regular basis using that criteria. While a Summary Drill Down Report is used in this exercise,
these steps also apply to a Detail Drill Down Report.
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5.1.3.1 Save a report

1. To use specific criteria for a report you wish to run again, navigate to Report Wizard and configure
settings in the tabs:

Content Type -

General Grouping & Visibility

Group By:
‘Content Type > IP > Detail

Selected Fitter Counts:
Action 1
Content Type 1
P 1
Policy 1
Search String 1
site 1
User 1

Filters

R Trustwave

curity Reporter

PA Trustwave:

Name & Description
Name:

Wezkly Content Type |

Description:

User Group Information

Options

selectsd from each pair.
Inciude:

| (] Biocked [v] Passed | [ [/ Page [v] Object | [ [/] X-Ray [/] NonX-Ray |

| [¥] 1gentified IPs | Unidentified IPs |

ExportFormat: | POF | v

o, included in the report. At least one content fype must be

Date Scope

() | Current Week v
e

Time ranges are only enabled for first level detail
" reparts, gafined in the Grouping & Visibilty tab.

bom [ @ [F o wm
w [ |mf=aw

In order to save the report settings, you must at least enter a Name for the report in the General tab.
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2. Click Save at the bottom of the panel to save the report.

Note: Saved reports can be edited at any time. These reports are accessed by going to Reports | Saved,
and then choosing the report from the Reports list:

“Security Reporter P Trustwave®

Saved Reports

Reports

Please select a report fo editidelete/duplicate.

Hame 4 Description Report Type. Last Updated

Format ‘Author
Category 1 Category 050412014 3:14:59 PM - FoF admin
Category 2 Category 05/042014 3:15:27 PM | POF admi

ieekly Content Type. User Group Informatien Content Type. 050412014 2:14:02 PM | POF

View saved reports for: | admin | v

(e Lo ) CmonceJ (omms | o)

In the Security Reporter Administrator Guide index, see:
0 * How to: save a Drill Down report

* How to: edit a saved Drill Down report

5.1.3.2 Schedule a recurring time for the report to run

Now that you’ve saved the report, you can schedule a time for the report to run.

1. Navigate to Reports | Schedule to display the Report Schedule panel:

, : ‘Securt P2 Trustwave
Report Schedule -

Click on a schedule to edit.

Frequency Last Run

Hext Run

|author

Refresh | View schedules for: | admin | v

]
E
i
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2. Click Add to go to the Add Schedule panel:

— Securty Reporter P& Trustwave:
Add Schedule
Schedule Settings Recipients
Schedule Hame: Email:
Weekly Content (A
Report to Run: Delivery Method: (s) To: () Bee: () Ce
|Report lame Report Type Format Email DM Remove
Category 1 Category | POF admingexample.com © &
Category 2 Category | PoF
Weeldy Category Category <) POF
Message
Subject:
Body:
Fi - Start Time:
L i me Delivery Options
oay  |v 8 100 Av o) (8) Attachment () Link
Save ]| Cancel

3. Enter a Schedule Name, select the Report to Run, and specify the run Frequency (Daily, Weekly,

Monthly, Once) and pertinent criteria.

4. Click Save to save your settings and add the schedule to the Report Schedule panel list.

Report Schedule

Click on a schedule to edit.

urity Reporter

P2 Trustwave:

Schedule Name 4 Custom Report Hame

Weekly Content Weekly Content Type

Refresh_| View schedulesfor: | admin | v

Frequency

Weekly Category Vieekly Category

Daily

Last Run [Hext Run

05/05/2014 8:00:00 A admin

|Author

|
E
i

In the Security Reporter Administrator Guide index, see:

» How to: schedule a Drill Down report to run

You have now learned how to save a report and schedule the report to run at a designated time.

Reports created for a variety of purposes can be scheduled to run on different dates and times to capture
records of specified user activity as necessary.
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5.1.4 Create a Custom Category Group and generate reports

After you've run a few summary and detail reports for the top visited categories, you might want to

generate reports targeting specified categories only. To do so, you must first create a Custom Category
Group.

5.1.4.1 Create a Custom Category Group

1. To create a Custom Category Group, choose Administration | Custom Category Groups from the
navigation menu:

r Securtty Reporter P Trustwave®
Custom Category Groups
Custom Category Group Custom Category Group Detail
This sereen allows the ereation and edit of * Category Group Name * Service Type (s) URL () Bandwidth
Gustom Category Groups.
e + Member Categories
i cicaaician. | Available Categories " || Assigned Categories
Anaheim Ducks i |
Alcohol
AnimalsiPets
Art
Bad Reputation Domains.
Bannerfiieb Ads
Blocked Exception
Books & Literatureiritings
Botiiet I
Ghat
Ghild Pornography
Gomics
Community Organizations
Criminal Skills
cutts
Dating/Personals
Domain Landing
DublousiUnsavory
Add Remove -
tew.] [ Deiete Save

2. Type in the Category Group Name to be used.

3. Specify whether the Service Type for reporting is “URL” or “Bandwidth”; if “Bandwidth” is selected, this
action affects the Member Categories section below:

» For a URL Service Type: Choose the Available Categories and click Add to include each category
in the Assigned Categories list box.

* For a Bandwidth Service Type: Specify the Port Number(s) and click Add Port to include each port
in the Assigned Ports list box.

4. Click Save to save your settings and to display the name of the group you added in the Custom
Category Group list box.

In the Security Reporter Administrator Guide index, see:
* How to: add a Custom Category Group

5.1.4.2 Run a report for a specified Custom Category Group

1. To create a report for the Custom Category Group you created, choose Reports | Drill Down | Report
Wizard from the navigation menu.
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Specify reporting criteria in the General tab.

In the Grouping & Visibility tab, specify the report will Group By “Category Group”:

ity Reporter B Trustwave’

Category =
General  Grouping & Visibility Gilr

Grouping & Seorting
and for the report. A y i
levels. ng the “+* symbol ng the - symbol. A 'y Repor ils is
oreated by olicking the report icon at any level afler the first level. A y i i atthe first
level. Creating y the Date
KEY: 4 Add Group snd Sortron | — Remove last added cow | A4 | [ Summeny Report/ Detsil Report
Group By: Sort By: Show Records:

| category Group | v | | Blocked count v J@ L a| timie [0 | B‘ EJ

Column Visibility

@

Catagory Count
IP Count 5
User Count
Sits Caunt
Blocked Count

Passed Count

Time Count (h:mm:ss)

Total Count
Bandwidth

~
Page Count

w2,
Page Blocked Count

Page Passed Count
Object Count

Object Blocked Count
Object Passed Count
Action Count

Poliey Count.

X-Ray Count

DEEEEEEREEHEEEEE @9

Hon X-Ray Count

In the Filters tab, select the Category Group filter and search for the custom category group you
created:

curit

tyReporter - P& Trustwave®

Category =
General Grouping & Visibility Filters
Action  Category [eILACNE  Policy  Site  User  UserGroup
type above, fype. , a3 2 wilduard. For example, for the User filfer,
i i . and "152.188 - ieve all IPs beginning with "182 163.1", Similarly, for i an
categaries ending with “Hetworking"_ Make your ta populate. i toke 2 si

| Ananeim Ducks Selected Filters:

Available Filters: 7 Anaheim Ducks
2
2
3
£
Currantly selested: 0 out of 0 Currently seleated: 0 out of 4
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5. After adding the custom category to the Selected Filters list box, click Run to begin generating the

report view. The finished report view displays in the Drill Down report panel:

B e v ty Reporter B Trustwave:

Category Category Group (1)

October 1, 2012 - Gotober 31, 2012 I siocked Count [l Possed Gount
20,000

18,000
18,000
14,000
12,000
10,000
3,000
5,000
<000
2,000

0

Anaheim Ducks

Category Group |category .. [IP.count |usercount |sitecount  |Blocked C... ¥|PassedCo.. |TimeCoun.. [TotalCount

4] 10 10 2z o 18,880 10:47:30 18,880

Anaheim Ducks

(o i

Result Limit: 10 records  Gofo page: |+ \_:J of 1 total pages

In the Security Reporter Administrator Guide index, see:
» How to: generate a Custom Category Group report

5.1.5 Create a custom User Group and generate reports

In addition to running reports for various custom category groups, you might want to create one or more

custom user groups and run reports for these user groups.

@ Note: In order to generate reports for a custom user group, the user group must be created a day in

advance, since the list of users is updated each day automatically based on group definitions and latest

usage data.
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5.1.5.1 Create a custom User Group

1. To create a user group, navigate to Administration | User Groups:

| | urity Reporter

P2 Trustwave’

User Groups
User Groups. Group Members
your be used to create new Patterns
ones or delegate to other adminis an asterisk (7}
T T | Patterns
Status |Group Name Last Rebuilt
S0 A system) 20121022 03:30
* Unknown Users (SWG) 2012-10-22 03:30

< *10.430.0.1 (Gustom)

£ +10.120.0.11 (Custom)

S 10430042 Custom)

£ *10.130.0.19 (Custom)

S *10.430.0.2 (Custom)

S *10.130.020 (Gostom)

£ *10.130.0.4 (Custom)

© 1043008 (Custom)

©  *ABC-SunONEM]lane.edu_ilee-group (LDAF)

© *ABC-SunONEWDirectory Administrators [LDAF)

© *ABC-SunONEwgroups_dj.lane.edu_jlee-group2 (LDAF)
“ " ABC-SunONEWGroups_blallblak {LDAF}

©  *ABG-SUNONE\Groups_DynamicGroup (LDAF)

©  *ABC-SunONEGroups_james-group (LDAP)

g ps_i (LDAF)
©  *ABC-SunONE\Groups_QA Managers [LDAF)

©  *ABC-SunONEWQCGroup_Dynamic Groupt (LDAF)

© *ABC-SunONE)QCGroup_Dynamic Group3 (LDAF)

Casoee )

2. Choose an existing user group from the User Groups list and then click New to display the New User
Groups panel:

Security Reporter

P2 Trustwave-

_New User Group | Patterns | | IP Ranges [ | Single Users | Exclude Group Name: |

Assigned Ranges:

Starting IP Ending IP

Patterns 1P Ranges 15 | Exchude
Plesse use the ‘% wildzard character or the ! _ ' single Plesss assign st eastone (Prange. Uss ‘Cajculste IP Rangs’ Fitters work sgainst User Name only. % = wildzard, | =
character wildeard, To sscape any! _'or' !, plesse uss tha*\ | below o calculste the startingfending IP sddress sirgls character, and \ = escapad character.
135 an essape character. Parent patiems sre NGEINNEAted DY | parent Ranges: Available Users Filters
defaut
PR Starting P Ending (P
Available Users:
User Hame
Starting IP: Ending IP:
|_| Calculate IP Range
Assigned Patterns ! ¥ S— s

3. Type in the Group Name and check the box(es) corresponding to “Patterns

IP Ranges”, and/or

“Single Users/Exclude” to activate the section(s) below. For this example, select “IP Ranges”.

4. Specify criteria for the group. In this example, enter an IP address within the range of the parent group.
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5. Click Save to save your settings and to return to the User Groups panel. Note the group you added
now displays in the User Groups list.

In the Security Reporter Administrator Guide index, see:
* How to: add a user group

5.1.5.2 Generate a report for a custom User Group
Once the custom User Group is recognized by the SR (on the following day), reports can be generated.

1. To generate a summary or detail report for a custom User Group, navigate to Reports | Drill Down |
Report Wizard, and click the Grouping & Visibility tab.

2. Choose “User Group” from the menu:

fity Reporter P Trustwave:
Category «
General Grouping & Visibility Filters

Grouping & Sorting Column Visibility

B e T e R Cunu o @ |

Ormates by il e repart osn atany level after he it leval. i D=tallnly Haport 5 Goastei by Aickig fhe veport oo oriy st et | 1o Count &

level. Creating a Detail-only Report enables the Date Scope ime fields in the General tab. — |
User Count @J |

KEY: + Add Group and Sorirow | — Remove lastaddedrow | ML f 2] ‘Summary Report/ Detail Report e Count @ |

Group By: Sort By: Shaw Records: Blocked Count @) |
| user Group | v | | Bocked count v J@J ] A | wimit: [s0 % w Passed Count @J |
e— s |
e & |
Bandwidth
Page Count =
Page Blocked Count E_J i
Page Passed Count @
o 8|
EA——— &l
ObjectPassed Cout @ i
Action Count @
e 3 |
*-Ray Count E\J |
ey al|
Downioad | [_Email_| [ save |[ Run
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3. Inthe Filters tab, select User, and choose the User Group option. Search for the user group you

created, and then add it in the Selected Filters list box:

rity Reporter P Trustwave-
General Grouping & Visibility Filters
Action  Category [P Policy  Site w
3Pt & s e b Sy el e e o e il et s ety
Selected Filters. i use the Selected Filter. ‘the % character one or more times as a wildcard. With Selected Filters, highlight an item and use
the (4 or () ks meckiin o iyl it Yo s 74 o gt G o s o 4 oo il s Ul
e 0] [t .
Options: [ (s) Include () Exclude | [ () User (s) User Group | | &= |
b How 1P Group (Custom)
Available Filters: A
.|
>
>
<«
<
‘ |
Currently selected: 0 out of § Currently sefected: 0 out of 2 ENEIET]

4. Click Run to begin generating the report view. The finished report view displays in the Drill Down
report panel:

Reporter - P Trustwave:

Category v User Group

October 1, 2012 - October 31, 2012 Il Biockced Count [ Passed Count
1,000,000
s
600,000
oo
.
T,
User Group iCaiEgaﬂ |IP Count User Count Site Count iB[ackedC... ¥ Passed Co.. Time Coun.. Total Count
| Hew IP Group (Gustam) 48 10 10 14 5175 1,038,980 784:47:30 1088135
[TH Result Limit 50 records ~ Goto - 12 of 1 total s
[ Reportwizera | L I 3 S

In the Security Reporter Administrator Guide index, see:

* How to: use the Report Wizard to generate a User Group report

5.1.5.3 Access the Saved Reports panel
A saved Drill Down report can be edited any time as follows:
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1. Navigate to Reports | Saved.

2. Select the report name from the list:

~ Security Reporter W@ Trustwave:

saved Reports

Reports

Please select a report to editidelete/duplicate.

Name 4 |Description Report Type Last Updated Format Author
Category 1 Category 05/04/2014 2:44:59 PM - pOF admin
Category 2 Category 0510472014 3:15:27 P - POF admin

Weakly Category Category 050472012 3:16:19 P | PoF aamin

Weekly Content Type User Group Information 05104/2014 3:14:03 PM B ror

S = s e |

3. Click Edit to go to the Report Wizard panel where the report can be updated and saved.

In the Security Reporter Administrator Guide index, see:
* How to: access saved Drill Down reports

5.2 Real Time Reports Usage Scenarios

This collection of setup and usage scenarios is designed to help you understand and use basic tools in the
console for enforcing your Internet usage policy. Each scenario is followed by console setup information.
Please consult the “How to” section in the index of the Security Reporter User Guide for pages containing

detailed, step-by-step instructions on configuring and/or using the tools and features described in that
scenario.

5.2.1 Screen navigation exercise

This exercise will familiarize you with the four sections of the user interface and inform you where to go to
customize the application to perform a specified task or function.
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5.2.1.1 Navigate panels in the Gauges section
The URL Gauges Dashboard displays by default when you select Gauges in the navigation toolbar:

ity Reporter B Trustwave:

e

Shopping Security lllegal Bandwidth Adult Content All Categories

%

-

il

Each URL gauge contains a number that represents its current score. This score is derived by activity
within that gauge, based on the activities of end users who visited URLSs listed in library categories that
comprise the gauge.

To view bandwidth gauge activity, click the Bandwidth tab above the URL gauges dashboard to display the
bandwidth gauges dashboard. The score for each bandwidth gauge represents the number of bytes of end
user bandwidth traffic in ports or protocols that comprise the gauge.

Click any of the topic links from the Gauges menu to display panels used for viewing/configuring
URL/bandwidth gauges and/or gauge activity:

« Dashboard - view current gauge activity

» Overall Ranking - view details about current gauge activity for all end users affecting gauges

* Lockouts - prevent the end user from accessing specified URLs, the Internet, or the entire network
» Add/Edit Gauges - create and maintain gauges used for monitoring end users’ Internet activity

» Dashboard Settings - customize the view to only show certain gauges

5.2.1.2 Navigate panels in the Policy section

Click the Policy link to display its menu. Click any of the menu topics to display panels used for establishing
policies for high threat level threshold management:

* Alert Logs - view a list of alert records for the most recent 24-hour time period
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» Alerts - manage alerts that indicate if gauges are close to—or have reached—their established upper
thresholds

In the Security Reporter Administrator Guide index, see:
* How to: use Gauges and Policy menu selections

5.2.2 Drill down into a gauge exercise

This exercise will teach you how to drill down into a URL gauge to conduct an investigation on abnormally
high Internet activity in a particular filtering category, in order to find out which individuals are driving that
gauge’s score, and which URLSs they are visiting.

5.2.2.1 Select the gauge with the highest score

1. Inthe URL dashboard, select the gauge with the highest score and click it to open the Gauge Ranking
table showing columns with names of library categories that comprise the gauge, and rows of end user
records with activity in one or more of these library categories:

security Reporter P Trustwave:

Gauge Ranking: All Categories

Username Bandwidth | Liability Others | Productivity Security Total ¥

| 152.168.30.92 101 L] 2 20 2 141

Back. Results PerPage: 25 n——______ | <Previous | [ tiexi> |
"~

Note: The Gauge Ranking panel is also accessible by right-clicking a dashboard gauge and then
selecting View Gauge Ranking from the menu.
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2. Find the library category with the highest score, and click that score to open the Category View User
panel:

ity Reporter D Trustwave®

Category View User: 192.168.30.92 - Gauge Name: All Categories

Categories URLs

Links. i iewing content in a separ.

Click on a category below to see its URL details,
Categories with zero scores will not yield any URLs Timestamp
results.

Categories Total

‘Banner/leb Ads 55
Wab Based Email 23
Image Servers & Imags Search Engines 12
Free Hosts 4

Yahoo I 2

e

Note the left side of this panel is populated with rows of records for Categories affected by the selected
end user.

Now that you’ve identified the user affecting the highest scoring gauge, next you will investigate the
activity of the user driving that gauge’s score.

In the Security Reporter Administrator Guide index, see:
* How to: drill down into a gauge
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5.2.2.2 Investigate a user’s activity in a specified gauge

1. To find out which URLSs the top end user visited in the high-scoring library category, select the category
with the highest score and then click it to display a list of URLs the user visited in the right side of this
panel:

rity Reporter P& Trustwave:

Category View User: 192.168.30.92 - Gauge Name: All Categories

Categories UALs

Links are provided for wiewing content in a separate browser window.
Click on a category belows to see its URL details.

Categories with zero scores will not yield any |URLs. Timestamp x|

results. | nttpouiads biuelithivm i oala  2010.08.23 10:19:47
Categories Total http:i/ad. 25jBaAFU. FoAMR: OAIA .. 2010-09-23 10:19:17
D tia nad Ermal] 28 http-i/ad com/imp? PVID=upGF2Hij! UybiAUABZ 2010-09-23 10:18:17
jmage Servers & image Search Engines 12 http:i/ads bluelithium. i i FF2GqAAAAAARGACOAIA 2010-09-23 10:19:17
A 4 hitpilad. com/imp? PVID: ji 10Fr i 2010-08-23 10:18:17
ool 2 httpilad. om/st? ID=upGF2Hj 8 i 2010-08-23 10:18:08
hitpilad. com/st? ID=upGF2Mj! OFt i 2010-08-23 10:18:08

httpilad ?_PVID: bQTlgMUhaJOF - 2010-09-22 10:18:00

ity d. 159462 7 18:52=180 ... 2010-09-22 10:18:00

httpci/ad 159462.7 18:52=180 ... 2010-09-22 10:18:00

http:i/ad y? PVID: T o 2010-09-23 10:13:00

http:i/ad 2010-09-23 10:13:00

ity d Ted g Ui, i T 2010-09-23 10:15:00

ttp:iiad omist? TiaMuwi i 7 2010-08-23 10:19:00

nitp:iiad tadin a20 2010-08-23 10:18:00

hitp:iiad comlimp? PVID: RUybi%ST 2010-09-23 10:18:55

http-i/ad. com/imp? PVID: RUybi%a5f .. 2010-09-23 10:18:55

http-i/ad. om/imp? PVID: RUybi%5f . 2010-09-23 10:18:55

http:: i 5 htm 2010-09-23 10:18:55

hitp:ilad. com/imp? PVID: rvRUybi%e5f 2010-09-23 10:18:55

hitpilad. com/st? iTigL rwRUybi oACzH 2010-08-23 10:18:55

httpci/ad om/st? iTIgL rwRUybi oACzN 2010-08-23 10:18:55

st

2. Choose a URL you wish to view, and then click it to open a separate browser window accessing that
URL.

After investigating one or more URLs in the list, you may wish to find out which other gauges that same
user is currently affecting.

In the Security Reporter Administrator Guide index, see:

* How to: view URLs a user visited
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5.2.2.3 Investigate the user’s Internet activity in other gauges

1. To find out which other gauges the same user is currently affecting, return to the Gauge Ranking table
by going to the lower left corner of the Category View User panel and clicking the Back button. In the

Username column, click that user’s link to displ

ity Reporter

P2 Trustwave®

- User Summary

Threat Assessment Levels for User: 192.168.30.92 1P: 192.168.30.92

User Detail Information ‘Gauge Readings

URL Gauges Bandwidth Gauges

| Gauge Hame

Total v

Shopping

L
L")
& Aduitcontent
o
L]

Security

oo @lie N

RN

ay the User Summary panel for that user:

Note Gauge Readings to the right with the Total score for each Gauge Name listed.

2. Select a Gauge Name to investigate, which activates the Category View button below.

3. Click Category View to display the Category Vi

ew User panel:

P2 Trustwave®

Categoery View User: 192.168.30.92 - Gauge Name:
Categories URLS
. Links are provided for viewing in a separ. indow.

Click on a categary below 1o see its URL details. 22
Categories with zero scores will not yield any URLs Timestamp
results.

Categories Total

Image Servers & Image Search Engines. 12
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4. To find out which URLSs the user is viewing in a particular library category, choose the category from
the list, and then click the URL in the URLs list.

O

You have just learned how to drill down into a gauge to conduct an investigation on identifying the
source of unusually high Internet activity. The steps in this exercise demonstrated how to investigate
gauge scores in order to find out which end users are driving the score in one or more gauges, and
how to view URLs visited by the user.

In the Security Reporter Administrator Guide index, see:

* How to: view end user gauge activity

When you become accustomed to using the gauges on a regular basis to conduct these types of
investigations, you will eventually want to explore other tools in the interface to restrict or lock out
offending users from accessing certain library categories.

5.2.3 Create a gauge exercise

This exercise will teach you how to create a URL gauge to be used for monitoring a user group’s Internet
activity in specified filtering categories.

5.2.3.1 Access the Add/Edit Gauges panel
From the Gauges menu, select Add/Edit Gauges to open the Add/Edit Gauges panel:

Securty Reporter P& Trustwave-

Add/Edit Gauges

[Tl Bendwidth Gauges.

| Gauge Name Group Threshold
6 Shopping 200
@ Ssecurity 200
& negal 200
@ Bandwidth 200
@ A coment 200
L]

All Categories 100

Timespan (minutes)

15

15

15

15

1

10

[[] super category Group [] Category Class [[] Category Group

| | Gauge Components

iz Gauge. Edit Gauge. Deisiz Gauge
R

Note that this panel contains the current Gauge Name list at the left side.

Next, you will specify that you wish to create a new gauge.

O
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5.2.3.2 Add a URL Gauge
1. Click New Gauge at the bottom left of the panel to open the URL Gauge panel:

I Security Reporter B Trustwave®

URL Gauge

Gauge Information

This screen allows you to
create a new gauge or editan
existing gauge.

Gauge Name:

Available Categories/Groups . Assigned Categories/Groups

Adult Content

Adware J
Group Threshold: Alconol

{200 = Anaheim Ducks NHL

Animals/Pets

Timespan (minutes): ~

Bad Reputation Demains

EBandwidth
Bandwidth
Gauge Method:

(=) Al () Others () Pattem
() Search Engine Keyword

() URL Keyward () URL

() HTTPS Filtering - High () Wildcard
(_) HTTPS Filtering - Medium (_) X Strike

Banneriieb Ads

Blocked

ption
Books & Literature/Writings
Botllet

Business/nvestments.

Chat
Child Pornography
ciPa

o
l|

g
5

2. In Gauge Information to the left, specify the following information as necessary:

a. Gauge Name you wish to use and display for this gauge; this entry must be at least two characters
in length.

b. Group Threshold for the ceiling of gauge activity. For this exercise we will use the default and
recommended value, which is 200 for a URL gauge.

c. Timespan (minutes) for tracking gauge activity (1 - 60 minutes). For this exercise we will use the
default and recommended value, which is 15 minutes.

d. Gauge Method to be used for tracking gauge activity. For this exercise we will use the default “All”
gauge method, so you do not need to make any selection from the drop-down menu. The selected
“All” method considers all methods users can use to access URLs in library categories included in
the gauge.

3. In the Available Categories/Groups list to the right, select one Category Class/Group, or up to 15
library categories by clicking each one while pressing the Ctrl key on your keyboard. When you have
made your selection(s) for the gauge to monitor, click the Add button to move the choice(s) to the
Assigned Categories/Groups list box.
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4. Click the User Membership accordion to open it and to display a list of Available User Groups in the list
to the left:

rity Reporter

URL Gauge

Gauge Information

P2 Trustwave®

This screen allows you to
create a new gauge or editan
axisting gauge.

Gauge Name:

| Ducks NHL

Group Threshold:
|200 -}ﬁ
Timespan (minutes):

1 10 20 30 40 50 60

Available User Groups

Assigned User Groups

AR 172.20.91.2 (Custom}

All 3 Custom (Custom)

LONG User Group Name (Custom)
Pattern Custom Test (Custom)
QABTestAdministrators (LDAP)
QABTestideagent_services (LDAF)
(QABTestDomain Admins (LDAP)

Gauge Method:

(LDAF)

||| @neTestoomain users Loam

QABTestEnterprise Admins (LDAF)
(QABTestiGroup Policy Creator Owners (LDAF)

(m) Al () Others () Pattarn
() Search Engine Keyward QABTestiGuests (LDAF)
() URL Keyword O uRL QABTestllS_WPG (LDAF)

() HTTPS Filtering - High () Wildcard
(_) HTTPS Filtering - Medium (_) XStrike

(QABTestiRemote Desktop Users (LDAF)
QABTestiSchema Admins (LDAF)
QABTestTest Group (LDAP)

(LDAR)
QAW2008Administrators (LDAF)

QAWZ008\Chinese-l% (LDAF)
QAW2008\deagent_services (LDAF)

All {System)

(usave [ Ganeel |
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7. After adding user groups, click Save at the bottom right of the panel to return to the Add/Edit Gauges
of the gauge you just added:

ity Reporter B Trustwave®

Add/Edit Gauges

URL Gauges Bandwidth Gauges [ super Catzgory Group [[] Category Class [[] Category Group

| | cauge Hame | Group Threshold Timespan (minutes) Gauge Components

|0 Shopping 200 15

|O Security 200 15
@ wegal 200 15
|9 Bandwidth 200 15
| @ Adult Content 200 15
|e All Categories 100 10

| Ducks NHL 200 15

[lew Sauge ] ExitSauge ) | Deiste Savae

In the Security Reporter Administrator Guide index, see:
* How to: add new a gauge

Now that you know the basics of creating a gauge, you will soon be able to create and use gauges to
monitor various groups of users who frequent URLs in library categories you wish to restrict, and deal in
real time with Internet usage issues that endanger your network and/or consume an excessive amount of
bandwidth resources.

5.2.4 Create an email alert exercise

This exercise will teach you how to set up an email alert so you will be notified when a gauge reaches the
high end of its established threshold.
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5.2.4.1 Add a new alert

1. From the Policy menu, select Alerts to open the Alerts panel:

Reporter M Trustwave:

Alerts
Bandwidth Gauges |
Gauge Hame | Group Threshold Timespan (minutes) Alerts

@ shopping 200 15
@ Ssecurity 200 15
@ egal 200 15
& Bandwidih 200 15
@ Adult Content 200 15
@ ANl Categories 100 10
@ DucksNHL 200 15

2. Select the gauge for which an alert will be created; this action activates the New Alert button.

3. Click New Alert to open a panel that displays Alert Information to the left and the greyed-out target
panel to the right containing the Email Addresses and Low Lockout Components accordions:

[ poker | : eporter P Trustwave-

URL Gauge: Ducks NHL

Alert Information

Fill out the fields below to define the alert. If
Sy .
Addresses in the accordion to the right

| Alert Hame:
User Threshold:
‘ 200 lj‘

Alert Action:

(| Email || System Tray

[_| Lockout

Duration {minutes}:

s |

4. Type in the Alert Name to be used for the alert that will be delivered to the group administrator.
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5. Specify the User Threshold ceiling of gauge activity that will trigger the alert. The default and
recommended value is 200 for a URL gauge.

6. Specify the Alert Action method(s) to be used for alert notifications:

* Email - An email alert notifies a group administrator via email if an end user has reached the
threshold limit set up in a gauge alert.

» System Tray - An SR Alert message notifies a group administrator via his/her workstation’s Sys-
tem Tray if an end user has reached the threshold limit set up in a gauge alert.

* Lockout - The Lockout function locks out an end user from Internet/network access if he/she
reaches the threshold limit set up in a gauge alert.

For this exercise, however, you will only want to select Email, as described in the next step.

In the Security Reporter Administrator Guide index, see:
* How to: add a new alert

5.2.4.2 Select Email Alert Action

1. In the Alert Action section, choose the “Email” alert notification option.

Security Reporter P Trustwave®

Gauge: Ducks NHL.

Alert Information

Fill out the fields below to define the alert. If
‘specifying an Email Alert Action, enter Email
Addresces in the aceordion to the right.

Alert Name:
User Threshold:

JEI

Alert Action:

[] Email [_| System Tray

[_| Lockout

Severity: (Low requires categories/groups assignment}
Duration (minutes):

= Ll

J
|save ] [ Cancel

Note that this action opens and activates the Email Addresses accordion at the right side of the panel.

2. Inthe Email Address field, type in the email address to which the alert will be sent, and then click Add
Email to include the email address in the list box above.

3. Click Save at the bottom right of the panel to save your entries and to display the Alerts panel.

Next you will learn what to expect when an email alert is sent to your mailbox.

In the Security Reporter Administrator Guide index, see:
* How to: set up email alert notifications

Best Reporting Practices
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5.2.4.3 Receiving an email alert

When an end user’s activity in a gauge reaches the threshold limit established for an alert, it triggers an
alert notification. If the email alert option was selected, an email is sent to the email address that was
specified.

The email alert identifies the end user who triggered the alert, and includes a list of URLs the user visited,

along with the date and time each URL was accessed. Clicking any of the URLs in the email opens a
browser window containing the contents of that URL.

In the Security Reporter Administrator Guide index, see:
» How to: view an email alert

Now that you know how to create an email alert for a gauge, you will quickly identify users who are
misusing their Internet access privileges, giving you knowledge about policy violations in real time so you
can immediately take action to protect your resources.

Best Reporting Practices
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6 Using the SR in the Evaluation Mode

Evaluation mode pertains to the state of an SR in which a maximum of three weeks of data is available to
view on the server.

When evaluating the SR in evaluation mode, the Report Manager user interface and Expiration screen
from the System Configuration administrator console display differently than they do in registered

(standard) mode.

Note: See the System Configuration Section and Report Manager Administration Section of the Security
Reporter User Guide for information about using panels/screens in registered mode.

6.1 Report Manager

In evaluation mode, the Report Manager banner displays ‘EVALUATION MODE’ beneath the Security
Reporter name/link as shown in the sample panel below.

Hover over the ‘EVALUATION MODE’ link to display a definition of ‘Evaluation Mode’. Click this link to
launch the SR Server Status screen of the System Configuration administrator console and Status pop-up
box (see more about the pop-up box on the next page).

6.1.1 Server Information Panel

Information about the server’s status can be viewed in the Server Information panel (shown below). The
Expiration Info section at the bottom right of the panel displays the amount of data space allocated to the
SR and used by the SR, as well as data expiration criteria calculated for this SR, if activated in registered
mode.

%2 Trustwave*

P Security Reporter

EVALUATION MODE

Server Activity:

greatly () Hits ByDay () Hits ByWeek () Hits By Month
From: =y e =
Mode: MAX DATA STORAGE 0 WEEKS
'f— Draw Chart
Date Scopes:
Week Beginning - Week Ending Expiration Info:
Data Space Utilization: 0%
Report Manager Startup Time:
| Usad: 0% m Free: 100% Total: 100%
05/0412014 3:00:13 AW
Wiecks until next expiration: 0
Server Info: Estimated date of next expiration:

Software Version: Security Reporter 3.3.15.23
Database Server IP: localhost

Using the SR in the Evaluation Mode
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6.2 System Configuration

Note: See Appendix C: Evaluation Mode in the Security Reporter User Guide for information about

Q changing the SR’s mode from evaluation to registered.

6.2.1 Evaluation Mode Pop-Up

In evaluation mode, the SR Status pop-up box opens when accessing the System Configuration

administrator console:

@ 3R Status - Mozilla Firefox EEI=E]

(AMBCIRTAERRE] https://192.168.20.78:8843 process/serverstatus.cc 7.7 |

EVALUATION MODE - MAX DATA STORAGE 14 DAYS

Change Evaluation Mode.

Done 8

Until the SR is in registered mode, this pop-up box will continue to open whenever accessing the System

Status screen of the System Configuration administrator console.

6.2.2 Expiration screen

In evaluation mode, the Expiration screen includes the following message beneath the Status bar:
‘EVALUATION — MAX DATA STORAGE ‘X’ WEEKS?” (in which ‘X’ represents the maximum number of

weeks available to view in the SR’s data storage scope).

3 'ugﬂuﬁgﬂﬁgee £ '] Tr UStwaveo

Network Database - gy Help Logout

Status as of 2013.09.20 23:35:28
[AX DATA STORAGE 3 WEEKS
Please click here to activate the box

Date scope for total data 2013-09-08 - 2013-09-21
Database disk space utilization 057 %

(used database spaceitotal database space) (1.07188.34 Gbyles)
Last 8 weeks hits/day average 833

Estimated total week(s) of data 3 week(s)

Estimated number of weekis} until next expiration 1 week(s)

Using the SR in the Evaluation Mode
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7 LED Indicators and Buttons

7.1 Front Control Panels on 500 and 700 Series Units

Control panel buttons, icons, and LED indicators display on the right side of the 500 and 700 series model
front panel. The buttons let you perform a function on the unit, while an LED indicator corresponding to an
icon alerts you to the status of that feature on the unit.

b &= & 0% O m U b & & 8 Of
O O O O O reser 0 O OO OO O reser\Q
0z 2z I3 ' c o0 zzzI3T

T §848°93 Faton S T g20"9 3
500 series chassis front panel 700 series chassis front panel

The buttons and LED indicators for the depicted icons function as follows:

Item Explanation

== Power (button) — When the power button is pressed, the main power to the server is turned on. When the
@)} power button is pressed again, the main power to the server is removed but standby power is still
supplied to the server.

\_/

UID (button) and U icon — On a 700 series unit, when the UID button is pressed, a steady blue LED
displays on both the front and rear of the chassis. These indicators are used for easy location of the
chassis in a large stack configuration. The LED remains on until the button is pressed a second time.

Overheat/Fan Fail (icon) — This LED is unlit unless the chassis is overheated. A flashing red LED indi-
cates a fan failure. A steady red LED (on and not flashing) indicates an overheating condition, which may
be caused by cables obstructing the airflow in the system or the ambient room temperature being too
warm.

NIC2 (icon) — A flashing green LED indicates network activity on LAN2. On a 500 series unit, the LED is a
steady green with link connectivity, and unlit if there with no link connectivity.

NIC1 (icon) — A flashing green LED indicates network activity on LAN1. On a 500 series unit, the LED is a
steady green with link connectivity, and unlit if there with no link connectivity.

HDD (icon) — In addition to displaying in the control panel, this icon also displays on the front panel on
each hard drive carrier. Hard drive activity is indicated by a flashing amber LED in the control panel, and a
flashing green LED on a drive carrier. An unlit LED on a drive carrier may indicate a hard drive failure.

@G ® & O

RESET (button) — The RESET button is used for rebooting the server.

A
m
[
m
—
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Item Explanation

‘1, Power (icon) — The LED is unlit when the server is turned off. A steady green LED indicates power is
=~ @ ~  being supplied to the unit's power supplies.

7.2 Rear Panel on the 700 Series Unit

Power Supplies (LED indicators) — The power supplies are located at the right on the rear of the chassis.
An LED indicator is located above each of the power plugs.

UID (LED indicator) — On the rear of the 700 series chassis, to the right of the LAN ports, a steady blue UID
LED indicator displays when the UID button on the control panel is pressed. This LED remains lit until the
UID button is pressed again.

Powe

7.3 Front Control Panel on a 300 Series Unit

In addition to executing functions listed in the LCD panel menu, the keypad on the front of the server is
also used for performing basic server functions.

* Boot up - Depress and hold the check mark key for 3
seconds.

* Reboot - Depress and hold the check mark key for 10
seconds.
» Shut down - Depress and hold the ‘X’ key for 10 seconds.
()

7.4 Chassis Panel on a 505 Model

For diagrams and descriptions of the 505 model’s front and rear panel components and their usage, please
see “Server controls, LEDs, and power” in the IBM System x3250 M3 Types 4251, 4252, and 4261

LED Indicators and Buttons
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Installation and User's Guide. As of July 2011, this manual can be downloaded from http://www-
947 .ibm.com/support/entry/portal/docdisplay?Indocid=MIGR-5082564&brandind=5000008

Hard disk drive activity LED
Locator LED
System-error LED

USB 1 connector

USB 2 connector

system error issues. To troubleshoot system errors, use IBM’s Integrated Management Module (IMM).
Please consult IBM’s Integrated Management Module User’s Guide for information on configuring and
using IMM. As of July 2011, this document was made available at http://www-
947.ibm.com/support/entry/portal/docdisplay?Indocid=MIGR-5079770&brandind=5000008.

Q Note: A lit System-error amber LED (located on the left side of the front panel) indicates one or more

7.5 Chassis Panels on 705 and 735 Models

For diagrams and descriptions of the 705 and 735 model’s front and rear panel components and their
usage, please see “Server controls, LEDs, and power” in the IBM System x3620 M3 Type 7376 Installation
and User's Guide. As of July 2011, this document can be downloaded from http://www-
947.ibm.com/support/entry/portal/docdisplay?brand=5000008&Indocid=MIGR-5084233

Power control
button

Power supply
LED

Hard disk drive
activity LED

Locator LED

System error
LED

system error issues. To troubleshoot system errors, use IBM’s Integrated Management Module (IMM).
Please consult IBM’s Integrated Management Module User’s Guide for information on configuring and
using IMM. As of July 2011, this document was made available at http://www-

947 .ibm.com/support/entry/portal/docdisplay?Indocid=MIGR-5079770&brandind=5000008.

Q Note: A lit System-error amber LED (located on the left side of the front panel) indicates one or more

LED Indicators and Buttons
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8 Regulatory Specifications and Disclaimers

The information in this section pertains to SR models 300, 500, 700, and 730.

8.1 Declaration of the Manufacturer or Importer

8.1.1 Safety Compliance

USA: UL 60950-1 1st ed. 2007

Europe: Low Voltage Directive (LVD) 2006/95/EC to CB Scheme IEC 60950-1: 2001
Canada CSA C22.2 No. 60950-1 1st ed. 2006

International: IEC 60950-1 1st ed. 2001

8.1.2 Electromagnetic Compatibility (EMC)

USA: FCC CFRA47 Part 15 Subpart B
Canada: IC ICES-003 Class A Limit
Europe: EMC Directive, 2004/108/EC

8.1.3 Federal Communications Commission (FCC) Class A Notice (USA).

pursuant to part 15 of the FCC Rules. These limits are designed to provide reasonable protection against
harmful interference when the equipment is operated in a commercial environment. This equipment
generates, uses, and can radiate radio frequency energy and, if not installed and used in accordance with
the instruction manual, may cause harmful interference to radio communications. Operation of this equip-
ment in a residential area is likely to cause harmful interference in which case the user will be required to
correct the interference at his own expense.

Q Note: This equipment has been tested and found to comply with the limits for a Class A digital device,

8.1.4 FCC Declaration of Conformity

Models: 300-002-007, 500-002-007, 700-001-007, 700-013-007

8.1.5 Electromagnetic Compatibility Class A Notice

8.1.5.1 Industry Canada Equipment Standard for Digital Equipment (ICES-003)

Cet appareil numérique de la classe A respecte toutes les
exigences du Réglement sure le matériel brouilleur du Canada.

English translation of the notice above:

This Class A digital apparatus meets all requirements of the
Canadian Interference-Causing Equipment Regulations.

Regulatory Specifications and Disclaimers
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8.1.6 EC Declaration of Conformity

8.1.6.1 European Community Directives Requirement (CE)

Manufacturer’'s Name:

Manufacturer’'s Address:

Application of Council Directive(s):

Standard(s):

Product Name(s):
Product Model Number(s):

Year in which conformity is declared:

and Standard(s).

Location:  Orange, CA, USA

Date: April 5, 2010

M86 Security
828 W. Taft Avenue
Orange, CA 92865

Low Voltage <« 2006/95/EC

EMC + 2004/108/EC
Safety * EN60950-1:2001+A11:2004
EMC + EN55022:2006+A1:2007

* EN55024:1998+A2:2003

+ |[EC CISPR 22:2008

* [IEC CISPR 24:1997+A1:2001+ A2:2002
* EN61000-3-2:2006

+ EN61000-3-3:2008

* CFR47 Part 15 Subpart B: 2009

Security Appliance
300-002-007, 500-002-007, 700-001-007,700-013-007

2010

All hardware components supplied in this unit’s shipping carton

are certified by our vendors to be RoHS compliant.

I, the undersigned, hereby declare that the equipment specified above conforms to the above Directive(s)

Signature:

Full Name: Gregory P. Smith

Position: Director, Engineering Operations

Regulatory Specifications and Disclaimers

Copyright © 2014 Trustwave Holdings, Inc. All rights reserved.

112



Trustwave Security Reporter - Appliance Installation Guide - Version 3.3.15

Appendices

Appendix A: HyperTerminal setup procedures

If you want to use a serial port connection for the initial configuration of the SR, you can use the following
procedures to launch HyperTerminal and connect to the SR.

©

113

Note: HyperTerminal is available with Windows XP, but it is not included in later Windows OS versions. If
you do not have an equivalent type of terminal emulator program installed on your workstation, Hilgraeve,
Inc., the maker of HyperTerminal, offers HyperTerminal Private Edition for Windows Vista and Windows 7.

A free trial of HyperTerminal is available on Hilgraeve’s Web site at
http://www.hilgraeve.com/hyperterminal.html (accessed May 22, 2012).

Launch HyperTerminal by going to Start | Programs | Accessories | Communications | HyperTerminal:

Connection Description 2l

% New Connection

Enter a name and chonse an icon for the connection:

Name:

lcon:

Cancel |

In the Connection Description dialog box, enter any session Name, and then click OK to open the

Connect To dialog box:

L MoBdevice

Enter details far the phone nurmber that pou want to dial:

Country/region: IUnited States of America (1] j

Arga code: 714

Phone numnber: I

Connect using: | [T ~
Ok I Cancel |

Appendices
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3. Atthe Connect using field, select the COM port assigned to the serial port on the laptop (probably
“COM1”), and then click OK to open the Properties dialog box, displaying the Port Settings tab:

2
Part Settings I
Bitz per second: |
D ata bits: IS LI
Parity: INone ;I
Stop bits: I‘I LI
Flows contral: IHardware LI

Restare Defaults |

ok I Cancel | Apply |

4. Specify the following session settings:

Bits per second: 9600

Data bits: 8

Parity: None

Stop bits: 1

Flow control: Hardware

VT100 emulation settings

5. Click OK to connect to the HyperTerminal session:

& MB6device- HyperTerminal o [m] 5|
File Edit Wiew Call Transfer Help
Meww Connection
Open...
Save ;I
Save As...
Page Setup...
Prink...
Exit Alt+F4 |
I
Displays the properties of the current session 4

Appendices
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6. In the HyperTerminal session window, go to File | Properties to open the Properties dialog box,
displaying the Connect To and Settings tabs:

Connect To  Settings |

— Function, armow, and ctil keps act as

& Teminal keys  Wwindows keys

— Backspace key send
@ ChleH 1 Del ¢ Ctl+H, Space, CtieH

Terminal Setup... |

Ernulation:

Telnet terminal D: [¥T100

Backscroll buffer lines: ISDD ﬁ

[ Play sound when connecting or disconnecting

Input Translation... | ASCI Setup... |

] I Cancel |

7. Click the Settings tab, and at the Emulation menu select “VT100”".

8. Click OK to close the dialog box, and to go to the SR login screen.

Appendices
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Appendix B: Accepting Security Certificates

When you connect to the SR, you may need to accept a security certificate exception. This is a normal
behavior for the certificate used by this product. This appendix provides detailed walk-throughs of the
procedure in several supported web browsers.

B.1 Accept the Security Certificate in Firefox

1. If using a Firefox browser, in the page “This Connection is Untrusted,” click the option | Understand
the Risks:

0= This Connection is Untrusted

v Al You have asked Firefox bo connect securely bo 190.160.20.104:1443, but we can't confirm that
your conneckion is secure,

Mormally, when you try to connect securely, sites will present. trusted identification to prove that you
are going to the right place. Howewver, this site's identity can't be verified.

What Should I Do?

IF wou usually conmect ka this site without problems, this error could mean that someaone is krying to
impersonate the site, and you shouldn't continue.

Gat me out of here! |

Technical Details

< I Understand the Risks >

2. Inthe next set of instructions that display, click Add Exception...:

@ » | This Connection is Untrusted

v AI ‘¥ou have asked Firefox ta connect securely to 190.160.20.104:144 3, but we can't confirm that
wour conneckion is secure,

Maormally, when you try ko connect securely, sites will present trusted identification to prave that yau
are going ko the right place. However, this site's identity can't be verified.

what Should I Do?

If wou usually connect ko this site withaut problems, this error could mean that someone is trying ta
impersanate the site, and you shouldn't continue,

Gt me ouk of here! |

Technical Details

I Understand the Risks

If wou understand what's going on, vou can tell Firefox o start trusting this site's identification. Even
if you trust the site, this error could mean that someone is tampering with your

connection.

Don't add an exception unless wou knaw there's a good reason why this site doesn't use trusted
identification,

Add Exception ... |

Appendices
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3. Clicking Add Exception opens the Add Security Exception window:
x

A ‘fou are about ko override how Firefox identifies this site,
/ I } Legitimate banks, stores, and other public sites will not ask you to do this.

SErver _—
Location: tbps: /190, 0,104: 1443/ Get Certificate

- Certificate Status

This site attempts ko identify itself with inwvalid inFormation. iew.. |

Wrong Site
Certificate belongs ko a different site, which could indicate an identity theft,

Unknown Identity
Certificate is not trusted, because it hasn't been verified by a recognized autharity,

< ¥ Permanently store this exception ,
N
e

< Confirm Security Exception |D Cancel |

4. In the Add Security Exception window, click Get Certificate and wait a few seconds until the security
certificate is obtained by the server.

5. With the check box Permanently store this exception selected, click Confirm Security Exception
to open the Security warning dialog box:

Warning - Security ; ll

The web site's certificate cannot be verified. Do you
want to continue?

Name: 190.160.20. 104

Publisher: ‘WFR.logo.com

¥ &lways trust content From this publisher,

w The certificate cannot be verified by a trusted source, More Information...
.

6. With the check box “Always trust content from this publisher.” populated, click Yes to close the Security
warning dialog box and to access the login window of the SR user interface:

security Reporter M@ Trustwave:

Username
Password
Forgot your password?

Appendices
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B.2 Temporarily Accept the Security Certificate in IE

If using an IE browser, in the page “There is a problem with this website's security certificate.”, click

Continue to this website (not recommended):

/2 Certificate Error: Navigation Blocked - Windows Internet Explorer

) =10l x|
% =[] hitpssij190.160.20. 104: 14834 =142 | [eoog= (2|
File Edt View Favorites Tools Help
W (& certficate Error: Navigation Blocked | | - - = - sbPage v () Took - 2

- |

@ There is a problem with this website's security certificate.

The security certificate presented by this website was not issued by a trusted certificate

authority.

The security certificate presented by this website was issued for a different website's address.

Security certificate problems may indicate an attempt to fool you or intercept any data you

send to the server.

We recommend that you close this webpage and do not continue to this website.

& Click here to dose this webpage.

@nue to this website (not recomm@
@ More information
[l

| T T T @ ntens [#oee ~ 4

Selecting this option displays the SR login page with the address field and the Certificate Error button to

the right of the field shaded a reddish color:
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& Trustwave Web Filter - Windmmem =2 2= = o (=]
< - | https:ii190.160.20,220:1443login oo | centicate Errar | 41 |2+
Fle Edt View Favortes oo rE—

o By - < fmhy - [ihPags v (G Took =
o AE:: a

x

"‘ Trustwave Web Filter

web Fiter P& Trustwave®

Username:

Password:

Internet H100% v
t 4

B.3 Accept the Security Certificate in Safari

If using a Safari browser, the window explaining “Safari can't verify the identity of the website...” opens:

= Safari can't verify the identity of the website
A A “sr-20-180.m86.com™.

I @ The certificate for this website is invalid. You might be connecting to a

—_— website that is pretending to be "sr-20-180.m86.com”, which could put
your confidential information at risk. Would you like to connect to the
website anyway?

@ Show Certificate ( Cancel ) (Cnntinue )

1. Click Show Certificate to open the certificate information box at the bottom of this window:

— Safari can’t verify the identity of the website

4 L “sr-20-180.m86.com".

L@ The certificate for this website is invalid. You might be connecting to a
website that is pretending to be "sr-20-180.m86.com"”, which could put
your confidential information at risk. Would you like to connect to the
website anyway?

] Always trust “SR-20-180.m86.com” when connecting to “sr-20-180.m86.com”

5 SR-20-180.m86.com

- SR-20-180.m86.com
(e ritifocte
T Self-signed root certificate
.| Expires: Sunday, February 23, 2020 9:50:04 AM PT
€ This root certificate is not trusted
p Trust
» Details

@ [ Hide Certificate | ( Cancel ) (Continue }

A
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2. Click the “Always trust...” check box and then click Continue:

Safari can't verify the identity of the website
i A “sr-20-180.m86.com".

@ The certificate for this website is invalid. You might be connecting to a

L website that is pretending to be "sr-20-180.m86.com”, which could put
your confidential infermation at risk. Would you like to connect to the
website anyway?

@ust “SR-20-180.m86.com” when connecting to "sr—20—130,@

—_—
= SR-20-180.mB86.com

SR-20-180.m86.com

Self-signed root certificate

Expires: Sunday, February 23, 2020 9:50:04 AM PT
€ This root certificate is not trusted

Certiecrie

» Trust

» Details

@ (" Hide Certificate ) [ Cancel ! | Continue :>
)

3. You will be prompted to enter your password in order to install the certificate.

B.4 Accept the Security Certificate in Chrome

If using a Chrome browser, in the page “This is probably not the site you are looking for!” click the button

Proceed anyway:

o|E] 5 |

/% System Dashboard - M86.. %/ [ SSL Error @l
€« C' | X prrs,//192.168.20.78:8443 PRI §

VMware Infrastructu... A4 MB6 Security Reporter A Web Filter 74 A4 Web Filter 75 A4 M86 Web Filter and ... M WFR Web Filter /4 M35 Source. Engine... > | [J Other bookmarks

This is probably not the site you are looking for!

You attempted to reach 192.168.20.78, but instead you actually reached a sewver identifying itself as 8e6
Technologies. This may be caused by a misconfiguration on the server or by something more serious. An
attacker on your nstwork could be trying to get you to visit a fake (and potentially harmful) version of
192.168.20.78. You should not procesd

Procesd anyway | | Jack to safety

» Help me understand

n
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4. Clicking this button launches the SR login window:

security Reporter B Trustwave:

Username |
Password

Forgot your password?

| kean

Q Note: With Chrome, you must follow this procedure every time you connect to SR.
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Appendix C: Fibre Channel Connected Storage Device

This appendix pertains to the installation of the optional NAS (Fibre Channel Connected Storage Device or
“SAN”) unit.

C.1 Preliminary Setup Procedures

C.1.1 Unpack the Unit from the Carton

Inspect the packaging container for evidence of mishandling during transit. If the packaging container is
damaged, photograph it for reference.

Carefully unpack the unit from the carton and verify that all accessories are included. Save all packing
materials in the event that the unit needs to be returned to Trustwave.

The carton should contain the following items:
* 1 Nexsan Technologies unit
* 1 mounting kit
* 1 accessory kit containing:
e 2 AC power cords

¢ 1 fibre channel cable

C.1.2 Other Required Installation Item

In addition to the contents of the Nexsan carton, you will need the following item to install the storage
device:

¢« 1 CAT-5E crossover cable

Inspect the unit and accessories for damage. If the contents appear damaged, file a damage claim with the
carrier immediately.

Note: Refer to the SR safety precautions. In addition to being applicable to the SR, this information also
applies to this storage device unit.

C.1.3 Rack Mount the Server
C.1.3.1 Rack Mount Components

The following items are needed to install rails for rack mounting:
* 1 slide kit and mounting hardware

e 1 pair Accuride slide rails
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C.1.4 Rack Setup Precautions

©
®

1.
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Caution: Before rack mounting the unit, the physical environment should be set up to safely
accommodate the unit. Be sure that:

The weight of all units in the rack is evenly distributed. Hazardous conditions may be created by an
uneven weight distribution.

The rack will not tip over when the unit is mounted, even when the unit is fully extended from the rack.
For a single rack installation, stabilizers are attached to the rack.

For multiple rack installations, racks are coupled together.

The rack is grounded and will maintain a reliable ground at all times.

A power cord will be long enough to fit into the unit when properly mounted in the rack and will be able
to supply power to the unit.

The connection of the unit to the power supply will not overload any circuits.

The unit is only connected to a properly rated supply circuit. Reliable earthing (grounding) of rack-
mounted equipment should be maintained.

The air flow through the unit’'s fan or vents is not restricted.

The maximum operating ambient temperature does not exceed 104°F (40°C).

Note: Always make sure the rack is stable before extending a component from the rack.

Caution: Extend only one component at a time. Extending two or more components simultaneously may
cause the rack to become unstable.

Remove inner slide rail as shown. Press down on latch to release.

£

Appendices
Copyright © 2014 Trustwave Holdings, Inc. All rights reserved.



Trustwave Security Reporter - Appliance Installation Guide - Version 3.3.15

2. Attach inner slide rail to chassis using 3 screws as shown.

]
O]
= e e ol
1 1]

Note: When attaching the extended brackets, attach them loosely at first. Adjust the length to fit the
cabinet, and then tighten.

3. Attach left and right rear (long) extended brackets to the outer rail using 2 screws, 2 washers, and 2

nuts for each bracket.

@ Note: Make sure the flange is on the bottom edge

O00[0 0 ojgoaD
o]
®
o
®
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4. Attach left and right front (short) extended brackets to the outer rail using 2 screws, 2 washers, and 2
nuts for each bracket.

Q Note: Make sure the flange is on the bottom edge.

5. Attach outer rail to chassis using 4 screws and cage nuts per rail, 2 at each end.

O 6800

6. Slide chassis into outer rail carefully, making sure the chassis is level with the slide.

@ Note: It’s easier if the drives and power supplies are removed first before sliding the chassis into the outer
rail.
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C.2 Install the Unit
C.2.1 Link the SR Unit with the Fibre Channel Connected Device

This step is a continuation from the Storage Device Setup (for Attached Storage Units) portion of Step 1A
or 1B in the SR section. The procedures outlined in this step require the use of a CAT-5E crossover cable
and the fibre channel cable.

C.2.1.1 Connect the SR to the Storage Device

To connect a 730 model:

1. Plug one end of the CAT-5E crossover cable into the SR unit’s LAN 3 port—the port to the left, located
in the upper right section on the rear of the SR unit (see Figure 1, LAN3 port on a 730 model).

2. Plug the fibre channel cable into the port on the lower right section of the SR unit (see Figure 1, fibre
channel port on a 730 model).

LAN3 port > [I I

fibre channel a1l ©
port > o

Proceed to Section C.2.1.2: Connect the Storage Device.

To connect a 735 model:

1. Plug one end of the CAT-5E crossover cable into the SR unit’s LAN 2 port (see Figure 2, LAN2 port on
a 735 model).

2. Plug the fibre channel cable into the port in the middle slot on the right section of the SR unit (see
Figure 2, fibre channel port on a 735 model).

UsB3&4 System Management
connectors Ethernet connector

I P — ﬂ 2. ._.@ - o — S —
1 Eﬁ OO000000000000mD
,@ — OO
Eﬂ fibre channel .; —_—
port > | [

— OO —

o @
]I Eﬁ O0000000000000mAO
LANT - LAN2

Gmc 0@:}L @EQEMD o

i
Serial Video connector Ethemet 1 & 2 connectors
connector

Proceed to Section C.2.1.2: Connect the Storage Device.
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C.2.1.2 Connect the Storage Device

1. Plug the other end of the fibre channel cable into the storage device’s HOST “1” channel (see Item Ain
the picture below).

2. Plug the other end of the CAT-5E crossover cable into the storage device’s NET “0” (zero) port (see
Item B in the picture above).

3. Plug the storage device’s AC power cords into the rear sections of the unit (see Item C in the picture
above).

4. Plug the loose ends of the AC power cords into a power source with an appropriate rating. It is strongly

suggested you use an uninterruptible power supply.

Caution: Be sure all drives are installed in the storage device unit before powering on the unit. Be sure
the SR unit is not powered on.
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5. Turn on the power switches at the back of the storage device, which are positioned to the right of the
power cord connectors. The boot-up process may take up to 5 minutes. When the unit is booted up,
the three vertical LED lights at the left of the front panel will be lit up.

Once all LED lights are lit, the SR can be powered on.

Continue to configure SR network parameters following Section 4.1 of this Guide.
C.2.2 Shut Down, Restart Procedures
Follow the procedures in this section if you need to shut down or restart the storage device.

C.2.2.1 Shut Down the Storage Device Unit
If you need to shut down the storage device, always follow these steps:

1. Power off the SR unit first.

@ Note: For shut down procedures, refer to the Shutdown instructions in Section 4.2.7.8 of this Guide.

2. Power off the storage device next by turning off both switches in the back of the unit.

C.2.2.2 Restart the Storage Device Unit

The storage device must be restarted after a power failure. In this instance, the storage device may
already be turned on, but needs to be booted up again.

storage device is an information database, if you experience a power interruption or if you power off the
storage device without going through the standard shut down procedures, you may lose data and/or
damage the file system.

“ Caution: You must always power on the storage device before powering on the SR unit. Since the

To restart the storage device, press the power button on the front panel. The boot-up process may take up
to 5 minutes.
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C.3 Physical Components
Rack Mount Option

drive module

chassis sevices

blanking panel
L.E.D's

reset button

drive release button drive status indicators

drive release lever

Pedestal Option

chassis sevices
L.E.D’s

carry handles

drive release lever
pedestal wraps

drive release button

drive status indicators
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C.3.1 LED Display

C.3.1.1 Temperature and Ventilation Status

Temperature and
Ventilation Status
A *'
Power Supply Status )
”
]
Management Alarm /
Silence Button _————— |

Disk Drive Alarm  Drive Activity

When the LED is green, the blowers are operating at an acceptable RPM, and the internal temperature
sensors are within acceptable limits.

The LED alternates green and red to indicate a predicted failure of one blower or an alarmingly rapid
increase in temperature.

If the LED is red, a blower has failed or the unit is too hot, and an audible alarm will sound.

C.3.1.2 Power Supply Status

The LED is green if both power supplies are functional.

The LED is red if either power supply has failed, and an audible alarm will sound. In this scenario, an
authorized service personnel should examine the LEDs on each power supply module to determine which

has failed.

Caution: Inadvertently removing the functional, surviving power supply will result in system failure and
possible data loss.

C.3.1.3 Management Alarm

A green LED indicates nominal status.

A red LED indicates RAID controller or non-PSU/Blower enclosure errors.
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C.3.1.4 Silence Button

Insert a thin object to temporarily silence the audible alarm. This button also is used for confirming creation
in the RAID configuration mode.

C.3.1.5 Disc Drive Alarm
The LED is illuminated yellow if a drive is suspected to be bad.

C.3.1.6 Disk Drive Activity

The LED is illuminated green when an installed drive is in a “ready” state. During activity, the LED wiill
flicker.
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Appendix D: Optional Ethernet Tap Installation
This appendix pertains to the optional installation of the Ethernet Tap unit for bandwidth monitoring.

Note: In order to monitor bandwidth on the SR, both inbound and outbound traffic must be sent to the SR
through use of a port span, tap, or other similar device.

D.1 Preliminary Setup Procedures

The instructions in this section pertain to the use of a NetOptics 10/100BaseT Tap that can be purchased
from Trustwave.

D.1.1 Unpack the Ethernet Tap Unit from the Box

Open the NetOptics Ethernet Tap box and verify that all accessories are included. Save all packing
materials in the event that the unit needs to be returned to Trustwave.

The NetOptics box should contain the following items:
* 1 NetOptics 10/100BaseT Tap

e 2 power supply units

2 AC power cords

« 2 crossover cables

e 2 straight through cables

* 1 installation guide

D.1.2 Other Required Installation ltems

In addition to the contents of the NetOptics box, you will need the following item to install the Ethernet Tap
unit:

¢« 1 standard CAT-5E cable

Inspect the box for damage. If the contents appear damaged, file a damage claim with the carrier
immediately.

D.2 Install the Ethernet Tap Unit

This step is a continuation from Step 2: Physically Connect the Unit to the Network. The procedures
outlined in this step require the use of a CAT-5E cable.

1. Provide power to the Ethernet Tap by connecting both power cords from the unit to the power source.

c O
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If a designated source Web Filter (to be used with the Security Reporter) is already installed on the
network, disconnect the cable that connects this Web Filter to the switch.

Firewall/Router/Gateway

Port Mirror:
Source
(TX+RX) Port Mirror:
Destination
L] L ] - L ] a
[ ] L] - -
@) @ G‘_-@ -
Switch - B - -
: : ) ) Management
é SR Listening Interface Interface
Web Filter/SWG ?
Management -
Interface 'JIE
Security Reporter
Web Filter/ [
SWG

If the designated Web Filter has not yet been installed, disregard this sub-step and proceed to sub-
step C.

Using a crossover cable, connect one end to the Switch’s port configured to be the destination port of
the Port Mirror.

If adding a Security Reporter to an existing installation, this port would be the port that was originally
occupied by the listening interface of the Web Filter.

Connect the other end of the crossover cable to the Ethernet Tap’s Network A port.

Network A&B  Monitor A& B Power LEDs

| |
apn‘e( & Y 5 & v 5 1DI10¢Etherne( Tap
@ | (LA CECCEEY (A @ @
= = = = PWR1 QD
Network i) wawwineoptics com

Using a straight through cable, connect one end to the Ethernet Tap’s Network B port.
Connect the other end of the straight through cable to the listening interface of the Web Filter.
Using the second straight through cable, connect one end to the Ethernet Tap’s Monitor A port.

Connect the other end of the second straight through cable to the Security Reporter’s listening
interface.

Proceed to Step 3: Access the SR and its Applications Online.
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