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THREAT ANALYSIS REPORTER INTRODUCTION

THREAT ANALYSIS REPORTER INTRODUCTION

Thank you for choosing to install the M86 Security Threat Analysis Reporter. This
product addresses user-generated Web threats such as excessive use of band-
width and inappropriate Internet usage, and provides network administrators tools
to monitor such threats so management can enforce corporate Internet usage poli-
cies.

Working in conjunction with M86 Security’s Web Filter, the Threat Analysis
Reporter translates end user Internet activity from the Web Filter’s logs into
dynamic graphical snapshots of network Internet traffic. Using remediation tools in
the console, administrators and management can then manage and control user-
generated Web threats in real time.

The TAR HL and SL server models include RAID technology for fault tolerance and
high performance.

Quick setup procedures—to implement the best usage practices for the Threat
Analysis Reporter—are included in the Best Usage Practices section that follows
the Conclusion of this guide.
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THREAT ANALYSIS REPORTER INTRODUCTION  ABOUT THIS DOCUMENT

About this Document

This document is divided into the following sections:

Introduction - This section is comprised of an overview of the Threat Analysis
Reporter product and how to use this document

Service Information - This section provides M86 Security contact information

Preliminary Setup Procedures - This section includes instructions on how to
physically set up the Threat Analysis Reporter in your network environment

Install the Server - This section explains how to configure the Threat Analysis
Reporter

Conclusion - This section indicates that the installation steps have been
completed

Best Usage Practices - This section includes scenarios and instructions for
implementing the best practices when using the Threat Analysis Reporter

LED Indicators and Buttons - This section explains how to read LED indica-
tors and use LED buttons for troubleshooting the unit

Regulatory Specifications and Disclaimers - This section cites safety and
emissions compliance information for the TAR models referenced in this docu-
ment

Appendix: Optional Ethernet Tap Installation - This appendix explains how
to install the optional Ethernet Tap device on your network for bandwidth moni-
toring

Index - An alphabetized list of some topics included in this document

Conventions Used in this Document

The following icons are used throughout this document to call attention to impor-
tant information pertaining to handling, operation, and maintenance of the server;
safety and preservation of the equipment, and personal safety:

NOTE: The “note” icon is followed by additional information to be considered.

WARNING: The “warning” icon is followed by information alerting you to a potential situa-
tion that may cause damage to property or equipment.

@ CAUTION: The “caution” icon is followed by information warning you that a situation has
the potential to cause bodily harm or death.

IMPORTANT: The “important” icon is followed by information M86 Security recommends
that you review before proceeding with the next action.

1 . The “book” icon references the Threat Analysis Reporter User Guide. This icon is found in
the Best Practices section of this document.

M86 SECURITY INSTALLATION GUIDE



SERVICE INFORMATION M86 SECURITY CORPORATE HEADQUARTERS (USA)

SERVICE INFORMATION

The user should not attempt any maintenance or service on the unit beyond the
procedures outlined in this document.

Any initial hardware setup problem that cannot be resolved at your internal organi-
zation should be referred to an M86 Security solutions engineer or technical
support representative.

M86 Security Corporate Headquarters (USA)

Local : 714.282.6111
Domestic US : 1.888.786.7999
International o +1.714.282.6111

M86 Security Taiwan

Taipei Local . 2397-0300

Domestic Taiwan : 02-2397-0300

International ;. 886-2-2397-0300
Procedures

When calling M86 Security regarding a problem, please provide the representative
the following information:

Your contact information.

Serial number or original order number.

Description of the problem.

Network environment in which the unit is used.

State of the unit before the problem occurred.
Frequency and repeatability of the problem.

Can the product continue to operate with this problem?

Can you identify anything that may have caused the problem?
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PRELIMINARY SETUP PROCEDURES UNPACK THE UNIT FROM THE CARTON

PRELIMINARY SETUP PROCEDURES

Unpack the Unit from the Carton

Inspect the packaging container for evidence of mishandling during transit. If the
packaging container is damaged, photograph it for reference.

Carefully unpack the unit from the carton and verify that all accessories are
included. Save all packing materials in the event that the unit needs to be returned
to M86 Security.

The carton should contain the following items:

* 1 Threat Analysis Reporter unit

e 1 AC Power Cord, 2 AC Power Cords for HL servers

1 Serial Port Cable

1 CAT-5E Crossover Cable

* Rack Mount Brackets (2)

* 1 End User License Agreement (EULA)

1 CD-ROM containing supplemental product applications and EULA

User guides can be obtained at http://www.m86security.com/support/
Threat-Analysis-Reporter/documentation.asp

@ NOTES: Threat Analysis Reporter servers come with a NetOptics 10/100 BaseT Ethernet

Tap kit to be installed at your option. For HL and SL servers, 1 bezel to be installed on the
front of the chassis also is included, as well as 1 spare parts kit. For HL servers, this kit
contains a hard drive and power supply. For SL servers, this kit contains a hard drive.
Please refer to the appendix of the user guide for information on replacing a hard drive or
power supply.

Inspect the server and accessories for damage. If the contents appear damaged,
file a damage claim with the carrier immediately.

& WARNING: To avoid danger of suffocation, do not leave plastic bags used for packaging
the server or any of its components in places where children or infants may play with
them.

4 M86 SECURITY INSTALLATION GUIDE



PRELIMINARY SETUP PROCEDURES SELECT A SITE FOR THE SERVER

Select a Site for the Server

The server operates reliably within normal office environmental limits. Select a site
that meets the following criteria:

* Clean and relatively free of excess dust.

» Well-ventilated and away from sources of heat, with the ventilating openings on
the server kept free of obstructions.

* Away from sources of vibration or physical shock.

* |solated from strong electromagnetic fields and noise caused by electrical
devices such as elevators, copy machines, air conditioners, large fans, large
electric motors, radio and TV transmitters, and high-frequency security devices.

* Access space provided so the server power cord can be unplugged from the
power supply or the wall outlet—this is the only way to remove the AC power
cord from the server.

» Clearance provided for cooling and airflow: Approximately 30 inches (76.2 cm)
in the back and 25 inches (63.5 cm) in the front.

* Located near a properly earthed, grounded, power outlet.

M86 SECURITY INSTALLATION GUIDE 5



PRELIMINARY SETUP PROCEDURES RACK MOUNT THE SERVER

Rack Mount the Server

Rack Setup Precautions

A

A

WARNING:

Before rack mounting the server, the physical environment should be set up to
safely accommodate the server. Be sure that:

* The weight of all units in the rack is evenly distributed. Mounting of the equip-
ment in the rack should be such that a hazardous condition is not achieved due
to uneven mechanical loading.

» The rack will not tip over when the server is mounted, even when the unit is fully
extended from the rack.

» For a single rack installation, stabilizers are attached to the rack.
* For multiple rack installations, racks are coupled together.

* Reliable earthing of rack-mounted equipment is maintained at all times. Partic-
ular attention should be given to supply connections other than direct connec-
tions to the branch circuit (e.g. use of power strips).

» A power cord will be long enough to fit into the server when properly mounted in
the rack and will be able to supply power to the unit.

* The connection of the server to the power supply will not overload any circuits.
Consideration should be given to the connection of the equipment to the supply
circuit and the effect that overloading of the circuits might have on overcurrent
protection and supply wiring. Appropriate consideration of equipment name-
plate ratings should be used when addressing this concern.

* The serveris only connected to a properly rated supply circuit. Reliable earthing
(grounding) of rack-mounted equipment should be maintained.

» The air flow through the server’s fan or vents is not restricted. Installation of the
equipment in a rack should be such that the amount of air flow required for safe
operation of the equipment is not compromised.

»  The maximum operating ambient temperature does not exceed 104°F (40°C). If
installed in a closed or multi-unit rack assembly, the operating ambient temper-
ature of the rack environment may be greater than room ambient. Therefore,
consideration should be given to installing the equipment in an environment
compatible with the maximum ambient temperature (Tma) specified by the
manufacturer.

WARNING: Extend only one component at a time. Extending two or more components
simultaneously may cause the rack to become unstable.
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PRELIMINARY SETUP PROCEDURES RACK MOUNT THE SERVER

Rack Mount Instructions for HL Servers

Rack Setup Suggestions

» Determine the placement of each component in the rack before you install the
rails.

* Install the heaviest server components on the bottom of the rack first, and then
work up.

Identify the Sections of the Rack Rails

You should have received two rack rail assemblies with the M86 Security server

unit. Each of these assemblies consists of two sections: An inner fixed chassis rail
that secures to the unit (A), and an outer fixed rack rail that secures directly to the
rack itself (B). Two pairs of short brackets to be used on the front side of the outer

rails are also included.
Quter Rail (attachas fo mck

Inner Rail {pra-installed)

Locking Tab

Install the Inner Rails

Both the left and right side inner rails have been pre-attached to the chassis.
Proceed to the next step.

M86 SECURITY INSTALLATION GUIDE 7



PRELIMINARY SETUP PROCEDURES RACK MOUNT THE SERVER

Install the Outer Rails

Begin by measuring the distance from the front rail to the rear rail of the rack.
Attach a short bracket to the front side of the right outer rail and a long bracket to
the rear side of the right outer rail. Adjust both the short and long brackets to the
proper distance so that the rail can’t snugly into the rack. Secure the short bracket
to the front side of the outer rail with two M4 screws and the long bracket to the rear
side of the outer rail with three M4 screws. Repeat these steps for the left outer rail.

Locking Tabs: Both chassis rails have a locking tab, which serves two functions.
The first is to lock the server into place when installed and pushed fully into the
rack, which is its normal position. Secondly, these tabs also lock the server in place
when fully extended from the rack. This prevents the server from coming
completely out of the rack when you pull it out for servicing.

8 M86 SECURITY INSTALLATION GUIDE



PRELIMINARY SETUP PROCEDURES RACK MOUNT THE SERVER

Install the Server into the Rack

You should now have rails attached to both the chassis and the rack unit. The next
step is to install the server chassis into the rack. Do this by lining up the rear of the
chassis rails with the front of the rack rails. Slide the chassis rails into the rack rails,

keeping the pressure even on both sides (you may have to depress the locking
tabs when inserting).

When the server has been pushed completely into the rack, you should hear the
locking tabs “click.”

M86 SECURITY INSTALLATION GUIDE 9



PRELIMINARY SETUP PROCEDURES RACK MOUNT THE SERVER

Install the Server into a Telco Rack

If you are installing the M86 Security server unit into a Telco type rack, use two L-
shaped brackets on either side of the chassis (four total). First, determine how far
follow the server will extend out the front of the rack. A larger chassis should be
positioned to balance the weight between front and back. If a bezel is included on
your server, remove it. Then attach the two front brackets to each side of the
chassis, then the two rear brackets positioned with just enough space to accom-
modate the width of the Telco rack. Finish by sliding the chassis into the rack and
tightening the brackets to the rack.

10 M86 SECURITY INSTALLATION GUIDE



PRELIMINARY SETUP PROCEDURES RACK MOUNT THE SERVER

Rack Mount Instructions for SL Servers

Rack Setup Suggestions

» Determine the placement of each component in the rack before you install the
rails.

* Install the heaviest server components on the bottom of the rack first, and then
work up.

Install the Inner Slides

1. Locate the right inner slide, (the slide that will be used on the right side of
chassis when facing the front panel of the chassis).

2. Align the four (4) square holes on the right inner slide against the hooks on the
right side of the chassis as show below on the left.

3. Securely attach the slide to the chassis with two M4 flat head screws and repeat
the steps 1-3 to install the left inner slide to the left side of the chassis.

Four(4) hooks on the right Slide the long bracket into

side of the chassis the:short bracket

Four 4 square holes on

A

the right inner slide

between the brackets

/V

Install the Outer Slides

1. Measure the distance from the front rail of the rack to the rear rail of the rack.

2. Attach a short bracket to the rear side of the right outer slide, and a long bracket
to the front side of the right outer slide as shown above on the right.

3. Adjustthe short and long brackets to the proper distance so that the chassis can
snugly fit into the rack.

4. Secure the slides to the cabinet with screws.

5. Repeat steps 1-4 for the left outer slide.

M86 SECURITY INSTALLATION GUIDE 1
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PRELIMINARY SETUP PROCEDURES RACK MOUNT THE SERVER

Install the Slide Assemblies to the Rack

1. After you have installed the short and long brackets to the outer slides, you are
ready to install the whole slide assemblies (outer slides with short and long
brackets attached) to the rack. (See the previous page.)

2. Use M5 screws and washers to secure the slide assemblies into the rack as
shown below:

Slide assemblies (-outer slides with
long & ghort brackets attached)

Secure the Slide -
= = E M5 screws & washers
assemblies to the

rack with screws

and washers
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PRELIMINARY SETUP PROCEDURES RACK MOUNT THE SERVER

Install the Chassis into the Rack

1. Push the inner slides, which are attached to the chassis, into the grooves of the
outer slide assemblies that are installed in the rack as shown below:

Inner slides

Grooves of the outer|

slide assemblies

2. Push the chassis all the way to the back of the outer slide assemblies as shown
below:

Push the chassis into -

> back of the outer slide

semblies
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PRELIMINARY SETUP PROCEDURES RACK MOUNT THE SERVER

Rack Mount Instructions for MSA Servers

Optional: Install the Chassis Rails

NOTE: If your chassis does not come with chassis rails, please follow the procedure listed
on the last page of this sub-section to install the unit directly into the rack.

CAUTION: Please make sure that the chassis covers and chassis rails are installed on the
chassis before you install the chassis into the rack. To avoid personal injury and property
damage, please carefully follow all the safety steps listed below:

Before installing the chassis rails:

» Close the chassis using the chassis cover.

» Unplug the AC power cord(s).

* Remove all external devices and connectors.

1. Included in the shipping package are a pair of rail assemblies. In each rail
assembly, locate the inner rail and the outer rail.

2. Press the locking tab to release the inner rail from its locking position and pull
out the inner rail from the rail assembly.

NOTE: The inner rails are to be attached to the chassis and the outer rails are to be
installed in the rack.

Quter rail (to be installed in the
rack)

Pull out the Inner
rail (to be attached
on the chassis)

Press the Locking Tab
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PRELIMINARY SETUP PROCEDURES RACK MOUNT THE SERVER

3. Locate the three holes on each side of the chassis and locate the three corre-
sponding holes on each of the inner rail.

4. Attach an inner rail to each side of the chassis and secure the inner rail to the
chassis by inserting three Type G screws through the holes on each side of the
chassis and the inner rail. (See the diagram below for a description of the Type

G screw.)

©c ¢ 9

> T =

(.

G. Round head M4 x 4 mm [0.157]
H. Flat head M5 x 12 mm [0.472]
l. Washer for M5

5. Repeat the above steps to install the other rail on the chassis.

15
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Optional: Install the Traditional UP Racks

After you have installed the inner rails on the chassis, you are ready to install the
outer rails of rail assemblies to the rack.

@ NOTE: The rails are designed to fit in the racks with the depth of 28” to 33”.

» Determine the placement of each component in the rack before you install the rails.
* Install the heaviest server components on the bottom of the rack first, and then work up.

1. In the package, locate a pair of front (short) and rear (long) brackets. Please
note that the brackets are marked with Up/Front Arrows (front) and Up/Rear
arrows (rear).

2. Secure the front (short) bracket (marked with the Up/Front arrows) to the outer
rail with two Type G screws. (See the previous page for a description of the
Type G screw.)

3. Attach the rear (long) bracket to the other end of the outer rail and secure the
rear (long) bracket to the outer rail with a Type G screw as shown below.

4. Measure the depth of your rack and adjust the length of the rails accordingly.
5. Repeat the same steps to install the other outer rail on the chassis.

6. Secure both outer rail assemblies to the rack with Type H screws and Type |
washers. (See the previous page for descriptions of Type H and Type | hard-
ware components.)

®
@

'}
\‘i\

Ve
i

@ k¢ 4

7. Slide the chassis into the rack as shown below.

NOTE: The chassis may not slide into the rack smoothly or easily when installed the first
time. Some adjustment to the slide assemblies might be needed for easy installation.
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8. You will need to release the safety taps on both sides of the chassis in order to
completely remove the chassis out of the rack.
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Optional: Install the Open Racks

After you have installed the inner rails on the chassis, you are ready to install the
outer rails of rail assemblies to the rack.

@ NOTE: The rails are designed to fit in the racks with the depth of 28” to 33”.

» Determine the placement of each component in the rack before you install the rails.
* Install the heaviest server components on the bottom of the rack first, and then work up.

1. In the package, locate a pair of front (short) and rear (long) brackets. Please
note that the brackets are marked with Up/Front Arrows (front) and Up/Rear
arrows (rear).

2. Secure the front (short) bracket (marked with the Up/Front arrows) to the outer
rail with two Type G screws as shown below.

?

P

G. Round head M4 x 4 mm [0.157]
H.  Flat head M5 x 12 mm [0.472]
. Washer for M5

18 M86 SECURITY INSTALLATION GUIDE



PRELIMINARY SETUP PROCEDURES RACK MOUNT THE SERVER

3. Attach the front (short) bracket to the front end of the rack, and secure it to the
rack with two Type H screws and Type | washers as shown below. (See the
previous page for descriptions of Type H and Type | hardware components.)

4. Attach the rear (long) bracket to the rear end of the rack, and secure it to the
rack with two Type H screws and Type | washers as shown below. Repeat the
same steps to install the other outer rail to the other side of rack.

5. Measure the depth of your rack and adjust the length of the rails accordingly.
Then, secure the rails to the chassis with Type G screws.

M86 SECURITY INSTALLATION GUIDE
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6. Slide the inner rails which are attached to the chassis into the outer rails on the
rack.
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Install the Chassis into the Rack

® CAUTION: Before installing the chassis into the rack:

Make sure that the rack is securely anchored onto an unmovable surface or structure
before installing the chassis into the rack.

Unplug power cord(s) of the rack before installing the chassis into the rack.

Make sure that the system is adequately supported. Make sure that all the components
are securely fastened to the chassis to prevent components falling off from the chassis.
The rack assembly should be properly grounded to avoid electric shock.

The rack assembly must provide sufficient airflow to the chassis for proper cooling.
Please make sure that all components and all chassis covers are properly installed in
the chassis before you install the chassis into the racks; otherwise, out-of-warranty
damage may occur.

Slide the chassis into the rack and secure it with two screws on each side of the
rack as shown in the picture.

slide into
rack and
secure with
two screws
on each
side
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Install the SL or HL Server Bezel

After rack mounting an SL or HL server, the bezel should be installed on the front
end of the chassis.

NOTE: This portion of the installation process requires you to unpack the bezel. The bezel
has been packaged separately from the unit to prevent damage during shipping.

A. Hold the bezel upright and facing towards you (Fig. 1).

Fig. 1 - Front of bezel

B. Note that each end of the bezel contains two raised bumps (Fig. 2).

Fig. 2 - Bumps on right end of bezel Fig. 3 - Grooves in right U-shaped handle

C. Align these bumps along the two parallel grooves inside each U-shaped
aluminum chassis handle affixed to the front end of the chassis rail (Fig. 3).

D. Push the bezel towards the front of the chassis, inserting the USB B-type plug
on the back of the bezel (Fig. 4) into the USB port on the chassis.

T T T

r—

Fig. 4 - Section of back of bezel with USB B-type plug

=
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Check the Power Supply

This server is equipped with a universal power supply that handles 100-240 V, 50/
60 Hz. A standard power cord interface (IEC 950) facilitates power plugs that are
suitable for most European, North American, and Pacific Rim countries.

Power Supply Precautions

& WARNING:

* Use a regulating uninterruptible power supply (UPS) to protect the server from
power surges, voltage spikes and to keep the server operating in case of a
power failure.

* In geographic regions that are susceptible to electrical storms, M86 Security
highly recommends plugging the AC power cord for the server into a surge
Suppressor.

» Use appropriately rated extension cords or power strips only.

» Allow power supply units to cool before touching them.

23
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General Safety Information

Server Operation and Maintenance Precautions

A

A
A

24

WARNING:

Observe the following safety precautions during server operation and mainte-
nance:

WARNING: If the server is used in a manner not specified by the manufacturer, the protec-
tion provided by the server may be impaired.

WARNING: M86 Security is not responsible for regulatory compliance of any server that
has been modified. Altering the server’s enclosure in any way other than the installation
operations specified in this document may invalidate the server’s safety certifications.

CAUTION: Never pile books, papers, or other objects on the chassis, drop it, or subject it
to pressure in any other way. The internal circuits can be damaged, and the battery may
be crushed or punctured. Besides irreparable damage to the unit, the result could be
dangerous heat and even fire.

CAUTION: There are no user-serviceable components inside the chassis. The chassis
should only be opened by qualified service personnel. Never disassemble, tamper with, or
attempt to repair the server. Doing so may cause smoke, fire, electrical shock, serious
physical injury, or death.

WARNING: In HL servers, multiple sources of supply exist. Be sure to disconnect all
sources before servicing.

* Do not insert objects through openings in the chassis. Doing so could result in
a short circuit that might cause a fire or an electrical shock.

* Do not operate the server in an explosive atmosphere, in the presence of flam-
mable gases.

» To ensure proper cooling, always operate the server with its covers in place. Do
not block any openings on the chassis. Do not place the server near a heater.

* Always exit the software application properly before turning off the server to
ensure data integrity.

» Do not expose the server to rain or use near water. If liquids of any kind should
leak into the chassis, power down the server, unplug it, and contact M86 Secu-
rity technical support.

» Disconnect power from the server before cleaning the unit. Do not use liquid or
aerosol cleaners.
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AC Power Cord and Cable Precautions

& WARNING:

The AC power cord for the server must be plugged into a grounded, power
outlet.

Do not modify or use a supplied AC power cord if it is not the exact type required
in the region where the server will be installed and used. Replace the cord with
the correct type.

Route the AC power cord and cables away from moving parts and foot traffic.
Do not allow anything to rest on the AC power cord and cables.
Never use the server if the AC power cord has been damaged.

Always unplug the AC power cord before removing the unit for servicing.

Electrical Safety Precautions

& WARNING:

Heed the following safety precautions to protect yourself from harm and the server
from damage:

@ CAUTION: Dangerous voltages associated with the 100-240 V AC power supply are
present inside the unit. To avoid injury or electrical shock, do not touch exposed connec-
tions or components while the power is on.

To prevent damage to the server, read the information in this document for
selection of the proper input voltage.

Do not wear rings or wristwatches when troubleshooting electrical circuits.

To avoid fire hazard, use only the specified fuse(s) with the correct type number,
voltage, and current ratings. Only qualified service personnel should replace
fuses.

Qualified service personnel should be properly grounded when servicing the
unit.

Qualified service personnel should perform a safety check after any service is
performed.
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Motherboard Battery Precautions

@ CAUTION:

The battery on the motherboard should not be replaced without following instruc-
tions provided by the manufacturer. Only qualified service personnel should
replace batteries.

The battery contains energy and, as with all batteries, a malfunction can cause
heat, smoke, or fire, release toxic materials, or cause burns. Do not disassemble,
puncture, drop, crush, bend, deform, submerge or modify the battery. Do not incin-
erate or expose to heat above 140°F (60°C).

There is a danger of explosion if the battery on the motherboard is installed upside
down, which will reverse its polarities.

CAUTION: DANGER OF EXPLOSION IF BATTERY IS INCORRECTLY
REPLACED. REPLACE ONLY WITH THE SAME OR EQUIVALENT TYPE
RECOMMENDED BY THE MANUFACTURER. DISPOSE OF THE USED
BATTERIES ACCORDING TO THE MANUFACTURER’S INSTRUCTIONS.

ATTENTION: ILY A DANGER D’EXPLOSION S’IL Y AREPLACEMENT INCOR-
RECT DE LA BATTERIE, REMPLACER UNIQUEMENT AVEC UNE BATTERIE
DU MEME TYPE OU D’UN TYPE EQUIVALENT RECOMMANDE PAR LE
CONSTRUCTEUR. METTRE AU REBUT LES BATTERIES USAGEES
CONFORMEMENT AUX INSTRUCTIONS DU FABRICANT.

WARNING: Users in Member States should consult Article 20 of Directive 2006/66/EC of
the European Parliament and of the Council before disposing the motherboard battery.
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INSTALL THE SERVER

Step 1: Initial Setup Procedures

This step requires you to link the workstation to the Threat Analysis Reporter. You
have the option of using the text-based Quick Start setup procedures described in
Step 1A, or, if you have an SL or HL unit, the LCD panel setup procedures
described in Step 1B.

NOTE: Before installing the Threat Analysis Reporter server, the Web Filter server to be
used with this server must already be installed and running software version 4.0.00 or
higher.

Quick Start Setup Requirements

» Threat Analysis Reporter with AC power cord(s)
» either one of two options:
* PC monitor with AC power cord and keyboard, or
* PC laptop computer with HyperTerminal and serial port cable (and USB DB9
serial adapter, if there is no serial port on your laptop)

NOTE: If using a Windows Vista or Windows 7 laptop, please be sure HyperTerminal or an
equivalent terminal emulator program is installed on your machine. See the note under
HyperTerminal Setup Procedures if selecting this option.

Go to Step 1A to execute Quick Start Setup Procedures.

LCD Panel Setup Requirements (for SL and HL Units)

The following hardware is required for LCD panel setup procedures, if using an SL
or HL unit:

» Threat Analysis Reporter SL or HL with AC power cord(s)
» Bezel with LCD panel mounted on chassis front

Go to Step 1B to execute LCD Panel Setup Procedures.

M86 SECURITY INSTALLATION GUIDE 27



INSTALL THE SERVER STEP 1A: QUICK START SETUP PROCEDURES

28

Step 1A: Quick Start Setup Procedures

Link the Workstation to the Threat Analysis Reporter

Monitor and Keyboard Setup

A

Connect the PC monitor and keyboard cables to the rear of the chassis (see
Fig. 1 for an SL or MSA unit, and Fig. 2 for an HL unit).

. Turn on the PC monitor.

C. Connect the AC power cord(s) to the back of the chassis and plug the cord(s)

into a UPS power supply unit.

. Power on the Threat Analysis Reporter by dropping down the face plate and

pressing the large button at the right of the front panel (see Fig. 3 for an SL unit,
Fig. 4 for an MSA unit, and Fig. 5 for an HL unit).

Once the Threat Analysis Reporter is powered up, proceed to the Quick Start
menu instructions.

Serial Console Setup

A

Using the serial port cable (and USB DB9 serial adapter, if necessary), connect
the laptop to the rear of the chassis (see Fig. 1 for an SL or MSA unit, and Fig.
2 for an HL unit).

. Power on the laptop.

C. Connect the AC power cord(s) to the back of the chassis and plug the cord(s)

into a UPS power supply unit.

. Power on the Threat Analysis Reporter by pressing the large button at the right

of the front panel (see Fig. 3 for an SL unit, Fig. 4 for an MSA unit, and Fig. 5 for
an HL unit).

.'I'I' wliosd T
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Fig. 2 - Portion of HL chassis rear
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Fig. 3 - Diagram of SL chassis front panel, power button at far right
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Fig. 4 - Diagram of MSA chassis front panel, power button at far right
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Fig. 5 - Diagram of HL chassis front panel, power button at far right

Once the Threat Analysis Reporter is powered up, proceed to the instructions for
HyperTerminal Setup Procedures.
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HyperTerminal Setup Procedures

If using a serial console, follow these procedures on a Windows XP machine to
create a HyperTerminal session.

@ NOTE: HyperTerminal is no longer included with Windows as of Microsoft’s Vista system.

Please note on Microsoft's Web page “What happened to HyperTerminal?” at http://
windows.microsoft.com/en-us/windows-vista/What-happened-to-HyperTerminal
(accessed February 10, 2010), Microsoft states: “HyperTerminal is no longer part of
Windows.... If you previously used HyperTerminal to control serial devices, you can
usually find a downloadable version of HyperTerminal on the Internet that is free for
personal use.”

If you are using a Windows Vista or Windows 7 machine to conduct these quick start setup
procedures and do not have an equivalent type of terminal emulator program installed on
your workstation, Hilgraeve, Inc., the maker of HyperTerminal, offers HyperTerminal
Private Edition for Windows Vista and Windows 7. The following information is included on
Hilgraeve’s Web page at http:.//www.hilgraeve.com/hyperterminal.html (accessed
February 10, 2010): “HyperTerminal Private Edition is a terminal emulation program that
supports communications over TCP/IP networks, Dial-Up Modems, and serial COM
ports.... Please enter your email address below to download the free 30 day trial.” Instruc-
tions are provided for installing this application on your workstation.

If you have a terminal emulator program other than HyperTerminal or a derivative of
HyperTerminal installed on your workstation, please specify these session settings:

* 9600 bits per second

* 8 data bits
* no parity
« 1 stop bit

* hardware flow control
* VT100 emulation settings

On the Windows XP machine:

A. Launch HyperTerminal by going to Start > Programs > Accessories > Commu-
nications > HyperTerminal:

Connection Description 2

-

Q’ New Connection

Enter a name and choose an icon for the connection:

Cancel
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B. In the Connection Description dialog box, enter any session Name, and then
click OK to open the Connect To dialog box:

% MBEdevice

Enter details for the phone number that you want to dial:

Countiy/region: IUmled States of America (1] j

Area code: 714

Phaone number: |

Connect using. | BTG
Corel_|

C. At the Connect using field, select the COM port assigned to the serial port on
the laptop (probably “COM1”), and then click OK to open the Properties dialog
box, displaying the Port Settings tab:

Part Settings I

Bits per second:

Diata bits: m
Parity: Iﬁ

Stap bits: Iﬁ
Flows control: Im

Festore Defaults |
aK I Cancel | Lpply |

D. Specify the following session settings:

* Bits per second: 9600
Data bits: 8

* Parity: None

Stop bits: 1

* Flow control: Hardware
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E. Click OK to connect to the HyperTerminal session:

“g MB6device- HyperTerminal
File Edit View cCall Transfer Help

=0l

Mew Connection

Cpen...

Save
Save As...

Page Setup...
Print. ..

Exit Ale+F4 |

Displays the properties of the current session

(=l
4

MB6device Properties

Correct T Settings |
Function, amow, and ctrl keys act a3

’76’ Terminal keys © Windows keys
Backspace key sends

’7 & CilsH  Del & CtlH, Space, CtileH

V1100 Terminal Setup. |
Telnet terminal 10 YT100
Backscroll buffer lines: |500 3:

I™ Play sound when connecting or disconnecting

Input Translation... | ASCI Setup.

Emulation:

Cancel

. In the HyperTerminal session window, go to File > Properties to open the Prop-
erties dialog box, displaying the Connect To and Settings tabs:

G. Click the Settings tab, and at the Emulation menu select “VT100”.
H. Click OK to close the dialog box, and to go to the login screen.

NOTE: If using a HyperTerminal session, the login screen will display with black text on a
white background.
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Quick Start menu instructions

For these Quick Start setup procedures, you will need your network administrator
to provide you the LAN 1 and LAN 2 |P address and subnet mask, gateway IP
address, DNS server IP address(es), host name of the server, and IP address for
the Web interface (if using a NAT device).

Login screen, password prompts

The login screen displays after powering on the Threat Analysis Reporter unit
using a monitor and keyboard, or after creating a HyperTerminal session.

NOTE: If the screensaver currently displays on your screen, press the Enter key to
display the login screen.

A. At the login prompt, type in menu.

B. Press the Enter key to display the Password prompt.

C. At the Password prompt, type in the following: #s3tup#r3k
D

. Press Enter to display the Quick Start menu screen:

Tue May 3 17:40:04 PDT 2810
HB6 Security
Nuick Start menu

1. Display Status
2. Enter administration password

9. Log off

Press the number of your selection

E. At the Press the number of your selection prompt, press 2 to display the
Administrator Password Entry screen.

F. At the Enter the administrator password prompt, re-enter your password:
#s3tup#r3k

G. Press Enter to display the Administration menu where you can begin the Quick
Start setup process using the configuration screens.

H. At the Press the number of your selection prompt, press 2 to select the
“Quick Start setup” process. This process takes you to the Configure Network
Interface screen.
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Configure Network Interface screen

Tue May 3 17:41:23 PDT 20
H86 Security
Configure Hetwork Interface

Enter interface LAM1 IP address: 200.100.10.10

. At the Enter interface lan1 IP address field, enter the IP address for the LAN

1 interface, and then press Enter to go to the next screen.

. At the Enter interface lan1 netmask field, enter the subnet mask for the LAN

1 interface using the dotted decimals notation format. Press Enter to display the
confirmation prompt.

. Press Y for “Yes” to confirm and save your entries for the LAN1 interface, and to

go to the next screen.

. At the Enter interface lan2 IP address field, enter the |IP address for the LAN

2 interface, and then press Enter to go to the next screen.

. At the Enter interface lan2 netmask field, using the dotted decimals notation

format, enter the subnet mask for the LAN 2 interface. Press Enter to display
the confirmation prompt.

. Press Y for “Yes” to confirm and save your entries for the LAN 2 interface, and

to go to the Configure default gateway screen.

Configure default gateway screen

Tue Hay 3 17:44:06 PDT 200
HB6 Security
Configure default gateway

Enter default gateway IP: 200100101
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A. At the Enter default gateway IP field, enter the IP address for the default
gateway. Press Enter to display the confirmation prompt.

B. Press Y for “Yes” to confirm and save your entry for the gateway IP address,
and to go to the Configure Domain Name Servers screen.

Configure Domain Name Servers screen

3 174449 PDT 2010
Hih Securit
Configure Domain Ham

Enter first DHS server IP: adnin.logo.com

A. At the Enter first DNS server IP field, enter the IP address for the primary
Domain Name Server. Press Enter to go to the next screen.

B. At the Enter (optional) second DNS server IP field, if you have a secondary
Domain Name Server you wish to use, enter the IP address for that server.
Press Enter to display the confirmation prompt.

C. Press Y for “Yes” to confirm and save your entries for the domain name servers,
and to go to the Configure Host Name screen.

Configure Host Name screen

Tue May 3 17:45:48 PDT 210
ecurity
ConfFigure Host Hame

Enter host name: tari.logo.com

A. At the Enter host name field, enter the host name of the server. Press Enter to
display the confirmation prompt.
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B. Press Y for “Yes” to confirm and save your entry for the host name, and to go to
the Time zone regional configuration screen.

Time zone regional configuration screen

27 PDT 2Me

HEG
Time zone regi iguration

Select a region using up=-arrow and down-arrow.

Press ¥ when you have selected the appropriate region.

ffter you select the region, you will be prompted to select the
locality within the selected region.

Press Escape to cancel this change.

A. Use the up and down arrows in your keyboard to select your region. After
selecting your locality, press Y for “Yes” to confirm and save your regional selec-
tion, and to go to the next screen:

B. Use the up and down arrows in your keyboard to select your region. After
selecting your locality, press Y for “Yes” to confirm and save your regional selec-
tion, and to go to the Configure Wizard user screen.

Configure Wizard user screen

Tue May 3 17:49:26 PDT 200

Enter wizard user name: taruser

A. At the Enter wizard user name field, enter the username that will be used to
access the setup wizard in the Threat Analysis Reporter interface. Press Enter
to display the confirmation prompt.

B. Press Y for “Yes” to confirm and save your entry and to go to the next screen.
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C. At the Enter wizard password field, enter the password that will be used to
access the setup wizard in the Threat Analysis Reporter interface. Press Y for
“Yes” to confirm and save your entry and to go to the Quick Start Setup confir-
mation screen.

Quick Start Setup confirmation screen

Tue May 3 17:51:12 PDT 2w
HE& urity
Quick Start S p confirmation

Do you want to commit the changes made on the previous screens?

Enter ¥ to commit, any other key to abort.

Press Y for “Yes” to save all your Quick Start setup entries and to return to the
Administration menu.

NOTE: When saving your entries, there may be a 4-10 second delay before the Adminis-
tration menu displays.

Administration menu

After making all entries using the Quick Start setup process, you will return to the
Administration menu. Press X to return to the Quick Start menu screen. Or, to
verify the status of the Threat Analysis Reporter and review the entries you made
using the Quick Start setup process, press 1 to view the System Status screen.

NOTE: Changing your password using option C, “Change Quick Start password”, will
change the password for the console menu but not the Threat Analysis Reporter console
login screen.

M86 SECURITY INSTALLATION GUIDE 37



INSTALL THE SERVER  STEP 1A: QUICK START SETUP PROCEDURES

System Status screen

Tue Hay 3 17:40:04 PDT 20
MAs Security
System Status updates every 18 seconds

LAN1 interface for web access and Web Filter communications
LAN1 IP = 200.100.10.10 Hask = 255_255.08.0 Active
LANZ interface for bandwidth monitoring

LANZ IP = 1.2.3.h Mask = 255.0.0.0

Default gateway IP: 200.100.10.1

TAR host name: tari.logo.com

DHE server IP address({es): admin.logo_com 2008_108_10.2808

TAR processing is normal
Current Uersion: Threat Analysis Reporter 1_8_10_8

Press any key te return to menu...

The System Status screen contains the following information:

lan1 interface for web access and Web Filter communications: LAN1 IP
address and netmask specified in screen 3 (Configure Network Interface), and
current status (“Active” or “Inactive”)

lan2 interface for bandwidth monitoring: LAN2 IP address and netmask
specified in screen 4 (Configure Network Interface), and current status (“Active”
or “Inactive”)

Default gateway IP address specified in screen 5 (Configure default gateway)
Configure host name specified in screen 7 (Configure Host Name)

DNS server IP address(es) specified in screen 6 (Configure Domain Name
Servers)

Current status of the Threat Analysis Reporter

Current Version of the Threat Analysis Reporter software

NOTE: Modifications can be made at any time by returning to the specific screen of the
Quick Start menu.

Log Off, Disconnect the Peripherals

A. After completing the Quick Start setup procedures, return to the Quick Start

menu screen and press 9 to log out.

B. Disconnect the peripherals from the Threat Analysis Reporter.

C. Proceed to Step 2: Physically Connect the Unit to the Network.

38
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Step 1B: LCD Panel Setup Procedures

A. Connect the AC power cord(s) to the back of the chassis and plug the cord(s)
into a UPS power supply unit.

B. Power on the server by dropping down the face plate and pressing the large
button at the right of the front panel.

On an SL or HL unit, the Threat Analysis Reporter can be configured using the
LCD panel on front of the chassis bezel. When the bezel is placed on the front of
the chassis, with the USB plug inserted into the USB port, the default LCD screen
displays.

To the right of the LCD screen, the keypad displays, consisting of the following
keys: up arrow, down arrow, left arrow, right arrow, checkmark, and “X".

LCD Menu

Press the “X” key to display the LCD Menu. In the LCD panel, an arrow displays to
the left of the currently selected menu item. Use the up or down arrow keys to navi-
gate the menu. After making your menu selection, press the checkmark key to
accept your selection.

NOTE: On the LCD Menu, press “X” to toggle the display between the main menu and the
following information: “Threat Analysis Reporter (software version number)” and “Data-
base Status (Active, Inactive)”.

Main Menu

When the main menu entry is selected, the following menu items display on the
screen:

e Current Patch Level

e IP/LAN1>*

e IP/LAN2>*

+ Gateway *

« DNS1>*

- DNS2>*

* Host Name > *

* Regional Setting (Time Zone, date, time) *
* Admin Console Wizard User *
* Reboot >

¢ Shutdown >

@ NOTE: When using the main menu to execute quick start setup procedures, be sure to
configure all menu items marked in the list above with an asterisk ( *).

@ TIPS: Navigation tips in the main menu:
» Use the up / down arrow key to scroll up / down the menu
* Press the checkmark key to choose the current selection
* Press the “X” to go back to the previous screen

Make a selection from the menu, and press the checkmark key to go to that
screen.

M86 SECURITY INSTALLATION GUIDE 39



INSTALL THE SERVER STEP 1B: LCD PANEL SETUP PROCEDURES

40

IP/LAN1 and LAN2

When the IP / LAN 1 (LAN 2) option is selected, the IP / LAN 1 (LAN 2) screen
displays with the following menu items:

A

G.

Configure LAN 1 (2) IP
Change LAN1 (2) Netmask

Choose Configure LAN 1 (2) IP and press the checkmark key to go to the
Configure LAN 1 (2) IP screen.

. Use the up / down keys to increase / decrease the current value, and the left /

right arrow keys to navigate across the line.

. Press the checkmark key to accept your entry and to return to the previous

screen.

. Choose Change LAN1 (2) Netmask and press the checkmark key to go to the

Change LAN1 (2) Netmask screen.

. Use the up / down keys to increase / decrease the current value, and the left /

right arrow keys to navigate across the line.

Press the checkmark key to accept your entry and to return to the previous
screen.

Press the “X” key to return to the main menu.

Gateway

When the Gateway option is selected, the Gateway screen displays with the
Configure Gateway IP menu item.

A

C.

D.

Choose Configure Gateway IP and press the checkmark key to go to the
Configure Gateway IP screen.

. Use the up / down keys to increase / decrease the current value, and the left /

right arrow keys to navigate across the line.

Press the checkmark key to accept your entry and to return to the previous
screen.

Press the “X” key to return to the main menu.

DNS 1 and 2

When the DNS 1 (2) option is selected, the DNS 1 (2) screen displays with the
Configure DNS IP 1 (2) menu item.

A

Choose Configure DNS IP 1 (2) and press the checkmark key to go to the
Configure DNS IP 1 (2) screen.

. Use the up / down keys to increase / decrease the current value, and the left /

right arrow keys to navigate across the line.

. Press the checkmark key to accept your entry and to return to the previous

screen.

. Press the “X” key to return to the main menu.
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Host Name

When the Host Name option is selected, the Host Name screen displays with the
Configure Hostname menu item.

A. Choose Configure Hostname and press the checkmark key to go to the
Configure Hostname screen.

B. Use the arrow keys to navigate the menu. Press the right arrow key to view the
alphabets in first uppercase and then lowercase, numbers from 0-9, and lastly
the symbol characters.

NOTE: Navigation tips:

» Ifthe down arrow key is pressed first—instead of the right arrow key—the symbol char-
acters display first.

» Press the “X” key to remove a character and move the cursor to the first position in the
line.

C. Press the checkmark key to return to the previous screen.

D. Press the “X” key to return to the main menu.

Regional Setting (Time Zone, date, time)

When the Regional Setting (Time Zone, date, time) option is selected, the Regional
Setting (Time Zone, date, time) screen displays with the Region menu item.

A. Choose Region, and use the left / right arrow keys to view the available region
selections.

B. After making a selection, press the checkmark key to display the Choose a
Location screen.

C. Choose Location, and use the left / right arrow keys to view the available loca-
tion selections.

D. After making a selection, press the checkmark key to display the Save
Changes? screen:

* Choose Yes to save your changes and to return to the main menu.
» Choose No to return to the previous screen.

Admin Console Wizard User

When the Admin Console Wizard User option is selected, the Admin Console
Wizard User screen displays with two menu selections:

* Choose Reset TAR setup wizard username to reset the username and to
return to the main menu.

* Choose Reset TAR setup wizard password to reset the password and to
return to the main menu.
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Non-Quick Start procedures or settings

Current Patch Level

When the Current Patch Level option is selected, “Threat Analysis Reporter” and
the version number of the currently installed build displays.

Reboot

When the Reboot option is selected, the Reboot screen displays with two menu
items.

A. Choose one of two options:

* Yes, reboot now!!! - This selection reboots the Threat Analysis Reporter.
* No, cancel reboot - This selection returns you to the previous screen.

B. Press the “X” key to return to the main menu.
Shutdown

When the Shutdown option is selected, the Shutdown screen displays with two
menu items.

A. Choose one of two options:

* Yes, shutdown now!! - This selection shuts down the Threat Analysis
Reporter.
* No, cancel shutdown - This selection returns you to the previous screen.

B. Press the “X” key to return to the main menu.

LCD Options menu

When “LCD Options >” is selected, the following menu items display on the
screen:

* Heartbeat
» Backlight
« LCD Controls >

Make a selection from the menu, and press the checkmark key to go to that
screen.

Heartbeat

When the Heartbeat option is selected, the Heartbeat screen displays.

A. Press the checkmark or right arrow key three times to view each of the three
available options:

* heartbeat feature enabled (checkbox populated with “x”)

+ heartbeat feature disabled (checkbox empty)

» check for a heartbeat now (checkbox populated with checkmark, and blinking
heartbeat symbol displayed in the line above)
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B. After making your selection, press the “X” key to return to the previous screen.

Backlight

When the Backlight option is selected, the Backlight screen displays.

A. Press the checkmark or right arrow key three times to view each of the three
available options:

“y, "

» backlight feature enabled (checkbox populated with “x” and backlight turns
on)

» backlight feature disabled (checkbox empty and backlight turns off)

« display the backlight now (checkbox populated with checkmark, and backlight
turns on)

B. After making your selection, press the “X” key to return to the previous screen.

LCD Controls

When the LCD Controls option is selected, the LCD Controls screen displays with
the following menu items: Contrast, On Brightness, Off Brightness.

A. Choose one of the menu selections and press the checkmark key to go to that
screen:

» Contrast - In the Contrast screen, use the left / right arrow keys to decrease
/ increase the text and screen contrast.

* On Brightness - In the On Brightness screen, use the left / right arrow keys
to decrease / increase the brightness of a screen with a feature that is
enabled.

« Off Brightness - In the Off Brightness screen, use the left / right arrow keys
to decrease / increase the brightness of a screen with a feature that is
disabled.

B. After making your selection, press the “X” key to return to the previous screen.

C. Proceed to Step 2: Physically Connect the Unit to the Network.
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Step 2: Physically Connect the Unit to the Network

After performing initial setup procedures for the Threat Analysis Reporter, the unit
needs to be physically connected to the network. This step requires a standard
CAT-5E cable to connect the unit to the network. An additional CAT-5E cable is
required if the Ethernet Tap unit will be installed for bandwidth monitoring.

A. Plug one end of a standard CAT-5E cable into the Threat Analysis Reporter’s
LAN 1 port, the port on the left.

Fig. 2 - Portion of HL chassis rear

B. Plug the other end of the CAT-5E cable into an open port on the network switch.

C. Reboot the server by using the Reboot system option (as described in Step 1A:
Quick Start Setup Procedures), or by using the Reboot option on the LCD panel
(as described in Step 1B: LCD Panel Setup Procedures).

D. Proceed to Bandwidth Management or Step 3.

Bandwidth Management

If you choose to install the Ethernet Tap for bandwidth monitoring, you will need to
connect it to the Threat Analysis Reporter at this point. Refer to Appendix A at the
end of this document for instructions on how to connect the Ethernet Tap unit.
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Step 3: Register TAR and its Applications

Next you will register the Threat Analysis Reporter and its applications online. For
this step you will need your network administrator to provide you the IP range and
netmask of machines on the network the Threat Analysis Reporter application will
use for monitoring bandwidth on your network.

Access TAR via its LAN 1 IP Address

A. Launch an Internet supported browser:

 Firefox 3.5
* Internet Explorer 7 or 8
» Safari 4.0

B. In the address field, type in the LAN 1 IP address you assigned to the Threat
Analysis Reporter unit in Step 1A (Configure Network Interface screen) or Step
1B (IP / LAN1 and 2). Be sure to use “https” and port :8443 for a secure
connection, appended by “/8e6tar/”. For example, if the Threat Analysis
Reporter server was assigned an IP address of 10.10.10.10, you would enter
https://10.10.10.10:8443/8e6tar/ in the browser’s address field.

C. Click Go to display the security issue page:

* If using Firefox, proceed to Accept the Security Certificate in Firefox.
* If using IE, proceed to Temporarily Accept the Security Certificate in IE.
* If using Safari, proceed to Accept the Security Certificate in Safari.

* If the security issue page does not display in your browser, verify the
following:

The Threat Analysis Reporter appliance is powered on.
Can the administrator workstation normally connect to the Internet?

Is the administrator workstation able to ping the Threat Analysis
Reporter’s LAN 1 IP address? (To ping the Threat Analysis Reporter
using the Command Prompt in Windows XP, Vista, and 7, go to Start >
All Programs > Accessories > Command Prompt, type in Ping and the
IP address using the x.x.x.x format—in which each ‘x’ represents an
octet—and then press Enter.)

If pinging the IP address of the Threat Analysis Reporter is unsuccessful,
try restarting the network service or rebooting the server.

If still unsuccessful, contact an M86 Security solutions engineer or
technical support representative.
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Accept the Security Certificate in Firefox

< [V Permanently store this exception >
~—

option I Understand the Risks:

‘Wiay v sk Farefo: b connect secuersly 1o 190 160,201 D4:8443, Bt we can confem that
o o

Mo imaly, when yeas try bo corres
e e i right . e, b s ety cret b vev i

E& This Connection is Untrusted
d

what Should | Do?

TF you sy onect to this ste wthout probiems, this siree enuld mesn Ehat samears: & tyng to

Epmrioriate b tn, and you sboukdn contirs

e e ot of hered

% This Connection is Untrusted

Wi v skend Frefos Lo connet ety o 190L0G0D0,14:443, bt ve can't corfam that
o vour cannestion i sacure.

Prarialy, vhen ehat you

i bry B e 4
are gong to the right place. Howswer, thes ste's idantity can't be verfied

What Should | Da?

IF you ubusly connect b ths Ste without problerre, thes emor could mean that soaeond i tryngto.
conbnue.

[motrsonate the ste, and you shoukdnt

3¢5 me ok of brerel
Technical Details
1 Understand the Risks

Fis o StArt trusting this ske's adentification. Lven

Iy ' y o
W you trust the site, this exror could mesn thaet someone (s tampering sith your
conmect

Dt add an evvaption unbess you bnow there's a good reason why thes she doesn't uss trusted

|

t secuaety, e will st tristed iderid i ation 1o prove hat yeas

A. If using a Firefox browser, in the page “This Connection is Untrusted,” click the

B. In the next set of instructions that display, click Add Exception...:

Clicking Add Exception opens the Add Security Exception window:

Add Security Exception x|

ou are about bo override how Firefox identifies this site.
! | Legitimate banks, stores, and other public sites will not ask you to do this.

Server

Location:

g
Get Certificate
~Certificate Stat
This site: attempts to identify itsefF with invalid information, View...

Wrong Site
Certficate belongs ko 2 different site, which could indicate 2n dentity theft.
Unknown Identity

Certificate is not trusted, because it hasnit been verified by a recognized authority

< Confirm Security Exception Cancel

Proceed to Accept the End User License Agreement.

C. In the Add Security Exception window, click Get Certificate and wait a few
seconds until the security certificate is obtained by the server.

D. With the checkbox Permanently store this exception selected, click Confirm
Security Exception.

M86 SECURITY INSTALLATION GUIDE



INSTALL THE SERVER STEP 3: REGISTER TAR AND ITS APPLICATIONS

Temporarily Accept the Security Certificate in IE

If using an IE browser, in the page “There is a problem with this website's security
certificate.”, click Continue to this website (not recommended):

/2 Certiliabe Brrur: Navigation Blocked - Windows Intermet Enplorer

G.r 3 = ] ttsirioz.168.20.2168:8080/Bestr vl

Fle Edt Wew Favortes Took el
W Cretfinan Emoe: Nawigation Bincked

@ There is a problem with this website’s security certificate.

[pone

=10l
N e
Fi - D - - rpece - e - *
5|
0 the
- |
[T T T T e teeeemet EY

Selecting this option displays the Threat Analysis Reporter page’s address field
and Certificate Error button to the right of the field shaded a reddish color:

{2 Threat Analysts Reporter - Windows Intermet Explorer

@ @ T U168 0 210 A et 1A ek

Fle Edt Vew Favorkes Took b
W ] Theesk Andlyss Repcrter

EULA Agresment

P s

[one

N I 1

Proceed to Accept the End User License Agreement.
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Accept the Security Certificate in Safari

A. If using a Safari browser, the pop-up window "Safari can't verify the identity of
the website..." opens:

Safari can't verify the identity of the website
i “sr-20-180.m86.com™.

@ The certificate for this website is invalid. You might be connecting to a

| website that is pretending to be “sr-20-180.m86.com”, which could put
your confidential information at risk. Would you like to connect to the
website anyway?

TR T E o
@ Show Certificate Cancel | ( Continue )

Click Show Certificate to open the certificate information box at the bottom of
this window:

Safari can't verify the identity of the website
L “sr-20-180.m86.com”.
@ The certificate for this website is invalid. You might be connecting to a
L3 website that is pretending to be "sr-20-180.m86.com"”, which could put
your confidential information at risk. Would you like to connect to the
website anyway?

] Always trust “SR-20-180.m86.com" when connecting to “sr-20-180.m86.com”

3 SR-20-180.mB6.com

I ] SR-20-180.m86.com
C ertifeatt
Self-signed root certificate
Expires: Sunday, February 23, 2020 9:50:04 AM PT

@ This root certificate is not trusted

» Trust
» Details
( Hide Certificate ) ( Cancel ) ( Contimue )
® [ Hide Certificate ) ([ Cancel ] { Continue )

/|
)

B. Click the "Always trust..." checkbox and then click Continue:

Safari can't verify the identity of the website
Ly “sr-20-180.m86.com”.
@ The certificate for this website is invalid. You might be connecting to a
! website that is pretending to be "sr-20-180.m86.com", which could put
your confidential infermation at risk. Would you like to connect to the
website anyway?

/! Always trust “SR-20-180.m86.com" when connecting to "sr—20—laﬂ.®
£ SR-20-T500

SR-20-180.m86.com

Certifiece
Self-signed root certificate
Expires: Sunday, February 23, 2020 5:50:04 AM PT
© This root certificate is not trusted
- Trust
» Details
® (" Hide Certificate ) Cancel (' ( Continue )

g

C. You will be prompted to enter your password in order to install the certificate.

After the security certificate is installed, proceed to Accept the End User
License Agreement.

48 M86 SECURITY INSTALLATION GUIDE



INSTALL THE SERVER STEP 3: REGISTER TAR AND ITS APPLICATIONS

Accept the End User License Agreement

A. Read the contents of the EULA Agreement dialog:

EULA Agreement

FrASnrapeR ﬂ I e = B S8 »

W Security
End User License and Warranty Agreement
For: 186 Web Fiter; M2§ R3000; MB6 R3000ir; M35 Security Reporter; MBS Enterprise Reporter; W36 Threat Analysis Reparter;
M35 Web Fittering and Repording Suite; MBS Mobile Clicnt; M35 Appliance Walchdog; M6 SWG

IMPORTANT — READ CAREFULLY: This Eng Usar and Warranty Agreement ithis agmmgnz o o ooulsgreemeet behsen
yeu, & purchaser andier any nd uasr, ether bt of a0 entty (“You' or “Your”) and MBS Sacurty (<MBE") for the e
rore of e saltware roducis lated sbuve e “Software) enbeddad 1 (e 0B hardwere dev e (b0 Hartware), and for S
warranties for such Seftware and Hardware. The Softwans and Hardware are colaciivsly referred io a3, the “Product’. Sy breaking the
sta 0% oSk cariainte o olbcn, ccammbia, Tl sopiag cf ineine s he Salbwais o e Yo scres o
bownd by the terms. of ths Agreement. H'You da not agn zebom terms ot n-we-eemnl r.-ae;.. v\.lr;‘ M:Mu res oftware 82 You,
such event, "You may nal access, use of cogy the Product and 'You melly contact 2 M85 putherized rescler from whom
o Yot 1he PGt for natiotiana oA ren o e Proauct YIRITTEN APPROVAL 15 nur  PREREGUISITE 10 THE VALIOHTY O
ENFORCEABILITY OF THIS AGREEMENT.

' SOFTWARE. The Software nclices sl COMpenent aaris and fealures, Ny COBS or dervatives iheneat n whols or i part, sny
B339Ci¥Teg Medis BN e FRWNG: MACHING-IBAAGHE MLATITe NSITUCTONS AN SORCT OGN, WheMmer or nat I prntesd form, ang rot in the form
of human readabie {source) code; machine-readable cats ch as o data base: related kcensed matenals, ncluding user documentation in

any form; and a1 echancamests and modidicato i by MBE o &3 suthorized reselers. The Software = keansad, naot s0b, fo
ou for Your use an -,- a5 provided herein. LSS reserves al ights not expressly granted to Yau under this Agreement

Z SOFTWARE LICENSE

z1 Licgnss. Sutiect o the payment of &1 agp ncanie bcenss fees, and the berms and restricbons set forth 1 this
Agreament, MBS Neredy grants 1o You & mileq Bcanse 10 use The SORWarE Boll on (e
Hardware and for Vour m'rnlbasrua Burpeses aniy and 1 cnmlc he Harc-’ vare :lurr; the Term solely 1o use ihe Softwane (colectvaly
' ou e Produc ou have pald the requ & of the Frosuct
the Hardware,
ot least five (3
days necs 1o You during normal Busiees: # & singe copy of the SoRware in maching.rescabis form and oely for
archival purpoass of 1o campdy with disaster racove: edures, provised that ihe cogy Vou make conlaing i of the pecoretacy nolices set
forth i or ealhe?njnal ersicn of the Seftware. Giherwise, You may not copy e Software vilhaut MBG's prier wrtlen consent. Except a8
expresly roviced i (s Sacton 21,115 AGrosment G0Fs Aot Gt ou Any 1Gh%s 0 FRIEN'S, COpyTIES, rade SECTES, TaGemarKs, o
other rights n respect to fo e Safweare, AR rights not expressly set forih hereunder are reserved by U6, -

Do you accept this agreement? m

B. Click Yes to accept the EULA, close the EULA Agreement dialog box, and
display the Threat Analysis Reporter Wizard Login window.

Proceed to Log in to the Threat Analysis Reporter Wizard.

Log in to the Threat Analysis Reporter Wizard

A. In the Username field of the Login window, type in the username specified in
the Configure Wizard user screen of the Quick Start Setup Procedures (Step
1A), or the Admin Console Wizard User screen in LCD Panel Setup Procedures
(Step 1B):

Threat Analysis Reporter MBE

Wizard Login

Plezze login using the "Wizard User' crested during the 'Quick Start
Setup!

Username

Password

B. In the Password field, type in the password specified in the Configure Wizard
user screen of the Quick Start Setup Procedures (Step 1A), or the Admin
Console Wizard User screen in LCD Panel Setup Procedures (Step 1B).

C. Click Login to close the login window and to go to the Threat Analysis Reporter
wizard screen.
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Use the TAR Wizard to Specify Application Settings

Threat Analysis Reporter M:

All fields are required except for ER. A "Source” Web Filter and at least one bandwidth range is required.

Main Administrator [ Web Filter Setup
Register the first administrator for the TAR box. Pleass WF dhess=siiainsibrding ounitiipsinm eIl st
5 | toretriewve the data logs from Wisb Filter.
] rmake sure you use only slpha-numeric characters. —
Username: Ernzil: Server Name: Serwver |P:
Password: Corfirm Password:
|| SetasSource Add
Source Server Hame Server IP
@ Bandwidth Range
| The following IP ranges will be used to monitor the
networ k traffic in your organization.
IF Address: Subnet Mask:
Add
5 (3 < -
IP Address Subnet Mask [ Do you have an Enterprise Reporter?
| ER
| | Yes = No
l! =/ =

Server Name: Server IP:

Clizk 'Sawe' to finish setting up your TAR === Save

Enter Main Administrator Criteria

A. Enter the Username the global administrator will use when logging into the
Threat Analysis Reporter Administrator console. The global administrator has
the highest level of permissions in the Threat Analysis Reporter.

B. Enter the Email address of the global administrator, who will be notified via
email regarding system alerts.

C. Enter the Password to be used with that username, and enter the same pass-
word again in the Confirm Password field.

Enter Bandwidth Range

A. Enter the bandwidth IP Address range the Threat Analysis Reporter will
monitor.

B. Enter the Subnet Mask for the bandwidth IP range to be monitored, using the
dotted decimals notation format.

C. Click Add to include your entries in the list box below.

NOTES: Additional bandwidth ranges can be included by following steps A through C
again. To remove a bandwidth range, select the IP Address from the list box and then click
Remove.
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Enter Web Filter Setup Criteria

A. Enter the Server Name of the Web Filter to be used with the Threat Analysis
Reporter, which is any hame you wish to associate with that Web Filter.

B. Enter the Server IP address of the Web Filter server to be used with the Threat
Analysis Reporter.

C. Click the “Set as Source” checkbox if this Web Filter will be designated the
primary Web Filter to be associated with the Threat Analysis Reporter. Other-
wise, leave the checkbox blank.

D. Click Add to include your entries in the list box below.

NOTES:

» Additional Web Filters can be included by following steps A through D again.

» The Source Web Filter is designated by an “X” in the Source column of the list box.

» To specify a Source Web Filter server from available entries in the list box, select the
Server Name and then click Set as Source.

» To remove a Web Filter server from the list, select the Server Name from the list box
and then click Remove.

Enterprise Reporter registration

Respond to the question “Do you have an Enterprise Reporter?” by clicking the
radio button corresponding to either “Yes” or “No” to specify whether the Source
Web Filter server has an ER application connected to it.

If “Yes” was selected, enter the ER’s:

* Server Name
e Server IP address

Save settings

Click Save at the bottom right of the screen to save your settings and to go to the
login window of the Threat Analysis Reporter user interface.

Proceed to Step 4: Generate SSL Certificate.
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Step 4: Generate SSL Certificate

Generate a Self-Signed Certificate for TAR

This step requires you to generate a self-signed certificate for the Threat Analysis
Reporter to ensure secure exchanges between the appliance and your browser.

A. In the Threat Analysis Reporter login window, type in the Username and Pass-
word registered for the TAR Wizard:

Threat Analysis Reporter M“

Username

Password

B. Click Login to display the gauges dashboard of the TAR user interface:

eV
Gauges | Policy \ncpurmnan,si Help | Logout Threat Analysis Reporter MEE
Bl senovian
Shopping Security Megal Bandwidth Adult Content

C. Go to the navigation menu bar at the top of the screen and select Administra-
tion > Device Registry to display the Device Registry screen:
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Gauges | Policy | Report/Analysis | Administration

Device Registry

qa-wf-170

) Generate S5L Cerificate

boot TAR | | Shutdown TAR

Help Logout

patch a6 net

Wiew

Threat Analysis Reporter

M5

Froxy HTF NTR HTI

P
SmpEny.cam 129.132.38.11 128.59.35.142 142.3.100:15

igwr Wiew Wigwr Wiew

l Refresh Devices M Sync All Devices Jl Hews R3000 j ey

D. Go to the bottom left corner of the Device Registry screen and click Generate
SSL Certificate to open the Generate Self-Signed Certificate dialog box with
the following message: "Generation of a self-signed certificate might take a long
time. Afterwards, this application server would restart. Would you like to

continue?"

E. Click Yes to begin the process. Once the self-signed certificate has been gener-
ated, you will be logged out of the TAR user interface and the server will be

restarted.

NOTE: Although the Threat Analysis Reporter login window may re-display right away, the
service will take a few minutes before it starts up again.

If using a Firefox or Safari browser, proceed to Conclusion.

If using an IE browser, continue to IE Security Certificate Installation Proce-

dures.
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IE Security Certificate Installation Procedures

Accept the Security Certificate in IE

Go to the appropriate sub-section if using the following Windows operating system
and IE browser:

* Windows XP or Vista with IE 7 or 8
* Windows 7 with IE 8

Windows XP or Vista with IE 7 or 8

A. If using an IE 7 or 8 browser on a Windows XP or Vista machine, in the page
“There is a problem with this website's security certificate.”, click Continue to
this website (not recommended):

il Ereur: Servngatinn Bl krd - Waulus Int et Eplarer =lof x|
G 3o i8] i1z Lea 20, 215ca080/5en e b =] 4] ] Fas
Fle £ Vew Fwores Tosk  Heb
g cutheste Emar: Havigation Bioched | | T v ) e bage e (GTodk s
E|
@ There is a problem with this website's security certificate.
The 5o
The sec

W recommend that you clase this webpage and do not continue to this website.

Maore infermation

Figure A1: Windows XP, IE 7

Selecting this option displays the Threat Analysis Reporter login page with the
address field and the Certificate Error button to the right of the field shaded a
reddish color:

{2 thrrat Anabyses Reporter - Windews Inbernet Explorer

@ = [ rupsinz. 168 21e: e e TR ol
Fie Edt View Favorbes Took Help

0 Theest Andyss Repater T v ) e bage e (GTodk s

Threat Analysis Reporter M[ 5

.........

Figure A2: Windows XP, IE 7
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B. Click Certificate Error to open the Certificate Invalid pop-up box:

BTE]

G - [ = Sl i) a B

R Cesificate Invaid
WOGE e Theest Ansyss Repanter
T securty cefficate presentnd by this
Wit has emors.

Trig grokiem may ndicale an anampt o
a0l you or Indarcept any data you sand i
T Gt

B receerenand i3l you elass this
wibgagn

Kboul cinti sty Lo
< View cartticales >

Passmond

o

Figure B: Windows XP, IE 7

C. Click View certificates to open the Certificate window that includes the host
name you assigned to TAR:

eehicne 21x]

Gentrd | betads | Certication Poth |

Cestificate Infarmation

This A Root eeetificate ks nat trssted. To enable trust,
install this certificate in the Trusted Mook Certification
Authurities store,

Tssied tne  etarhon 03 16, masnet.

Tssued by: qetarbew0E18.mas.net

Vallid fram 5/4[2010 bo S[1/2000

Figure C: Windows XP, IE 7

D. Click Install Certificate... to launch the Certificate Import Wizard:

et Joport Wicard £l
Welcome to the Certificate Import
Wizard

ke,
cartficate store.

your dekto &

A cantificabe, which it it by & certification sbeily, i
your

eonnections. A certficate store i the Frstem sres whers
eartficates are hept.

T continue, dick Net.

Canee
Figure D: Windows XP, IE 7

E. Click Next > to display the Certificate Store page:
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Certilis al e Tgart Wizard |

Certificate Store

o Pt sk

r act the certi B ane ¥ carticats
7 Flnos ol cartficates in the folowing store
Certificsts store:

« Back. MNext > I Cancel
Figure E: Windows XP, IE 7

F. Choose the option “Place all certificates in the following store” and then click
Browse... to open the Select Certificate Store pop-up box:

212

Select the certficats store you wan b use.

10 Persond
LI
(20 Enterprse Trust

(20 inkermedite Certfication futhoriies
(20 Active Directory User Object

} Tt Priblchars Llll

T St plwpsical stoes.

|
Figure F: Windows XP, IE 7

G. Choose “Trusted Root Certification Authorities” and then click OK to close the
pop-up box.

H. Click Next > to display the last page of the wizard:

Certilis al e Tgart Wizard |

Completing the Certificale Import
Wizard

gt

wizard,

Vo v sprociion the Folkowng settings:
Certficate Store Selected by User  Trusted Rock Certix.
Contwrt Cemldicatn

« Back Frish I Cancel
Figure H: Windows XP, IE 7

I. Click Finish to close the wizard and to open the Security Warning dialog box
asking if you wish to install the certificate:

) e E———

et b 20018 B8 ek

Wi cannot valkdate thet the centficate & acusly from e et L
e e, The Folk ber vl

Thumbgeint (shal): SOOCORAD T2TTE183 36641 36 321ESEAC OCFIFAAS
Warring:

If you mnstall thes oot certficate, Windows vl y Cextil
thumbpning i & sacurity risk. IF you chok “Yes™ you scknowkedos this risk.
Do vou wark o instal this certficate?

A lrtaleg

I |
Figure I: Windows XP, IE 7

J. Click Yes to install the certificate and to close the dialog box. When the certifi-
cate is installed, the alert window opens to inform you the certificate installation
process has been completed.

K. Click OK to close the alert box, and then close the Certificate window.
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Now that the security certificate is installed, you will need to map TAR'’s IP address
to its host name. Proceed to Map the TAR’s IP Address to the Server’s Host Name.

Windows 7 with IE 8

A. If using an IE 8 browser on a Windows 7 machine, in the page “There is a
problem with this website's security certificate.”, click Continue to this website
(not recommended).

B. From the toolbar, select Tools > Internet Options to open the Internet Options
pop-up box.

C. Select the Security tab, click Trusted sites, and then click Sites to open the
Trusted sites pop-up box.

D. In the Trusted sites pop-up box, confirm the URL displayed in the field matches
the IP address of TAR, and then click Add and Close.

E. Click OK to close the Internet Options pop-up box.
F. Refresh the current Web page by pressing the F5 key on your keyboard.
G. Follow steps A to K documented in Windows XP or Vista with IE 7 or 8:

* When the security issue page re-displays with the message: "There is a
problem with this website's security certificate.", click Continue to this
website (not recommended) (see Figure A1). Choosing this option displays
the TAR login window with the address field and the Certificate Error button to
the right of the field shaded a reddish color (see Figure A2).

* Click Certificate Error to open the Certificate Invalid pop-up box (see Figure
B).

» Click View certificates to open the Certificate window that includes the host
name you assigned to TAR (see Figure C).

* Click Install Certificate... to launch the Certificate Import Wizard (see Figure
D).

» Click Next > to display the Certificate Store page (see Figure E).

» Choose the option “Place all certificates in the following store” and then click
Browse... to open the Select Certificate Store pop-up box (see Figure F).

» Choose “Trusted Root Certification Authorities” and then click OK to close the
pop-up box.

+ Click Next > to display the last page of the wizard (see Figure G).

* Click Finish to close the wizard and to open the Security Warning dialog box
asking if you wish to install the certificate (see Figure H).

» Click Yes to install the certificate and to close the dialog box. When the certif-
icate is installed, the alert window opens to inform you the certificate installa-
tion process has been completed (see Figure ).

* Click OK to close the alert box, and then close the Certificate window.

H. From the toolbar of your browser, select Tools > Internet Options to open the
Internet Options pop-up box.

I. Select the Security tab, click Trusted sites, and then click Sites to open the
Trusted sites pop-up box.

J. Select the URL you just added, click Remove, and then click Close.
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Now that the security certificate is installed, you will need to map TAR'’s IP address
to its host name. Proceed to Map TAR’s IP Address to the Server’'s Host Name.

Map TAR’s IP Address to the Server’s Host Name

A. From your workstation, launch Windows Explorer and enter
C:\WINDOWS\system32\drivers\etc in the Address field to open the folder
where the hosts file is located:

i O WINDOWS  system32 ) drivers et =l0) x|
Tl Gdt vew faeockes Jook heb ar
€ LS S A e
Adress | Cwarwssystem\ dmversets B~

A | Duste Modbied |
File and Fulider Tasks. 2@ Thosts VKR Fie 2[12]2000 11:07 &M
. 1VB KSFe 1172072006 10:28 A4
) Make a v fckder T 110 samrk iR L0
memwh T retucrs 1R R BI04 £:00 P
D share i older =] 118 Fie B304 E0 PH
S services TED e V2L 113 M
7 Services. hak &KE RAKF 12M192006 11112 &M
Uther Places ¥
Details ES
e
e Fokdar
Date Wednesday,
Decesber 10, 2008, 11:09 A4

B. Double-click “hosts” to open a window asking which program you wish to use to
open the file. Double-click “Notepad” or “TextPad” to launch the hosts file using
that selected program:

il
Fle Ede Fomst View Hep

¥ Copyrighe (e] 1993-1999 Microsofr Corp. =]
¥

¥ Thiz iz a sample HOSTS file used by Nicrosofr TCP/IP for Vindows,
¥

¥ Thia file conaina the mappings of IP addresses to haat namea. Each

¥ enrry anould be kepr on an individual line. The IP addreas should

¥ be placed in the firac column followed by the correaponding hoat name,
¥ The IF address and the host name should be ssparated by at least one

(p——

W

¥ Addivionally, commenta [such as theae] may be insected on individual
¥ linea or following the machine name denoted by a "B aymbol.

W

W For example

W

" # source serve

W ¥ % elisnt host

losalnost
192.168.20.74  RI0O0-Z0-74.90.8e6.net
192.168.20.77  IFR-BLE-20-77.qc.8e6.net
192.160.20.70  SR-DLE-20-70.g5.086. 08t
192.160.20.170  IFR-20-170.g6.086. 8t
192.160.20.174  8r-20-174.m06. com
192.160.20.76  vmdochost.qe.Oet.net

v RIDOO-10-222. 6. Db, net
ERSL-121. 06, son]

C. Enter a line in the hosts file with TAR’s IP address and its host name—the latter
entered during the Configure Host Name screen of the Quick Start Setup Proce-
dures (Step 1A), or the Host Name screen in LCD Panel Setup Procedures
(Step 1B)—and then save and close the file.
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D. In the address field of your newly opened IE browser, from now on you will need
to use TAR'’s host name instead of its IP address—that is https://host-
name:8443/8e6tar/ would be used instead of https://x.x.x.x:8443/8e6tar/.
Click Go to open the TAR login window:

{2 Threal Anhysis Bo—ete 0 00 1T 0

G__r | & Mlpmfoclarbon 202 1B, mB6. et :B44 3 /Gutlar ]
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Threat Analysis Reporter
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CONCLUSION

Congratulations; you have completed the Threat Analysis Reporter installation
procedures. Now that the Threat Analysis Reporter is running on your network, the
next step is to set up user groups or administrator groups. You will set up and
configure gauges thereafter.

Obtain the latest Threat Analysis Reporter User Guide from our Web site at http:/
Iwww.m86security.com/support/Threat-Analysis-Reporter/documenta-
tion.asp

IMPORTANT: M86 Security recommends proceeding to the Best Usage Practices section
for quick setup procedures described within that section.
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BEST USAGE PRACTICES

Now that the Threat Analysis Reporter is installed on the network and you have
successfully logged into the server, you are ready to begin using the Administrator
console. To help you get started, this section provides an overview on some useful
setup procedures and tools in the interface that you will use for identifying potential
violators of your acceptable Internet usage policy so you can take effective and
immediate action.

You will learn how to:

* navigate screens to access tools for configuring the Threat Analysis Reporter

 drill down into a dashboard gauge to target sources of unusually high Internet
activity

» create a gauge that will monitor a user group’s Internet activity

» set up an email alert for notification of potential Internet usage threats on the
network

Please review the Threat Analysis Reporter Usage Scenarios sub-section for
instructions and tips on using tools in the console to fulfill the scenarios described
above.

Threat Analysis Reporter Usage Scenarios

This collection of setup and usage scenarios is designed to help you understand
and use basic tools in the console for enforcing your Internet usage policy. Each
scenario is followed by console setup information. Please consult the “How to”
section in the index of the Threat Analysis Reporter User Guide for pages
containing detailed, step-by-step instructions on configuring and/or using the tools
and features described in that scenario.

I. Screen navigation exercise

This exercise will familiarize you with the four sections of the user interface and
inform you where to go to customize the application to perform a specified task or
function.

Step A: Navigate panels in the Gauges section

The URL dashboard displays by default after you log into the console. This main
screen is comprised of a banner and dashboard below. The navigation portion of
the banner includes six links—the first four links containing a menu of topics used
for accessing other panels in the application—and the main panel showing the
current status of URL gauges:
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62

Gauges | Policy | ReportAnalysis | Administration |  Help Logout Threat Analysis Reporter M

m Bandwidth

Shopping Security Megal Bandwidth Adult Content

BN R

Timespan: 16Min Timespan: 15Min Timespan: 16Min Timespan: 16Min Timespan: 15Min

Each URL gauge contains a number that represents its current score. This score is
derived by activity within that gauge, based on the activities of end users who
visited URLs listed in library categories that comprise the gauge.

To view bandwidth gauge activity, click the Bandwidth tab above the URL gauges
dashboard to display the bandwidth gauges dashboard. The score for each band-
width gauge represents the number of bytes of end user bandwidth traffic in ports
or protocols that comprise the gauge.

Click any of the topic links from the Gauges menu to display panels used for
viewing/configuring URL/bandwidth gauges and/or gauge activity:

+ Dashboard - view current gauge activity

* Overall Ranking - view details about current gauge activity for all end users
affecting gauges

» Lockouts - prevent the end user from accessing specified URLSs, the Internet,
or the entire network

» Add/Edit Gauges - create and maintain gauges used for monitoring end users’
Internet activity

+ Dashboard Settings - customize the view to only show certain gauges

Step B: Navigate panels in the Policy section

Click the Policy link to display its menu. Click any of the menu topics to display
panels used for establishing policies for high threat level threshold management:

» Alerts - manage alerts that indicate if gauges are close to—or have reached—
their established upper thresholds

+ Alert Logs - view a list of alert records for the most recent 24-hour time period
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Step C: Navigate panels in the Report/Analysis section

Click the Report/Analysis link to display its menu. Click any of the menu topics to
display panels used for accessing appliances connected to the Threat Analysis
Reporter, to perform a search on user URL/bandwidth activity, or to generate a
report showing activity in all URL or bandwidth gauges:

» Web Filter - access the Web Filter to configure profiles for end users

+ Enterprise Reporter - access the ER Web Client to generate reports on end
user Internet activity, or access the ER Admin GUI application to configure the
ER application

» Custom Search - view a list of end users who accessed a specified library cate-
gory or bandwidth port/protocol

» Trend Chart - view a graphical depiction of activity for URL/bandwidth gauges

Now that you’ve become familiar with the layout of the interface, you will know
where you need to go to configure the Threat Analysis Reporter and access real
time information.

Step D: Navigate panels in the Administration section

Click the Administration link to display its menu. Click any of the menu topics to
display panels used for configuring profiles and maintaining the server:

» Admin Trails - view a list of alert records for the most recent time period

+ Device Registry - view information about devices connected to TAR, synchro-
nize the server with user groups and libraries from the source Web Filter, edit
M86 Security appliance criteria, add or delete a Web Filter or ER, reboot or shut
down the server, or generate an SSL certificate for TAR

+ User Profiles - manage a list of end users’ logged events
* Add/Edit Admins - manage group administrator profiles

* Admin Groups - set permissions so that an administrator in your group will only
be able to access areas of the Threat Analysis Reporter console that you
specify

* User Groups - manage user groups whose activity will be monitored by gauges

* Backup/Restore - perform a backup and/or restoration of files on the Threat
Analysis Reporter application

» Software Update - update the server with the latest software version

» Hardware Detector - maintain the health of a Threat Analysis Reporter server
with RAID installed

Now that you've become familiar with the layout of the interface, you will know
where you need to go to configure TAR and access real time information.

1 -, In the Threat Analysis Reporter User Guide index, see:
» How to: navigate the TAR user interface
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Il. Drill down into a gauge exercise

This exercise will teach you how to drill down into a URL gauge to conduct an
investigation on abnormally high Internet activity in a particular filtering category, in
order to find out which individuals are driving that gauge’s score, and which URLs
they are visiting.

Step A: Select the gauge with the highest score

1. In the URL dashboard, select the gauge with the highest score and click it to
open the Gauge Ranking table showing columns with names of threats (library

categories) that comprise the gauge, and rows of end user records with activity
in one or more of these threats:

Gauges | Policy | ReportiAnalysis | Administration |  Help Logout Threat Analysis Reporter M
Gauge Ranking: All Threats
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Giranklin [} [} T
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19216830 74 o o

16

o oe |2
-

15
152 166,30 84 o o 0 o
a

Havel 30201WSER [ o

o
¥
3

Results Per Page: 25

NOTE: The Gauge Ranking panel is also accessible by right-clicking a dashboard gauge
and then selecting View Gauge Ranking from the pop-up menu.

2. Find the threat with the highest score, and click that score to open the Threat
View User panel:
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Gauges | Policy | ReportAnalysis | Administration |  Help Logout Threat Analysis Reporter M o
Threat View User: 192.168.30.87 - Gauge Name: All Threats

Threats URLs

Click on a URL o launch it in a new browser window,
Click on a threat below to see its URL details.
Threats with zero scores will not yield any URLs

Timestamp
results.

Threats Total

News

Revieveditisoel laneous
Social Opinion
Search Engines

Finsneial Institution

e lia e e e i

Edge Cortert Servers/rirastructure

Back

Note the left side of this panel is populated with rows of records for Threats
affected by the selected end user.

Now that you’ve identified the user affecting the highest scoring gauge, next you
will investigate the activity of that user who is driving the gauge’s score.

1"~ In the Threat Analysis Reporter User Guide index, see:
» How to: drill down into a gauge
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Step B: Investigate a user’s activity in a specified gauge

1. To find out which URLSs the top end user visited in the library category associ-
ated with the high-scoring threat, select the Threat with the highest score and
then click it to display a list of URLs the user visited in the right side of this panel:

Gauges | Policy | Report/Analysis | Administration |  Help Logout Threat Analysis Reporter M
Threat View User: 192.168.30.87 - Gauge Name: All Threats
Threats URLs
T . Click on a URL to launch it in a nevr broweser window.
Threats with zero scores will not vield any URLs Timestamp v
results. hitp:#/182 168 20 220:8080/8efer blank.jsp 2003-12-0Z 14:18:47
Threats Total bitp:#/157 168 20 220:808N0BeBerlonin jsn 20081202 14:13:42
n bHp:/216 245 1 Y Dorge G54 20081202 14:18:24
1 hitp #2168 248 1 mY 2003-12-02 14:18:24
1 hittp #2168 248 1; Y 2009-12-02 14:18:19
P hittp #2168 248 1; mY 2009-12-02 14:18:19
2 hittp #2168 248 1 Y 2009-12-02 14:18:19
4 hitp 4216 248 .1: mY A 2003-12-02 14:18:14
£ hittp 4216248 .1: mY 2003-12-02 14:18:14
1 hittp 42162461 mY 2003-12-02 14:18:14
1 hittp :4/216.246 1. Y 13 2003-12-02 14:18:14
Edge Cortert Servers/irfrastructure 1 hittp 216 246 1 2009-12-02 14:18:14
hitp /216 2461 18 2009-12:02 14:18:09
hiHp:i/216 246 1 18 20081202 14:18:09
hittp #2168 248 1 mY e 2009-12-02 14:18:09
hittp #2168 248 . 1: mY g 2009-12-02 14:18:09
hiHp:i/216 246 1 18 20081202 14:18:09
hitp 4246 246 1 Wei1g 2003-12-02 14:18:09
hitp #2168 248 1 mY g 2009-12-02 14:18:02
hitp 4218 248 1 mY e 2009-12-02 14:18:02
hittp 24216 246 1. ME 2003-12.02 14:18:02
hitp 4216 246 1 Wei1g 2003-12-02 14:18:02
hiHp:i/216 246 1 18 20081202 14:18:02
AR5 24 127 G IR A mYTRArna B SAYaN1S ANNGA707 444707
Back

2. Choose a URL you wish to view, and then click it to open a separate browser
window accessing that URL.

After investigating one or more URLs in the list, you may wish to find out which
other gauges that same user is currently affecting.

1 -, In the Threat Analysis Reporter User Guide index, see:
* How to: view URLs a user visited in TAR
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Step C: Investigate the user’s Internet activity in other gauges

1. To find out which other gauges the same user is currently affecting, return to the
Gauge Ranking table by going to the lower left corner of the Threat View User
panel and clicking the Back button. In the User Name column, click that user’s
link to display the User Summary panel for that user:

Gauges | Policy | ReportAnalysis | Administration felp | Logout Threat Analysis Reporter ,M )
User Summary  Threat Assessment Levels for User: 192.168.43.1 1P: 192,168.43.1
User Detail Information Gauge Readings
A4 Group Membership ‘ m Bandwidth Gauges
il Gauge Hame Total v

2| Thrests "
Others i
CiPA 13

llegal

LA Y O o O O

b Loskout | Score Total: 178

Back

Note the Gauge Readings frame to the right with the Total score for each Gauge

Name listed.
2. Select a Gauge Name to investigate, which activates the Threat View button
below:
Gauges | Policy | ReportAnalysis | Administration Help Logout Threat Analysis Reporter M )
User Summary Thieat SSI L § User: 192.168.43.1 IP: 192.168.43.1
i Group Membership | m Bandwidth Gauges
\fakgateout | l Threat View J Score Total: 178
Back g

3. Click Threat View to display the Threat View User panel (see Step A2).
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4. To find out which URLs the user is viewing in a particular library category,

choose the category from the list, and then click the URL in the URLSs list (see
Step B1).

1"~ In the Threat Analysis Reporter User Guide index, see:
* How fo: view end user gauge activity

You have just learned how to drill down into a gauge to conduct an investigation
on identifying the source of unusually high Internet activity. The steps in this
exercise demonstrated how to investigate gauge scores in order to find out
which end users are driving the score in one or more gauges, and how to view
URLs visited by the user.

When you become accustomed to using the Threat Analysis Reporter on a
regular basis to conduct these types of investigations, you will eventually want
to explore other tools in the interface to restrict or lock out offending users from
accessing certain library categories.

lll. Create a gauge exercise

This exercise will teach you how to create a URL gauge to be used for monitoring
a user group’s Internet activity in specified filtering categories.

Step A: Access the Add/Edit Gauges panel

From the Gauges menu, select Add/Edit Gauges to open the Add/Edit Gauges

Gauges | Policy | Report/Analysis | Administiation | Help Logout Threat Analysis Reporter M
Add/Edit Gauges

R TIl  Bandwidth Gauges. [ swper Threat Group [T Threst class [[] Threst Group

Gauge Hame: Group Threshold Timespan (minutes) Gauge Components

@ shopring 200 15

@ securty
@ el
& Eandwidth 200 15

@ Adult Contert 200 15

[ MeweBauge |

Note that this panel contains the current Gauge Name list at the left side.

Next, you will specify that you wish to create a new gauge.
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1, In the Threat Analysis Reporter User Guide index, see:
* How to: access the Add/Edit Gauges panel

Step B: Add a URL Gauge

1. Click New Gauge at the bottom left of the panel to open the URL Gauge panel:

Gauges | Policy

Report/Analysis | Administration

Help ‘ Logout

Threat Analysis Reporter

M=

URL Gauge

Gauge Information

7 Gauge Components

Available Threats Groups

Assigned Threats/Groups
Gauge Name:
Al Categories.

Adult Contert
Group Threshold: fdvrare

200 = Aleohol
Arimals/Fets

Timespan (minutes): o
11 20 =0 40 &0 B0
i Bad Reputation Domains

Bandwidth
Bandwidth

Bannerfieh Ads

Blooked Exception

Books & LiterstureAbiitings

Bothet

Business/investments
Chat
Child Pornography:

CIFA

Camios

| b User Member ship J

Save Cancel

2. In the Gauge Information frame to the left, specify the following information as

necessary:

a. Gauge Name you wish to use and display for this gauge; this entry must be
at least two characters in length.

b. Group Threshold for the ceiling of gauge activity. For this exercise we will
use the default and recommended value, which is 200 for a URL gauge.

c. Timespan (minutes) for tracking gauge activity (1 - 60 minutes). For this
exercise we will use the default and recommended value, which is 15
minutes.

d. Gauge Method to be used for tracking gauge activity. For this exercise we
will use the default “All” gauge method, so you do not need to make any
selection from the drop-down menu. The selected “All” method considers all
methods users can use to access URLs in library categories included in the
gauge.

. Inthe Available Threats/Groups list to the right, select one Threat Class/Group,
or up to 15 library categories by clicking each one while pressing the Ctrl key on
your keyboard. When you have made your selection(s) for the gauge to monitor,
click the add > button to move the choice(s) to the Assigned Threats/Groups list
box.

. Click the User Membership accordion to open it and to display a list of Available
User Groups in the list to the left:
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Gauges Policy | Report/Analysis Mmlrﬁelréﬁnn‘ Help | Logout Threat Analysis Reporter MEE)
URL Gauge

Gauge Information
Gauge Components d
W you o
jauge or edit an e gﬁ
i
Available User Groups Assigned User Groups

Gauge Hame: Test Group i

b Threats

Group Threshold:
200 \ij

Timespan (minutes):

1 10 20 30 40 &0 60

Gauge Method:

(m) a0 () Others () Pattern
(L) Sesrch Engine Heyword

() URL Keyword () URL
(L) HTTPE Filter Mada () Wildeard
() xstrike

5. From the Available User Groups list, select the user group to highlight it.
6. Click add > to move the user group to the Assigned User Groups list box.

7. After adding users, click Save at the bottom right of the panel to return to the
Add/Edit Gauges panel that now includes the name of the gauge you just
added:

Gauges \ Policy | ReportAnalysis | Administration ‘ Help | Logout Threat Analysis Reporter ME%‘)
U

Add/Edit Gauges

TR Eandwidth Gauges [[] super rest Group [[] Threst tlass [[] Threst Group

Gauge Hame Group Threshold Timespan (minutes) Gauge Components

@ shopping 200 15
@ security 200 15
@ =gl 200 15
@ bancuiatn 200 15
@ Adult Contert 200 15
@ Web Threats z00 15
[ Mew Gauge -J. Ecit Gauge | | Delste Gaugs |

‘“;"-., In the Threat Analysis Reporter User Guide index, see:
* How to: add new a gauge
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Now that you know the basics of creating a gauge, you will soon be able to create
and use gauges to monitor various groups of users who frequent URLs in library
categories you wish to restrict, and deal in real time with Internet usage issues that

endanger your network and/or consume an excessive amount of bandwidth
resources.

IV. Create an email alert exercise

This exercise will teach you how to set up an email alert so you will be notified
when a gauge reaches the high end of its established threshold.

Step A: Add a new alert

1. From the Policy menu, select Alerts to open the Alerts panel:

Gauges | Policy ReportiAnalysis | Administration Help Logout Threat Analysis Reporter M 1=

m Bandwidth Gauges

Gauge Hame Group Threshold Timespan (minutes) Alerts
@ Shopping 200 18
@ Seourity 200 18
@ legl 200 185
@) Eandwidih 200 15
@ Adult Contert 200 15
@) Veb Threats 200 15

2. In the left frame, select the gauge for which an alert will be created; this action
activates the New Alert button:
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\nalysis Reporter MEE

BEECURITY

Alerts
Bandwitth Gauges
| Gauge Hame | Group Threshold | Timespan (minutes) Alerts
@ shomring 200 15
e Security 200 16
e llegal 200 16
® Bandbuidth 200 15
@ Adult Content 200 15
&

W Edt e Delele flerl Misidiee)

URL Gauge: Web Threats

Alert Information

o Fleasefill out the fislds belowto define the slert. ff
A you choose to have Email associated with the
acfian, enter as many amsils on the right panel.

Alert Name:

User Threshold:
1200 ij‘
Alert Action:

|| Email |_| system Tray

[ | Lockout
Severity: (low requires threatsigroups assignment]
Lowy Medium () High
Duratian (mirutes):

FE

[r& 15 L e

3. Click New Alert to open a panel that displays the Alert Information frame to the
left and the greyed-out target panel to the right containing the Email Addresses
and Low Lockout Components accordions:

lysis Reporter MBE

BECURITY

i (i)

group administrator.

. Type in the Alert Name to be used for the alert that will be delivered to the

. Specify the User Threshold ceiling of gauge activity that will trigger the alert.
The default and recommended value is 200 for a URL gauge.

. Specify the Alert Action method(s) to be used for alert notifications:
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* Email - An email alert notifies a group administrator via email if an end user
has reached the threshold limit set up in a gauge alert.

» System Tray - A TAR Alert message notifies a group administrator via his/her
workstation’s System Tray if an end user has reached the threshold limit set
up in a gauge alert.

* Lockout - The Lockout function locks out an end user from Internet/network
access if he/she reaches the threshold limit set up in a gauge alert.

For this exercise, however, you will only want to select Email, as described in
the next step.

L -, In the Threat Analysis Reporter User Guide index, see:
* How to: add a new alert

Step C: Select Email Alert Action

1. In the Alert Action section, choose the “Email” alert notification option.

Gauges | Policy \Repuru.mmysis\mminisuauun| Help \ Logout ThreatAnaIysis Reporter M 5

URL Gauge: Web Threats

Alert Information

A ill out the fields below to definethe slert, § | |7 Email Addresses
wou cho have Email associated with the
/1y = : ;
2\ achion, enter 35 many emails on the right panel. Einadl Rdtoss:

Alert Hame:

Email Addresses
Web Thieats

User Threshold:
200 =
Alert Action:

[¥] Email || system Tray

| Lockout

Severity: [l requires threats/oroups assignment)

Durstion (minates)

b Low Lockout Components |

Save Cancel

Note that this action opens and activates the Email Addresses accordion at the
right side of the panel.

2. In the Email Address field, type in the email address to which the alert will be
sent, and then click Add Email to include the email address in the list box
above.

3. Click Save at the bottom right of the panel to save your entries and to display
the Alerts panel.

Next you will learn what to expect when an email alert is sent to your mailbox.
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1, In the Threat Analysis Reporter User Guide index, see:
» How to: set up email alert notifications in TAR

Step D: Receiving an email alert

When an end user’s activity in a gauge reaches the threshold limit established for
an alert, it triggers an alert notification. If the email alert option was selected, an
email is sent to the email address that was specified:

Subject: Alert triggered by user 190.160.30.92
~ Sent By ciu SR-174@massecurity.com On: February 18, 2010 10:02 AM

To: ‘acministrator’ <adming@iogo coms
User 190,160.30.92 has triggered the Web Threats alert with a threshold of 210 on the Web Threats gauge.

2010-02-18 10:00:02 http://my.yahoo.com/fpl?1l=18ec=23 énsg=uncaughts20exceptiondAs 205 5BException. . .

520522 Components20returneds 20fai lures 20c0des 3 4% 200x80 52000a% 204 SBnaIDONLocarion, replaces 5D522420520naresules 34520

$220x80520002%20 (%3 Cunknowns3E) 22520520 locat ions 344203 2205520  rame 205 3453 A4 200t tps 3 A3 2F

%2F1.yimg. coms2Fas2Foonbos 3 Fuys 2F 1a52Feore_0.1.322. 1542 6uys 2F % 2Fcomponent 35 2Fnodopt ions_0.0.22.39%26vuis2F2.5. 152Fbuilds2Foelectors2
beta-min. js%26mys2Fiss2Foomponentss2Foolresize_0.1.8.3%26mys2F15%2 Fmodul

2010-02-18 10:00:02 htrp://gec.yahoo.com/p?s=1500022468 R=htrps3452F

$2Fus.me333 .mail. yahoo. coms 2Fmos2Fue loomes 3F . gx%3D1526. bk 3012 6651552683 26 . rands 3D 6olkjghttipoos

_Lemi06Markets205unmarys 0 1L 06modonlys07_ps 0304 08ws D6Weathers 0105 06nodonlvs 07_ps030%06ms0 6TV 20Listings% 01040 frmodon Ly 07_ps 0305085 06|
£=1266516000&_P=1.7.0%054_ids03myy-ids04A_pts0inyy-rapid-testpages04A_pns03mny—

vahoot 044 ms0345044 5ids03nLOaEGiRAXa I504_ws03my. yahoo. cows 2F5044 5031

2010-02-18 10:00:02 http://us.bc.yahoo. com/h?P=5HINEN GevXiilkn33 lovgPeOF rvRULSgBwABkSds

T=14rgienbos2fE5 3412665159975 2FE4 31500022 46% 2ER 3oy 2 £KA 354 2 £V 3cll . 152 £ WS 375 2 £ T4 3 AT AHOOS 2 £F 5 361353 62 68270% 2 £H% 372 0udGVuaD0 1wt 23
U=13funnhkus2fNs3dxSIEEENTIUS—% 2£C3 30716102 , 13955367 13923190, 131467043 2£D% 3dRO152£B5 30600872 552 £V5 301 £0=0£0=0. 3506433322 5351874
2010-02-18 10:00:02 http://my.vahoo.com/e/df

2010-02-18 10:00:00 http://my.yahoo.com/

2010-02-18 10:00:00 herp://ichart.finance.yahoo.com/instrument/ 1.0/ %5EDIT/ chart; ranye=1d/ inage: 5ize=200x101

2010-02-18 09:58:55 http://us.mci33.mail.yahoo. com/me/md. phplen=cP1252

2010-02-18 09:59:55 hurp://us.me33d.mail. yahoo. con/ galaxy/seVitalivy, php7undefinedes. intl=uss. inc1Full=use lang=ussipIntl=uss
app=mongo &. gx=1&gxcrumbh=fuY AVHuOS RN

2010-02-18 09:58:55 hrtp://us.be.yahoo. cow/h?P=G0Be0dG_RNriilkng3 LovgDTOFrvRUtOgBYAC2TLE
T=15pkTasims2£X53d1266515990%2FE43d39630103 152 £Rs 3cdmai 132 £RE 30552 £V 301, 152 W53 A2 1743 AVAHOOR 2 £F5 343 65703 693352 £H5 3dV29udGVudDh1ub191e
U=13fadomils 2EN53d1Gr£AGG_Tpg—%2£C4 3635759, 139605920, 13932401 . 106005155 2£D% 3dHONs 2£B% 356762405 25Vs 3dle

U=12264k5n552EN53d 10 FAGG_Upg—%2£C3 3-152ED43dRIS2£B%3d-132 £V%3d0€U=12hohracgs2 £N%3 dlmr £Ad6_Upg-$2£C43d-132£D%3dRS252EE53d-152F
2010-02-18 09:58:50 hrrp://us.me33d.mail.vahoo. com/me/ conpose 76, rand=42222 66208 leans. srand=717923 4 sacrub=0se6Gkoralé cop=data

4 | |

The email alert identifies the end user who triggered the alert, and includes a list of
URLSs the user visited, along with the date and time each URL was accessed.
Clicking any of the URLs in the email opens a browser window containing the
contents of that URL.

“";"-., In the Threat Analysis Reporter User Guide index, see:
* How to: view an email alert in TAR

Now that you know how to create an email alert for a gauge, you will quickly iden-
tify users who are misusing their Internet access priviledges, giving you knowledge
about policy violations in real time so you can immediately take action to protect
your resources.
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LED INDICATORS AND BUTTONS
SL and MSA Units

Front LED Indicators and Buttons for Hardware Status
Monitoring

LED indicators and buttons for hardware status monitoring display on the front
panel, located on the right side of the SL and MSA chassis (see diagrams below).

LED Indicator Key

S &= oEm O % I
= rower
OO O OO HD = HDD Activity
NIC1 = LAN 1
O 2 Z T T NIC2 = LAN 2
I o0 o E OH = Overheat
N = A

SL chassis control panel

E D CB A F G LED Indicator Key Button Key
4 A = Power F = Reset
& &= gm [ < RESET gy B = HDD Activity G = Power
C=LAN1
ocooo0o0 O
E = Overheat

MSA chassis control panel

LED indicators alert you to the status of a feature on the unit while buttons let you
perform a function on the unit.

LED Indicator | Color Condition Description
Power Green On System On

-- Off System Off
HDD Amber Blinking HDD Activity

-- Off No HDD Activity
LAN 1 & LAN 2 Green On Link Connected

-- Blinking LAN Activity

- Off Disconnected
Overheat Red On System Overheated

-- Off System Normal
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HL Unit

Front LED Indicators and Buttons for Hardware Status
Monitoring

On an HL unit, the following control panel buttons, icons, and LED indicators for
hardware status monitoring display on the right side of the front panel:

mO & & & 8

LED Indicator Key

PWR = Power
O O O O O O HD = HDD Activity
NIC1 =LAN 1
cC oz z I 3 NIC2 = LAN 2
o T o o © E OH = Overheat
N = A

UID = Unique |Dentifier

HL chassis control panel

The buttons and LED indicators for the depicted icons function as follows:

.///::\. UID (button) — On an HL unit, when the UID button is pressed, a

:, \\\ ) | steady blue LED displays on both the front and rear of the chassis

=/ (see also Rear of chassis). These indicators are used for easy loca-
tion of the chassis in a large stack configuration. The LED remains on

until the button is pressed a second time.

Overheat/Fan Fail (icon) — This LED is unlit unless the chassis is

overheated. A flashing red LED indicates a fan failure. A steady red
LED (on and not flashing) indicates an overheating condition, which
may be caused by cables obstructing the airflow in the system or the
ambient room temperature being too warm.

(/'-'3\‘ NIC2 (icon) — A flashing green LED indicates network activity on
/ LAN2.

Nl
/%1 NIC1 (icon) — A flashing green LED indicates network activity on
==/ LAN1.

~—~._ HDD (icon) — In addition to displaying in the control panel, this icon
(__ ﬁ | also displays on the front panel on each hard drive carrier. A green
~— LED indicates hard drive activity. An unlit LED on a drive carrier may
indicate a hard drive failure.

. Power (icon)— The LED is unlit when the server is turned off. A steady
}Z’. green LED indicates power is being supplied to the unit's power
Y supplies. (See also Rear of chassis.) A steady amber LED—or an unlit
LED—may indicate a disconnected or loose power supply cord.

Power (button) — When the power button is pressed, the main power
to the server is turned on. When the power button is pressed again,
the main power to the server is removed but standby power is still
supplied to the server.
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Rear LED Indicators for Hardware Status Monitoring

UID (LED indicator) — On the rear of the HL chassis, to the left of the power
supplies, a steady blue UID LED indicator displays when the UID button on the
control panel is pressed. This LED remains lit until the UID button is pressed again.

-

VGA Port Button/LED

Power Supplies (LED indicators) — The power supplies are located at the right on
the rear of the chassis. An LED indicator is located above each of the power plugs.

Power Supplies

Power Plug D Power Plug

77
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HL and SL Units

Front LED Indicators for Software and Hardware Status

Monitoring

On an HL or SL unit, the following LED indicators for software and hardware status
monitoring display on the left side of the front panel:

O LoOG
(O RAID
() DB

O upDT

LED Indicator Key

LOG = Log Download Status
RAID = Hard Drive Status

DB = Database Status

UPDT = Software Update Status

left side of the front panel

Below is a chart of LED indicators in the “SL” and “HL” unit;

LED Indicator | Color Condition Description
LOG Green On Downloading a log
-- Off No log download detected
RAID Green On RAID mode enabled and running
- Off RAID mode is inactive
Red On Hard drive fault or failure
DB Green On Database is active
Red On Database in inactive
UPDT Amber On Software update detected
-- Off No software update detected

78
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REGULATORY SPECIFICATIONS AND DISCLAIMERS

Declaration of the Manufacturer or Importer

Safety Compliance
USA: UL 60950-1 2nd ed. 2007
Europe: Low Voltage Directive (LVD) 2006/95/EC to CB Scheme EN 60950: 2006

International: UL/CB to IEC 60950-1:2006

Electromagnetic Compatibility (EMC)

USA: FCC CFR 47 Part 15, Verified Class A Limit

Canada: IC ICES-003 Class A Limit

Europe: EMC Directive, 2004/108/EC & Low Voltage Directive (LVD) 2006/95/EC
Taiwan: Bureau of Standards and Metrology Inspection (BSMI), CNS 13438: 2006
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Federal Communications Commission (FCC) Class A
Notice (USA)

This equipment has been tested and found to comply with the limits for a Class A
digital device, pursuant to part 15 of the FCC Rules. These limits are designed to
provide reasonable protection against harmful interference when the equipment is
operated in a commercial environment. This equipment generates, uses, and can
radiate radio frequency energy and, if not installed and used in accordance with
the instruction manual, may cause harmful interference to radio communications.
Operation of this equipment in a residential area is likely to cause harmful interfer-
ence in which case the user will be required to correct the interference at his own
expense.

FCC Declaration of Conformity
Models: HL-005-004, SL-004-004, MSA-004-004
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Electromagnetic Compatibility Class A Notice

Industry Canada Equipment Standard for Digital Equipment
(ICES-003)

Cet appareil numérique de la classe A respecte toutes les
exigences du Réglement sure le matériel brouilleur du Canada.

English translation of the notice above:

This Class A digital apparatus meets all requirements of the
Canadian Interference-Causing Equipment Regulations.

Bureau of Standards Metrology and Inspection (BSMI) - Taiwan

BSMI EMC STATEMENT -- TAIWAN

This is a class A product. In a domestic environment this product
may cause radio interference in which case the user may be
required to take adequate measures.

BEEHAA -
ERFEERENM - EEENBREE PR -
AIREERE GG - TEERENDL T - BEAES
HEREREUR S AR -
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EC Declaration of Conformity

European Community Directives Requirement (CE)

Declaration of Conformity
Manufacturer's Name:
Manufacturer's Addrass:

Application of Council Directive(s):

Standard(s):

Product Name(s):
Product Madel Number(s).

Year in which conformity is declared:

agbove Directive(s) and Standard(s).

Location:  Orange, CA, USA

Date: January 21, 2008

|, the undersigned, hereby declare that the equipment specified above conforms to the

8e& Technologies
828 W Taft Avenue
Orange, CA 92885

Low Voltage + 2008/95/EC

EMC + 2004/108/EC
Safety « ENB0S50: 2006
EMC « ENS5022: 2006

« ENS5024: 1958 +AZ2:2003
« ENB1000-3-2: 2000
« ENB1000-3-3: 2001
Internet Appliance
HL-005-004, SL-004-004, M3A-004-004

2008

All hardware components supplied in this unit's
shipping carton are certified by our vendors to be
RoHS compliant.

L
Signature:

Full Mame: Gregaory P. Smith
Position: Director of Engineering Operations
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APPENDIX: OPTIONAL ETHERNET TAP INSTALLATION

This appendix pertains to the optional installation of the Ethernet Tap unit for band-
width monitoring.

Preliminary Setup Procedures

Unpack the Ethernet Tap Unit from the Box

Open the NetOptics Ethernet Tap box and verify that all accessories are included.
Save all packing materials in the event that the unit needs to be returned to M86

Security.
The NetOptics box should contain the following items:

* 1 NetOptics 10/100BaseT Tap
» 2 Power Supply units

* 2 AC Power cords

» 2 Crossover cables

+ 2 Straight through cables

1 Installation Guide

Other Required Installation Items

In addition to the contents of the NetOptics box, you will need the following item to
install the Ethernet Tap unit:

e 1 Standard CAT-5E cable

Inspect the box for damage. If the contents appear damaged, file a damage claim
with the carrier immediately.
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Install the Ethernet Tap Unit

Firewall/Router/Gateway

Port Mirror:
Source
(TX+RX) Port Mirror:
Destination
p L] L] - L]
- L4 L3 -
%) @,-@ o
Switch - - TAR
- o Management
TAR Listening Interface Interface
Web Fiter ) 3
Management _——
Interface i =
b J ol ity S
(5 Web Filter Listening Interface g, ]
4
- —.J,R ’5) Threat Analysis Reporter
(TAR)
Web Filter

Diagram showing TAR Ethernet Tap installation on the network

This step is a continuation from Physically Connect the Unit to the Network in Step
1A or following setup in Step 1B. The procedures outlined in this step require the
use of a CAT-5E cable.

A. Provide power to the Ethernet Tap by connecting both power cords from the unit
to the power source.

oh O O

AC power in rear panel of NetOptics 10/100BaseT Tap

B. If a designated source Web Filter (to be used with the Threat Analysis Reporter)
is already installed on the network, disconnect the cable that connects this Web
Filter to the switch.

If the designated Web Filter has not yet been installed, disregard this sub-step
and proceed to sub-step C.

C. Using a crossover cable, connect one end to the Switch’s port configured to be
the destination port of the Port Mirror.

If adding a Threat Analysis Reporter to an existing installation, this port would
be the port that was originally occupied by the listening interface of the Web
Filter.

M86 SECURITY INSTALLATION GUIDE



APPENDIX: OPTIONAL ETHERNET TAP INSTALLATION INSTALL THE ETHERNET TAP UNIT

D. Connect the other end of the crossover cable to the Ethernet Tap’s Network A

port.
Metwork A & B MonitoIrA &B Power LEDs
| |
0.0506 N * 5 N * 5 1DI1D¢EthernetTap
D @ | (LLLLIEEY (ALLCEEER (CCEECEER fLaEl e @ C}
== | =] /=] = -
PWR1 (J
Network @ WA AW I\P!Ophf\ com

Ports in front panel of NetOptics 10/100BaseT Tap

E. Using a straight through cable, connect one end to the Ethernet Tap’s Network
B port.

F. Connect the other end of the straight through cable to the Web Filter’s listening
interface.

G. Using the second straight through cable, connect one end to the Ethernet Tap’s
Monitor A port.

H. Connect the other end of the second straight through cable to the Threat Anal-
ysis Reporter’s listening interface.

Proceed to Step 3: Register TAR and its Applications of the Threat Analysis
Reporter installation instructions.

M86 SECURITY INSTALLATION GUIDE 85



APPENDIX: OPTIONAL ETHERNET TAP INSTALLATION INSTALL THE ETHERNET TAP UNIT

86 M86 SECURITY INSTALLATION GUIDE



INDEX

A
Admin Console Wizard User 41

BSMI 79, 81

Change Quick Start password 37
crossover cable 4

EMC 79
FCC 79

HL 4, 7, 22, 24, 28, 29, 44, 76, 77, 78
HyperTerminal Setup 30

ICES-003 79, 81
Install Bezel 22
Install Tap 83

LCD Panel 27, 39
Login screen 33
LVD 79

MSA 28, 29, 44
Overheat 75, 76

ping the SR 45
Power Supply Precautions 23

Quick Start menu instructions 33

M86 SECURITY INSTALLATION GUIDE

87



INDEX

Rack Setup Precautions 6
RAID 78
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