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M86 WFR APPLIANCE INTRODUCTION

M86 WFR APPLIANCE INTRODUCTION

Thank you for choosing to install and evaluate the M86 Web Filter and Reporter
appliance. M86’s Web Filtering and Reporting Suite (WFR) consists of the best in
breed of the M86 Professional Edition, consolidated into one unit.

M86 Security’s Web Filter offers an enhanced solution for Internet filtering on a
network. The Web Filter tracks each user’s online activity, and can be configured
to block specific Web sites or service ports, thereby protecting your organization
against lost productivity, network bandwidth issues, and possible legal problems
that can result from the misuse of Internet resources.

M86's Threat Analysis Reporter (TAR) provides administrators or management
personnel dynamic, real time graphical snapshots of network Internet traffic,
supported by remediation tools to manage and control user-generated Web
threats. Working in conjunction with the Web Filter, TAR interprets end user
Internet activity from the Web Filter’s logs and supplies data that can be viewed via
an easy-to-read dashboard of gauges the administrator can drill down into, thereby
identifying the source of the threat.

Data from the Web Filter is fed into M86 Security’s Enterprise Reporter (ER),
giving you the ability to interrogate massive datasets through flexible drill-down
technology, until the desired view is obtained. This “view” can then be memorized
and saved to a user-defined report menu for repetitive, scheduled execution and
distribution.

Using the WFR Suite, threats to your network are quickly identified, thus arming
you with the capability to take immediate action to halt the source and secure your
network.

Quick setup procedures—to implement the best filtering and reporting practices
are included in the Best Filtering and Reporting Practices section that follows the
Conclusion of this guide.
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About this Document

This document is divided into the following sections:

Introduction - This section is comprised of an overview of the WFR product
and how to use this document

Service Information - This section provides M86 Security contact information

Preliminary Setup Procedures - This section includes instructions on how to
physically set up the WFR appliance in your network environment

Install the Server - This section explains how to configure the WFR for filtering
and reporting

Conclusion - This section indicates that the installation steps have been
completed

Best Filtering and Reporting Practices - This section is comprised of
suggested best practices for implementing and using the Web Filter, Threat
Analysis Reporter, and Enterprise Reporter

Evaluation Mode - This section gives information on using the ER applications
in the evaluation mode

LED Indicators and Buttons - This section explains how to read LED indica-
tors and use LED buttons for troubleshooting the unit

Regulatory Specifications and Disclaimers - This section cites safety and
emissions compliance information for the WFR appliance models referenced
therein

Index - An alphabetized list of some topics included in this document

Conventions Used in this Document

The following icons are used throughout this document to call attention to impor-
tant information pertaining to handling, operation, and maintenance of the server;
safety and preservation of the equipment, and personal safety:

NOTE: The “note” icon is followed by additional information to be considered.

WARNING: The “warning” icon is followed by information alerting you to a potential situa-
tion that may cause damage to property or equipment.

@ CAUTION: The “caution” icon is followed by information warning you that a situation has
the potential to cause bodily harm or death.

IMPORTANT: The “important” icon is followed by information M86 Security recommends
that you review before proceeding with the next action.

i, The “book” icon references the WFR User Guide. This icon is found in the Best Filtering
and Reporting Practices section of this document.
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SERVICE INFORMATION M86 TECHNICAL SUPPORT CALL PROCEDURES

SERVICE INFORMATION

The user should not attempt any maintenance or service on the unit beyond the
procedures outlined in this document.

Any initial hardware setup problem that cannot be resolved at your internal organi-
zation should be referred to an M86 Security solutions engineer or technical
support representative.

For technical assistance or warranty repair, please visit http://
www.m86security.com/support/ .

M86 Technical Support Call Procedures

When calling M86 Security regarding a problem, please provide the representative
the following information:

Your contact information.

Serial number or original order number.

Description of the problem.

Network environment in which the unit is used.

State of the unit before the problem occurred.
Frequency and repeatability of the problem.

Can the product continue to operate with this problem?

Can you identify anything that may have caused the problem?

M86 SECURITY INSTALLATION GUIDE 3
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PRELIMINARY SETUP PROCEDURES

Unpack the Unit from the Carton

Inspect the packaging container for evidence of mishandling during transit. If the
packaging container is damaged, photograph it for reference.

Carefully unpack the unit from the carton and verify that all accessories are
included. Save all packing materials in the event that the unit needs to be returned
to M86 Security.

The carton should contain the following items:

* 1 Web Filter and Reporter appliance (WFR)
» 1 serial port cable
* 1 CD-ROM containing supplemental product applications and EULA

/\ﬁ NOTES:

For 500 series models, the following items are also included in the carton:
» 1 AC power cord for 500 series models

» 1 bezel to be installed on the front of the chassis

» 1 set of rack mounting rails

For 300 series models, the following items are also included in the carton:

» 1 power adapter with power cord

» 1 set of 4 pressure sensitive feet to be affixed to the bottom corners of a non-rack
mounted unit

For 300 series models, If you have purchased the optional 1U two-unit tray for mounting
the half-U server(s) in a rack, this item will be shipped in a separate carton.

Inspect the server and accessories for damage. If the contents appear damaged, file
a damage claim with the carrier immediately.

& WARNING: To avoid danger of suffocation, do not leave plastic bags used for packaging
the server or any of its components in places where children or infants may play with
them.

@ TIP: Please consult the Web Filtering and Reporting User Guide for information about
RAID and hardware maintenance. User Guides for the WFR product can be obtained from
http://www.m86security.com/support/wfr/documentation.asp.
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PRELIMINARY SETUP PROCEDURES SELECT A SITE FOR THE SERVER

Select a Site for the Server

The server operates reliably within normal office environmental limits. Select a site
that meets the following criteria:

* Clean and relatively free of excess dust.

» Well-ventilated and away from sources of heat, with the ventilating openings on
the server kept free of obstructions.

* Away from sources of vibration or physical shock.

* |solated from strong electromagnetic fields and noise caused by electrical
devices such as elevators, copy machines, air conditioners, large fans, large
electric motors, radio and TV transmitters, and high-frequency security devices.

* Access space provided so the server power cord can be unplugged from the
power supply or the wall outlet—this is the only way to remove the AC power
cord from the server.

» Clearance provided for cooling and airflow: Approximately 30 inches (76.2 cm)
in the back and 25 inches (63.5 cm) in the front.

* Located near a properly earthed, grounded, power outlet.
300 Series Server Setup Procedures

Set Top Applications

If you have a 300 series server you do not wish to rack mount, apply the pressure
sensitive feet (that came with the server) to the bottom corners of the unit, and then
place the unit in a location that meets server site selection criteria.

Optional 1U 2-Unit Tray Kit Applications

If you have purchased the optional 1U 2-unit tray kit for rack mounting one or two
300 series servers, proceed to the instructional “300 Series Appliance Tray Instal-
lation” document packaged within the 1U 2-unit tray kit's shipping carton.

When you have finished installing the 300 series server(s) in your server rack,
continue to the Install the Server section of this Installation Guide.
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Rack Mount the Server

Rack Setup Precautions

A

A

WARNING:

Before rack mounting the server, the physical environment should be set up to
safely accommodate the server. Be sure that:

* The weight of all units in the rack is evenly distributed. Mounting of the equip-
ment in the rack should be such that a hazardous condition is not achieved due
to uneven mechanical loading.

» The rack will not tip over when the server is mounted, even when the unit is fully
extended from the rack.

» For a single rack installation, stabilizers are attached to the rack.
* For multiple rack installations, racks are coupled together.

* Reliable earthing of rack-mounted equipment is maintained at all times. Partic-
ular attention should be given to supply connections other than direct connec-
tions to the branch circuit (e.g. use of power strips).

» A power cord will be long enough to fit into the server when properly mounted in
the rack and will be able to supply power to the unit.

* The connection of the server to the power supply will not overload any circuits.
Consideration should be given to the connection of the equipment to the supply
circuit and the effect that overloading of the circuits might have on overcurrent
protection and supply wiring. Appropriate consideration of equipment name-
plate ratings should be used when addressing this concern.

* The serveris only connected to a properly rated supply circuit. Reliable earthing
(grounding) of rack-mounted equipment should be maintained.

» The air flow through the server’s fan or vents is not restricted. Installation of the
equipment in a rack should be such that the amount of air flow required for safe
operation of the equipment is not compromised.

»  The maximum operating ambient temperature does not exceed 104°F (40°C). If
installed in a closed or multi-unit rack assembly, the operating ambient temper-
ature of the rack environment may be greater than room ambient. Therefore,
consideration should be given to installing the equipment in an environment
compatible with the maximum ambient temperature (Tma) specified by the
manufacturer.

WARNING: Extend only one component at a time. Extending two or more components
simultaneously may cause the rack to become unstable.
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Rack Mount Instructions for 500 Series Servers

Rack Setup Suggestions

» Determine the placement of each component in the rack before you install the
rails.

* Install the heaviest server components on the bottom of the rack first, and then
work up.

Install the Inner Slides

1. Locate the right inner slide, (the slide that will be used on the right side of
chassis when facing the front panel of the chassis).

2. Align the four (4) square holes on the right inner slide against the hooks on the
right side of the chassis as show below on the left.

3. Securely attach the slide to the chassis with two M4 flat head screws and repeat
the steps 1-3 to install the left inner slide to the left side of the chassis.

Four(4) hooks on the right Slide the long bracket into

side of the chassis the:short bracket

Four 4 square holes on

A

the right inner slide

between the brackets

/V

Install the Outer Slides

1. Measure the distance from the front rail of the rack to the rear rail of the rack.

2. Attach a short bracket to the rear side of the right outer slide, and a long bracket
to the front side of the right outer slide as shown above on the right.

3. Adjustthe short and long brackets to the proper distance so that the chassis can
snugly fit into the rack.

4. Secure the slides to the cabinet with screws.

5. Repeat steps 1-4 for the left outer slide.
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Install the Slide Assemblies to the Rack

1. After you have installed the short and long brackets to the outer slides, you are
ready to install the whole slide assemblies (outer slides with short and long
brackets attached) to the rack. (See the previous page.)

2. Use M5 screws and washers to secure the slide assemblies into the rack as
shown below:

Slide assemblies (-outer slides with
long & ghort brackets attached)

Secure the Slide -
= = E M5 screws & washers
assemblies to the

rack with screws

and washers
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Install the Chassis into the Rack

1. Push the inner slides, which are attached to the chassis, into the grooves of the
outer slide assemblies that are installed in the rack as shown below:

Inner slides

Grooves of the outer|

slide assemblies

2. Push the chassis all the way to the back of the outer slide assemblies as shown
below:

Push the chassis into -

> back of the outer slide

semblies
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Install the Bezel on the 500 Series Chassis

After rack mounting a 500 series server, the bezel should be installed on the front
end of the chassis.

NOTE: This portion of the installation process requires you to unpack the bezel. The bezel
has been packaged separately from the unit to prevent damage during shipping.

A. Hold the bezel upright and facing towards you (Fig. 1).

Fig. 1 - Front of bezel

B. Note the short pair of end pins on the left side (Fig. 2), and the longer pair of
fixed pins on the inside top towards the middle (Fig. 3).

Fig. 2 - Pins on the left end Fig. 3 - Pins on the inside at the top of the bezel

C. Note the end pin holes (Fig. 5) on the inside of the U-shaped, aluminum rail
handles on both ends of the chassis rails (Fig. 4: U-shaped handles). Note also
that the holes for the longer pair of pins are located on the front of the chassis
above the third hard drive bay (Fig. 4: holes).

U-shaped handles

'r.'ll. T T |58 LD L =1

Fig. 4 - Front of chassis with U-shaped handles and holes above third hard drive identified

D. Insert the end pins into the holes of the left U-shaped handle (Fig. 5).

Fig. 5 - Holes in handle Fig. 6 - Release knob

E. Align the bezel with the front of the chassis, and then gently push the bezel
towards the front of the chassis, inserting the pins on the inside of the bezel
(Fig. 3) into the holes on the front of the chassis (Fig. 4: holes).

F. Press in the release knob on the right side of the bezel to retract the end pins on
that side (Fig. 6), and then release the knob to let the end pins extend into the
holes of the right U-shaped handle (Fig. 4: U-shaped handles).
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Check the Power Supply

This server is equipped with a universal power supply that handles 100-240 V, 50/
60 Hz. A standard power cord interface (IEC 950) facilitates power plugs that are
suitable for most European, North American, and Pacific Rim countries.

Power Supply Precautions

& WARNING:

* Use a regulating uninterruptible power supply (UPS) to protect the server from
power surges, voltage spikes and to keep the server operating in case of a
power failure.

* In geographic regions that are susceptible to electrical storms, M86 Security
highly recommends plugging the AC power cord for the server into a surge
Suppressor.

» Use appropriately rated extension cords or power strips only.

» Allow power supply units to cool before touching them.

11
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General Safety Information

Server Operation and Maintenance Precautions

A

A
A

12

WARNING:

Observe the following safety precautions during server operation and mainte-
nance:

WARNING: If the server is used in a manner not specified by the manufacturer, the protec-
tion provided by the server may be impaired.

WARNING: M86 Security is not responsible for regulatory compliance of any server that
has been modified. Altering the server’s enclosure in any way other than the installation
operations specified in this document may invalidate the server’s safety certifications.

CAUTION: Never pile books, papers, or other objects on the chassis, drop it, or subject it
to pressure in any other way. The internal circuits can be damaged, and the battery may
be crushed or punctured. Besides irreparable damage to the unit, the result could be
dangerous heat and even fire.

CAUTION: There are no user-serviceable components inside the chassis. The chassis
should only be opened by qualified service personnel. Never disassemble, tamper with, or
attempt to repair the server. Doing so may cause smoke, fire, electrical shock, serious
physical injury, or death.

* Do not insert objects through openings in the chassis. Doing so could result in
a short circuit that might cause a fire or an electrical shock.

» Do not operate the server in an explosive atmosphere, in the presence of flam-
mable gases.

» To ensure proper cooling, always operate the server with its covers in place. Do
not block any openings on the chassis. Do not place the server near a heater.

» Always exit the software application properly before turning off the server to
ensure data integrity.

* Do not expose the server to rain or use near water. If liquids of any kind should
leak into the chassis, power down the server, unplug it, and contact M86 Secu-
rity technical support.

» Disconnect power from the server before cleaning the unit. Do not use liquid or
aerosol cleaners.
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AC Power Cord and Cable Precautions

& WARNING:

The AC power cord for the server must be plugged into a grounded, power
outlet.

Do not modify or use a supplied AC power cord if it is not the exact type required
in the region where the server will be installed and used. Replace the cord with
the correct type.

Route the AC power cord and cables away from moving parts and foot traffic.
Do not allow anything to rest on the AC power cord and cables.
Never use the server if the AC power cord has been damaged.

Always unplug the AC power cord before removing the unit for servicing.

Electrical Safety Precautions

& WARNING:

Heed the following safety precautions to protect yourself from harm and the server
from damage:

@ CAUTION: Dangerous voltages associated with the 100-240 V AC power supply are
present inside the unit. To avoid injury or electrical shock, do not touch exposed connec-
tions or components while the power is on.

To prevent damage to the server, read the information in this document for
selection of the proper input voltage.

Do not wear rings or wristwatches when troubleshooting electrical circuits.

To avoid fire hazard, use only the specified fuse(s) with the correct type number,
voltage, and current ratings. Only qualified service personnel should replace
fuses.

Qualified service personnel should be properly grounded when servicing the
unit.

Qualified service personnel should perform a safety check after any service is
performed.
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Motherboard Battery Precautions

@ CAUTION:

The battery on the motherboard should not be replaced without following instruc-
tions provided by the manufacturer. Only qualified service personnel should
replace batteries.

The battery contains energy and, as with all batteries, a malfunction can cause
heat, smoke, or fire, release toxic materials, or cause burns. Do not disassemble,
puncture, drop, crush, bend, deform, submerge or modify the battery. Do not incin-
erate or expose to heat above 140°F (60°C).

There is a danger of explosion if the battery on the motherboard is installed upside
down, which will reverse its polarities.

CAUTION: DANGER OF EXPLOSION IF BATTERY IS INCORRECTLY
REPLACED. REPLACE ONLY WITH THE SAME OR EQUIVALENT TYPE
RECOMMENDED BY THE MANUFACTURER. DISPOSE OF THE USED
BATTERIES ACCORDING TO THE MANUFACTURER’S INSTRUCTIONS.

ATTENTION: ILY A DANGER D’EXPLOSION S’IL Y AREPLACEMENT INCOR-
RECT DE LA BATTERIE, REMPLACER UNIQUEMENT AVEC UNE BATTERIE
DU MEME TYPE OU D’UN TYPE EQUIVALENT RECOMMANDE PAR LE
CONSTRUCTEUR. METTRE AU REBUT LES BATTERIES USAGEES
CONFORMEMENT AUX INSTRUCTIONS DU FABRICANT.

WARNING: Users in Member States should consult Article 20 of Directive 2006/66/EC of
the European Parliament and of the Council before disposing the motherboard battery.
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INSTALL THE SERVER

Step 1: Setup Procedures

This step requires you to set up parameters for the WFR to function on the
network. You have the option of using the text-based Quick Start setup procedures
described in Step 1A, or the LCD panel setup procedures described in Step 1B.

Quick Start Setup Requirements

A. The following hardware is required for the Quick Start setup procedures:

* WFR with AC power cord(s) *
* either one of two options:
* PC monitor with AC power cord * and keyboard, or
» PC laptop computer with HyperTerminal ** and serial port cable (and USB
DB9 serial adapter, if there is no serial port on your laptop)

B. Go to Step 1A to execute Quick Start Setup Procedures.

NOTE:
* For 300 series models, the power adapter supplied with the power cord must
also be used

** If using a Windows Vista or Windows 7 laptop, please be sure HyperTerminal or
an equivalent terminal emulator program is installed on your machine. See the
note under HyperTerminal Setup Procedures if selecting this option.

LCD Panel Setup Requirements

A. The following hardware is required for LCD panel setup procedures:
* WFR with AC power cord(s) *

B. Go to Step 1B to execute LCD Panel Setup Procedures.

NOTE:
* For 300 series models, the power adapter supplied with the power cord must
also be used
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Step 1A: Quick Start Setup Procedures

Link the Workstation to the WFR

Monitor and Keyboard Setup

A. Connect the PC monitor and keyboard cables to the rear of the WFR chassis.
B. Turn on the PC monitor.

C. Proceed to the next set of instructions: Power on the WFR.

Serial Console Setup

A. Using the serial port cable (and USB DB9 serial adapter, if necessary), connect
the laptop to the rear of the chassis (see “serial port” in Fig. 1 for a 300 series
unit or Fig. 2 for a 500 series unit).

serial port

Fig. 1 - Rear of 300 series chassis with serial port identified

= LSOCT0N00COes b WA

(] @H ED
@ —6(yJ0e (S
se;iial
port
Fig. 2 - Portion of 500 series chassis rear with serial port identified

B. Power on the laptop.

C. Proceed to the next set of instructions: Power on the WFR.
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Power on the WFR

Power up a 300 Series Model

A. Make sure the power adapter is plugged into the back of the chassis and
connected to the power cord.

B. Plug the power cord into a power source with an appropriate rating.

& WARNING: It is strongly suggested you use an uninterruptible power supply.

C. Go to the LCD panel on the front of the chassis, and press down the green
checkmark key for three seconds:

SECURITY (U]

D. When the LCD panel displays a message that indicates the WFR is running,
proceed to the following set of instructions:

» For Monitor and Keyboard Setup, go to Login screen.
» For Serial Console Setup, go to HyperTerminal Setup Procedures.

Power up a 500 Series Model

A. Make sure the power cord is plugged into the back of the chassis.
B. Plug the power cord into a power source with an appropriate rating.

& WARNING: It is strongly suggested you use an uninterruptible power supply.

C. Remove the bezel and press the large button at the right of the front panel:

B & O ¥
ONONONONO)
2§85% o

D. Replace the bezel on the front of the chassis. When the LCD panel displays a
message that indicates the WFR is running, proceed to the following set of
instructions:

» For Monitor and Keyboard Setup, go to Login screen.
» For Serial Console Setup, go to HyperTerminal Setup Procedures.
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HyperTerminal Setup Procedures

%

If using a serial console, follow these procedures on a Windows XP machine to
create a HyperTerminal session.

NOTE: HyperTerminal is no longer included with Windows as of Microsoft’s Vista system.
Please note on Microsoft's Web page “What happened to HyperTerminal?” at http://
windows.microsoft.com/en-us/windows-vista/What-happened-to-HyperTerminal
(accessed September 16, 2010), Microsoft states: “HyperTerminal is no longer part of
Windows.... If you previously used HyperTerminal to control serial devices, you can
usually find a downloadable version of HyperTerminal on the Internet that is free for
personal use.”

If you are using a Windows Vista or Windows 7 machine to conduct these quick start
setup procedures and do not have an equivalent type of terminal emulator program
installed on your workstation, Hilgraeve, Inc., the maker of HyperTerminal, offers Hyper-
Terminal Private Edition for Windows Vista and Windows 7. The following information is
included on Hilgraeve’s Web page at http://www.hilgraeve.com/hyperterminal.html|
(accessed September 16, 2010): “HyperTerminal Private Edition is a terminal emulation
program that supports communications over TCP/IP networks, Dial-Up Modems, and
serial COM ports.... Click here to download the free 30 day trial.”

If you have a terminal emulator program other than HyperTerminal or a derivative of
HyperTerminal installed on your workstation, please specify these session settings:

* 9600 bits per second

* 8 data bits
* no parity
» 1 stop bit

* hardware flow control
* VT100 emulation settings

On the Windows XP machine:

A. Launch HyperTerminal by going to Start > Programs > Accessories > Commu-
nications > HyperTerminal:

Connection Description 2

-

Q’ New Connection

Enter a name and choose an icon for the connection:

B. In the Connection Description dialog box, enter any session Name, and then
click OK to open the Connect To dialog box:
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G MaBdevice

Enter details far the phone number that you want to dial:

Country/region: IUnited Statez of America (1] j

Area code: 714

Phone number: I

Connect using: | [ENTYF
()3 I Cancel |

C. At the Connect using field, select the COM port assigned to the serial port on
the laptop (probably “COM1”), and then click OK to open the Properties dialog
box, displaying the Port Settings tab:

2
Puart Settings |
Bits per second: |l

Data bits: IB ﬂ

Farity: INone LI

Stop bits: |1 LI

Flow control: IHardware j

Restare Defaults |

QK I Cancel | Apply |

D. Specify the following session settings:

» Bits per second: 9600
Data bits: 8

* Parity: None

Stop bits: 1

* Flow control: Hardware
VT100 emulation settings

E. Click OK to connect to the HyperTerminal session:
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“g MB6device- HyperTerminal _ol x|

File Edit View Call Transfer Help
Mew Conneckion

Qpen...
Save ;I
Save As..

Page Setup...
Prink. ..

Exit AlE+FS |

k=]
4

Displays the properties of the current session

F. In the HyperTerminal session window, go to File > Properties to open the Prop-
erties dialog box, displaying the Connect To and Settings tabs:

MB6device Properties 2]
Connect To Settings |

— Function, arraw, and ctrl keys act as

* Teminal keys  windows keys

— Backspace key send
@ Chl+H  Del ¢ Cul+H, Space, Chil+H

Terminal Setup... |

Ernuilation:

Telnet terminal 1D: [¥T100

Backscrall buffer lines: IEDD ﬁ

I Play sound when connecting or disconnecting

Input Translation... | ASCI Setup... |

ak I Cancel |

G. Click the Settings tab, and at the Emulation menu select “VT100”.

H. Click OK to close the dialog box, and to go to the login screen.
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Login screen

The login screen displays after powering on the WFR using a monitor and
keyboard, or after creating a HyperTerminal session.

& NOTES: If using a HyperTerminal session, the login screen will display with black text on a
white background.

If the screensaver currently displays on your screen, press the Enter key to display the
login screen.

A. At the login prompt, type in menu.
B. Press the Enter key to display the Password prompt.
C. At the Password prompt, type in the following: #s3tup#r3k

D. Press Enter to display the Quick Start menu screen.

Quick Start menu screen

Fri Jun 4 08:07:40 PST 2010

Press the nuwber of your -_=--':l-':n:‘.1:.i-:-nl

A. At the Press the number of your selection prompt, press 2 to select the Quick
Start setup process.

B. At the login prompt, re-enter your password: #s3tup#r3k

C. Press Enter to display the administration menu where you can begin using the
Quick Start setup procedures.
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Quick Start menu: administration menu

Fri Jun 4 05

ace LANI

Press the nuwber of your EElEGEiDH.

A. At the Press the number of your selection prompt, press 2 to select the
“Quick Start Setup” process.

The Quick Start menu takes you to the following configuration screens to make
entries:

» Change filtering mode

» Configure network interface LAN1
» Configure network interface LAN2
» Configure default gateway

» Configure DNS servers

» Configure host name

» Time Zone regional setting

» Configure setup wizard user

& NOTE: Please make a note of the LAN 1 and LAN 2 IP address and host name you assign
“~/ to the WFR server, as well as the username and password you create for logging into the
“setup wizard”, as you will need to use this information in later steps of the installation
procedure.

B. When you have finished making all entries specified in sub-steps A and B
above, press X to return to the Quick Start menu screen. Or, to verify the status
of the WFR applications and review the entries you made using the Quick Start
setup, press 1 to view the System Status screen.

& NOTE: To configure an individual screen from the Quick Start menu, press the number or
< alphabet corresponding to that menu option, as described in the following sub-sections.
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Change filtering mode

A. From the Quick Start menu, press 3 to go to the Filter mode configuration
screen.

B. Select a filter mode (Invisible, Router, or Firewall) using up-arrow and down-
arrow keys. Press Y when you have selected the appropriate mode, or press
Esc to cancel this change.

Configure network interface LAN1

A. From the Quick Start menu, press 4 to go to the Configure Network Interface
screen for LAN1.

B. At the Enter interface LAN1 IP address prompt, type in the LAN1 IP address
and press Enter.

C. At the Enter interface LAN1 netmask prompt, type in the netmask for the
LAN1 IP address and press Enter.

D. Press Y to confirm, or press any other key to cancel this change.

Configure network interface LAN2

A. From the Quick Start menu, press 5 to go to the Configure Network Interface
screen for LAN2.

B. At the Enter interface LAN2 IP address prompt, type in the LAN2 IP address
and press Enter.

C. At the Enter interface LAN2 netmask prompt, type in the netmask for the
LAN2 IP address and press Enter.

D. Press Y to confirm, or press any other key to cancel this change.

Configure default gateway

A. From the Quick Start menu, press 6 to go to the Configure default gateway
screen.

B. At the Enter default gateway IP prompt, type in the gateway IP address and
press Enter.

C. Press Y to confirm, or press any other key to cancel this change.

Configure DNS servers

A. From the Quick Start menu, press 7 to go to the Configure Domain Name
Servers screen.

B. At the Enter first DNS server IP prompt, type in the IP address of the DNS
server to use and press Enter.

C. At the Enter (optional) second DNS server IP prompt, either type in the IP
address of an alternate DNS server to use and press Enter, or just press Enter
to bypass making a second DNS server entry.
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Configure host name

A. From the Quick Start menu, press 8 to go to the Configure host name screen.
B. At the Enter host name prompt, type in the host name and press Enter.

C. Press Y to confirm, or press any other key to cancel this change.

Time Zone regional setting

A. From the Quick Start menu, press 9 to go to the Time Zone regional configura-
tion screen.

B. Select a region using up-arrow and down-arrow. Press Y when you have
selected the appropriate region, or Press Esc to cancel this change.

NOTE: If this server is located in the USA, please select “US” and not “America’.

C. After you select the region, you may be prompted to select the locality within the
selected region. Select the locality and press Y to confirm, or press Esc to
cancel the change.

Configure setup wizard user

A. From the Quick Start menu, press E to go to the Configure Wizard user screen.

B. At the Enter wizard user name prompt, type in the new username to be used
for the Threat Analysis Reporter Quick Start Wizard (TAR GUI Wizard User)

setup and press Enter.

@ NOTE: The username ‘admin’ cannot be used since it is already the default username.

C. At the Enter wizard password prompt, type in the new password for the user-
name you entered and press Enter.

D. Press Y to confirm, or press any other key to cancel this change.
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Non-Quick Start procedures or settings

The options described below do not pertain to the quick start setup process.
Reboot system

A. From the Quick Start menu, press B to go to the Reboot confirmation screen.

B. At the Really reboot the system? prompt, press Y to continue, or press any
other key to cancel reboot.

Change Quick Start password

A. From the Quick Start menu, press C to go to the Change Administrator Pass-
word screen.

NOTE: This option will change the password used for accessing the Quick Start menu (the
default password being #s3tup#r3k) but will not change the password used for accessing
the ER console login screen. Option D, “Reset admin console account”, should be used
for resetting the Web Filter Administrator console username and password to the factory
default ‘admin’/’user3’ and for unlocking all IP addresses currently locked.

B. At the Enter the new administrator password prompt, type in the new pass-
word to be used for accessing the Quick Start menu and press Enter.

C. At the Re-enter the new administrator password prompt, re-type the pass-
word you just entered and press Enter, or press Esc to cancel the change.

Reset admin console account

A. From the Quick Start menu, press D to go to the Reset admin GUI account
confirmation screen that displays the following message:

Reset admin account password? Are you sure?
NOTE: This process will also unlock the admin account and unlock all currently
locked IPs.

NOTE: This option resets the Web Filter Administrator console username and password to
the factory default ‘admin’/’user3’ and will unlock all IP addresses currently locked.

B. Press Y to continue, or press any other key to cancel admin account reset.
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System Status screen

Fri Jun 4 14:09:358 P3T 2010

it

3ystem 3tatus - up 10 seconds

The System Status screen contains the following information:

Operation Mode for the Web Fllter specified in screen 3 (Change filtering
mode)

Capturing Interface specified in screen 4 or 5 (Configure network interface
LAN1 or LAN2)

Management and Blocking Interface specified in screen 4 or 5 (Configure
network interface LAN1 or LAN2)

lan1 IP address and netmask specified in screen 4, and current status (“Active”
or “Inactive”)

lan2 IP address and netmask specified in screen 5, and current status (“Active”
or “Inactive”)

Default gateway IP address specified in screen 6 (Configure default gateway)
host name for the Web Filter specified in screen 8 (Configure host name)
DNS server IP address(es) specified in screen 7 (Configure DNS servers)
Regional timezone setting specified in screen 9 (Time Zone regional setting)
Current status of the Web Filter

Current Web Filter software Version installed

Library update status

Current status of the Enterprise Reporter and Threat Analysis Reporter applica-
tions

& NOTE: Modifications can be made at any time by returning to the specific screen of the
“~/ Quick Start procedures.

Log Off, Disconnect the Peripherals

A. After completing the Quick Start setup procedures, return to the Quick Start

menu screen and press 9 to log out.

B. Disconnect the peripherals from the WFR.

Proceed to Step 2: Physically Connect the Unit to the Network.
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Step 1B: LCD Panel Setup Procedures

LCD Panel

A. Connect the AC power cord(s) to the back of the chassis and plug the cord(s)
into a UPS power supply unit.

B. Power on the server following the instructions at Step 1A: Quick Start Setup
Procedures, Power on the WFR.

LCD panel keypad

To configure the WFR via the LCD panel on front of the chassis bezel, use the
keypad located to the right of the LCD screen.

The keypad consists of the following keys:

* On a 300 series model: Up arrow, down arrow, left arrow, right arrow, check-
mark, and “X” keys.

* On a 500 series model: Up, down, left, right, CANCEL, and ENTER keys.

<n

gy o ©

CAMCEL ~ ENTER Y
300 series keypad at left, 500 series keypad at right

To display software status information about the WFR, press the right (arrow) key.
To go to the LCD Menu, press “X” / CANCEL. Pressing “X” / CANCEL again returns
you to the software status display.

LCD Menu

The LCD Menu tree includes the following two main menu selections:

» LCD Options - This choice includes options for viewing the LCD display and
monitoring the WFR once it is configured and running on the network. Informa-
tion about using LCD Options is included in this document after the M86 menu
sub-section.

* M86 menu - Many of the menu items in this sub-section are used for configuring
the WFR unit.

The menu tree displays an arrow to the left of the currently selected menu item.
Use the up or down (arrow) keys to navigate the menu. After making your menu
selection, press the checkmark / ENTER key to accept your selection.
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M86 menu

When the M86 menu option is selected from the LCD Menu tree, the following
menu items display in the panel, the entire list which is viewable by using the navi-
gation keys:

« WFR Patch Level >

«  WEF Filter Mode > *

« |IP/LAN1>*

* IP/LAN2>*

* Gateway > *

« DNS1>*

« DNS2>*

* Host Name > *

* Regional Setting (Time Zone, date, time) *
* TAR GUI Wizard User *

* Reset WF Admin Console Password
* Reset ER Admin Console Password
* Reboot >

e Shutdown >

NOTES: When using the M86 menu to execute quick start setup procedures, be sure to
configure all menu items marked in the list above with an asterisk ( *).

Please make a note of the LAN 1 and LAN 2 IP address and host name you assign to the
WFR server, as well as the username and password you create for logging into the “TAR
GUI Wizard”, as you will need to use this information in later steps of the installation proce-
dure.

TIPS: Navigation tips in the M86 menu:

» Use the up / down (arrow) key to scroll up / down the menu

* Press the checkmark / ENTER key to choose the current selection
* Press the “X”/ CANCEL key to go back to the previous screen

Make a selection from the menu, and press the checkmark / ENTER key to go to
that screen.
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WEF Filter Mode

When the WF Filter Mode option is selected, the WF Filter Mode screen displays.

A

B.
C.

At the Mode field, use the left / right arrow keys to view and choose from the
available options: Invisible, Router, Firewall.

Press the checkmark / ENTER key to go to the Save Changes screen.
On the Save Changes screen:

» Choose Yes to accept your changes and to return to the main menu.
* Choose No to return to the Mode field.

IP/ LAN1 and 2

When the IP / LAN 1 (2) option is selected, the IP / LAN 1 (2) screen displays with
the following menu items:

A

G.

Configure LAN 1 (2) IP
Change LAN1 (2) Netmask

Choose Configure LAN 1 (2) IP and press the checkmark / ENTER key to go to
the Configure LAN 1 (2) IP screen.

. Use the up / down keys to increase / decrease the current value, and the left /

right (arrow) keys to navigate across the line.

. Press the checkmark / ENTER key to accept your entry and to return to the

previous screen.

. Choose Change LAN1 (2) Netmask and press the checkmark / ENTER key to

go to the Change LAN1 (2) Netmask screen.

. Use the up / down keys to increase / decrease the current value, and the left /

right (arrow) keys to navigate across the line.

Press the checkmark / ENTER key to accept your entry and to return to the
previous screen.

Press the “X” / CANCEL key to return to the M86 menu.

Gateway

When the Gateway option is selected, the Gateway screen displays with the
Configure Gateway IP menu item.

A.

Choose Configure Gateway IP and press the checkmark / ENTER key to go to
the Configure Gateway IP screen.

. Use the up / down keys to increase / decrease the current value, and the left /

right (arrow) keys to navigate across the line.

. Press the checkmark / ENTER key to accept your entry and to return to the

previous screen.

. Press the “X” / CANCEL key to return to the M86 menu.
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DNS 1 and 2

When the DNS 1 (2) option is selected, the DNS 1 (2) screen displays with the
Configure DNS IP 1 (2) menu item.

A. Choose Configure DNS IP 1 (2) and press the checkmark / ENTER key to go
to the Configure DNS IP 1 (2) screen.

B. Use the up / down keys to increase / decrease the current value, and the left /
right (arrow) keys to navigate across the line.

C. Press the checkmark / ENTER key to accept your entry and to return to the
previous screen.

D. Press the “X” / CANCEL key to return to the M86 menu.

Host Name

When the Host Name option is selected, the Host Name screen displays with the
Configure Hostname menu item.

A. Choose Configure Hostname and press the checkmark key to go to the
Configure Hostname screen.

B. Use the up, down, left, right (arrow) keys to navigate the menu. Press the right
(arrow) key to view the alphabets in first uppercase and then lowercase,
numbers from 0-9, and lastly the symbol characters.

NOTE: Navigation tips:

» Ifthe down (arrow) key is pressed first—instead of the right (arrow) key—the symbol
characters display first.

* Press the “X”/ CANCEL key to remove a character and move the cursor to the first
position in the line.

C. Press the checkmark / ENTER key to return to the previous screen.
D. Press the “X” / CANCEL key to return to the M86 menu.

Regional Setting (Time Zone, date, time)

When the Regional Setting (Time Zone, date, time) option is selected, the Regional
Setting (Time Zone, date, time) screen displays with the Region menu item.

A. Choose Region, and use the left / right (arrow) keys to view the available region
selections.

B. After making a selection, press the checkmark / ENTER key to display the
Choose a Location screen.

C. Choose Location, and use the left / right (arrow) keys to view the available
location selections.

D. After making a selection, press the checkmark / ENTER key to display the Save
Changes? screen:

* Choose Yes to save your changes and to return to the M86 menu.
* Choose No to return to the previous screen.

M86 SECURITY INSTALLATION GUIDE



INSTALL THE SERVER STEP 1B: LCD PANEL SETUP PROCEDURES

TAR GUI Wizard User

When the TAR GUI Wizard User option is selected, the TAR GUI Wizard User
screen displays with two menu selections:

» Choose Change User to reset the username for accessing the Threat Analysis
Reporter login window (this is the username entered and saved during the TAR
Wizard process) and to return to the main menu.

@ NOTE: The username ‘admin’ cannot be used since it is already the default username.

» Choose Change Password to reset the password for the TAR Wizard user-
name and to return to the M86 menu.

Non-Quick Start procedures or settings

The options described below do not pertain to the quick start setup process.
WFR Patch Level

When the WFR Patch Level option is selected, “WFR” and the version number of
the currently installed software build displays.

Reset WF Admin Console Password

When the Reset Admin Console Password option is selected, the Reset Admin
Console screen displays with a WARNING menu item.

A. Choose *** WARNING *** to display the message screen:

*** WARNING *** The Admin console username/password will be reset to
‘admin’/’user3’ and all locked IPs will be unlocked.

B. After reading the warning message, select one of two options on the screen:

* Choose Yes, reset it now! to reset the password and to return to the main
menu.
* Choose No, cancel reset to return to the previous screen.

Reset ER Admin Console Password

When the Reset ER Admin Console Password option is selected, the Reset ER
Admin Console screen displays with a WARNING menu item.

A. Choose *** WARNING *** to display the message screen:

*** WARNING *** The Admin console username/password will be reset to
‘admin’/reporter’ and all locked IPs will be unlocked.

B. After reading the warning message, select one of two options on the screen:

* Choose Yes, reset it now! to reset the password and to return to the M86
menu.
» Choose No, cancel reset to return to the previous screen.
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Reboot

When the Reboot option is selected, the Reboot screen displays with two menu
items.

A. Choose one of two options:

* Yes, reboot now!!! - This selection reboots the WFR.
* No, cancel reboot - This selection returns you to the previous screen.

B. Press the “X” / CANCEL key to return to the M86 menu.
Shutdown

When the Shutdown option is selected, the Shutdown screen displays with two
menu items.

A. Choose one of two options:

* Yes, shutdown now!! - This selection shuts down the WFR.
* No, cancel shutdown - This selection returns you to the previous screen.

B. Press the “X” / CANCEL key to return to the main menu.
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LCD Options menu

When “LCD Options >” is selected, the following menu items display on the
screen: Heartbeat, Backlight, LCD Controls >. Make a selection from the menu,
and press the checkmark / ENTER key to go to that screen.

Heartbeat

When the Heartbeat option is selected, the Heartbeat screen displays.

A. Press the checkmark / ENTER or right (arrow) key three times to view each of
the three available options:

* heartbeat feature enabled (populated field)

* heartbeat feature disabled (empty field)

» check for a heartbeat now (blinking heartbeat symbol displayed in the line
above)

B. After making your selection, press the “X” / CANCEL key to return to the
previous screen.

Backlight

When the Backlight option is selected, the Backlight screen displays.

A. Press the checkmark / ENTER or right (arrow) key three times to view each of
the three available options:

* backlight feature enabled (populated field, backlight turns on)
* backlight feature disabled (empty field, backlight turns off)
« display the backlight now (populated field, backlight turns on)

B. After making your selection, press the “X” / CANCEL key to return to the
previous screen.

LCD Controls

When the LCD Controls option is selected, the LCD Controls screen displays with
the following menu items: Contrast, On Brightness, Off Brightness.

A. Choose one of the menu selections and press the checkmark / ENTER or right
(arrow) key to go to that screen:

» Contrast - In the Contrast screen, use the left/ right (arrow) keys to decrease
/ increase the text and screen contrast.

» On Brightness - In the On Brightness screen, use the left / right (arrow) keys
to decrease / increase the brightness of a screen with a feature that is
enabled.

» Off Brightness - In the Off Brightness screen, use the left / right (arrow) keys
to decrease / increase the brightness of a screen with a feature that is
disabled.

B. After making your selection, press the “X” / CANCEL key to return to the
previous screen.
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Step 2: Physically Connect the Unit to the Network

Now that your WFR network parameters are set, you can physically connect the
unit to your network. This step requires two standard CAT-5E cables.

A. Plug one end of a standard CAT-5E cable into the WFR’s LAN 1 port, the port on
the left.

LANT LANZ

@ m T,
o ity B fmd £

Iﬂﬂﬂﬂ '.-'
‘.’!:1 awan
r_

LAN1 LANZ

Portion of 500 series chassis rear with LAN ports identified

B. Plug the other end of the CAT-5E cable into an open port on the network hub
that handles the Internet traffic you wish to filter.

C. Repeat the sub-steps above for the WFR’s LAN 2 port.

D. Reboot the server by using the Reboot system option (as described in Step 1A:
Quick Start Setup Procedures), or by using the Reboot option on the LCD panel
(as described in Step 1B: LCD Panel Setup Procedures).

M86 SECURITY INSTALLATION GUIDE



INSTALL THE SERVER STEP 3: REGISTER THE WFR AND ITS APPLICATIONS

Step 3: Register the WFR and its Applications

Next you will register the WFR and its applications online. For this step you will
need your network administrator to provide you the IP range and netmask of
machines on the network the Threat Analysis Reporter application will use for
monitoring bandwidth on your network

Access the WFR via its LAN 1 IP Address

A. Launch an Internet supported browser:

 Firefox 3.6
* Internet Explorer 7 or 8
» Safari 4.0

B. In the address field, type in the LAN 1 IP address you assigned to the WFR in
Step 1A (Quick Start setup) or Step 1B (IP / LAN1 and 2). Be sure to use “https”
and port :1443 for a secure connection. For example, if the WFR were
assigned an IP address of 10.10.10.10, you would enter https://
10.10.10.10:1443 in the browser’s address field.

C. Click Go to display the security issue page:

* If using Firefox, proceed to Accept the Security Certificate in Firefox.
* If using IE, proceed to Temporarily Accept the Security Certificate in IE.
* If using Safari, proceed to Accept the Security Certificate in Safari.

* If the security issue page does not display in your browser, verify the
following:

The WFR is powered on.

The WFR is connected to the same hub as your router/firewall.
Can the administrator workstation normally connect to the Internet?
Is the WFR plugged into a switch instead of a hub?

Do you have both LAN ports connected to your network hub?

Is there a caching server?

Is the administrator workstation able to ping the WFR’s LAN 1 IP
address? (To ping the WFR using the Command Prompt in Windows XP,
Vista, and 7, go to Start > All Programs > Accessories > Command
Prompt, type in Ping and the IP address using the x.x.x.x format—in
which each ‘X’ represents an octet—and then press Enter.)

If pinging the IP address of the WFR is unsuccessful, try restarting the
network service or rebooting the WFR.

If still unsuccessful, contact an M86 Security solutions engineer or
technical support representative.
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Accept the Security Certificate in Firefox

A. If using a Firefox browser, in the page “This Connection is Untrusted,” click the
option I Understand the Risks:

This Connection is Untrusted

"

‘ou have asked Firefox to connect securely to 190.160.20.104:1443, but we can't confirm that
your connection is secure.

Mormally, when wou try to connect securely, sites will present trusted identification ko prove that you
are going to the right place. However, this site's identity can't be verified.

what should I Do?

If you usually connect ko this sike without problems, this error could mean that someone is trying to
impersonate the site, and vou shouldn't continue.

Get me out of here! |

Technical Details

< 1 Understand the Risks >

B. In the next set of instructions that display, click Add Exception...:

This Connection is Untrusted

i

‘ou have asked Firefox to connect securely to 190.160.20.104:1443, but we can't confirm that
wour connection is secure,

Maormally, when wou bry to connect securely, sites will present trusted identification ko prove that you
are going to the right place, However, this site's identity can't be verified.

what should I Do?

If you usually connect ta this site without problems, this error could mean that someone is trying to
impersonate the site, and you shouldn't continue.

Get me out of here! I

Technical Details

I Understand the Risks

If you understand what's going on, you can tell Firefox to start trusting this site's identification. Even
if you trust the site, this error could mean that someone is tampering with your

connection.

Don't add an exception unless you know there's & good reason whey this sitke doesn't use trusted
identification,

Clicking Add Exception opens the Add Security Exception window:
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Add Security Exception x|

You are abouk ko override how Firefox identifies this site.
. Legitimate banks, stores, and other public sites will nok ask you to do this.

—Certificate Status

This site attempts ta identify itself with invalid information, iew... |

Wrong Site

Certificate belongs ko a different site, which could indicate an identity theft,
Unknown Identity

Certificate is not trusted, because it hasn't been verified by a recognized authority,

—Server _—
Location: wkkps: 190, 160,20, 104 1443 Get Certificate

< ¥ Permanently store this exception ’
N

o ——

< Confirm Security Exception |D Cancel |

C. In the Add Security Exception window, click Get Certificate and wait a few
seconds until the security certificate is obtained by the server.

D. With the checkbox Permanently store this exception selected, click Confirm
Security Exception to open the WFR Welcome window:

MEE

Welcome to the M6 WFR
Please selectthe desired administration interface.

II WF

(- — i
Web Filter Enterprise
Reporter Reporter Reporter
Administration
Module

Proceed to Accept the End User License Agreement.

NOTE: You will need to add a security exception for the Enterprise Reporter (Web Client),
Enterprise Reporter Administration Module, and Threat Analysis Reporter when you
attempt to access each of these applications for the first time. On a newly installed unit,
the ER Web Client will remain inaccessible until logs are transferred to the ER Administra-

tion Module and the ER’s database is built.

Warning - Security x|

The web site's certificate cannot be verified. Do you 0

want to continue?

Name: 190,160.20.104
Publisher: ‘WFR.logo.com

[ Always trust content from this publisher.

w1
Q} v e eetie et o Ty o neied] sanras, Fiae MsmeliEmn
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When attempting to access the Web Filter
user interface for the first time, the Security
warning dialog box (shown in the sample
image at left) will open instead of the Secu-
rity Exception page. With the checkbox
“Always trust content from this publisher.”
populated, click Yes to close the Security
warning dialog box and to access the login
window of the Web Filter user interface.
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Temporarily Accept the Security Certificate in IE

If using an IE browser, in the page “There is a problem with this website's security
certificate.”, click Continue to this website (not recommended):

/2 Certificate Error: Navigation Blocked - Windows Internet Explorer

=10) x|
@;jv [& hitps:f190.160.20.104 1843 R | FaEs
Fle Edt View Favorites Tods  Help
T e (& Certificats Error: Havigation Blacked | | - - = v cbPage - () Todls ~ ?
=
_
‘@ There is a problem with this website's security certificate.
The security certificate presented by this website was not issued by a trusted certificate
authority.
The security certificate presented by this website was issued for a different website's address.
Security certificate problems may indicate an attempt to fool you or intercept any data you
send to the server.
we recommend that you close this webpage and do not continue to this website.
@ click here toclasadhs boeoe
< & Continue to this website (not recommended). >
@ More information
[
T T [@mtemet [#o0n -« 4

Selecting this option displays the WFR Welcome window with the address field
and the Certificate Error button to the right of the field shaded a reddish color:

/2 ™M86 Web Filter and Ran~=t-- 7

Lrurrs LRENIEC CHPIOTEr

B (= |

—

’(_-‘ €T |2 htps[190.160,20,104: 1443 j@cartiﬁcateError +1 || XY soagle P -
—

Fe Edt view VTS

¢ @i @ Ma6 Weh Fiter and Reparter Ko - B - = ov chPage v (CfTook v 7

Moo

Welcome to the M86 WFR
Plaase sel

lect the desired sdministration interface

~—

\ [ [eal
WF ER | TAR
—— ="

Web Filter Enterprise Enterprise  Threat Analysis
Reporter Reporter Reporter
Administration
Module

T [@temst

0% v g

Proceed to Accept the End User License Agreement.
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Accept the Security Certificate in Safari

A. If using a Safari browser, the pop-up window "Safari can't verify the identity of
the website..." opens:

Safari can't verify the identity of the website
4 & “sr-20-180.m86.com”.

@ The certificate for this website is invalid. You might be connecting to a

I3 website that is pretending to be “sr-20-180.m86.com", which could put
your confidential information at risk. Would you like to connect to the
website anyway?

® Show Certificate ( Cancel ) (Cnntinue )

Click Show Certificate to open the certificate information box at the bottom of
this window:

S Safari can't verify the identity of the website
R “sr-20-180.m86.com”.

@ The certificate for this website is invalid. You might be connecting to a

L website that is pretending to be "sr-20-180.m86.com", which could put
your confidential information at risk. Would you like to connect to the
website anyway?

] Always trust “SR-20-180.m86.com" when connecting to “sr-20-180.m86.com”

| SR-20-1B0.m86.com

SR-20-180.m86.com

Self-signed root certificate

Expires: Sunday, February 23, 2020 9:50:04 AM PT
€ This root certificate is not trusted

(Ctifferete

» Trust
» Details
@ (" Hide Certificate ) { Cancel ) ( Continue )

Y

B. Click the "Always trust..." checkbox and then click Continue:

- Safari can't verify the identity of the website
A A “sr-20-180.m86.com”.
@ The certificate for this website is invalid. You might be connecting to a
= website that is pretending to be "sr-20-180.m86.com”, which could put
your confidential information at risk. Would you like to connect to the
website anyway?

@ust “SR-20-180.m86.com” when cennecting to "sr—20—130,m@

= —_——
=3 5R-20-180.mB86.com

SR-20-180.m86.com

Self-signed root certificate

Expires: Sunday, February 23, 2020 9:50:04 AM PT
€ This root certificate is not trusted

ertifente

- Trust

» Details
® (" Hide Certificate ) ( Cancel
A

C. You will be prompted to enter your password in order to install the certificate.

After the security certificate is installed, the WFR Welcome window displays.
Proceed to Accept the End User License Agreement.
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Accept the End User License Agreement
A. In the WFR Welcome window, click the TAR icon:

MEE

R =

Welcome to the M86 WFR

Please select the desired administration interface.

| |
Webh Filter Enterprise Enterprise  Threal Bhalysis

Reporter Reporter Reporter
Administration
Module

After clicking the TAR icon—and accepting a security exception for the TAR
application, if necessary—the EULA Agreement dialog box opens:

EULA Agreement

PSR :ﬂi T G, =% 2 »

W26 Security
End User License and Warranty Agreement
For: MI6 Web Filtter, M35 R3000; MBG RI000ir; M85 Secunity Reporter; M26 Enterprise Reporter; M35 Threat Analysia Reporter;
1486 Veb Fiftering and Reporting Suite; M8S Mobile Client; 86 Appliance Watchdog; M86 SWG

IMPORTANT — READ CAREFULLY: This End User License and Warranty Agrsement (this “Agreement’) is & kgal agrssment betwaen
¥ou, 8 purchaser andicr any end user. efher an indvicual or an endty (*You™ or “Your™) and MBS Securty {“MBE") fur the icense of one or
mare of the software products ted above (he “Software”) embeddad in the W55 hardware device (e “Hardware™), and for the
warTanties. for such Sefware 8N Hardware The Software asd Hardwars are collecthisly referred te a3, the “Product”. Sy breaking the
sead on fhe enveiops containing the Software, accessing, inslaling, copyng or stherwise using the SORWEre or Hardware, Vou sgres 1o be
bownd by the terms of ths Agreement. If Yiou do not agree io the terms of this Agreement, M3E = unwiling 10 icense the Software to You, In
such event, You may not access, use of copy the Product and 'You Should promptly contact WSS or the MBS suthorzed reseder from whom
ou cenaed the Product for natructions on retum of the Froduct WRITTEN APPROVAL IS NOT A PREREQUISITE TO THE VALIITY OR
ENFORCEABILITY OF THIS AGREEMENT,

' SOFTWARE. The SOMWArE NCUGES 81 COMPENANT AAMS And EAIUNES, BTy COBMS O DArAINVES INENEQT i WS 07 1 JArT, B0y
Basocisted medis and the folowing: maching-readabis runtime instructons and obiect code, whether or nat n arntesd form, and rot in the form
of human readatle (source) code; machine-rendable datn, such as o data base; relted kcensed materials, mckiding user documentation in
any form; and 8 eshancements and modidicatons therets furnished by MBS o 43 suthorized reselers. The Saftware 3 icensed, not 3ok, o
You for Your use anly s provided heren. U35 reserves ali ights not Sxpressly granted o Y ou under tha Agreement

2 SOFTWARE LICENSE
21 Licanda. Subgect 1o e paymanl of 81 ANRRCAbI BCenss fees, AN Ie DAMMS ARG feSIRChONS St forth n this
Agreement. MBE herety grants 1o 'You & " Emied kcense 10 use the SoRware sclely on the

Hardware and for Your mbemal BUBIness UTDOSES only, e 10 operate the Hardware during the Term sclely 10 use the Software (cobictvely
the ‘License"). You must kmt use of the Product b the number of individuais for wham You have pakd the required foes. Use of the Product
by asdtional nowiduals may be subiect to sdakanal dees in MSSS disCreson, You may only Rsiak and use the SoRware on the Hardware.

Once every soc () months, MBE may, af #s own expense, sudit Your use of the Product 8t the Product's installation sie upon at least five (5)
days notice 1o You during narmal Business howrs. You may make & sngle copy of the Software in machine.rasdabis form and oedy for
archival purposss of fo campdy with disaster racovery procedures, provided inat ihe copy You make coniaing 8l of the prognetacy notices s+t
forih in e en the enginal versien of the Software. Ciherwise, Yo may ol capy e Software wilhul W55's prier wriien conasnl. Except s
expressly provided i this Secton 2.1, this Agreement does not grand You any nghts 1o patents, copymghts, trade secrats, rademarks, or any
other rights in respect to the Software. Alrights not expressly set forih hereunder are reserved by WSS, =

Do you accept this agreement? | No |

B. After reading the End User License Agreement, click Yes to accept the EULA,
close the EULA Agreement dialog box, and open the Threat Analysis Reporter

Wizard Login window.

Proceed to Log in to the Threat Analysis Reporter Wizard.
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Log in to the Threat Analysis Reporter Wizard

A. In the Username field of the Login window, type in the username specified in
the Configure setup wizard user screen of the Quick Start Setup Procedures
(Step 1A), or the TAR GUI Wizard screen in LCD Panel Setup Procedures (Step
1B):

Threat Analysis Reporter M 3

Wizard Login

Please login using the "Wizard User' created during the 'Quick Start
Setup!

Username

Password

B. In the Password field, type in the password specified in the Configure setup
wizard user screen of the Quick Start Setup Procedures (Step 1A), or the TAR
GUI Wizard screen in LCD Panel Setup Procedures (Step 1B).

C. Click Login to close the login window and to go to the Threat Analysis Reporter
wizard screen.

M86 SECURITY INSTALLATION GUIDE
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Use the TAR Wizard to Specify Application Settings

Threat Analysis Reporter M

All fields are required except for ER. A "Source’ Web Filter and at least one bandwidth range is required.

. Main Administrator [ Web Filter Setup
} [ : S
Q(D Register the first administrator for the TAR box. Flease ] WF ;I'he:te.seth:\: adr:tusled fofr con;vm;n;:tatlon LA edent
| toretrieve the data logs from Web Filter.
] {

make sure you use only alpha-numeric characters. = 1

Usernamea: Ernzil: Server Name: Server |P:

Corfirm Password:

Password:
|| SetasSource Add
Source Server Hame Server IP
(=] Bandwiidth Range H Local Web Filter 127.0.0.1
m | The fallowing IP ranges will be used to monitor the
netwiork traffic in your organization.
IF Address: Subnet Mask:
Add
IP Address Subnet Mask I Do you have an Enterprise Reporter?
LE_--:

Server Name: Server IP:

Click 'Sawe' to finish setting up your TAR === Save

Enter Main Administrator Criteria

A. Enter the Username the global administrator will use when logging into the
Threat Analysis Reporter Administrator console. The global administrator has
the highest level of permissions in all user applications in WFR.

B. Enter the Email address of the global administrator, who will be notified via
email regarding system alerts.

C. Enter the Password to be used with that username, and enter the same pass-
word again in the Confirm Password field.

Enter Bandwidth Range

A. Enter the bandwidth IP Address range the Threat Analysis Reporter will
monitor.

B. Enter the Subnet Mask for the bandwidth IP range to be monitored, using the
dotted decimals notation format.

C. Click Add to include your entries in the list box below.

NOTES: Additional bandwidth ranges can be included by following steps A through C
again. To remove a bandwidth range, select the IP Address from the list box and then click

Remove.
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Setup Criteria for an Additional Web Filter

NOTE: This section of the wizard can be skipped unless there is an additional Web Filter
to be used with the WFR.

A. Enter the Server Name of the Web Filter to be used with the Threat Analysis
Reporter, which is any name you wish to associate with that Web Filter.

B. Enter the Server IP address of the Web Filter server to be used with the Threat
Analysis Reporter.

C. Click the “Set as Source” checkbox if this Web Filter will be designated the
primary Web Filter to be associated with the Threat Analysis Reporter. Other-
wise, leave the checkbox blank.

D. Click Add to include your entries in the list box below.

NOTES:

» Additional Web Filters can be included by following steps A through D again.

» The Source Web Filter is designated by an “X” in the Source column of the list box.

» To specify a Source Web Filter server from available entries in the list box, select the
Server Name and then click Set as Source.

« To remove a Web Filter server from the list, select the Server Name from the list box
and then click Remove.

Enterprise Reporter registration, Save settings

The section of the wizard asking “Do you have an Enterprise Reporter?” is greyed-
out since the ER is already installed on the WFR appliance.

Click Save at the bottom right of the screen to save your settings and to go to the
login window of the Threat Analysis Reporter user interface (see Step 4).
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Step 4: Generate SSL Certificate

Generate a Self-Signed Certificate for the WFR

This step requires you to generate a self-signed certificate so your browser will

recognize the WFR as an accepted device.

Threat Analysis Reporter

Username

Password

Mi;;-i" .

A. In the Threat Analysis Reporter login window, type in the Username and Pass-
word registered for the TAR Wizard:

B. Click Login to display the gauges dashboard of the TAR application:

m Bandwidth

Shopping Security

Gauges | Policy | ReportAnalysid{( Administration [) Help | Logout

Megal

R &2 0 &

Timespan: 15Min.

Timespan: 15Min

Threat Analysis Reporter M—Jk

Bandwidth Adult Content

Timespan: 15Min. Timespan: 15Min

C. Go to the navigation menu bar at the top of the screen and select Administra-
tion > Device Registry to display the Device Registry screen:
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Gauges | Policy | Report/Analysis | Administration

Device Registry

Help

Logout

MES

Threat Analysis Reporter

NTP

Prowy
prowycompany.cam | 0

NTR
Sebtech pool mporg | 1.2eklech pool ntp.org

Vi Wiew Wi

| Refresh Devices | | Sync Al Devices M Hewe Wb Filtar | | Hew EF

D. Go to the bottom left corner of the Device Registry screen and click Generate
SSL Certificate to open the Generate Self-Signed Certificate dialog box with
the following message: "Generation of a self-signed certificate might take a long
time. Afterwards, this application server would restart. Would you like to

continue?"

E. Click Yes to begin the process. Once the self-signed certificate has been gener-
ated, you will be logged out of TAR and the WFR server will be restarted.

NOTE: Although the Threat Analysis Reporter login window may re-display right away, the
service will take a few minutes before it starts up again.

If using a Firefox or Safari browser, proceed to Step 5: Test Filtering or the

Mobile Client Connection.

If using an IE browser, continue to IE Security Certificate Installation Proce-

dures.
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IE Security Certificate Installation Procedures

Accept the Security Certificate in IE

Go to the appropriate sub-section if using the following Windows operating system
and IE browser:

* Windows XP or Vista with IE 7 or 8
* Windows 7 with IE 8

Windows XP or Vista with IE 7 or 8

A. If using an IE 7 or 8 browser on a Windows XP or Vista machine, in the page
“There is a problem with this website's security certificate.”, click Continue to
this website (not recommended):

ﬂf Certificate Error: Navigation Blocked - Windows Internet Explorer =|g|5|

@_‘\ » [&] hitps:ji190.160.20.104: 1443/ =[] [ [conge 2

File Edf View Favorites Tools  Help

95 ¢ @ Certficats Ervor: Navigation Blacked | | far v ) v o= - |k Page + (G Tooks 7
El

‘@ There is a problem with this website's security certificate.

The security certificate presented by this website was not issued by a trusted certificate
authority.
The security certificate presented by this website was issued for a different website's address.

Security certificate problems may indicate an attempt to fool you or intercept any data you
send to the server.

we recommend that you close this webpage and do not continue to this website.

@ Click here fo closadhiaeboote

< @ Continue to this website (not recommended). >

@ More information

|
| [T T & mtemet Hi% -

Figure A1: Windows XP, IE 7

Selecting this option displays the WFR Welcome window with the address field
and the Certificate Error button to the right of the field shaded a reddish color:

46
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/2 ™Ma6 Web Filter and Reporter - Windows Internet Explorer =101 |

@?;:v [ https:i130.160 20.104:1443) ~| %3 Certificate Errar || ¥4 x)Google L~
Fle Edt ‘View Favorites Tools Help T~

U6 0 @ mee Web Fiter and Reporter Kb o B - o= v hPage v (CpTook v

Mo

1o the M86 WFR

WF |
-
Web Filter Enterprise Enterprise  Threat Analysis
Reporter Reporter Reporter

Administration
Module

I
Figure A2: Windows XP, IE 7

T [@mtemst

A% vy

B. Click Certificate Error to open the Certificate Invalid pop-up box:

/~ M86 Web Filter and Reporter - Windows Internet Euplorer o [=] ]

File Edit Wiew Favorites Tools  Help

- |g https: /190, 160,20,104:1443) j\f@' Certificate Errar || ¥4 | X |Guugle P

x

'ga' Certificate Invalid

¥ G @ Mg Web Fiter and Reprter 3 - B - v srPage v (pTaok - 7

The security cerificate presented by this
wehsite has errors

This problem may indicate an atternpt to
foolyou or intercept any data you send to
the senver.

e recommend that you close this
wehpage

About certificate errors

< Wiew cerificates >

S ——

Welcome to the M86 WFR

Please select the desired administration interface

E -EH"‘i -% Tﬂ!

Web Filter Enterprise Enterprise  Threat Analysis
Reporter Reporter Reporter
Administration
Module

| [T T T T [@meme TA00% v
Figure B: Windows XP, IE 7

C. Click View certificates to open the Certificate window that includes the host
name you assigned to the WFR:
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General | petais | Certfication Path |

@x’ Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued bto: WFR logo.com

Issued by: WFR logo.com

¥alid from 2/12/2010 to 2/10/2020

Install Certificate. .. Staterment

Figure C: Windows XP, IE 7

D. Click Install Certificate... to launch the Certificate Import Wizard:

Certificate Import Wizard

Welcome to the Certificate Import
Wizard

This wizard helps vou copy certificates, certificate trust
lists, and certificate revocation lists From your disk ko a
certificate store,

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used ta pratect data ar bo establish secure netwark
connections., A certificate store is the system area where
certificates are kept,

To continue, click Next.

x|

< Back I ek = I Cancel

Figure D: Windows XP, IE 7

E. Click Next > to display the Certificate Store page:

Certificate Import Wizard

Certificate Store
Certificate stares are system areas where certificates are kept.

x|

‘Windows can automatically select a certificate stare, or you can specify a location far
" Automatically select the certificate store based on the bype of certificate
% Flace all certificates in the Follawing store

Certificate store:

Browse... |

< Back I ek > I Cancel

Figure E: Windows XP, IE 7
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F. Choose the option “Place all certificates in the following store” and then click
Browse... to open the Select Certificate Store pop-up box:

Select Certificate Store x|

Select the certificate stare you want ko use.

{1 Persanal .
el Trusted Root Certification Authorlties

-{7] Entetprise Trust
{7 Intermediate Certification Authorities
{27 Active Directory User Object

{771 Trosked Publishers o
< | »

™ Show physical stores

cos |

Figure F: Windows XP, IE 7

G. Choose “Trusted Root Certification Authorities” and then click OK to close the
pop-up box.

H. Click Next > to display the last page of the wizard:

x
Completing the Certificate Import
Wizard

Wou have successfully completed the Certificate Import
wizard,
ou have specified the following settings:

Certificate Store Selected by User  Trusted Root Certific.
Conkent Certificate

« o

< Back I Finish I Cancel |

Figure H: Windows XP, IE 7

I. Click Finish to close the wizard and to open the Security Warning dialog box
asking if you wish to install the certificate:

Security Warning |
't ‘ou are about to install a certificate From a certification autharity (CA) claiming to represent:
< WFR.lago.cam

‘Windows cannot validate that the certificate is actually from "WFR logo.com®. You should confinm its origin by contacting "WWFR logo.com®. The
Fallawing number will assist vou in this process:

Thumbprint {shal): CSESE0EA 34EF47AG 5254AEBS 60ACA0E0 945DDFES
WWarming:
IF vou install this root certificate, Windows will automatically trust any certificate issued by this Ca. Installing a certificate with an unconfirmed

thumbprint is a security risk. IF you click "Yes" you acknowledge this risk.

Do you want ka install this certificate?

Figure I: Windows XP, IE 7

J. Click Yes to install the certificate and to close the dialog box. When the certifi-
cate is installed, the alert window opens to inform you the certificate installation
process has been completed.

K. Click OK to close the alert box, and then close the Certificate window.
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Now that the security certificate is installed, you will need to map the WFR’s IP
address to its host name. Proceed to Map the WFR’s IP Address to the Server’s
Host Name.

Windows 7 with IE 8

A. If using an IE 8 browser on a Windows 7 machine, in the page “There is a
problem with this website's security certificate.”, click Continue to this website
(not recommended).

B. From the toolbar, select Tools > Internet Options to open the Internet Options
pop-up box.

C. Select the Security tab, click Trusted sites, and then click Sites to open the
Trusted sites pop-up box.

D. In the Trusted sites pop-up box, confirm the URL displayed in the field matches
the IP address of the WFR, and then click Add and Close.

E. Click OK to close the Internet Options pop-up box.
F. Refresh the current Web page by pressing the F5 key on your keyboard.
G. Follow steps A to K documented in Windows XP or Vista with IE 7 or 8:

* When the security issue page re-displays with the message: "There is a
problem with this website's security certificate.", click Continue to this
website (not recommended) (see Figure A1). Choosing this option displays
the WFR Welcome window with the address field and the Certificate Error
button to the right of the field shaded a reddish color (see Figure A2).

» Click Certificate Error to open the Certificate Invalid pop-up box (see Figure
B).

» Click View certificates to open the Certificate window that includes the host
name you assigned to the WFR (see Figure C).

* Click Install Certificate... to launch the Certificate Import Wizard (see Figure
D).

» Click Next > to display the Certificate Store page (see Figure E).

» Choose the option “Place all certificates in the following store” and then click
Browse... to open the Select Certificate Store pop-up box (see Figure F).

* Choose “Trusted Root Certification Authorities” and then click OK to close the
pop-up box.

» Click Next > to display the last page of the wizard (see Figure G).

* Click Finish to close the wizard and to open the Security Warning dialog box
asking if you wish to install the certificate (see Figure H).

» Click Yes to install the certificate and to close the dialog box. When the certif-
icate is installed, the alert window opens to inform you the certificate installa-
tion process has been completed (see Figure ).

* Click OK to close the alert box, and then close the Certificate window.

H. From the toolbar of your browser, select Tools > Internet Options to open the
Internet Options pop-up box.

I. Select the Security tab, click Trusted sites, and then click Sites to open the
Trusted sites pop-up box.

J. Select the URL you just added, click Remove, and then click Close.
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Now that the security certificate is installed, you will need to map the WFR’s IP
address to its host name. Proceed to Map the WFR’s IP Address to the Server’s
Host Name.

Map the WFR’s IP Address to the Server’s Host Name

A. From your workstation, launch Windows Explorer and enter
C:\WINDOWS\system32\drivers\etc in the Address field to open the folder
where the hosts file is located:

& C:\ WINDDWS' system32',drivershetc = | Ellil
File Edit Yiew Favorites Tools Help | ",'
J Back J - ? /.. ) search Folders | Elv
Address I_} CHUWINDOWS systemn32idriverstete j S
Mame - | Size | Type | Date Modified |
File and Folder Tasks & hosts 1KE File 2{12{2010 11:07 AM
4 Moke Fold [ Rosts.ics 1KE ICSFile 11/20/2006 10:28 AM
3 Make a new folder B Imhiosts.sam 4KE SAMFile 5/0/2004 1:00 PM
-] S\ﬂs“ this Folder to the B netwcrks 1KE Fils 5/9/2004 8:00 PM
7 share this Folder @pmtucul 1KE File 8/9/2004 §:00 PM
Services TKE File 12/10/2005 11:36 AM
@Serwces.bak GKE BAK File 12/19/2006 11:12 AM

€

Other Places

»

Details
etc
File: Folder

Date Modified: Wednesday,
December 10, 2008, 11:09 AM

B. Double-click “hosts” to open a window asking which program you wish to use to
open the file. Double-click “Notepad” or “TextPad” to launch the hosts file using
that selected program:
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(

P hosts - Notepad

File Edt Farmat View Help

=lolx|

Copyright (z) 1993-1992 Microsoft Corp.
Thiz iz & sample HOSTS file used by Microsoft TCPR/IP for Windows.

Thizs file contains the mappings of IP addresses to host names. Each
entry should he kept on an individual line. The IP address should

The IP address and the host namwe should be separated by at least one
space.

Additionally, comments (such as these) way be inserted on indiwvidual
lines or following the machine name denoted hy a '#' sywhol.

For example:

102.54.94.97 rhino. acwe . com
38.25.63.10 ¥.acme . com

# source server
# x client host

EEEEEE EEEE T E TS

7.0.0.1 localhost
90.160.20.104 WFR.logo.com

be placed in the first coluwn followed by the corresponding host nawe.

[ |

C. Enter a line in the hosts file with the WFR’s IP address and its host name—the
latter entered during the Configure host name screen of the Quick Start Setup
Procedures (Step 1A), or the Host Name screen in LCD Panel Setup Proce-
dures (Step 1B)—and then save and close the file.

D. In the address field of your newly opened IE browser, from now on you will need
to use the WFR’s host name instead of its IP address—that is https://host-
name:1443 would be used instead of https://x.x.x.x:1443. Click Go to open
the WFR Welcome window:

/= MB6 Web Filter and Reporter - Windows Internet Explorer

1
4

LS & | https: |t Jogo.com 1 4437 ,

jl&‘ 4| % IGUUgIe yeiid

File Edit View Favarites Tools Help

ve e (& 36 Web Filter and Reporter

Mo

Welcome to the M86 WFR

e select the desired administration interface.

— [~ —

‘ ER | ( g8 | (mn,
—r— ) )
Web Filter Enterprise Enterprise  Threat Analysis
Reporter Reporter Reporter
Administration
Module

&- v@vﬁpagev@holsv >

l_l_ ’_l_l_l_ @ Internet

[H100% ~ 4

Proceed to Step 5: Test Filtering or the Mobile Client Connection.
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Step 5: Test Filtering or the Mobile Client Connection

Test Filtering on the Web Filter

If the Web Filter has been set up in the Invisible, Router, or Firewall mode, you
should test filtering the Web Filter.

A. Open a browser window on a network workstation, and then go to the following
empty sites to test pornography filtering:

* http://test.8e6.com
* http://testsite.marshal.com
* http://test.marshal8e6.com.tw

B. You should receive a block page for each URL tested. If you do not, contact an
M86 Security solutions engineer or technical support representative.

Test the Mobile Client Connection

If the Web Filter has been set up to use the Mobile mode, you should verify that the
Mobile Client can reach the Web Filter.

A. Use a workstation on which the Mobile Client is installed that is not on a filtered
portion of the LAN. Open a browser window on a network workstation, and then
go to a few test sites you set up to be blocked by the Mobile Client.

B. The connections should be blocked, and the block pages served by the Web
Filter should display in the browser’s Address field. If you do not receive a block
page for each tested URL, contact an M86 Security solutions engineer or tech-
nical support representative.
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Step 6: Set Library Updates

Atfter verifying that the Web Filter is correctly functioning on your network, you need
to activate Web Filter library updates. Library updates are critical for filtering as
new sites are added to the M86 Security library each day. To activate updates, visit
the M86 Security Web site and enter the activation code that was issued to you by
e-mail (also included on the product invoice).

NOTE: Port 443 (HTTPS) must be open for outgoing requests so that the WFR can
receive library updates.

Activate the Web Filter

Be sure you have a valid host name chosen before activating your account.

A. Open an Internet browser window and go to http://www.m86security.com/
support/activate-appliance.asp.

B. After reading through the online End User License Agreement, click Accept to
go to Step 2 of the activation process.

C. Enter your activation code.
D. Click Submit to go to the Activation and Registration page.

E. Verify that your serial number and activation code are the same as shown on
this registration page.

F. Fill out the information on this page, including the host name for the public DNS
server. The entry of the unique host name you’ve chosen is mandatory in
order to receive library updates.

G. After all information is entered, click Activate to activate your service. You
should receive confirmation that the Web Filter at your host name has been acti-
vated.

You may wish to print the confirmation page for future reference in dealing with
technical issues.
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Log in to the Web Filter

A. In the WFR Welcome window, click the icon corresponding to Web Filter:

MES

SECLRITY

Welcome to the M86 WFR

Please select the desired administration interface.

Enterprise Enterprise  Threat Analysis
Reporter Reporter Reporter
Administration
Module

After clicking the Web Filter icon—and accepting a security exception for the
Web Filter application, if necessary—the Web Filter Administrator console login
window opens:

web Fiter ~ MEE

Username: Eoligdll
Password: sesss

LOGIN

B. Type in the Username (admin) and Password (user3), and then click LOGIN
to display the Web Filter Admin console Welcome window:

webFiter - MBE

i ol y 0422703 A0u8EAL

MEE Web Filter User Interface

Clek Logour B0 ek the.
orsole.
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Perform a Complete Library Update

Your WFR was shipped with the latest Web Filter library update for the current soft-
ware release. However, as new updates continually become available, before you

begin using the Web Filter you must perform a complete library update to ensure
you have the latest library updates.

To download the latest library updates:
A. Click the Library button at the top of the screen.

B. From the navigation panel to the left, click Updates and select Manual Update
from the menu:

Mume | Poicy | Ubary | Reputiog | Systen | e | Logon wenFiter MBS

L ary; Upsate s - Marmial Updats Lo BTG Supplied Calsgeiies |

Opilons
1 Wiy Lpxialn £ Baftware L yckate

i FulLFL Lirory Lpdale

Lipeiatn how

C. In the Manual Update to M86 Supplied Categories window, click the radio
button corresponding to Full URL Library Update.

D. Click Update Now to begin the update process.
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Monitor the Library Update Process

To verify that the library is being updated:

A. From the navigation panel, click Updates and select Library Update Log from
the menu.

B. In the Library Update Log window, click View Log to display the update activity:

wenriter MBS

Downioad Log Wiew Log

TR P E T TRl 7
Cuttomer Feediock Modde | hyman sew: successhly undsted B
Cabegory WaRL Syitten WMAIL urifle Pdays. g2: Taccessfuly uodated
NNTF Newsgroup LAl wrifile del: Successhuly updated.
Pt Detection VWhishe PEMALL Lrifle.gz: File s riot noeded.
% Catrgery Crouges eEMan ekl T g Susemsshly epdated

JerMAT ekl el Successuily Lpedated
JWEMAIL e - Pl . ek pommcn.
oo cord; Fie i the most oarerd version,
Y patitenrc File = the most ourent vensicn,
frerti o Suatcaschily updated.
vt i, Pdars. o2 mmfwwdm
i del: Sucessfuly
bt e ga: Suscesshuy updsted.
ety vk Tdonys gt Srcesshully upedated
oty wicle e qnmm pnh-n

el

MEW‘S\III! Tdaysape Mlmlﬂr\lﬂdr\.
oo urfis, el Successfuly updsted,
pws urifle. g Fle i not eeded,

i whdfile. Fdavs gz: Sucoesshuly updated.
e widfle del: Successhuly updated.

. widfile_g7: Flin ks ot needed.

WSTORE sewe Sucorsshilly updabed
WSTONE ol Tekrs e Sexersiluy gl
STORE calfie H.S\Aluu!dr uided,

dm
fiione witie, s tuccessfully uodsted.
I TOHE widfie. 2: Pl 5 ot reeded.

Jrioe Feh 2: 2010 (% 14) Firtshed updating lbraries!

. 2010 {9214} Arkaadng leary, plnass wat...

o Feh 230135033 PST 2080 (9214) oy upek v rmpitr

[Tion Pl 33013533 PST 2000 {714 Fouel gl st sl Sumommis

-35:33 PST 2000 {9214} Traveler hes Frished runing.

-35:33 PST 2000{12535) Rart orary relosd.

ot Fith 23 0L41:00 P51 2000 {12505 Complste Mbrary relosd.
(LYY St Meary refond.

(51U} Complete Wrary relosd.

NOTE: You will be notified in the log when the library has been completely updated by the
message: “Full URL Library Update has completed.” If this message does not yet display,
click View Log again to view the latest information.

& WARNING: At the conclusion of this step, your Web Filter will be actively filtering your
network. The Web Filter is initially set to filter pornography sites on all of your network
traffic associated with the hub to which it is connected.
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Step 7: Set Self-Monitoring

A. In the WFR Welcome window, click the icon corresponding to Enterprise

Reporter Administration Module:

Mo

Welcome to the M86 WFR

Please selectthe desired administration interface.

WF

-
Web Filter Enterprise = Threat Analysis
Reporter Reporter Reporter
Administration
Module

Atfter clicking the ER Admin Module icon—and accepting a security exception
for the ER Admin Module application, if necessary—the ER Administrator

console login window opens:

Enterprise Reporter MB%

Welcome to the Enterprise Reporter Admin Console
Username admin

Password T T

ELcpini]

Enterprise Reporter MBB
“Hetwork =) Database -

roduct Version
Current Wersion: Security Reporter 2.0.00.3

Server Status

®
E -

Ip Logout

CPU Utilization
CPU Load Averages: 0.00,0.00, 0.00
CPU states: 0.5%us, 1.9%sy, 0.0%ni, 95.8%id, 1.7%wa, 0.0%hi, 0.1%si, 0.0%st
Memaory: 2065832k total, 1990232k used, 65600k free, 300k buffers
Swap: 2097144k total, 170488k used, 1926656k free, 1760096k cached

[Pe[WsER [P [wi VT [RES SR (5 [Weru lMEM |TiEs CommA |
fson [wwe [oo [0 [oslasz [as [ [a0 a0 [ooomdssemen

[19916 100t 2o [0 [r18e 1320 [1z04 s [oo fon [0:00.22 [abcantral

Disk drives status

Mounted on

rdewimapperGO0-ronthn

26207728 4782900 23514028 17% B
fdewiman 108785 55800 a7asa 5a% oot
tmpts 1027818 o 1027918 0% dewshm
dewimapperyGOD-BeBln
38802240 1142748 sssanasz 4% Justlecalmas
IdewimapperGOD-badwply
136248320 7808 136240832 |1% badup
IdewimapperGOD-recoverylu
2084208 277184 252168 50% Jresovery
7dewimapperGOD-dbiut
253631408 28133788 218497700 |14% rdstabase/dl

NETSTAT
= _ X c PID/Program
[p [0 o |RaD00TTEA.quopseasion-pry |RA00OTTEA qo B4R net 59224 |[ESTABLISHED [337dimysqld
[ep o o [Ra000T T84 qe-0psession-proy [RS000T 64 qo 8e8 netoaz2s [ESTABLISHED [337a/mysqld

B. Typein the Username (admin) and Password (reporter), and then click Login
to display the ER Admin console Server Status window:
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NOTE: On a new server, the ER Status pop-up window opens after you log in to the user
interface of the ER Administration Module. This pop-up window will continue to open each
time you log in until the ER is no longer in the evaluation mode. See the section Important

Information about using the ER in the Evaluation Mode for more details about the evalua-
tion mode.

C. From the Server pull-down menu, choose Self-Monitoring to display the Self
Monitoring screen:

— Enterprise Reporter M '-'3:'. )

Hetwork __7“ Server _v“ Database i | &) Help Logout

Self Monitoring
Would you like to activate self-monitoring? & vES < NO

Ifyes, indicate who will receive the emergency e-mail notification. You may
assign up to four individuals. One ofthem has to match with the Master
Administrator email. The Master Administrator receives all messages.

Master Administrator's E-Mail Address: Jadmin@logo.cam

[ Choice one  Send e-mail to e-mail address: |cpike@logo.com
[T Choicetwo  Send e-mail to e-mail address:

[T Choice three Send e-mail to e-mail address:

[T Choice four  Send e-mail to e-mail address:

Save

D. Choose YES to activate monitoring.
E. Enter the Master Administrator’s E-Mail Address.

F. Click Choice one and enter an e-mail address of an individual in your organiza-
tion that you would like notified if the ER Admin Module detects any problems
when processing data. This can be the same e-mail address entered in the
previous field. Enter up to four e-mail addresses.

G. Click Save.
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Step 8: Verify Web Filter Log Transfer

To verify that the Web Filter is sending logs to the ER Administrator Module:

A. Access the ER Administrator console.

B. Go to the Database pull-down menu and choose Tools to display the Tools

screen:

é Enterprise Reporter MBS

Network ;l Server ;] Database hdl &) Help Logout

Diagnostic Reports | Table Status v View |

Database Status | dB Active v view |

C. From the Database Status menu, select File Watch Log.

) Databasc - Crror ko - Hoailla Firefox =101 xj
AR ] ratom:a100. 160 0. i
Ermror Status [

Fed 27 06:56:533096]: INFO] Shewsich ended (Nlewsich.c 768)
Fob 22 07 07 18[2741%] pmo] G _Siewaich_mipssagoiile Nl arnsnogs
:3kch Jog (Slewsteh ISJ?
Feb 22070715122 5|‘] ﬂNrO]LB" flewratch_chgfile fugefocal@eBicond
fancameIghay cont (ilawatch ¢ 165
Fet 22 07:07:15[22515]: INFO] LOC_filewsich_patiern shadowinetcachelconig
[lliwiitch c:178)

Feb 22 07:07:15[22515): INFO] LDC_filewsich_patsep | filewatch.c1 77)
Feb 22 0T.07.15{22515). INFO| LOC _filewatch_waiime 1 {filewalch.c. 185)
Fab 370707 15{71515] INFO| LOC_filawatch_glaagtine 30 ffilewatch ¢ 193)
Feh 2207071 5{22515]. [WFO] LOC_gie_ineoming fustoesiBeGintoming
iliwiatch € 200)

Feb 27 0T:0715[22515): pNFO) LDC_dir_process Jusnocali@etiprocess

lewabche 212}
PIFO] LOC_dir_consdir fugeloe svge i ontdic
(filewateh e 215)
Fib 23 0707 19[72515): INFO) LDG_apn_cont_patiern config (kwach ¢ 225
Feb 2 07-07:1 5[2351 51 INFOI flewakh staried flewakn s 47)
Feb 2207431912251 5} INFO) filewatch ended (ilewatch e TEE)
Fab 73 08 511 53556 |INPII|I[J( Tilwatth_fiés £ agetia useiac alHsdnoge
it jog (Blewsach £ 162)
Fab 220841 muvqm IHEQ] LD _filiwalch_efgfilie husilocaiSisicont
idocomeigkey.con dilewatch.c165)
Feb 22 08.51.153096]. INFO| LOC_filewalch_pathern shadowinetcachelconfig =
lwatch £17.8)

Fob 73 0707 15[72515]

Fieb 22 08051:15[3896]: INFO] LOC_filewatch_patsep | filewatche1 77)
Fob 72 0841 14[3896) [INFO) LOC_Tilewatch_wamirme § filiwalch ¢ 185)
Feb 22 04511 S[3806) INFO) LOC_flewatch_sleeptime 30 (lewatch.c:1 §3)
Feb 22 08.51.153896). INFOJ LOC_de_incoming fusiocsiebincoming
lawatch ¢ J00) i |

r— 1610 1

The transfer is working if you see an entry that includes the date, time, and
IMPORTING: shadow.log.machine1. The transfer should occur every hour.
Once you see an entry, reporting information will be available one hour after the

timestamp of the import listing.
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Single Sign-On Access, Default Username/Password

Access WFR Applications from the TAR User Interface

By logging in to the Threat Analysis Reporter using the TAR Wizard username and
password, the Web Filter, ER Web Client, and ER Administrator console are
accessible to you via the TAR user interface. This single sign-on option eliminates
the process of choosing each application from the WFR Welcome window and

then logging in to each one.

To use the single sign-on option:

1. Log in to TAR using the TAR Wizard username and password.
2. Go to the navigation links at the top of the screen and select:

* Report/Analysis > Web Filter > (IP address) to access the Web Filter user

interface

* Report/Analysis > Enterprise Reporter > Web Client to access the Web
Client user interface
* Report/Analysis > Enterprise Reporter > Admin GUI to access the ER

Administrator console

Default Usernames and Passwords for WFR Applications

Default usernames and passwords for WFR applications are as follows:

Application Username Password
Web Filter admin user3

ER Web Client manager 8eb6ReporT
ER Administration Module admin reporter
Threat Analysis Reporter admin testpass

NOTE: On a newly installed unit, you will not be able to log in to the ER Web Client until
Web Filter logs are transferred to the ER Administration Module and the ER database is

built. This process generally takes 24 hours.
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CONCLUSION

Congratulations; you have completed the WFR installation procedures. Now that
the Web Filter is filtering your network, the next step is to set up groups and create
filtering profiles for group members.

To activate a default filter profile more appropriate for your operations, or to specify
a more limited IP range to filter, consult Chapter 2: Group screen in the Global
Administrator Section of the Web Filter portion of the WFR User Guide. Refer to
Chapter 1: System screen for information on how to give end users access to
acceptable HTTPS sites if strict HTTPS filtering settings are used. For trouble-
shooting tips, visit http://www.m86security.com/software/8e6/ts/wf.html .

Once the Web Filter sends log files to the ER Admin Module and the ER database
is populated—this generally takes a full day—the ER Web Client can be used for
generating reports.

Initially, you will only be able to report on IP addresses. To implement user names
in ER reporting, please consult the ER Administrator portion of the WFR User
Guide. Refer to the ER Web Client portion of the WFR User Guide for information
on generating reports.

For the Threat Analysis Reporter, the next step is to set up user groups or admin-
istrator groups. You will set up and configure gauges thereafter.

Obtain the latest Web Filter User Guide at http://www.m86security.com/
support/wfr/documentation.asp .

NOTE: If you cannot view reports, or if your specific environment is not covered in the
WFR User Guide, contact an M86 Security solutions engineer or technical support repre-
sentative. Port 22 (SSH) and Port 3306 (SQL) must be open on your network to allow
access by remote technical support.

IMPORTANT: M86 Security recommends proceeding to the Best Filtering and Reporting
Practices section to implement setup procedures for the reporting scenarios described
within that section.
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BEST FILTERING AND REPORTING PRACTICES

This Best Filtering and Reporting Practices section is provided to help you get
started using the Web Filter, Threat Analysis Reporter, and Enterprise Reporter
Web Client applications. Each of these applications has its own sub-section with
scenarios for configuring and using basic tools in the user interface of each
product.

In the Web Filter Usage Scenarios sub-section you will learn how to:

* block user access to filtering categories, URL and search engine keywords, and
various pattern types and file types

» set up user profiles or accounts to bypass blocked filtering categories

» create a custom category for URLs and keywords you wish to block

» establish time quotas and time profiles for user access to specified library cate-
gories

* lock out end users from Internet access after a designated number of hits to
specified sites

In the Threat Analysis Reporter Usage Scenarios sub-section you will learn how to:

* navigate screens to access tools for configuring the Threat Analysis Reporter

+ drill down into a dashboard gauge to target sources of unusually high Internet
activity

» create a gauge that will monitor a user group’s Internet activity

» set up an email alert for notification of potential Internet usage threats on the
network

In the Enterprise Reporter Usage Scenarios sub-section you will learn how to:

» access Executive Reports to obtain a high level snapshot of end user Internet
activity

» use Drill Down Reports to conduct an investigation of specific Internet activity

* modify a report view

» create a double-break report to combine two sets of criteria into one report

* generate a summary report view and a detail report view

* create a new report view

» export a report view to an output format

* save areport

» schedule a report to run on a regular basis to capture Internet activity at set
intervals of time

» create a custom category group

» generate a summary report and a detail report for a custom category group

* create a custom user group

» generate a summary report and a detail report for a single user group

@ NOTE: The ER must collect data for a full day in order to generate Executive Reports. To

use Drill Down Reports, the ER must collect data for a couple of hours. Therefore, it would
be best to wait a day after the ER has been installed and fully operational before beginning
any of the exercises described in the Enterprise Reporter Usage Scenarios sub-section.
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Web Filter Usage Scenarios

This collection of setup and usage scenarios is designed to help you understand
and use basic tools in the Web Filter console to configure the user interface and
create user filtering profiles that allow or deny access to URLs or keywords in
specified M86 filtering library categories. Each scenario is followed by console
setup information. Please consult the “How to” section in the index of the WFR
User Guide for pages containing detailed, step-by-step instructions on configuring
and/or using the tools and features described in that scenario.

M86 Security’s filtering library currently consists of 104 library filtering categories,
each placed in one of the 20 filtering category groups defined in the interface: Adult
Content, Bandwidth, Business/Investments, Community/Organizations, Educa-
tion, Entertainment, Government/Law/Politics, Health/Fitness, lllegal/Question-
able, Information Technology, Internet Communication, Internet Productivity,
Internet/Intranet Misc., News/Reports, Religion/Beliefs, Security, Shopping,
Society/Lifestyles, Travel/Events, and Custom Categories.

Outside of the interface, we have also grouped these library categories into four
Threat Class Groups, based on the type of security level that best defines them:

* Threats/Liabilities

* Bandwidth/Productivity
* General/Productivity

+ Pass/Allow

Threats/Liabilities B andwid th/Productivity | General/Productivity Pass/Allow
Bandwicth Internet Productivity |_ Business/imest ments nicr mation Technology Custom Categories
Child Pornograp v Image ServersfSearch Engines  |Admare Employment Dynamic DHE Initra netIntern al Sensers
Eucplict Art Irdern et Radio Bannerilfeb Ads Financial Iretitution Frecware/Sharewar e Company Intermnal
ObscenaiTasteless P eer-to-Peer (P2P) File Sharing  |Fantasy Sports Feneral Business Irformation Technolo gy School D istrict nternal
P orno gr ap hyad ult Content Piden Sharing Free Hosts Online Trading/Brokerage Irternet Senice Providers Alays Allw Categories
R-rated [\l P U eb Hosts Real Estate Fuortak Partner o business-relatad
m i eb-b 3 ed storage R emote Access Community/Organizations  |Search Engines
Bad Reputation D om ains Steaming Media Generic Remote Access Community Organizations  |Web-based News groups NOTE: The onky M2E filtering category
Bothet Flash Video GoTohlyPC Local Community Internet/intranet Msc. inthe Pass/Allowgroup &
Hacking Generic Streaming hMedia Remote Deskiop Educstion Domain Landing Intranetiinternal Servers inthe
Malicious Cade/Vius Quick Time Yiden Secure Shell Education Edge Content Senvers Custom © ategaries categorr group.
i hi Fieal Time Stre aming Protn col Airtual N etwark Computing |Educational Games Jirualid ifeb pages This category must be maintained by
Wrindows Media Video pelnphere Online Claszes R evievwedibis cell wour administrator. The other litings
Internet Communicaion Shopping Reference News/Reports under P assféllow are suggested
g e Chat Online Auction Ert ertzinment News topics you might wish to set up.
Criminal Sicils Message Boards Shopping [t Sports
DubioussUns auorny Online Communities Comics UV eath er/ Tr affic
Hate & Dis crimination Translation Services Entertainment Religion/Bdids
lllegal Drugs i eb-b ased E-mail F ar an orm al
School Cheating [iveb logs/Persanal Fages Humor Religion
Terors HhilitantExdremist i eb-based Frodustivity Apps Kids Society/Lifest e
Inctant Mess aging (IM) Movies & Television [Eicahol
Generic M Music Appreciation Anim als/P ets
Google Chat Online Greeting Cards Books & Literatureniritings
Google Tak Restaurant=Dining Dating/Perzonak
ICQ & AW Theater F azhion
IRC A s Litestyle
Meeho Games Recre ation
My Space IM Games Patterrs Self Defense
Fofo Gowernment/LawiFolitics  |Social Opinion
Qo Government Tobacoo
TaTohdaho Legal reapons
Nf angly ang Miltary Appreciation TraveliEvents
Wrindows Live Meszenger il #ary Official Tick ets
“vahoo Ihi FPolitical Opinion Trawel
HesithFitness \fehicles
Fitness
Healthihte dical
Hulistic
Seff Help

Please review the scenarios for each of the four Threat Class Groups to fulfill the
functions specified therein.
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I. Threats/Liabilities

1.

Category block

Block categories that threaten your network/organization. In pertinent profiles,
block access to the Security category group and other categories containing
content that threaten your organization.

To block categories in a profile, go to:
» POLICY: Policy > IP > member > member profile > Category tab
or POLICY: Policy > Global Group > Global Group Profile > Category tab

In the WFR User Guide index, see:
* How fo: use library categories in a profile

2. Rule block

Use a rule to block categories that threaten your network/organization.
Create a rule that blocks access to the Security category group and other catego-
ries containing content that threaten your organization, and then apply this rule to
pertinent profiles. Or use a defined rule—such as the CIPA Compliance rule, if in
the educational sector—to block related categories.

To create a rule and block categories in a profile, go to:

» POLICY: Policy > Global Group > Rules
* Policy > IP > member > member profile > Category tab
or Policy > Global Group > Global Group Profile > Category tab

In the WFR User Guide index, see:
* How fo: use rules
* How fto: use library categories in a profile

. X-Strike on blocked categories

o

Lock out users from workstations after “X” number of attempts are made to
access content that could endanger your network/organization. Enable and
configure the X Strikes Blocking feature, specifying categories that threaten your
organization. Enable the X Strikes Blocking filter option in applicable profiles. The
user receives a block page and is locked out of Internet/Intranet access after the
specified number of “strikes” are made to any of these categories.

To block categories in a profile using the X Strikes Blocking feature, go to:

» SYSTEM: System > X Strikes Blocking > Configuration tab, and Categories tab

» POLICY: Policy > IP > member > member Profile > Filter Options tab, X Strikes
Blocking enabled
or POLICY: Policy > Global Group > Global Group Profile > Filter Options tab (X
Strikes Blocking enabled)

In the WFR User Guide index, see:
» How to: set up X Strikes Blocking
* How to: set up profile options
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4.

Custom Lock, Block, Warn, X Strikes, Quota pages

Customize a lock, block, warning, X Strikes, or quota page. Modify page
contents to point to a URL within your organization, send a request to your admin-
istrator’s email address, or include verbiage of your choice that informs users of
their Internet usage activities that triggered the page.

To customize pages, go to:
* SYSTEM: System > Customization > Common Customization window, and
other applicable customization windows

In the WFR User Guide index, see:
* How to: customize pages

. URL Keywords

Block access to network-endangering content via URL keywords. In pertinent
library categories, enter URL keywords to be blocked. Block these categories in
applicable profiles.

To set up URL keywords to be blocked, go to:

* LIBRARY: Library > Category Groups > category > URL Keywords

* POLICY: Policy > IP > member > member Profile > Filter Options tab (URL
Keyword Filter Control enabled)
or POLICY: Policy > Global Group > Global Group Profile > Filter Options tab
(URL Keyword Filter Control enabled)

In the WFR User Guide index, see:
* How to: set up URL Keywords
* How to: set up profile options

. Search Engine Keywords

™
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Block access to network-endangering content via search engine keywords.
In pertinent library categories, enter SE keywords to be blocked. Block these cate-
gories in applicable profiles.

To set up Search Engine Keywords to be blocked, go to:

* LIBRARY: Library > Category Groups > category > Search Engine Keywords

» POLICY: Policy > IP > member > member Profile > Filter Options tab (Search
Engine Keyword Filter Control enabled)
or POLICY: Policy > Global Group > Global Group Profile > Filter Options tab
(Search Engine Keyword Filter Control enabled)

In the WFR User Guide index, see:

» How fto: set up Search Engine Keywords
* How to: set up profile options
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7. Custom Category (blocked)

Add a category to block content that could endanger your network/organiza-
tion. Create a custom category with contents tailored to safeguard your organiza-
tion. Block this category in appropriate profiles.

To set up a custom category and block it, go to:
» LIBRARY: Library > Category Groups > Custom Categories > Add Category
» POLICY: Policy > IP > member > member Profile > Category tab

or POLICY: Policy > Global Group > Global Group Profile > Category tab

“":“-., In the WFR User Guide index, see:
* How to: set up a custom category
» How to: use library categories in a profile

8. Minimum Filtering Level

At the root level, block categories that could endanger your network/organi-
zation. Configure the Minimum Filtering Level to block specified categories, and
do the same in the Global Group Profile.

To configure the minimum filtering level, go to:
* POLICY: Policy > Global Group > Minimum Filtering Level
» Policy > Global Group > Global Group Profile > Category tab

“"*—-., In the WFR User Guide index, see:

» How to: configure the Minimum Filtering Level
» How to: use library categories in a profile: Global Group Profile

9. Override Account bypass

Use an Override Account to grant a user access to categories blocked at the
root level. To grant designated users access to globally-blocked categories, set
up an Override Account at the Global Group level, or enable the option to allow the
Minimum Filtering Level to be bypassed with an Override Account, and then set up
the Override Account at the group level.

To set up an override account at the Global Group level, go to:
* POLICY: Policy > Global Group > Override Account window

To configure the bypass feature and set up a group level override account, go to:
* POLICY: Policy > Global Group > Minimum Filtering Level > Min. Filter Bypass
» Policy > IP > group > Override Account window

“"*—-., In the WFR User Guide index, see:
* How to: set up an Override Account: Global Group
or:
* How to: configure the Minimum Filtering Level: Bypass Options
* How to: set up an Override Account: Group profile
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10. Exception URL bypass

e

1.

Use exception URLs to grant users access to URLs blocked at the root. To
grant users access to globally-blocked URLs, enable the exception URL bypass
option in the Minimum Filtering Level. For these users, add the exception URLs in
their profiles.

To set up the Exception URL bypass for users to bypass blocked URLs, go to:
* POLICY: Policy > Global Group > Minimum Filtering Level > Min. Filter Bypass
* Policy > IP > member > Exception URL window

In the WFR User Guide index, see:

* How to: configure the Minimum Filtering Level: Bypass Options
* How to: set up Exception URLs

Proxy Patterns

R

Prevent users from using proxy patterns to bypass the Internet filter. Enable
Pattern Blocking for all users. In the profile, block Security > Web-based Proxies/
Anonymizers.

To set up the proxy pattern blocking feature and apply it to profiles, go to:
» SYSTEM: System > Control > Filter window
» POLICY: Policy > IP > member > member Profile > Category tab
or POLICY: Policy > Global Group > Global Group Profile > Category tab

In the WFR User Guide index, see:
* How to: configure filtering
* How fo: use library categories in a profile

12. File type blocking

o

Prevent users from downloading and using executable files that may
threaten your network security. Create a custom category for file extensions and
add “.exe” to the URL Keyword list. Other files you might include in the list are: .dll,
.0cx, .scr, .bat, .pif, .cpl, .cmd, .hta, .Ink, .inf, .sys, .vbs, .vb, .wsc, .wsh, .wsf. Do
NOT include “.com” in the list, or the files will not be found and blocked. In the
applicable profiles, block this custom category and enable both URL Keyword
Filter Control and extension options.

To set up file type blocking and apply this feature to profiles, go to:

» LIBRARY: Library > Category Groups > Custom Categories > Add Category

» Library > Custom Categories > category > URL Keywords

+ POLICY: Policy > IP > member > member Profile > Category tab, and Filter
Options tab (URL Keyword Filter Control and extension options enabled)
or POLICY: Policy > Global Group > Global Group Profile > Category tab, and
Filter Options tab (URL Keyword Filter Control and extension options enabled)

In the WFR User Guide index, see:

* How to: set up a custom category

* How fo: set up URL Keywords: Custom Categories
» How to: use library categories in a profile

* How to: set up profile options
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Il. Bandwidth/Productivity

1. Time Quota/Hit Quota

Limit time spent in PASSED categories to prevent excessive bandwidth
usage and increase productivity. Enable the Quota Settings feature, and
configure the Seconds Per Hit. Set up pertinent categories in the user’s profile with
quotas so the user is notified and then locked out of those categories after all
minutes in the quota have been used.

To set up the quota feature and configure profiles to use this feature, go to:
+ SYSTEM: System > Quota Setting window
* POLICY: Policy > IP > member profile > Category tab (Quota column)
or Policy > Global Group > Global Group Profile > Category tab (Quota column)

“":“-., In the WFR User Guide index, see:
* How to: set up Quotas
» How to: use library categories in a profile

2. Overall Quota

Restrict all quota time in a profile to improve bandwidth usage and produc-
tivity. Cap the amount of time a user spends in all quota-marked categories by
enabling the Overall Quota option and specifying the number of minutes the end
user can visit quota-marked categories before being notified and then locked out of
these categories.

To set up the quota option and configure profiles to use the Overall Quota, go to:
+ SYSTEM: System > Quota Setting window
* POLICY: Policy > IP > member profile > Category tab (Overall Quota)

or Policy > Global Group > Global Group Profile > Category tab (Overall Quota)

“";"-., In the WFR User Guide index, see:
* How to: set up Quotas
» How to: use library categories in a profile

3. Time Based Profiles

Schedule a profile to be used at a specific time. Set up one or more profiles for
each user or group to be active at a scheduled time.

To set up Time Profiles, go to:
* POLICY: Policy > IP > member > Time Profile window

1~ In the WFR User Guide index, see:
* How to: set up a Time Profile
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4.

Warn option with low filter settings

Warn users before they access unacceptable content that their Internet
activities are logged. Set HTTPS filtering at the “low” level, and then configure
the number of minutes for the interval the warning page will re-display for any user
who attempts to access content deemed unacceptable. In the end user’s profile,
set the Warn categories.

To set up and use the warn option, go to:

* SYSTEM: System > Control > Filter window

+ System > Warn Option Setting window

* POLICY: Policy > IP > member > member profile > Category tab (Warn column)
or POLICY: Policy > Global Group > Global Group Profile > Category tab (Warn
column)

In the WFR User Guide index, see:

* How fo: configure filtering

» How to: configure the Warn Option Setting
» How to: use library categories in a profile

. Warn-strike

o

Warn users before they access unacceptable content and may be locked out
of the Internet. Enable the Warn feature along with X Strikes Blocking. After the
end user is warned for the designated number of times defined in X Strikes
Blocking, that user is locked out of all Internet/intranet access.

To set up and use the warn option with X Strikes Blocking, go to:

+ SYSTEM: System > X Strikes Blocking window

» System > Warn Option Setting window

» POLICY: Policy > IP > member > member profile > Category Profile tab (Warn
column), and Filter Options tab (X Strikes Blocking enabled)
or POLICY: Policy > Global Group > Global Group Profile > Category tab (Warn
column), and Filter Options tab (X Strikes Blocking enabled)

In the WFR User Guide index, see:

» How to: set up X Strikes Blocking

* How to: configure the Warn Option Setting
» How to: use library categories in a profile

» How to: set up profile options

. P2P patterns

o

Block P2P services. Enable Pattern Blocking for all users. In the profile, block
Bandwidth > Peer-to-peer/File Sharing category.

To block P2P services, go to:
* SYSTEM: System > Control > Filter window
* POLICY: Policy > IP > member > member profile > Category tab
or POLICY: Policy > Global Group > Global Group Profile > Category tab

In the WFR User Guide index, see:

» How to: configure filtering
» How to: use library categories in a profile
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7. IM patterns

Block IM services. Enable Pattern Blocking for all users. In the profile, block
Internet Communication > Chat and Instant Messaging (IM) categories.

To block IM services, go to:
» SYSTEM: System > Control > Filter window
» POLICY: Policy > IP > member > member profile > Category tab
or POLICY: Policy > Global Group > Global Group Profile > Category tab

“";"-., In the WFR User Guide index, see:
* How fo: configure filtering
» How to: use library categories in a profile

8. Game patterns

Block game patterns. Enable Pattern Blocking for all users. In the profile, block
Entertainment > Games category.

To block game patterns, go to:
* SYSTEM: System > Control > Filter window
* POLICY: Policy > IP > member > member profile > Category tab
or POLICY: Policy > Global Group > Global Group Profile > Category tab

“";*-., In the WFR User Guide index, see:
* How to: configure filtering
» How to: use library categories in a profile

9. Streaming Media patterns

Block streaming media patterns. Enable Pattern Blocking for all users. In the
profile, block Bandwidth > Streaming Media category.

To block streaming media patterns, go to:
» SYSTEM: System > Control > Filter window
* POLICY: Policy > IP > member > member profile > Category tab
or POLICY: Policy > Global Group > Global Group Profile > Category tab

“"*—-., In the WFR User Guide index, see:
* How to: configure filtering
* How to: use library categories in a profile
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10. Remote Access patterns

Block remote access patterns. Enable Pattern Blocking for all users. In the
profile, block Internet Productivity > Remote Access category.

To block remote access patterns, go to:
» SYSTEM: System > Control > Filter window
» POLICY: Policy > IP > member > member profile > Category tab
or POLICY: Policy > Global Group > Global Group Profile > Category tab

1, In the WFR User Guide index, see:
* How fo: configure filtering
» How to: use library categories in a profile

11. HTTPS settings

Establish the security level for HTTPS site access. Configure HTTPS filter
settings in the Filter window. Choose “None” if you do not want the Web Filter to
filter HTTPS sites, “Low” if you want the Web Filter to filter HTTPS sites without
having the Web Filter communicate with IP addresses or hostnames of HTTPS
servers, “Medium” if you want the Web Filter to communicate with HTTPS servers
in order to get the URL from the certificate for URL validation only (this is the
default setting), or “High” if you want the Web Filter to communicate with HTTPS
servers to obtain the certificate with a very strict validation of the return URL.

To configure HTTPS settings, go to:
* SYSTEM: System > Control > Filter window

1~ In the WFR User Guide index, see:
* How fo: configure filtering

12. Category block

Block the Bandwidth category. Set the Bandwidth category to be blocked in
pertinent profiles.

To block the Bandwidth category, go to:
+ POLICY: Policy > IP > member > member profile > Category tab
or POLICY: Policy > Global Group > Global Group Profile > Category tab

1, In the WFR User Guide index, see:
» How to: use library categories in a profile
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13. Rule block

Use a rule to block the Bandwidth category. Create a rule that blocks the Band-
width category and apply this rule to pertinent profiles.

To create and block a rule for the Bandwidth category, go to:
» POLICY: Policy > Global Group > Rules
» Policy > IP > member > member profile > Category tab
or Policy > Global Group > Global Group Profile > Category tab

1~ In the WFR User Guide index, see:

* How to: use rules
» How to: use library categories in a profile

14. SE Keywords

Block specific search engine keywords to restrict access to bandwidth-
consumptive categories. In pertinent library categories, enter URL keywords to
be blocked. Block these categories in the profile.

To set up search engine keywords and block them in a profile, go to:

« LIBRARY: Library > Category Groups > category group > category > Search
Engine Keywords

» POLICY: Policy > IP > member > member Profile > Filter Options tab (Search
Engine Keyword Filter Control enabled)
or POLICY: Policy > Global Group > Global Group Profile > Filter Options tab
(Search Engine Keyword Filter Control enabled)

1~ In the WFR User Guide index, see:

» How to: set up Search Engine Keywords
* How to: set up profile options

15. URL Keywords

Block specific URL keywords to restrict access to bandwidth-consumptive
categories. In pertinent library categories, enter SE keywords to be blocked. Block
these categories in the profile.

To set up and block URL keywords in a profile, go to:

* LIBRARY: Library > Category Groups > category group > category > URL
Keywords

* POLICY: Policy > IP > member > member Profile > Filter Options tab (URL
Keyword Filter Control enabled)
or POLICY: Policy > Global Group > Global Group Profile > Filter Options tab
(URL Keyword Filter Control enabled)

1"~ In the WFR User Guide index, see:
* How to: set up URL Keywords
» How to: set up profile options
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16. Custom Block/Warn/X Strikes/Quota pages

Customize a block, warning, X Strikes, or quota pages. Modify page contents
to point to a URL within your organization, send a request to your administrator’s
email address, or include verbiage of your choice that informs users of their
Internet usage activities that triggered the page.

To customize pages, go to:
* SYSTEM: System > Customization > Common Customization window, and
other applicable customization windows

1~ In the WFR User Guide index, see:
* How to: customize pages

17. Real Time Probe information

Monitor Internet usage activity in real time. Enable Real Time Probe reporting.
Create a probe to monitor Internet traffic by category, user IP address, username,
or URL. Set up a schedule for the probe to run during a specific time period.

To enable and use Real Time Probe reporting, go to:

» REPORTING: Report > Real Time Probe > Configuration tab

* Real Time Probe > Go to Real Time Probe Reports GUI link > Real Time Probe
Reports > Create tab

i, In the WFR User Guide index, see:
* How to: set up Real Time Probes
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lll. General/Productivity

1. Warn Feature with higher thresholds

Warn users before they access unacceptable content. Set HTTPS filtering at
the “high” level to block certificates that may be questionable. Configure Warning
settings. In the end user’s profile, apply the warn option to pertinent categories.
The end user may not be able to access all requested sites due to high settings,
and will receive the warning message for excessive Internet usage.

To set up and use the warn option with high filter settings, go to:

» SYSTEM: System > Control > Filter window

+ System > Warn Option Setting window

* POLICY: Policy > IP > member profile > Category tab (Warn column)
or POLICY: Policy > Global Group > Global Group Profile > Category tab (Warn
column)

B In the WFR User Guide index, see:
» How to: configure filtering
* How to: configure the Warn Option Setting
» How to: use library categories in a profile

2. Warn-strike with higher thresholds

Warn users before they access unacceptable content and may be locked out
of the Internet. Set HTTPS filtering at the “high” level, configure Warning settings,
and enable X Strikes Blocking. In the end user’s profile, set the Warn categories,
and enable X Strikes Blocking. The end user may not be able to access all
requested sites due to high settings, and will receive the warning message for
excessive Internet usage. After being warned for the designated number of times
defined in X Strikes Blocking, that user is locked out of all Internet/Intranet access.

To set up and use the warn option, go to:

» SYSTEM: System > Control > Filter window

» System > X Strikes Blocking window

» System > Warn Option Setting window

* POLICY: Policy > IP > member > member profile > Category tab (Warn
column), and Filter Options tab (X Strikes Blocking enabled)
or POLICY: Policy > Global Group > Global Group Profile > Category tab (Warn
column), and Filter Options tab (X Strikes Blocking enabled)

ﬁa In the WFR User Guide index, see:
» How to: configure filtering
* How to: set up X Strikes Blocking
* How to: configure the Warn Option Setting
» How to: use library categories in a profile
* How to: set up profile options
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3.

Time Quota/Hit Quota

Limit time spent in PASSED categories to increase productivity. Enable the
Quota Settings feature, and configure the Seconds Per Hit. Set up pertinent cate-
gories in the user’s profile with quotas so the user is notified and then locked out of
those categories after all minutes in the quota have been used.

To set up the Quota feature and use quotas in profiles, go to:

+ SYSTEM: System > Quota Setting window

* POLICY: Policy > IP > member > profile > Category tab (Quota column)
or POLICY: Policy > Global Group > Global Group Profile > Category tab
(Quota column)

In the WFR User Guide index, see:

* How to: set up Quotas
» How to: use library categories in a profile

Time Based Profiles

Schedule a profile to be used at a specific time. Set up one or more profiles for
each user or group to be active at a scheduled time.

To set up and use time profiles, go to:
* POLICY: Policy > IP > member > Time Profile window

In the WFR User Guide index, see:
* How to: set up a Time Profile

5. Overall Quota

o

76

Restrict all quota time in a profile to improve productivity. Cap the amount of
time a user spends in all quota-marked categories by enabling the Overall Quota
option and specifying the number of minutes the end user can visit quota-marked
categories before being notified and then locked out of these categories.

To set up the quota option and configure profiles to use the Overall Quota, go to:
+ SYSTEM: System > Quota Setting window
« POLICY: Policy > IP > member profile > Category tab (Overall Quota)

or Policy > Global Group > Global Group Profile > Category tab (Overall Quota)

In the WFR User Guide index, see:

* How to: set up Quotas
» How to: use library categories in a profile
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6. Customize an M86 Supplied Category

Include region-specific content in an M86 Supplied category. Add/delete
content to/from an existing M86 Supplied Category that only includes content perti-
nent to your organization or region that should be blocked. Apply this category to a
profile.

To customize and use an M86 Supplied Category in a profile, go to:

« LIBRARY: Library > Category Groups > category group > category (add/delete
URLs, URL Keywords, Search Engine Keywords)

* POLICY: Policy > IP > member > member profile > Category tab
or POLICY: Policy > Global Group > Global Group Profile > Category tab

“"*—-., In the WFR User Guide index, see:
* How to: set up URLs in categories: M86 Supplied Categories
» How to: use library categories in a profile

7. Local category adds/deletes

Include region-specific content in a Custom category. Set up a custom cate-
gory that only includes content pertinent to your organization or region that should
be blocked. Apply this category to a profile.

To create a Custom Category and use it in a profile, go to:

» LIBRARY: Library > Category Groups > Custom Categories > Add Category
(add URLs, URL Keywords, Search Engine Keywords)

* POLICY: Policy > IP > member > member profile > Category tab
or POLICY: Policy > Global Group > Global Group Profile > Category tab

“":“-., In the WFR User Guide index, see:
* How to: set up a custom category
» How to: use library categories in a profile

8. Custom Block/Warn/X Strikes/Quota pages

Customize a block, warning, X Strikes, or quota pages. Modify page contents
to point to a URL within your organization, send a request to your administrator’s
email address, or include verbiage of your choice that informs users of their
Internet usage activities that triggered the page.

To customize pages, go to:
* SYSTEM: System > Customization > Common Customization window, and
other applicable customization windows

1 - In the WFR User Guide index, see:
* How fo: customize pages
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IV. Pass/Allow

1.

Always Allow Custom Category

Create a white list custom category. Set up an Always Allow category and add
all URLs deemed acceptable. Apply this category to all pertinent profiles. Please
keep in mind that if any library category in this list is set up to be blocked in the
Minimum Filtering Level, the Minimum Filtering Level setting will override the entry
in the Always Allow custom category.

To create a white list custom category and use it in a profile, go to:

» LIBRARY: Library > Category Groups > Custom Categories > Add Category
(add URLs, URL Keywords, Search Engine Keywords)

* POLICY: Policy > IP > member > member profile > Category tab
or POLICY: Policy > Global Group > Global Group Profile > Category tab

In the WFR User Guide index, see:

* How to: set up a custom category
» How to: use library categories in a profile

URL exceptions

Use Exception URLs to let specified individuals bypass the Minimum
Filtering Level. Enable the option to bypass the Minimum Filtering Level using
exception URLs. Enter the exception URLs in the applicable profile.

To set up the Exception URL bypass for users to bypass blocked URLs, go to:
* POLICY: Policy > Global Group > Minimum Filtering Level > Min. Filter Bypass
* Policy > IP > member > Exception URL window

In the WFR User Guide index, see:
* How to: configure the Minimum Filtering Level: Bypass Options
* How fo: set up Exception URLs

. IP exceptions

o

Use Exception URLs to grant individuals access to IPs blocked by the
Minimum Filtering Level. Enable the option to bypass the Minimum Filtering
Level using exception URLs. Enter the exception Internet/intranet IP addresses in
the applicable profile.

To set up the Exception URL bypass for bypassing blocked IP addresses, go to:
* POLICY: Policy > Global Group > Minimum Filtering Level > Min. Filter Bypass
* Policy > IP > member > Exception URL window

In the WFR User Guide index, see:

» How to: configure the Minimum Filtering Level: Bypass Options
* How to: set up Exception URLs
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4. Override Accounts

Set up override accounts to grant specified users access to URLs blocked
for general users. Enable the option to bypass the Minimum Filtering Level using
an override account. Create the override account profile, including the accessible
categories. To grant designated users access to globally-blocked categories, set
up an Override Account at the Global Group level, or enable the option to allow the
Minimum Filtering Level to be bypassed with an Override Account, and then set up
the Override Account at the member level.

To set up an override account at the Global Group level, go to:
* POLICY: Policy > Global Group > Override Account window

To configure the bypass feature and set up a group level override account, go to:
* POLICY: Policy > Global Group > Minimum Filtering Level > Min. Filter Bypass
» Policy > IP > group > Override Account window

“":“-., In the WFR User Guide index, see:
* How to: set up an Override Account: Global Group
or:
» How to: configure the Minimum Filtering Level: Bypass Options
» How to: set up an Override Account: Group profile

5. Pattern detection bypass

Allow specific IP addresses to always bypass filtering. Block all patterns with
the exception of a list of specific IP addresses that should always bypass the filter.

To set up pattern detection whitelisting, go to:
* SYSTEM: System > Control > Filter window
* LIBRARY: Library > Pattern Detection Whitelist

“";*-., In the WFR User Guide index, see:
» How to: configure filtering
* How fo: set up pattern detection whitelisting
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Threat Analysis Reporter Usage Scenarios

This collection of setup and usage scenarios is designed to help you understand
and use basic tools in the console for enforcing your Internet usage policy. Each
scenario is followed by console setup information. Please consult the “How to”
section in the index of the WFR User Guide for pages containing detailed, step-by-
step instructions on configuring and/or using the tools and features described in
that scenario.

I. Screen navigation exercise

This exercise will familiarize you with the four sections of the user interface and
inform you where to go to customize the application to perform a specified task or
function.

Step A: Navigate panels in the Gauges section

The URL dashboard displays by default after you log into the console. This main
screen is comprised of a banner and dashboard below. The navigation portion of
the banner includes six links—the first four links containing a menu of topics used
for accessing other panels in the application—and the main panel showing the
current status of URL gauges:

Gauges | Policy | Reportimalysis | Administration Help Logout Threat Analysis Reparter M

[ T

Shopping Security Megal Bandwidth Adult Content

Timespan: 16Min Timespan: 15Min

Each URL gauge contains a number that represents its current score. This score is
derived by activity within that gauge, based on the activities of end users who
visited URLs listed in library categories that comprise the gauge.

To view bandwidth gauge activity, click the Bandwidth tab above the URL gauges
dashboard to display the bandwidth gauges dashboard. The score for each band-
width gauge represents the number of bytes of end user bandwidth traffic in ports
or protocols that comprise the gauge.

Click any of the topic links from the Gauges menu to display panels used for
viewing/configuring URL/bandwidth gauges and/or gauge activity:
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» Dashboard - view current gauge activity

» Overall Ranking - view details about current gauge activity for all end users
affecting gauges

* Lockouts - prevent the end user from accessing specified URLSs, the Internet,
or the entire network

» Add/Edit Gauges - create and maintain gauges used for monitoring end users’
Internet activity

» Dashboard Settings - customize the view to only show certain gauges

Step B: Navigate panels in the Policy section

Click the Policy link to display its menu. Click any of the menu topics to display
panels used for establishing policies for high threat level threshold management:

« Alerts - manage alerts that indicate if gauges are close to—or have reached—
their established upper thresholds

» Alert Logs - view a list of alert records for the most recent 24-hour time period

Step C: Navigate panels in the Report/Analysis section

Click the Report/Analysis link to display its menu. Click any of the menu topics to
display panels used for accessing appliances connected to the WFR, to perform a
search on user URL/bandwidth activity, or to generate a report showing activity in
all URL or bandwidth gauges:

» Web Filter - access the Web Filter to configure profiles for end users

+ Enterprise Reporter - access the ER Web Client to generate reports on end
user Internet activity, or access the ER Admin GUI application to configure the
ER application

» Custom Search - view a list of end users who accessed a specified library cate-
gory or bandwidth port/protocol

+ Trend Chart - view a graphical depiction of activity for URL/bandwidth gauges

Step D: Navigate panels in the Administration section

Click the Administration link to display its menu. Click any of the menu topics to
display panels used for configuring profiles or maintaining the WFR server:

» Admin Trails - view a list of alert records for the most recent time period

* Device Registry - view information about devices connected to the WFR, edit
M86 Security appliance criteria, add or delete a Web Filter from the device
registry, generate an SSL certificate for the WFR server, and synchronize the
Threat Analysis Reporter user groups and library categories

» User Profiles - manage a list of end users’ logged events

* Add/Edit Admins - manage group administrator profiles
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* Admin Groups - set permissions so that an administrator in your group will only

be able to access areas of the Threat Analysis Reporter console that you
specify

* User Groups - manage user groups whose activity will be monitored by gauges

* Backup/Restore - perform a backup and/or restoration of files on the Threat
Analysis Reporter application

Now that you've become familiar with the layout of the interface, you will know

where you need to go to configure the Threat Analysis Reporter and access real
time information.

i, In the WFR User Guide index, see:
* How to: navigate the TAR user interface

Il. Drill down into a gauge exercise

This exercise will teach you how to drill down into a URL gauge to conduct an
investigation on abnormally high Internet activity in a particular filtering category, in

order to find out which individuals are driving that gauge’s score, and which URLs
they are visiting.

Step A: Select the gauge with the highest score

1. In the URL dashboard, select the gauge with the highest score and click it to
open the Gauge Ranking table showing columns with names of threats (library

categories) that comprise the gauge, and rows of end user records with activity
in one or more of these threats:

Gauges | Policy | ReportiAnalysis | Administration |  Help Logout Threat Analysis Reporter M 3

Gauge Ranking: All Threats

User Hame Liability Security Bandwitth Productivity Others
Giranklin

Total
z

5
]
i

126
1921883087

I
&

91

B

192,188 30 80

81
192.168.3085

192.168.30 88

17
192.188.30.74

16

c e e e oo

= I8
@ e e e om |5
e e B oe 2R

o B

Eack Results Per Page: 25

NOTE: The Gauge Ranking panel is also accessible by right-clicking a dashboard gauge
and then selecting View Gauge Ranking from the pop-up menu.
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2. Find the threat with the highest score, and click that score to open the Threat
View User panel:

Gauges | Policy | Report/Analysis | Administration Help Logout. Threat Analysis Reporter M 1}
Threat View User: 192,168.30.87 - Gauge Name: All Threats
Thieats URLs

§ 5 ; Click on a URL to launch it in = new brovser swindow,
Click on a threat below to see its URL details.

Threats with zero scores will not yield any URLs Timestamp
resukts.

Threats Total

Uncategorized T4

Bannerniie Ads

General Business

MNews

Revizwaditiscel anscus
Socisl Opinion
Search Engines

Financial Institution

a ra s e i e b

Edgs Cortert Servers/irirastructurs

Back

Note the left side of this panel is populated with rows of records for Threats
affected by the selected end user.

Now that you’ve identified the user affecting the highest scoring gauge, next
you will investigate the activity of that user who is driving the gauge’s score.

L= In the WFR User Guide index, see:
* How fto: drill down into a gauge
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Step B: Investigate a user’s activity in a specified gauge

1. To find out which URLSs the top end user visited in the library category associ-
ated with the high-scoring threat, select the Threat with the highest score and
then click it to display a list of URLs the user visited in the right side of this panel:

Gauges | Policy | Report/Analysis | Administration |  Help Logout Threat Analysis Reporter M
Threat View User: 192.168.30.87 - Gauge Name: All Threats
Threats URLs
T . Click on a URL to launch it in a nevr broweser window.
Threats with zero scores will not vield any URLs Timestamp v
results. hitp:#/182 168 20 220:8080/8efer blank.jsp 2003-12-0Z 14:18:47
Threats Total bitp:#/157 168 20 220:808N0BeBerlonin jsn 20081202 14:13:42
n bHp:/216 245 1 Y Dorge G54 20081202 14:18:24
1 hitp #2168 248 1 mY 2003-12-02 14:18:24
1 hittp #2168 248 1; Y 2009-12-02 14:18:19
P hittp #2168 248 1; mY 2009-12-02 14:18:19
2 hittp #2168 248 1 Y 2009-12-02 14:18:19
4 hitp 4216 248 .1: mY A 2003-12-02 14:18:14
£ hittp 4216248 .1: mY 2003-12-02 14:18:14
1 hittp 42162461 mY 2003-12-02 14:18:14
1 hittp :4/216.246 1. Y 13 2003-12-02 14:18:14
Edge Cortert Servers/irfrastructure 1 hittp 216 246 1 2009-12-02 14:18:14
hitp /216 2461 18 2009-12:02 14:18:09
hiHp:i/216 246 1 18 20081202 14:18:09
hittp #2168 248 1 mY e 2009-12-02 14:18:09
hittp #2168 248 . 1: mY g 2009-12-02 14:18:09
hiHp:i/216 246 1 18 20081202 14:18:09
hitp 4246 246 1 Wei1g 2003-12-02 14:18:09
hitp #2168 248 1 mY g 2009-12-02 14:18:02
hitp 4218 248 1 mY e 2009-12-02 14:18:02
hittp 24216 246 1. ME 2003-12.02 14:18:02
hitp 4216 246 1 Wei1g 2003-12-02 14:18:02
hiHp:i/216 246 1 18 20081202 14:18:02
AR5 24 127 G IR A mYTRArna B SAYaN1S ANNGA707 444707
Back

2. Choose a URL you wish to view, and then click it to open a separate browser
window accessing that URL.

After investigating one or more URLs in the list, you may wish to find out which
other gauges that same user is currently affecting.

1 -, In the WFR User Guide index, see:
* How to: view URLs a user visited in TAR
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Step C: Investigate the user’s Internet activity in other gauges

1. To find out which other gauges the same user is currently affecting, return to the
Gauge Ranking table by going to the lower left corner of the Threat View User
panel and clicking the Back button. In the User Name column, click that user’s
link to display the User Summary panel for that user:

Gauges | Policy | Report/Analysis | Administration Help \ Lagout. ThreatAnaIysis Reporter M |
User summary  Thieat ssment Levels for User: 192,168.43.1 IP: 192,168.43.1
User Detail Information Gauge Readings
A4 Group Membership ‘ m Bandwidth Gauges
il Gauge lName Total v
& 4 Thrests "
@ Otrers 74
@ ciPr 13
o =gl 0
@ Shopping 0
@ Seour ity 0
@ Bandwicth 0
@ Adut Content 0
\ieligeheut | Score Total: 178
Back

Note the Gauge Readings frame to the right with the Total score for each
Gauge Name listed.

2. Select a Gauge Name to investigate, which activates the Threat View button

below:
Gauges | Policy | ReportAnalysis | Administration Help Logout Threat Analysis Reporter M )
User Summary Thieat SSI L § User: 192.168.43.1 IP: 192.168.43.1
User Detail Information Gauge Readings
i Group Membership | m Bandwidth Gauges
o Gauge llame Total v
\fakgateout | l Threat View J Score Total: 178
Back g

3. Click Threat View to display the Threat View User panel (see Step A2).
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4. To find out which URLs the user is viewing in a particular library category,

choose the category from the list, and then click the URL in the URLSs list (see
Step B1).

1~ In the WFR User Guide index, see:
* How fo: view end user gauge activity

You have just learned how to drill down into a gauge to conduct an investigation
on identifying the source of unusually high Internet activity. The steps in this
exercise demonstrated how to investigate gauge scores in order to find out
which end users are driving the score in one or more gauges, and how to view
URLs visited by the user.

When you become accustomed to using the Threat Analysis Reporter on a
regular basis to conduct these types of investigations, you will eventually want
to explore other tools in the interface to restrict or lock out offending users from
accessing certain library categories.

lll. Create a gauge exercise

This exercise will teach you how to create a URL gauge to be used for monitoring
a user group’s Internet activity in specified filtering categories.

Step A: Access the Add/Edit Gauges panel

From the Gauges menu, select Add/Edit Gauges to open the Add/Edit Gauges

Gauges | Policy | Report/Analysis | Administiation | Help Logout Threat Analysis Reporter M
Add/Edit Gauges

R TIl  Bandwidth Gauges. [ swper Threat Group [T Threst class [[] Threst Group

Gauge Hame: Group Threshold Timespan (minutes) Gauge Components

@ shopring 200 15

@ securty
@ el
& Eandwidth 200 15

@ Adult Contert 200 15

[ MeweBauge |

Note that this panel contains the current Gauge Name list at the left side.

Next, you will specify that you wish to create a new gauge.
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1=, In the WFR User Guide index, see:
* How to: access the Add/Edit Gauges panel

Step B: Add a URL Gauge

1. Click New Gauge at the bottom left of the panel to open the URL Gauge panel:

Gauges | Policy | Report/Analysis | Administration Help ‘ Logout Threat Analysis Reporter M: )
URL Gauge

Gauge Information

T Available ThreatsGroups a Assigned Threats/Groups
il Categories
Achult Cantert
Group Threshold: Adveare

200 \;:J Alpohol
i mals/Pets
Timespan (minutes): o
Bad Reputation Domains
Bandwidih
Bandwidih
Banner/ieh Ads
Blocked Exceplion

Books & Literature/Writings

Bothet
HTTRS Filtering - High () Wildoard
BusinessAnvestments

HTTPS Filtering - Medium (_) XStrike
Chat
Child Pornography:
ciPa

Camios

| b User Member ship J

Save Cancel

2. In the Gauge Information frame to the left, specify the following information as
necessary:

a. Gauge Name you wish to use and display for this gauge; this entry must be
at least two characters in length.

b. Group Threshold for the ceiling of gauge activity. For this exercise we will
use the default and recommended value, which is 200 for a URL gauge.

c. Timespan (minutes) for tracking gauge activity (1 - 60 minutes). For this
exercise we will use the default and recommended value, which is 15
minutes.

d. Gauge Method to be used for tracking gauge activity. For this exercise we
will use the default “All” gauge method, so you do not need to make any
selection from the drop-down menu. The selected “All” method considers all
methods users can use to access URLs in library categories included in the
gauge.

3. In the Available Threats/Groups list to the right, select one Threat Class/Group,
or up to 15 library categories by clicking each one while pressing the Ctrl key on
your keyboard. When you have made your selection(s) for the gauge to
monitor, click the add > button to move the choice(s) to the Assigned Threats/
Groups list box.

4. Click the User Membership accordion to open it and to display a list of Available
User Groups in the list to the left:
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Gauges Policy | Report/Analysis Mmlrﬁelréﬁnn‘ Help | Logout Threat Analysis Reporter MEE)
URL Gauge

Gauge Information
Gauge Components d
W you o
jauge or edit an e gﬁ
i
Available User Groups Assigned User Groups

Gauge Hame: Test Group i

b Threats

Group Threshold:
200 \ij

Timespan (minutes):

1 10 20 30 40 &0 60

Gauge Method:

(m) a0 () Others () Pattern
(L) Sesrch Engine Heyword

() URL Keyword () URL
(L) HTTPE Filter Mada () Wildeard
() xstrike

5. From the Available User Groups list, select the user group to highlight it.
6. Click add > to move the user group to the Assigned User Groups list box.

7. After adding users, click Save at the bottom right of the panel to return to the
Add/Edit Gauges panel that now includes the name of the gauge you just
added:

Gauges \ Policy | ReportAnalysis | Administration ‘ Help | Logout Threat Analysis Reporter ME%‘)
U

Add/Edit Gauges

TR Eandwidth Gauges [[] super rest Group [[] Threst tlass [[] Threst Group

Gauge Hame Group Threshold Timespan (minutes) Gauge Components

@ shopping 200 15
@ security 200 15
@ =gl 200 15
@ bancuiatn 200 15
@ Adult Contert 200 15
@ Web Threats z00 15
[ Mew Gauge -J. Ecit Gauge | | Delste Gaugs |

‘“;"-., In the WFR User Guide index, see:
* How to: add new a gauge
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Now that you know the basics of creating a gauge, you will soon be able to create
and use gauges to monitor various groups of users who frequent URLs in library
categories you wish to restrict, and deal in real time with Internet usage issues that

endanger your network and/or consume an excessive amount of bandwidth
resources.

IV. Create an email alert exercise

This exercise will teach you how to set up an email alert so you will be notified
when a gauge reaches the high end of its established threshold.

Step A: Add a new alert

1. From the Policy menu, select Alerts to open the Alerts panel:

Gauges | Policy ReportiAnalysis | Administration Help Logout Threat Analysis Reporter M 1=

m Bandwidth Gauges

Gauge lNlame Group Threshold Timespan (minutes) Alerts

@ Shopping 200 18
@ Seourity 200 18
@ legl 200 185
@) Eandwidih 200 15
@ Adult Contert 200 15
@) Veb Threats 200 15

2. In the left frame, select the gauge for which an alert will be created; this action
activates the New Alert button:
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\nalysis Reporter MEE

BEECURITY

Alerts
Bandwitth Gauges
| Gauge Hame | Group Threshold | Timespan (minutes) Alerts
@ shomring 200 15
e Security 200 16
e llegal 200 16
® Bandbuidth 200 15
@ Adult Content 200 15
&

W Edt e Delele flerl Misidiee)

URL Gauge: Web Threats

Alert Information

o Fleasefill out the fislds belowto define the slert. ff
A you choose to have Email associated with the
acfian, enter as many amsils on the right panel.

Alert Name:

User Threshold:
1200 ij‘
Alert Action:

|| Email |_| system Tray

[ | Lockout
Severity: (low requires threatsigroups assignment]
Lowy Medium () High
Duratian (mirutes):

FE

[r& 15 L e

3. Click New Alert to open a panel that displays the Alert Information frame to the
left and the greyed-out target panel to the right containing the Email Addresses
and Low Lockout Components accordions:

lysis Reporter MBE

BECURITY

i (i)

group administrator.

. Type in the Alert Name to be used for the alert that will be delivered to the

. Specify the User Threshold ceiling of gauge activity that will trigger the alert.
The default and recommended value is 200 for a URL gauge.

. Specify the Alert Action method(s) to be used for alert notifications:
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* Email - An email alert notifies a group administrator via email if an end user

has reached the threshold limit set up in a gauge alert.

» System Tray - A TAR Alert message notifies a group administrator via his/
her workstation’s System Tray if an end user has reached the threshold limit

set up in a gauge alert.

* Lockout - The Lockout function locks out an end user from Internet/network

access if he/she reaches the threshold limit set up in a gauge alert.

For this exercise, however, you will only want to select Email, as described in

the next step.

1"~ In the WFR User Guide index, see:

* How to: add a new alert

Step C: Select Email Alert Action

1. In the Alert Action section, choose the “Email” alert notification option.

URL Gauge: Web Threats

Alert Information

Alert Hame:

Web Threats
User Threshold:
200 =

Alert Action:

[¥] Email || system Tray

| Lockout

Severity: [l requires threats/oroups assignment)

Durstion (minates)

out the fieldz below to define the slert. |

Gauges | Policy \Repuru.mmysis\mminisuauun| Help \ Logout

Threat Analysis Reporter M 5

¥ Email Addresses
Email Address:

—

Email Addresses

b Low Lockout Components

|

Save Cancel

Note that this action opens and activates the Email Addresses accordion at the
right side of the panel.

2. In the Email Address field, type in the email address to which the alert will be
sent, and then click Add Email to include the email address in the list box

above.

3. Click Save at the bottom right of the panel to save your entries and to display

the Alerts panel.

Next you will learn what to expect when an email alert is sent to your mailbox.
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1. In the WFR User Guide index, see:
» How to: set up email alert notifications in TAR

Step D: Receiving an email alert

When an end user’s activity in a gauge reaches the threshold limit established for
an alert, it triggers an alert notification. If the email alert option was selected, an

email is sent to the email address that was specified:

Subject: Alert triggered by user 190.160.30.92
~ Sent By ciu SR-174@massecurity.com On: February 18, 2010 10:02 AM

To: ‘acministrator’ <adming@iogo coms

User 190.160.30.92 has triggered the Web Threats alert with a threshold of (210 on the leb Threats gauge.

2010-02-18 10:00:02 http://my.yahoo.com/fpl?1l=18ec=23 énsg=uncaughts20exceptiondAs 205 5BException. . .
520522 Components20returneds 20fai lures 20c0des 3 4% 200x80 52000a% 204 SBnaIDONLocarion, replaces 5D522420520naresules 34520

%220xB8052000a%20 (33 Cunknown$3E) $22320%201locat ions3A%20% 22 J5%20£rames20% 3 453 A5 20Rt tps 3 A% 2F

52Fl.yimg.coms2Fas2Foondos 3Fwys 2Fis%2Feore_0.1.322. 35%2 6wy4 2F a5 2Feomponent o4 2Fwodoptions 0.0.22.35%26yui%2F2.5.1%2Fhuilds2Fselectors2

beta-min. js%26mys2Fiss2Foomponentss2Foolresize_0.1.8.3%26mys2F15%2 Fmodul
2010-02-18 10:00:02 htrp://gec.yahoo.com/p?s=1500022468 R=htrps3452F
$2Fus.me333 .mail. yahoo. coms 2Fmos2Fue loomes 3F . gx%3D1526. bk 3012 6651552683 26 . rands 3D 6olkjghttipoos

_Lems06Markets2 05 unmear vy 01Ls06wodonlys07_p4030% 08wy 06Weather 50105 06wmodonly4 07_p5030%08ms06TVS20Listings401L%06modeonlys07_p4030%08ms06Y|

£=1266516000&_P=1.7.0%054_ids03myy-ids04A_pts0inyy-rapid-testpages04A_pns03mny—
vahoot 044 ms0345044 5ids03nLOaEGiRAXa I504_ws03my. yahoo. cows 2F5044 5031
2010-02-18 10:00:02 http://us.bc.yahoo. com/h?P=5HINEN GevXiilkn33 lovgPeOF rvRULSgBwABkSds

T=14rqiembgs2£X53d126651599752£E53d150002 24652 ER 3chays 2 £KS 3 ASS 2 £VS 3l 152 £W 3T 2 £Y5 3dTAHOOS 2 £F % 3353 62662 78% 2£H% 3AT29udGVudD0 i3 L ZXh|
U=13funnhkusZ fNs3dxSITEENTUUSs—% 2£C53d716102 . 139553 67. 13923190, 13146704% 2£D% 3dRO1$2£BS3d600872 552 £ V4 3d1£0=0£0=0.35064333225351874

2010-02-18 10:00:02 http://my.vahoo.com/e/df
2010-02-18 10:00:00 http://my.yahoo.com/

2010-02-1& 10:00:00 http://ichart.finance.yahoo,cow/ instrument/ 1.0/ 55EDJI/ chart, range=1d/ inage; size=200x101

2010-02-18 09:59:55 http://us.mc333.mail.yahoo. com/mc/md. php2en=CP1252

2010-02-18 09:59:55 http://us.me3dd.mail.yahoo.cow/ galaxy/seVitalicy. php?undefinedes. intl=uss. intlFull=use_lang-usgipIntl=use

app=mongo &. gx=1&gxcrumbh=fuY AVHuOS RN
2010-02-18 09:58:55 hrtp://us.be.yahoo. cow/h?P=G0Be0dG_RNriilkng3 LovgDTOFrvRUtOgBYAC2TLE

T=15pk7aeims2£E$3d1266515990%2fE%3d39630103 152 fRs3dmail%s2fEs3d5%2EVE3dl, 132 £ 3AI%2 £ T4 3dVAHOOS 2 £F+3d3 65703 69333 2 £HS3dY29udGVudD1ub19le
U=13fadopeSh 2 £N53d1Gr A4 Upy-42£C53d635759. 13968920, 13532461 . 106005154 2£D% 3dMCIT 2£B53d5676240%2£V4 3dle

U=12a84k5n552 N5 3d10r £A4G_Upg—%2£C%3d-152£D%3dRI$2£B%3d-132 £V53d0 £U=12hohrBogs 2 fNs3d1mr £4d6_Upg-%2£C%3d-1%2£D33dRIZ52 RS 3d-152F
2010-02-18 09:59:50 http://us.me3dd.wail.vahoo.com/we/compose?e. rand=4222260208cleans. jsrand=7179234sacrunb=ose6Gkotalésop=data

4 |

i

The email alert identifies the end user who triggered the alert, and includes a list of
URLs the user visited, along with the date and time each URL was accessed.
Clicking any of the URLs in the email opens a browser window containing the

contents of that URL.

“";"-., In the WFR User Guide index, see:
* How to: view an email alert in TAR

Now that you know how to create an email alert for a gauge, you will quickly iden-
tify users who are misusing their Internet access priviledges, giving you knowledge
about policy violations in real time so you can immediately take action to protect

your resources.
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Enterprise Reporter Usage Scenarios

This collection of reporting scenarios is designed to help you use the ER Web
Client to create typical snapshots of end user Internet activity. Each scenario is
followed by Client setup information. Please consult the “How to” section in the
index of the WFR User Guide for pages containing detailed, step-by-step instruc-
tions on configuring and/or using the tools and features described in that scenario.

I. Executive Report and Drill Down Report exercise

In this exercise you will learn how to use Executive Reports to obtain a high level
overview of end user activity, and then use Drill Down Reports to obtain more
detailed information on specific user activity. You will also learn that there are two
basic types of Drill Down Reports (summary and detail reports), and various types
of reports you can generate for each of these two basic drill down report types.

Step A: Start with the dashboard for a high level activity overview

By default, the panel in the middle of the screen displays yesterday’s Executive
Report containing pre-generated data. Since the data has already been captured
from the previous day, the report loads quickly in your browser.

In the dashboard that displays near the top of the panel, click the thumbnail that
corresponds to the type of Executive Report you wish to view. For this example,
click “Top 20 Categories”:

(& e Sefleen | el | Logo Enferprise Reporter M

115 - VESTERDEY

Top 20 Categories by Page Count

r jun—.rmn\:rnn.n 'III“I“

This report shows the top 20 categories that were most frequently visited by users
yesterday.

Review the list of categories in this canned report. In a later step you will need to
select the category to be further investigated.

/\:3} NOTE: Click the left or right arrow in the dashboard to view additional thumbnails.

1 -, In the WFR User Guide index, see:
* How to: generate an Executive Report
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Step B: Further investigate using a Summary Drill Down Report

Now you will use a Drill Down Report to find out which user(s) are visiting sites in

the category you’ve targeted for investigation.

From the top panel, go to Drill Down Reports > Categories to display the gener-
ated Summary Drill Down Report view, ranking categories in order by the most

visited:
| st | Semmgs | Welp  Logow Enterprise Reporter M.__'r_
DR L DO REPORTS - CATREGORES.
NewRegort | | Moty Rept | DxpertBeprt | Save Repii | Set Besul Limi
DL BN PEPORT
¥ Categurien B Deaptay:Tos 50 by Page Caure b Dutas 20222010 ¥ Saarch bons b Sort by Fage Court, Dascendig
HESTHE fscord Ll ) [ 7 2blof 0
L) Unern Sies | | | i3
LR ey e e ) = o P T T T T E
B [sean Cegnus === W P YT
7 [wea Sasea Eman - - - . P W enc w0z iem
o) | fumas) | f—") b P P ea™l 1o a0
- == —= e a4 - L1 1850 1A
»—] =] ) | = = L an = mZl
= e T " 1 m P e s2am
== | == | =8 st o P P T w20
= =) = | n 108 E 1= 1gm=l  saisa
=== " P a 17" w2 -
e ey — " 123 " 12170 . L3R
—E— A —] o 2] " 10= 13102 L
o= == =i 2 = 5 ms o o0
) | =) | =) a - P e P P
=== = = L [ w nzl awxw
RE=EE= 2 = 3 re 2 oz
=== 2 w 3 e P
=] a P P P = uss
S} - Bt 1 " 1 [ [ o83 =
) | ) | — o - s sr P n
R o] p—— L - L} [ £ ol
.| (] | ) | [ | H = 7 P e 1
(e e e “ o P fro Tl gam
=) | ) | ) | v ux P ar s®| oo
LIy [T =T 3 = 3 : " o0
) | () | {—) s p” 5 e P Py
—— = — z L.} £ b o LAE

Note that this drill down report view has been generated for today’s activity by
default. To continue this investigation using data from yesterday’s Executive
Report, you must create a “New Report” from this current report view and change

the date scope.

1"~ In the WFR User Guide index, see:

» How to: generate a Drill Down Report
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Step C: Create a New Report using yesterday’s date scope

1. At the top of the Summary Drill Down Report view, click the New Report button
to open the Drill Down Report pop-up window:

) Drill Duven Reeport - Muzilla Firelos =10l x|

[ AR e rtoifioe. 168 20.

Duill Bown Reporl

Type Catego =|
Dale Scope. | Today =|
From Dl = | =] FomTes = G N |
To Dt = | = TeTee = N |
Advanced Options Apphy.
Tune 1@

2. By default, “Today” displays in the Date Scope field. Choose “Yesterday” from
this menu.

3. Click Apply to accept your selection and to close the pop-up window. The
regenerated report now displays yesterday’s data in the Summary Drill Down
Report view.

1, In the WFR User Guide index, see:
* How to: create a New Report from the current report view

Step D: Create a double-break report with two sets of criteria

1. To continue this exercise, select the record for the category you wish to further
investigate.

éj NOTE: If necessary, scroll down to view the entire list of categories in the report view.

2. Now, to find out who is visiting sites in this category, you will need to identify the
user(s).

Since there are two sets of criteria you need for this exercise, you must drill
down into the selected category and also specify that you wish to view user IP
addresses. By specifying two sets of criteria, you create a double-break report
view.

Note the columns of filter buttons to the right of the Categories column. Click the
Category/IPs button corresponding to the targeted category:

M86 SECURITY INSTALLATION GUIDE 95



BEST FILTERING AND REPORTING PRACTICES ENTERPRISE REPORTER USAGE SCENARIOS

Enterprise Reporter ML_]'L__
lew Report | ModifyRepert | DpartRegort | Save Repor | Set Resun Limn |
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¥ CategoayiPs ¥ Diwphayc Top S0y Page Count ¥ iates IATET0 ¥ S e ¥ S0rt by: Page Court, Dercending
WSTHS ARG fscond Ll ) [ 1 2blof g0
w Cutegory’ | CHAION | cutegary| Uner | S
= Bern | Mew | Count | Cout | Cousd | Cound |
bR oans == == === S st ozl sasam E
7 |wioo | == ) | () | ) | = w ama o= ssm
¥ wanr = = = == M 1 2 0xl LR
[ZRCEEE | B | S | (S——— | fS—— " w 182 180
W [wann e e e e | = 2 LU LRSS A LS
P [miim | == = ) | =) | P - 0 o4l
P aiaan e e ) e " 1 0= o= g
F |mam I — BN —— A — A ] " 82l &) [E1}
AL = el =l [ ' {0 = L
F wiam = =3 =3 =) 4 [l o | o0
B mins | e== ) e | ff e | s | P ' =] = o
W |10 = IN——RE=—"RE=—NI M [l L | 000
F msnme = —_— = = = ' = | oog
B |wanme I— AN ——f— 1 a4 uzl - oo
F |wanme o= e ) e Y e | E . 0= w0 o
& |00z - =] - 4 P | 604
B oanme == = ==X 4 . o=l = nog
7 |waos | = - =) | === | P o=l a ol =
F wwxm =) =)= 2| ™ {5 ELad| 600
R |0s02s =) | == | =) | =3 20 P as= oo
W |mazm == = = Fl . s PRI TY
& [ninam = ) | == == | " anl Pl nog
F 10402 (e e e e ™ L o wzl ang
7 |wanm = ) | (=) | ) | | | " P! o=l | ol
" [wanar &= = ===l | Y [ o= @ 08
= 0anes ) | E) | =) =) | 2 I o=l w2l ooe]
¥ mom o) [wee) =] 2 i i 0o 200

After executing the last command, note that user IP addresses now display in
the first column of the report view instead of categories.

‘“;“-., In the WFR User Guide index, see:
« How to: use filter columns and buttons

For the last step of this exercise, you will select a user from the current Summary
Drill Down Report view and then drill down further to see which URLs that user
visited, thereby creating a Detail Drill Down Report view.

Step E: Create a Detail Drill Down Report to obtain a list of URLs

1. To investigate the activity of a specific user listed in the current Summary Drill
Down Report view, select that user’s record and then click the down arrow in
the Page Count column at the far right to show results in the Detail Drill Down
Report view that now displays:

Enterprise Reporter ML_]'L__

DL W RERORTS ; CATRGORYIPS

DATAIL B PAGE REPORT OTHER O TR
B sagaiy e 7 cotmgery 7 e action sk frese
b 27090 F user® ¥ content Type Save Mot
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Note that the Detail Drill Down Report view contains columns of information
pertaining to the user’s machine and setup on the network, sites visited, cate-
gorized URLs, and clickable links to access pages the user viewed.

2. In this report view, click any URL link to open the page for that URL.

1=, In the WFR User Guide index, see:
* How fo: create a detail Page Count report from a summary report

See also:
* How to: create a detail Object Count report from a summary report

You have now learned how to access Executive Reports and to use Drill Down
Reports to conduct an investigation. You have also learned how to change the
date scope of a Drill Down Report to create a new report, generate a double-break
report view to include two sets of criteria, and drill down into the current summary
report view to create a detail report view.

These tools and other tools can be used separately or combined to create many
different types of reports to fulfill different purposes.

Il. Double-break Report and Export Report exercise

In this exercise you will learn how to display only the top 10 records of a summary
drill down double-break report view, export that report view in the .PDF output
format, and then view the results of the generated .PDF file.

Step A: Drill down to view the most visited sites in a category

1. From the top panel, go to Drill Down Reports > Categories to generate a
Summary Drill Down Report view, ranking categories in order by the most
visited to the least visited:
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2. To find out which sites were visited in a popular category, target the category
and then click the Category/Sites filter button corresponding to that category to
create a double-break report view:
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Note that URLSs/IP addresses of sites users visited in the category now display
in the first column of the modified report view, instead of category names.

1~ In the WFR User Guide index, see:

» How to: generate a Drill Down Report
« How to: use filter columns and buttons

Step B: Modify the report view to only display top 10 site records

1. Now, to only display the top 10 sites users visited in that category, click Modify
Report to open the Drill Down Report pop-up window where you make custom-
izations to the current report view:

£ Drill Duven Report - Mozilla Firelos =10l x|
AMEUATER ] vetps:jf192.168.20. pemCatngory pemTodayide

Duill Bown Repost

Cixplar. Top Fage Count bl FRecords. |40

Seach | FResg s

Sert by Fage Count i =l

Apply

- EE,

NOTE: Notice that by default the report will be set to Sort by “Page Count.”

2. Select “Top IP Count” from the Display drop-down menu, and type in 10 in the
# Records field.

3. Click Apply to close the pop-up window and to display the report view showing
only the top 10 site records for the selected category:
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‘“;"-., In the WFR User Guide index, see:
» How to: modify a Drill Down Report
» How to: display only a specified number of records

Step C: Export the report view in the .PDF output format

1. To export the current report view in the .PDF format, at the top of the report view
click Export Report to open the Export Drill Down Report pop-up window:

) Expurt Drill Dusn Repuort - Muzilla Firelas =l0) x|

ARLRTER ] bitps: {192, 168,20, RS S—

Export Duil Dawn Repart
Eresh by CaegorySiles El
Format. POF j
s b expunt. All e Rorws on this Repod. =]
For touble b wak reposts only
Ameurd showt 4l Data Shown ]
#Rorvnen ™
For pie and har eharts only
Gevmrale using HiA [=|
Lmail WView
- FILD

By default, “PDF” displays in the Format field, so the format selection does not
need to be changed.

2. Click View to begin the exportation process. When this process has been
completed, the .PDF file opens in a separate browser window:
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Enterprise Reporter Feb 18, 2010 - Feb 18, 2010 M:_. :_i

Sort Order: Page Count, descending Category/Sites
INSTMS

Unar Beched

i

=k{

"
2222 eRRBs ks

gl #3s2g0cea

21200121609 PM  Generated by: manager  Filler: None Page 10l 1

The generated .PDF file for the report includes a list of the top 10 Sites records
for the selected category, as well as the following counts for each record in the
report: IP, User, Page, Object, Time (HH:MM:SS), Hit, and Blocked Hits. The
Grand Total and total Count display at the end of the report.

NOTE: Notice that the report is sorted by Page Count, the default selection in the Modify
Report pop-up window.

3. Print or save the .PDF file using available tools or icons in the .PDF file window,
or close the .PDF file.

L, In the WFR User Guide index, see:
* How to: export a summary Drill Down Report
* How fo: view and print a Web Client report

See also:
* How to: export a detail Custom Report
* How to: email a report

You have now learned how to modify a double-break Summary Drill Down Report
view to include only the top 10 records, and then export that content for viewing in
the .PDF format.

Variations of this exercise can be performed to generate and export countless
reports using criteria of your specifications.
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lll. Save and schedule a report exercise

In this exercise you will learn how to save a report view and then create a schedule
for running a report on a regular basis using criteria specified for that report. While
a Summary Drill Down Report is used in this exercise, these steps also apply to a
Detail Drill Down Report.

Step A. Save a report

1. After generating a Summary Drill Down Report, to save the criteria used in that
report view, click Save Report at the top of the report view to open the Save
Custom Report pop-up window:

¥2) Save Custom Report - Mozilla Firefox -1al x|
IMIm https: ({192, 168.20.77 8443 8e6etjrecord. jspTtype=Category % 2FSitestscope=Todayafrom 5 ¢

Save Narme:

Description:

Date Scope: - Today j

From Date: - j - j —mn j From Time: - j - j - j

Tepste |- F| |- F|— [ Tetme |- =] - =] -zl

Break type: | CategonSites j

Output type: | E-Mail As Attachment j ™ Hide Un-identified IPs

Format: FDF j

For double-break reports only

Amaourt

show | Ml Data Shown =l

# Recards: 1A

For pie and bar charts only

Generate

using: iy j

For E-Mail output only

Tor

Cez

Bee:

Subject:

Body:

Save and Schedule Save and Run Save Only ‘

= BICP

Note that this window is populated with specifications used in the current report
view.

2. For this exercise, make entries in the following fields: Save Name, Descrip-
tion, and For E-Mail output only (To and Subject fields).

3. Choose the Save and Schedule option from the “Save” options at the bottom of
the window. The three “Save” options are as follows:

» Save and Schedule - this option lets you save criteria from the current report
view and then set up a schedule to run the report using that criteria.

» Save and Run - this option lets you save criteria from the current report view
and then automatically generate a report in the specified output format.

» Save Only - this option lets you save criteria from the current report view.
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NOTE: Saved reports can be edited at any time. These reports are accessed by going to
Custom Reports, selecting Saved Custom Reports, and then choosing the report from the
Report Name drop-down menu.

1= In the WFR User Guide index, see:
* How to: save a custom report

See also:
» How to: access Saved Custom Reports
* How to: edit a saved report

Step B. Schedule a recurring time for the report to run

Now that you’ve saved the report, you must schedule a time for the report to run.

1. When clicking Save and Schedule, an alert box opens to let you know the
“Custom Report has been saved.”

2. Click OK to close this alert box and to display the Event Schedules panel, and
also open the Add to Event Schedule pop-up window:

Report to Run: Top 10 Category Sites

Whento Run: Daily j
Day of the Wesk: A >
Start Time: g x| oo x| am =]
Server Time: 02482010 01:16:48 PM PST
Cancel 1 Sa
[ Done A& 4

3. In the Add Event to Schedule pop-up window, enter a Name for this event,
select the run frequency (Daily, Weekly, Monthly), and specify Day and Time
options.

4. Click Save to save your settings and close the pop-up window, and to open the
alert box that informs you of the next scheduled run for the report.

5. Click OK to close the alert box and to add the event to the schedule:
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1~ In the WFR User Guide index, see:
» How to: schedule a report to run

You have now learned how to save a report and schedule a recurring event for
running this report.

Reports created for a variety of purposes can be scheduled to run on different
dates and times to capture records of specified user activity as necessary.
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IV. Create a custom category group and generate reports

After you’ve run a few summary and detail reports for the top visited categories,
you might want to generate reports targeting specified categories only. To do so,
you must first create a custom category group.

Step A: Create a custom category group

1. To create a category group, choose Settings from the top panel.
2. Select Category Groupings.

3. In the Group Information frame, type in the name for the category group and
then click Add.

1=, In the WFR User Guide index, see:
* How to: add a category group in the Web Client

Step B: Run a report for a specified category group

1. To create a report for category group, choose Custom Reports from the top
panel.

2. Select Custom Report Wizard.
3. Specify the type of report to be generated:

+ Summary Report - If making this selection, click the Next button, choose the
sort Type for the results (Categories, IPs, Users, or Sites), select the Cate-
gory Group name, and then click the View Drill Down Results button to
generate the report.

» Specific User Detail by Page/Object - If making this selection, click the
Next button, choose the Category Group name, and then click the View
Drill Down Results button to generate the report.

1~ In the WFR User Guide index, see:
* How to: generate a custom Web Client report
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V. Create a custom user group and generate reports

In addition to running reports for various custom category groups, you might want
to create one or more custom user groups and run reports for these user groups.

NOTE: In order to generate reports for a custom user group, the user group must be
created a day in advance, since the list of users is updated each day automatically based
on group definitions and latest usage data.

Step A: Create a custom user group

1. To create a user group, choose Settings from the top panel.
2. Select User Groupings.

3. In the Group Information frame, type in the name of the user group and then
click Add.

4. In the Group Definitions frame, select the Group Name from the list.
5. Click Add To Group to open the pop-up window.

6. For this example, in the Please enter a filter field of the Individual Adds/
Removes frame, make a wildcard entry by typing in the % (percent) symbol
followed by the username, and then clicking Apply Filter for results.

7. Select the user(s) from the results list box, and then click Add to Individuals to
include the user(s) in the Group Definitions list box for the user group.

1"~ In the WFR User Guide index, see:
* How to: add a user group in the Web Client

Step B: Generate a report for a custom user group

Once the custom user group is recognized by the ER (on the following day),
reports can be generated.

Summary Report

There are two ways to generate a summary report for a custom user group. You
can use the Custom Report Wizard option (from Custom Reports), or you can use
the Single User Group Drill Down Report option (from Drill Down Reports).

» Custom Report Wizard - To use this option, choose Custom Reports from the
top panel, select Custom Report Wizard, and then specify Summary Report.
Click the Next button, choose the sort Type for the results (Categories, IPs,
Users, or Sites), select the User Group name, and then click the View Drill
Down Results button to generate the report.

» Single User Group Drill Down Report - To use this option, choose Drill Down
Reports from the top panel, select Single User Group, and then specify Single
User Group Report criteria for the User Group you select from the menu. Click
Apply to generate the report.
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Detail Report

Specific User Detail by Page/Object - To use this option, choose Custom
Reports from the left panel, select Custom Report Wizard, and then specify
Specific User Detail by Page/Object. Click the Next button, choose the User
Group name, and then click the View Drill Down Results button to generate the
report.

L=, In the WFR User Guide index, see:
» How to: generate a custom Web Client report
* How to: generate a Single User Group Report
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IMPORTANT INFORMATION ABOUT USING THE ER IN
THE EVALUATION MODE

In the evaluation mode, the Expiration screen in the ER Administrator console and
the ER Server Statistics window in the ER Web Client will display and function

differently than they do in the activated (standard) mode (described respectively in
the ER Administrator Section and ER Web Client Section of the WFR User Guide).

Evaluation Mode Pop-Ups

When evaluating the WFR and using the ER applications in the evaluation mode,
the ER Status pop-up box opens after logging in to the ER Administrator console:

) ER Status - Muzilla Firebs =10l x|
I mm—p

Change Lvahsation Mods

Cone

()

ER Status pop-up box

In the ER Web Client user interface, the following alert pop-up box opens when
navigating to Settings > Server Statistics and accessing the ER Server Informa-
tion window:

The page at https://190.160.20.70 says: él

1 Evaluation Mode - Max Data Storage 2 Weeks, Contact your system administrator bo remove

. evaluation restrictions.

Click OK to close this alert pop-up box.

These two pop-up boxes will continue to open in the user interfaces until the ER is
in the activated mode.

NOTE: In the WFR User Guide, see ER Server Appendix Section for information about
changing the ER’s mode from evaluation to activated.

Administrator Console, Expiration Screen

In the Expiration screen, the following message displays at the top of the screen:
“Evaluation Mode — Max Data Storage ‘X’ Weeks” (in which ‘X’ represents the
maximum number of weeks in the ER’s data storage scope). In the evaluation
mode, you will not be able to make adjustments to the data storage scope. Thus,
the Save button is not included at the bottom of the screen. Evaluation Mode infor-
mation is for viewing purposes only.
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é = Enterprise Reporter

Hetwork 7_V'[ Server 7_V'[ Database ;
Expiration
Status as of 2010-02-18 13:18:52
EVALUATION MODE - MAX DATA STORAGE 2 WEEKS
Please click here to activate the box
Diate scope for total data 7%31 gg%?g ?ggg%g -
Total number of week{s) stored 2week(s)
Current live data {yearweeknoldate scope) 201005- 201007
2010-02-06 00:09:26 -
2010-02-18 12:56:20
Total number of live week(s) 2week(s)
Current archive data iyearweeknoidate scope) o-a
0-o
Total number of archive weekis) Oweek(s)
Database disk space utilization 2.06 %
{used database spaceftotal database space) (3.81/184.55 Ghytes)
Target percentage of live data 100 %
Last 8 weeks hits/day average 102977
Estimated total week(s) of live data 981 week(s)
Estimated total week(s) of archive data Oweek(s)
Estimated number ofweek(s) until next expiration 92 weekis)
Change Settings
Hits/day 103977
Percentage of live data 100 %
Calculate
Estimated total weekis) of live data week(s)
Estimated total weekis) of archive data week(s)

ER Web Client, ER Server Information Window

In the ER Server Information window, the note “*Evaluation Mode Enabled”
displays above the ER Activity frame. To the right of this note, the Server Info
button displays. When this button is clicked, an alert box opens with the message:
“Evaluation Mode — Max Data Storage ‘X’ Weeks” (in which ‘X’ represents the
maximum number of weeks in the data storage scope). Click OK to close the box.

- I Settings | e | Logon Enterprise Reporter  AAE S
SETINNGS : ER SERVER INFORMATION
1-‘ . - @
Date Scopes LR Actrvity
€ s From [7 2] [ ] (B0 ]
Coverod Dste Scope - 2 wee(3) TN e wal|me
OIYTOM 120926 AN « QL 24TFI0 012037 AN ~ i 5 Vol . '__|_- = '1“ = '1_)‘"” =
Iraened Date Scope £ wreifs)
T bite By Morth Dramy Gl
DB IZM0 120920 AN < QL 2WTON0 012037 AN oy By |
Otecty Date Scope Sweekis)
OB XTOM0 120826 AN < QL IHTOI0 O7-20.37 AM
Viiehs Clherd Sorver Slartup Time
Expiration s
Mon Feb 22 08 £1 18 2010
Dt Space LERraton »
Sarver i 80 be e dels 100
Wk LNt feod epirabon -3
Softveind Vieron el Chant VPR 2000 11
Estmsted date of read e son F.OlBLE -]
Dt abanen Sorver B 18016020 7
The abrve dalr scopes shoud be bken inéa
conaidenation when gersrsting repors. If you plan
Of SCCRIENG detid reparts that excéed the ndeced
Gade soope, e perfontarce Of e query will e
[ ———

M86 SECURITY INSTALLATION GUIDE



LED INDICATORS AND BUTTONS FRONT CONTROL PANEL ON 500 SERIES UNIT

LED INDICATORS AND BUTTONS

Front Control Panel on 500 Series Unit

Control panel buttons, icons, and LED indicators display on the right side of the
500 series model front panel. The buttons let you perform a function on the unit,
while an LED indicator corresponding to an icon alerts you to the status of that
feature on the unit.

‘ é~ % % B :\ﬂ‘j‘: O
O O O O O reser
25583 o

500 series chassis front panel

The buttons and LED indicators for the depicted icons function as follows:

Overheat/Fan Fail (icon) — This LED is unlit unless the chassis is over-

heated. A flashing red LED indicates a fan failure. A steady red LED
(on and not flashing) indicates an overheating condition, which may be
caused by cables obstructing the airflow in the system or the ambient
room temperature being too warm.

/@y NIC2 (icon)— A flashing green LED indicates network activity on LANZ2.
) TheLEDisa steady green with link connectivity, and unlit if there with
no link connectivity.

N
/B NIC1 (icon) — A flashing green LED indicates network activity on on
"ﬁ&.ﬁ LAN1. The LED is a steady green with link connectivity, and unlit if
~—" there with no link connectivity.

~—~._ HDD (icon) — In addition to displaying in the control panel, this icon also
( ﬁ/‘ displays on the front panel on each hard drive carrier. Hard drive activ-
~— ity is indicated by a flashing amber LED in the control panel, and a
flashing green LED on a drive carrier. An unlit LED on a drive carrier
may indicate a hard drive failure.

@ RESET (button) — The RESET button is used for rebooting the server.

RESET

./, Power (icon) — The LED is unlit when the server is turned off. A steady
-y - . . . . . ey

-\ /-~ green LED indicates power is being supplied to the unit’s power

supplies.

Power (button) — When the power button is pressed, the main power to
the server is turned on. When the power button is pressed again, the
main power to the server is removed but standby power is still supplied
to the server.
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Front Control Panel on a 300 Series Unit

In addition to executing functions listed in the LCD panel menu, the keypad on the
front of the server is also used for performing basic server functions.

* Boot up - Depress and hold the checkmark key
for 3 seconds.

* Reboot - Depress and hold the checkmark key
for 10 seconds.
* Shut down - Depress and hold the ‘X’ key for 10
| seconds.

O
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REGULATORY SPECIFICATIONS AND DISCLAIMERS

Declaration of the Manufacturer or Importer

Safety Compliance
USA: UL 60950-1 1st ed. 2007
Europe: Low Voltage Directive (LVD) 2006/95/EC to CB Scheme IEC 60950-1: 2001
Canada CSA C22.2 No. 60950-1 1st ed. 2006
International: IEC 60950-1 1st ed. 2001

Electromagnetic Compatibility (EMC)

USA:

FCC CFRA47 Part 15 Subpart B

Canada:

IC ICES-003 Class A Limit

Europe:

EMC Directive, 2004/108/EC

Federal Communications Commission (FCC) Class A

Notice (USA)

NOTE: This equipment has been tested and found to comply with the limits for a Class A
digital device, pursuant to part 15 of the FCC Rules. These limits are designed to provide
reasonable protection against harmful interference when the equipment is operated in a

commercial environment. This equipment generates, uses, and can radiate radio

frequency energy and, if not installed and used in accordance with the instruction manual,
may cause harmful interference to radio communications. Operation of this equipment in a

residential area is likely to cause harmful interference in which case the user will be
required to correct the interference at his own expense.

FCC Declaration of Conformity

Models: 300-002-006, 500-004-006

Electromagnetic Compatibility Class A Notice

Industry Canada Equipment Standard for Digital Equipment

(ICES-003)

Cet appareil numérique de la classe A respecte toutes les
exigences du Réglement sure le matériel brouilleur du Canada.

English translation of the notice above:

This Class A digital apparatus meets all requirements of the
Canadian Interference-Causing Equipment Regulations.
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EC Declaration of Conformity

European Community Directives Requirement (CE)

Declaration of Conformity

Manufacturer’s Name:

Manufacturer’s Address:

Application of Council Directive(s):

Standard(s):

Product Name(s):
Product Model Number(s):

Year in which conformity is declared:

I, the undersigned, hereby declare that the equipment specified above conforms to the above

Directive(s) and Standard(s).

Location:  Orange, CA, USA

Date: April 5, 2010

M86 Security
828 W. Taft Avenue
Orange, CA 92865

Low Voltage « 2006/95/EC

EMC + 2004/108/EC
Safety * EN60950-1:2001+A11:2004
EMC * EN55022:2006+A1:2007

* EN55024:1998+A2:2003
« [EC CISPR 22:2008

* [EC CISPR 24:1997+A1:2001+
A2:2002

* EN61000-3-2:2006
* EN61000-3-3:2008
* CFR47 Part 15 Subpart B: 2009

Security Appliance
300-002-006, 500-004-006

2010

All hardware components supplied in this unit’s ship-
ping carton are certified by our vendors to be RoHS
compliant.

Signature:

Full Name: Gregory P. Smith

Position: Director, Engineering Operations
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CSA 111
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Detail Drill Down Report 96, 101
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double-break report 63, 95

EMC 111

ER Server Information 708
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Exception URL bypass 68
Executive Reports 63, 93
Expiration 107

Export Report 97, 99

FCC 111
File type blocking 68

Game patterns 71
General/Productivity 75

HTTPS settings 72
HyperTerminal Setup 18
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IEC 111

IM patterns 71
IP exceptions 78

LCD Panel 15, 27

Local category adds/deletes 77
Login screen 21

LvD 111

Minimum Filtering Level 67
Mobile Client 53
Modify Report 98

New Report 95

Overall Quota 69, 76
Override Account bypass 67
Override Accounts 79

P2P patterns 70

Pass/Allow 78

Pattern detection bypass 79
ping the SR 35

Power Supply Precautions 711
Proxy Patterns 68

Quick Start menu 21

Rack Setup Precautions 6
Real Time Probe information 74
reboot 25, 32
300 series server 110
500 series server 109
Remote Access patterns 72
report for a custom user group 105
Reset Admin account 25
Reset ER Admin Console Password 371
Reset WF Admin Console Password 371
RoHS compliant 112
Rule block 65, 73
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SE Keywords 73
Search Engine Keywords 66
serial port cable 15, 16
shut down 32
300 series server 110
500 series server 109
Streaming Media patterns 71
Summary Drill Down Report 94, 95, 96, 97, 100, 101

TAR GUI Wizard User 24, 31
Threats/Liabilities 65

Time Based Profiles 69, 76
Time Quota/Hit Quota 69, 76

UL 111

URL exceptions 78

URL Keywords 66, 73
usernames and passwords 671

Warn Feature with higher thresholds 75
Warn option with low filter settings 70
Warn-strike 70

Warn-strike with higher thresholds 75
Web Filter 60

X-Strike on blocked categories 65
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