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 INTRODUCTORY SECTION  ENTERPRISE REPORTER
INTRODUCTORY SECTION

Enterprise Reporter
Though many companies have Internet filtering solutions to 
prevent employees from accessing inappropriate, non-work 
related Web sites, simply blocking these sites is not enough. 
Administrators want the ability to know who is accessing 
which site, the duration of each site visit, and the frequency 
of these visits. This data can help administrators identify 
abusers, develop policies, and target sites to be filtered, in 
order to maximize bandwidth utilization and productivity.

The Enterprise Reporter (ER) from M86 Security is 
designed to readily obtain this information, giving the user 
the ability to interrogate massive datasets through flexible 
drill-down technology, until the desired view is obtained. 
This “view” can then be memorized and saved to a user-
defined report menu for repetitive, scheduled execution and 
distribution.

Operations
In simplified terms, the ER operates as follows: the ER 
Server accepts log files (text files containing Web access 
data) from a source device such as the M86 Web Filter. M86 
Security’s proprietary programs “normalize” the transferred 
data and insert them into a MySQL database. The ER Web 
Client reporting application accesses this database to 
generate a virtually unlimited number of queries and 
reports.
M86 SECURITY USER GUIDE 1
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About this User Guide
The Enterprise Reporter Web Client User Guide addresses 
the administrators designated to configure the ER Server 
and the ER Client, and the sub-administrator(s) given 
permission by the Client administrator to use the Client.

This user guide is organized into the following sections:

• Introductory Section - This section provides an over-
view and information on how to use this user guide to 
help you access the Client and become familiarized with 
the application.

• Administrator Section - This section includes informa-
tion for administrators to configure the Client application.

• Client User Section - This section includes information 
on using the Client application to generate reports.

• Technical Support Section - This section contains 
information on technical support coverage.

• Appendices Section - Appendix A provides information 
on how to use the ER Client in the evaluation mode, and 
how to switch to the activated mode. Appendix B 
includes information on configuring Lotus Notes to work 
with Client application reports, instead of Microsoft 
Outlook. Appendix C explains how to disable pop-up 
blocking software installed on a workstation in order to 
use the Client. Appendix D includes a glossary of terms 
used in this user guide.

• Index - This section includes an index of topics and the 
first page numbers where they appear in this user guide.
M86 SECURITY USER GUIDE
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How to Use this User Guide

Conventions
The following icons are used throughout this user guide:

NOTE: The “note” icon is followed by italicized text providing 
additional information about the current topic.

TIP: The “tip” icon is followed by italicized text giving you hints on 
how to execute a task more efficiently.

WARNING: The “warning” icon is followed by italicized text 
cautioning you about making entries in the application, executing 
certain processes or procedures, or the outcome of specified 
actions.
M86 SECURITY USER GUIDE 3
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Terminology
The following terms are used throughout this user guide. 
Sample images (not to scale) are included for each item.

• alert box - a message 
box that opens in 
response to an entry 
you made in a dialog 
box, window, or 
screen. This box often 
contains a button (usually labeled “OK”) for you to click in 
order to confirm or execute a command.

• arrow - a triangular-shaped object or button that 
displays in a window or on a screen. When 
displayed as a non-stationary object, the arrow 
points to the item that was selected in a list. When 
displayed as a button, the arrow is static. By clicking on 
this button, depending on the direction of the arrow, the 
previous item or the next item in a list displays or is 
selected.

• button - an object in a dialog box, window, 
or screen that can be clicked with your 
mouse to execute a command.

• checkbox - a small square 
in a dialog box, window, or 
screen used for indicating 
whether or not you wish to select an option. This object 
allows you to toggle between two choices. By clicking in 
this box, a check mark or an “X” is placed, indicating that 
you selected the option. When this box is not checked, 
the option is not selected.
M86 SECURITY USER GUIDE
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• dialog box - a box that 
opens in response to a 
command made in a 
window or screen, and 
requires your input. 
You must choose an 
option by clicking a button (such as “Yes” or “No”, or 
“Next” or “Cancel”) to execute your command. As 
dictated by this box, you also might need to make one or 
more entries or selections prior to clicking a button.

• field - an area in a 
dialog box, 
window, or screen 
that either accommodates your data entry, or displays 
pertinent information. A text box is a type of field.

• frame - a boxed-in area in 
a dialog box, window, or 
screen that includes a 
group of objects such as 
fields, text boxes, list 
boxes, buttons, and/or 
radio buttons. Objects 
within a frame belong to a 
specific function or group. A frame often is labeled to indi-
cate its function or purpose.

• icon - a small image in a dialog box, window, 
or screen that can be clicked. This object can 
be a button or an executable file.

• list box - an area in a dialog box, 
window, or screen that accommodates 
and/or displays entries of items that 
can be added or removed.
M86 SECURITY USER GUIDE 5
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• pop-up box or pop-up window - 
a box or window that opens after 
you click a button in a dialog box, 
window, or screen. This box or 
window may display information, 
or may require you to make one 
or more entries. Unlike a dialog 
box, you do not need to choose 
between options.

• pull-down menu - a field in a 
dialog box, window, or screen that 
contains a down arrow to the right. 
When you click the arrow, a menu of 
items displays from which you make a selection.

• radio button - a small, circular object 
in a dialog box, window, or screen used 
for selecting an option. This object 
allows you to toggle between two choices. By clicking a 
radio button, a dot is placed in the circle, indicating that 
you selected the option. When the circle is empty, the 
option is not selected.

• screen - a main 
object of an appli-
cation that 
displays across 
your monitor. A 
screen can 
contain windows, 
frames, fields, 
text boxes, list 
boxes, icons, 
buttons, and radio buttons.

• text box - an area in a dialog 
box, window, or screen that 
accommodates your data 
entry. A text box is a type of field.
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• thumbnail - a small image in a 
window or on a screen that when 
clicked displays the same image 
enlarged within a window or on the 
screen.

• window - displays on a 
screen, and can contain 
frames, fields, text 
boxes, list boxes, icons, 
buttons, and radio 
buttons. Types of 
windows include ones 
from the system such 
as the Save As window, 
pop-up windows, or login windows.
M86 SECURITY USER GUIDE 7
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Getting Started
This sub-section helps the Client administrator and Client 
sub-administrator become familiarized with basic log in and 
log out procedures, and navigating the screen of the ER 
Client.

Before getting started, the ER Server administrator needs to 
install the necessary ER hardware and software compo-
nents, as described in the following Administrator Section. 
The ER Client administrator should then set up his/her 
unique password for accessing the Client. Finally, the Client 
administrator must set up each designated sub-adminis-
trator with permissions in order for an authorized user to use 
the ER Client.

Procedures for Logging On, Off

Access the ER Web Client Login window

If using a standard Enterprise Reporter, the ER Web Client 
user interface is accessible by launching an Internet 
browser window supported by the ER Web Client and then 
entering the ER Web Client’s URL in the Address field (see 
Enter ER Web Client’s URL in Address field).

If using an IR unit, in addition to the method described 
above, the user interface is also accessible by launching an 
Internet browser window supported by the ER Web Client, 
entering the IR’s URL in the Address field, and then clicking 
a button in the IR splash screen (see Access ER Web Client 
from the IR Portal).
M86 SECURITY USER GUIDE
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Access ER Web Client from the IR Portal

1. From your workstation, launch a version-supported 
Internet Explorer, Firefox, or Safari browser window.

2. In the address line of the browser window, type in 
“https://” and the IR Server’s IP address or host name, 
and use port number “:1443” for a secure network 
connection.

For example, if your IP address is 210.10.131.34, type in 
https://210.10.131.34:1443. Using a host name 
example, if the host name is logo.com, type in https://
logo.com:1443.

3. Click the Enterprise Reporter icon in the IR Welcome 
window:

Fig. 1:1-1 Enterprise Reporter icon in IR Welcome window

NOTE: If pop-up blocking software is installed on the workstation, 
it must be disabled. Information about disabling pop-up blocking 
software can be found in Appendix C: Disable Pop-up Blocking 
Software.

Clicking the Enterprise Reporter icon opens a separate 
browser window/tab containing the ER Web Client Login 
window (see Fig. 1:1-2).
M86 SECURITY USER GUIDE 9
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Enter ER Web Client’s URL in Address field

1. From your workstation, launch a version-supported 
Internet Explorer, Firefox, or Safari browser window.

2. In the address line of the browser window, type in 
“https://” and the ER Web Client’s IP address or host 
name, and use port number “:8443” for a secure network 
connection, plus “/8e6er/”.

For example, if your IP address is 210.10.131.34, type in 
https://210.10.131.34:8443/8e6er/. Using a host name 
example, if the host name is logo.com, type in https://
logo.com:8443/8e6er/.

With a secure connection, the first time you attempt to 
access the ER Web Client’s user interface in your 
browser you will be prompted to accept the security 
certificate. In order to accept the security certificate, 
follow the instructions at: http://www.m86security.com/
software/8e6/docs/ig/misc/sec-cert-er.pdf

3. After accepting the security certificate, click Go to open 
the ER Web Client Login window (see Fig. 1:1-2).

Log In

NOTE: A maximum of eight users can use the Web Client simul-
taneously. However, for optimum results, M86 Security recom-
mends no more than four users generate reports at the same 
time.

1. In the login window, type in the generic Username 
manager, and Password 8e6ReporT, if you have not yet 
set up your own user name and password. Otherwise, 
enter your personal Username and Password:
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Fig. 1:1-2  Login window

2. Click Login to open the application.

TIPS: In any box or window in the Client, press the Tab key on 
your keyboard to move to the next field. To return to a previous 
field, press Shift-Tab.

Administrators who access the Client application for the first time 
should change the administrator password. This ensures that 
only the administrator will be able to access information for all 
user groups. The administrator username and password is modi-
fied in the User Permissions window, accessible via  User 
Permissions option from the Settings menu. (See the Web Client 
Administrator Section for information on the User Permissions 
window.)

NOTE: If your password has been set by the administrator to 
expire after a specified number of days, upon clicking the Login 
button, the login window re-displays with a message informing 
you that your password has expired.

Fig. 1:1-3  Client Login window, password expired
M86 SECURITY USER GUIDE 11
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Beneath your displayed Username, enter eight to 20 characters 
for the new password in both the Password and Confirm Pass-
word fields, including at least one alpha character, one numeric 
character, and one special character. The password is case 
sensitive. The password is case sensitive. Click Change Pass-
word to open an alert box confirming the changed password 
activity. Click OK to close the alert box and to open the applica-
tion.

If logging in as an administrator—or as a sub-adminis-
trator with authorization to view Executive Reports—by 
default, yesterday’s pre-generated (canned) report 
displays in the screen, including thumbnail images in the 
“dashboard” above the report. A list of menu topics and 
sub-topics display in the navigation toolbar above the 
screen:

Fig. 1:1-4  Default Executive Report, administrator ID

NOTES: If the ER Server does not contain any data—as on a 
newly installed unit—the default report page will not show any 
thumbnail images or bar chart report, and the following text 
displays: “This report cannot be displayed because there is no 
data to show for this report.”

On a new unit or a unit with a newly-applied software update, the 
following message may display on the screen instead of the 
M86 SECURITY USER GUIDE
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default report: “The report cannot be displayed because there is 
no data to show for this report at this time. For a new server, it 
takes about 24 hours before data is available for processing. If a 
software update was recently applied on an existing server, it may 
take several hours before data is available.”

If using a consolidated ER Server (CER), 
some screens in the Client differ slightly, 
and the Consolidated Mode icon displays 
at the far right on each screen, beneath the M86 logo at the top of 
the screen (as shown in the image above right).

A CER is used in environments with multiple ER Servers, and 
acts as the source for consolidating records from all remote ER 
Servers added in the Consolidated Mode Settings screen of the 
Administrator console. See the ER Administrator User Guide for 
more information on Consolidated Mode Settings.

If logging in as a sub-administrator, by default the 
Custom Wizard Report displays if authorization was not 
granted for this account to access Executive Reports:

Fig. 1:1-5  Default screen, sub-administrator ID

TIP: User permissions are set up by the administrator via the 
User Permissions option, available from the Settings menu.
M86 SECURITY USER GUIDE 13
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Client Screen Navigation

Links in the Navigation Toolbar

The navigation toolbar at the top of the screen consists of 
the following links and menu topics for configuring and using 
the Client:

• Executive Reports - mouse over this link to open the 
Executive Reports menu. Administrators and authorized 
sub-administrators can click any Executive Report menu 
option to obtain an overview of end user Internet activity. 
This link does not display for sub-administrators who are 
not authorized to view Executive Reports.

• Drill Down Reports - mouse over this link to open the 
Drill Down Reports menu. These menu options let you 
drill down into reporting data to identify specific Internet 
usage criteria.

• Custom Reports - mouse over this link to open the 
Custom Reports menu. These menu options let you 
generate, edit, save, and/or run reports customized to 
your specifications.

• Settings - mouse over this link to open the Settings 
menu. These menu options let you customize the Client 
application.

• Help - mouse over this link to launch a separate browser 
window or tab displaying the page containing links to the 
latest user guides (in the .pdf format) for this application.

• Logout - mouse over this link to log out of the Client (see 
Log Out for details on log out procedures).

NOTE: More about buttons, thumbnails, icons, and the navigation 
toolbar—and the functions of the corresponding windows and 
screens for these tools—can be found in the Administrator 
Section and Client User Section of this user guide.
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Using the Client

1. Before you can begin using the Client, the ER Server 
administrator must customize the ER Server for using the 
Client.

2. Next, the Client administrator should customize the 
Client application’s settings via the Settings option.

3. Once the ER Server and the Client have been custom-
ized, the database can be queried and report views 
generated for the reporting type of your choice: Execu-
tive Report (administrators and authorized sub-adminis-
trators only), Drill Down Report, Custom Report.

4. A report view can be exported in a specified file format, 
printed, emailed, and/or saved.

5. A saved report can be scheduled to run at a given time.

Log Out

To log out of the Client application, click the Logout button 
in the navigation toolbar to re-display the login window.

Click the “X” in the upper right corner of the logout window 
or tab to close the window/tab.
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Re-login

Each Client session is timed so that it remains active as long 
as there is activity in the Client within an eight hour period. 
You need to log into the Client again after an eight hour 
period of inactivity, or in the event that the ER Server was 
restarted.

If your Client session is timed out, when you click a button, 
thumbnail, or menu item in the Client report screen, the 
following message displays: “Your session may have timed 
out, or the Web server has been restarted. Please close 
your browser window and open a new browser window to 
log back in to the ER Web Client.”

To log in again, perform one of two actions:

• Close your browser window, and then open a new 
browser window/tab to log back into the Client.

• In your current browser window/tab, click Logout to log 
out of the Client. This action opens the login window so 
you can log back into the Client again.
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ADMINISTRATOR SECTION

Introduction
This section of the user guide provides instructions to 
administrators on how to set up the Client application for 
sub-administrators to use. Information on generating Exec-
utive Reports is also included.

Before the Client application can be used, the ER Server 
must be fully configured, and the Structured Query 
Language (SQL) server must be installed on the network 
and connected to the Web access logging device(s).

After verifying that the necessary components are installed, 
configured, and functioning, the Client administrator can 
begin setting up the Client application for sub-administra-
tors.

NOTE: Information about the ER Server can be found in the M86 
ER Administrator User Guide or M86 IR Enterprise Reporter 
Administrator User Guide, accessible in the .pdf format via links 
at http://www.m86security.com/support/Enterprise-Reporter/
documentation.asp
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Chapter 1: Installation and Maintenance

Environment Requirements
ER Server
• ER Server must be be fully configured, and the Struc-

tured Query Language (SQL) server must be installed on 
the network and connected to the Web access logging 
device(s)

Workstation
The following components must be installed in order to use 
the Client:

• Windows XP, Vista, or 7 Operating Systems running 
Internet Explorer (IE) 7 or 8, or Firefox 3.5 for Client 
usage

• Macintosh OS X Version 10.5 or 10.6 running Safari 4.0 
or Firefox 3.5 for Client usage

The following minimum environment requirements must be 
fulfilled in order to use the Client:

• Pentium III class processor or greater

• 512 MB RAM minimum, 1 GB RAM recommended

• 2 GB hard drive space for saving files

• screen resolution settings of 1024 x 768 are recom-
mended

• if pop-up blocking software is installed on the worksta-
tion, it must be disabled

NOTE: Information about disabling pop-up blocking software can 
be found in Appendix C: Disable Pop-up Blocking Software.
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Client Updates
Updates for the Client are available in ER software releases 
that are downloaded to the ER Server. Once applied to the 
ER Server, Client users will be able to obtain all the new 
features and enhancements currently available.

NOTES: After installing a software update, the following message 
may display in the screen instead of the default report: “The 
report cannot be displayed because there is no data to show for 
this report at this time. For a new server, it takes about 24 hours 
before data is available for processing. If a software update was 
recently applied on an existing server, it may take several hours 
before data is available.”

Refer to the Software Update screen sub-section in the M86 ER 
Administrator User Guide or M86 IR Enterprise Reporter Admin-
istrator User Guide for information about installing software 
updates on the ER Server.
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Chapter 2: Configuring the Client

Settings
To begin configuring the Client, mouse over the Settings 
link in the navigation toolbar to open its menu of customiza-
tion options:

Fig. 2:2-1  Settings menu (administrator), default Executive Report

Click an option in the Settings menu to display the specified 
window in the panel. The following options are available to 
administrators: Category Descriptions, Category Group-
ings, User Groupings, User Permissions, Server Statistics, 
Default Options, and Process List.

NOTE: Information about Server Statistics and Default Options— 
available to both administrators and sub-administrators—can be 
found in Chapter 2 of the Client User Section.
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Category Descriptions

The Category Descriptions option is used for viewing cate-
gory names and descriptions of filtering categories used by 
the Web access logging device(s).

NOTE: When logs are imported each hour, new categories found 
by the Server are automatically entered and will display when the 
Client is accessed.

To view details on a filter category, click Category Descrip-
tions in the Settings menu to display the Category Descrip-
tions window in the panel:

Fig. 2:2-2  Category Descriptions window
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View Details for a Filter Category

In the Category Descriptions window, filter categories 
display as rows of records. The following information is 
included for each record: Short Name of the category and its 
corresponding Descriptive name.

In the Record field at the bottom of the window, the number 
of the selected record displays, along with the total number 
of records (categories).

TIP: The selected record is designated by an arrow in the box to 
the left of a row. To select another record, click the box in that row 
to display the arrow. You also can navigate to another record by 
using the Record navigation field. Click in the box between the 
arrow buttons and enter a new record number to go to that 
record. Or click any of the four arrow buttons to advance forward 
or backward through the list of records. In the order in which they 
display in the Record field, clicking these buttons moves you to 
the first record, the record prior to the selected record, the record 
following the selected record, and the last record.
M86 SECURITY USER GUIDE



 ADMINISTRATOR SECTION  CHAPTER 2: CONFIGURING THE CLIENT
Category Groupings

The Category Groupings option is used for defining a 
customized group of filter categories, if you wish to run 
reports using certain filter categories only.

To create, edit, or delete a category group, click Category 
Groupings in the Settings menu to display the Category 
Groupings window in the panel:

Fig. 2:2-3  Category Groupings window

The Category Groupings window is comprised of two 
frames used for setting up and maintaining category group-
ings: Group Information, and Group Definitions.

NOTE: If using a Client for a consolidated ER Server (CER), the 
Rollup Category Groups frame displays to the far right of this 
window: See the Consolidated Mode: Rollup Category Groups 
frame sub-section for information on the rollup function.
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Group Information frame

The Group Information frame displays to the left in the Cate-
gory Groupings window. In this frame you can add, rename, 
or delete a category group.

Any category groups that were created display in alphanu-
merical order in the list box in this frame.

Add a Category Group

1. In the field to the left of the Add button, type in the name 
for the category group.

2. Click the Add button to add this entry to the list box 
above.

NOTE: The category group you added also displays in the Group 
Name pull-down menu in the Group Definitions frame to the right.

Rename a Category Group

1. Select the category group from the list box by clicking on 
your choice to highlight it.

2. Click the Rename button to open the Group Rename 
dialog box:

Fig. 2:2-4  Edit a Category Group Name

3. In the New Name field, enter the new category group 
name.
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TIP: Click Cancel if you wish to return to the Category Groupings 
window without saving your modifications.

4. Click OK to close the Group Rename dialog box and to 
update the list box in the Group Information frame with 
your edits.

NOTE: The category group you renamed also displays in the 
Group Name pull-down menu in the Group Definitions frame to 
the right.

Delete a Category Group

1. Select the category group from the list box by clicking on 
your choice to highlight it.

2. Click the Delete button to remove the category group 
from the list box.

NOTE: The category group you deleted also is removed from the 
Group Name pull-down menu in the Group Definitions frame to 
the right.
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Group Definitions frame

The Group Definitions frame displays to the right in the 
Category Groupings window. In this frame you define a 
category group by specifying which categories will belong to 
that group.

Add Categories to a Category Group

1. Select a category group from the Group Name pull-down 
menu. Any categories previously entered display in the 
list box in this frame.

2. Click the Add To Group button to open the Add To 
Group pop-up box:

Fig. 2:2-5  Add To Group

3. Select a category from the pop-up box by clicking on your 
choice to highlight it.
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TIP: To select multiple categories, press the Ctrl key on your 
keyboard and then click on categories to highlight them.

4. Click the Add To Group button in the pop-up box to 
specify the selected categories to be added to the Group 
Definitions frame list box.

5. Click the "X" in the upper right corner of the Add To 
Group pop-up box to close it, and to add all selected 
categories to the list box in the Group Definitions frame.

Delete a Category from a Category Group

1. Select a category group from the Group Name pull-down 
menu to display all categories for that category group in 
the list box.

2. Select the category to be removed by clicking on your 
choice to highlight it.

3. Click the Delete Item(s) button to remove the category 
from the list box for that category group.
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Consolidated Mode: Rollup Category Groups frame

For a consolidated ER (CER), the Client displays the Rollup 
Category Groups frame to the far right, with a greyed-out list 
of the ER Server(s) that had previously been added in the 
Administrator console. This feature is used for synchro-
nizing the contents of selected ER Servers with the CER 
Server on demand.

Fig. 2:2-6  Rollup Category Groups frame

NOTES: Though automatic rollups are performed by the CER 
Server every four hours, today’s data will not be included.

Each category group must be manually rolled up in order for that 
group to be included on the CER.

If a category group name on an ER already exists on the CER, 
the ER’s member categories will replace the category group defi-
nitions on the CER.

If a category group by the same name exists on two ERs, their 
combined definitions will replace the definitions of an identically-
named group on the CER.

Roll up category groups on demand

To roll up category groups on demand to the CER:

1. Click the checkbox(es) corresponding to the ER 
Server(s) to be synchronized with the CER.

2. Click Rollup to perform the rollup.
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User Groupings

The User Groupings option is used for defining a custom-
ized group of users, if you wish to run reports for certain 
users only.

To create, edit, or delete a user group, click User Groupings 
in the Settings menu to display the User Groupings window 
in the panel:

Fig. 2:2-7  User Groupings window

The User Groupings window is comprised of two frames 
used for setting up and maintaining user groupings: Group 
Definitions and Group Information.

NOTE: If using a Client for a consolidated ER Server (CER), the 
Rollup User Groups frame displays beneath the Group Defini-
tions frame in this window: See the Consolidated Mode: Rollup 
User Groups frame sub-section for information on the rollup func-
tion.

After making all additions, modifications, or deletions in this 
window, click Rebuild Groups.
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NOTES: When clicking Rebuild Groups, the window becomes 
blank and displays the following message: “Please wait while the 
groups are being rebuilt...”. When the user groups have been 
rebuilt, the window refreshes itself and becomes available again.

Reports for a newly-created user group will only be available after 
the user group is created, even though reporting data may be 
available for each individual user prior to the time the user group 
was created.

Group Definitions frame

The Group Definitions frame displays to the left in the User 
Group Setup window. In this frame you can view members 
of a user group, define any non-imported user group by 
specifying which users will belong to that group, and indi-
cate whether or not to disable a user group.

View a List of Users in a User Group

1. Select a user group from the Group Name pull-down 
menu. Users set up for that group display in the list box in 
this frame.

2. To view the entire list of users in the format used on the 
server, click the the View Group button to open the 
Users in the ‘user group’ pop-up box:
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Fig. 2:2-8  Users in user group pop-up box

Each user included in the user group displays as a sepa-
rate row in this pop-up box.

NOTE: If you have just copied or created a new user group, the 
pop-up box does not yet show any users and the following 
message displays: “Sorry there are no Users in the ‘X’ group at 
this moment.” (in which ‘X’ represents the group name). Any 
modifications just made to a user group will not immediately 
display, since the list of users is updated automatically each hour 
based on the group definitions and latest usage data. In order to 
have group definition changes effective immediately, click 
Rebuild Groups.

3. Click the "X" in the upper right corner of the pop-up box to 
close it.
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Define a User Group

When defining a user group, you can add and/or exclude 
users to/from that group—unless the group was imported to 
the ER Server from a Web Filter’s LDAP server, since 
imported user group data cannot be edited. Modifications to 
a non-imported user group can be made at any time, as 
necessary.

1. Select a non-imported user group from the Group Name 
pull-down menu. Users set up for that group display in 
the list box in this frame.

2. Click the Add To Group button to open the pop-up box 
where you define users to be added/excluded to/from the 
group:

Fig. 2:2-9  Add Users to group
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TIPS: To view a list of all users, go to the Individual Adds/ 
Removes frame and click the Show All button to display the list of 
users in the list box.

To clear your entries in this pop-up box without accepting them, 
do not click any of the buttons in the frames described below. 
Instead, click the Close button in the pop-up box, and return to 
step 1.

3. Make entries in one of the three frames:

• Username Pattern - This frame is used for including 
users from a specific group (such as “sales”) on the 
network. In the Pattern field, enter the appropriate 
characters and wild card “%” to add specified users to 
the group. For example, type in sales% to add anyone 
to the group who has a “sales” designation on your 
network. Click the Add Pattern button to add the 
pattern.

• Define IP Range - This frame is used for including 
users based on a range of IP addresses. For example, 
you might have one range of IP addresses for sales, 
and another for admin. Enter the IP address range in 
the From and To fields. Click the Add IP Range button 
to add the IP address range.

• Individual Adds/Removes - This frame is used for 
including and/or excluding specified users. Click the 
Show All button to display a list of all users in the list 
box. To narrow down the list of users, make an entry in 
the Please enter a filter field using the “%” wild card, 
and click the Apply Filter button to only display the 
users you specified. To select from users in the list 
box, click on the user(s) to highlight your choice(s). 
After making all choices, click Add to Individuals to 
include the selected users to the group, or click Add to 
Exceptions to exclude the users from the group.
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TIP: In the Individual Adds/Removes frame, if you know which 
users you would like to add/exclude to/from the group, you can 
bypass the step for showing all users and making your selections. 
To use this shortcut, enter the criteria in the Please enter a filter 
field along with the “%” wild card, and then click the Apply Filter 
button to display your results in the list box.

4. After you have made your entries, click Close to close 
the pop-up box.

The following information displays in the Group Definitions 
frame list box when a selection for the group is made from 
the Group Name pull-down menu:

• If an entry was made in the Username Pattern frame, 
“PATTERN” and the character(s) you entered display(s).

• If entries were made in the IP Range frame, “IP 
RANGE(‘X.X.X.X’ AND ‘X.X.X.X’)” displays, in which 
‘X.X.X.X’ represents the IP address that was entered in 
the From or To field.

• If entries were made in the Individual Adds/Removes 
frame, “INDIVIDUAL(...)” and/or “EXCEPTION(...)” 
displays, in which ‘(...)’ represents specific details about 
the entry.

NOTE: A combination of any of items above may display in the 
Group Definitions frame list box, based on entries you made in 
any of the frames in the pop-up box.

Disable a User Group

1. Select a user group from the Group Name pull-down 
menu. Users set up for that group display in the list box in 
this frame.

2. Click the Disable Group button to exclude the user 
group from reports.
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TIPS: This function for specifying which user groups will not be 
included in reports is useful in conjunction with the Copy Group 
function—disabling an imported user group but enabling its 
copied counterpart.

Any user group that is currently disabled can be enabled by 
selecting the Group Name and clicking Enable Group.

Delete User(s) from User Group

1. Select a user group from the Group Name pull-down 
menu. Users set up for that group display in the list box in 
this frame.

2. Click on the user to highlight your selection.

TIP: To select multiple users, press the Ctrl key on your keyboard 
and then click on the users to highlight them.To select a block of 
users, click the first user, press the Shift key on your keyboard, 
and then click the last user.

3. Click the Delete Item(s) button to remove the user(s) 
from the user group.
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Group Information frame

The Group Information frame displays to the right in the 
User Group Setup window. In this frame you can add, 
rename, copy, or delete a user group.

Any user groups that were created display in the list box in 
this frame, along with any LDAP user groups imported from 
the Web Filter to the ER Server.

Add a User Group

1. In the field to the left of the Add button, type in the name 
for the user group.

2. Click the Add button to add this entry to the list box 
above.

NOTE: The user group you added also displays in the Group 
Name pull-down menu in the Group Definitions frame to the left.

Rename a User Group

1. Select the user group from the list box by clicking on your 
choice to highlight it.

2. Click the Rename button to open the Group Rename 
dialog box:

Fig. 2:2-10  Group Rename dialog box

3. In the New Name field, enter the new user group name.

TIP: Click Cancel if you wish to return to the User Groupings 
window without saving your modifications.
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4. Click OK to close the Group Rename dialog box and to 
update the list box in the Group Information frame with 
your edits.

NOTE: The user group you renamed also displays in the Group 
Name pull-down menu in the Group Definitions frame to the left.

Copy a User Group

The Copy Group feature is useful when importing an LDAP 
user group from a Web Filter server, since imported LDAP 
user groups cannot be modified, but any copied user group 
can be modified.

1. Select the user group from the list box by clicking on your 
choice to highlight it.

2. Click the Copy Group button to add the copied user 
group name to the list box, with “-Copied” appended to 
the name.

NOTE: The user group you copied also displays in the Group 
Name pull-down menu in the Group Definitions frame to the right.

Delete a User Group

1. Select the user group from the list box by clicking on your 
choice to highlight it.

2. Click the Delete button to remove the user group from 
the list box.

NOTE: The user group you deleted also is removed from the 
Group Name pull-down menu in the Group Definitions frame to 
the right.
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Consolidated Mode: Rollup User Groups frame

For a consolidated ER (CER), the Client displays the Rollup 
User Groups frame beneath the Group Definitions frame, 
with a greyed-out list of the ER Server(s) that had previously 
been added in the Administrator console. This feature is 
used for synchronizing the contents of selected ER Servers 
with the CER on demand.

Fig. 2:2-11  Rollup User Groups frame

NOTES: Though automatic rollups are performed by the CER 
every four hours, today’s data will not be included.

Each user group must be manually rolled up in order for that 
group to be included on the CER.

If a user group name on an ER already exists on the CER, the 
ER’s patterns, individuals, IP ranges, and exceptions will replace 
the user group definitions on the CER.

If a user group by the same name exists on two ERs, their 
combined definitions will replace the definitions of an identically-
named group on the CER.

Roll up user groups on demand

To roll up user groups on demand to the CER:

1. Click the checkbox(es) corresponding to the ER 
Server(s) to be synchronized with the CER.

2. Click Rollup to perform the rollup.
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User and Group Permissions

The User and Group Permissions option is used for creating 
and maintaining user accounts so that administrators and 
authorized sub-administrators can view reports for their 
group(s) and change their own passwords. This option 
requires user groups to be set up via the User Groupings 
option from the Settings menu.

To assign permissions, or to edit permissions that have 
been assigned, click User Permissions in the Settings menu 
to display the User and Group Permissions window in the 
panel:

Fig. 2:2-12  User and Group Permissions window

Using the User and Group Permissions window, you can 
maintain the list of sub-administrators and user groups.
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Add User

When adding a user who will be authorized to use the 
Client, you must first: Set up the user’s username and pass-
word, specify if the user will have rights as an administrator 
or sub-administrator, and then indicate if the user will be 
able to access Executive Reports. Next, you must specify 
the user group(s) to which the user will belong.

1. Click the Add User button to open the Enter Username 
and Password dialog box:

Fig. 2:2-13  Add User

2. In the Username field, enter up to 20 characters without 
spaces—this may include upper- and/or lowercase 
alphanumeric characters, and special characters.

3. In the Password field, enter eight to 20 characters—
including at least one alpha character, one numeric char-
acter, and one special character. The password is case 
sensitive.

4. Type in the same characters in the Confirm Password 
field.

5. Indicate the User Type by selecting the level of user 
permissions (“Admin” or “Sub-Admin”). An administrator 
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will have access to all features in the Web Client, and will 
have access to all user groups. A sub-administrator will 
only be able to manage his/her account and user groups 
assigned to him/her.

6. An administrator has access to all Executive Reports. 
For a sub-administrator, specify if this user will be 
Allowed to View Executive Report by clicking the 
corresponding checkbox.

TIP: Click Cancel if you wish to return to the Sub-Admin and 
Group Information window without saving your entries.

7. Click Save to add the user to the list of available users.

NOTE: The list of administrators and sub-administrators can be 
viewed in the User Information dialog box, accessible by clicking 
Edit All Users. If a sub-administrator was added, the username  
additionally is included in the Sub-Admin pull-down menu in the 
Sub-Admin Information frame and also displays in the Add Sub-
Admin pull-down menu in the Group Information frame.

If a sub-administrator was just added to the list, you must 
now add at least one user group to the sub-administrator’s 
account by making entries in either the Sub-Admin Informa-
tion frame or the Group Information frame. While both 
frames contain similar contents, each serves a different 
function. The Sub-Admin Information frame is used for 
maintaining a list of authorized sub-administrators, while the 
Group Information frame is used for maintaining user 
groups.
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Sub-Admin Information frame

In the Sub-Admin Information frame, you can add a user 
group to the sub-administrator’s account, or remove a user 
group from the sub-administrator’s account.

NOTE: User groups will not show up in the sub-administrator’s 
generated reports until the following day.

Add User Group to a Sub-Admin

1. Select the Sub-Admin from the pull-down menu. If any 
user groups have been added to the sub-administrator’s 
account, these groups display in the list box below.

2. From the Add To Group pull-down menu, select the 
group to be added to the sub-administrator’s account.

3. Click Go to add the user group to the sub-administrator’s 
account, and to display the group name in the list box 
above.

Remove User Group from a Sub-Admin

1. Select the Sub-Admin from the pull-down menu. The 
sub-administrator’s group(s) display(s) in the list box 
below.

2. Select the group to be removed from the sub-adminis-
trator by clicking on your choice to highlight it.

3. Click the Delete Group From Sub-Admin button to 
remove the group from sub-administrator’s account and 
from the list box.
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Group Information frame

In the Group Information frame, you update user groups by 
adding or removing sub-administrators.

Update User Group by Adding a Sub-Admin

1. Select the Group from the pull-down menu. Any sub-
administrator added to this user group displays in the list 
box below.

2. From the Add Sub-Admin pull-down menu, select the 
sub-administrator to be added to the group.

3. Click Go to display the sub-administrator’s username in 
the list box above.

Update User Group by Removing a Sub-Admin

1. Select the Group from the pull-down menu. Any sub-
administrators added to this user group display in the list 
box below.

2. Select the sub-administrator to be removed from the 
group by clicking on your choice to highlight it.

3. Click the Remove Sub-Admin From Group button to 
remove the sub-administrator from the list box.
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Edit Password, Change Permissions, Delete User

Click the Edit All Users button in the Sub-Admin and Group 
Information window to open the User Information dialog 
box:

Fig. 2:2-14  Edit user password, change permissions, delete user

In this dialog box you can modify an administrator or sub-
administrator’s password, change a sub-administrator’s 
permissions for accessing Executive Reports, or delete an 
administrator or sub-administrator from the user list.

TIP: Click Cancel if you wish to close the dialog box and return to 
the Sub-Admin and Group Information window without saving any 
edits.

Change a User’s Password

1. In the User Information dialog box, select the username 
of the administrator or sub-administrator from the User-
name pull-down menu.

2. In the Password field, type in the new password using 
eight to 20 characters—including at least one alpha char-
acter, one numeric character, and one special character. 
The password is case sensitive.
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3. Press the Tab key on your keyboard to move to the 
Confirm Password field, and type in the same charac-
ters you entered in the Password field.

Database Process List

The Database Process List option is used for viewing or 
halting a process that is currently running.

To access information about current processes, click  
Process List in the Settings menu to display the Process List 
window in the panel:

Fig. 2:2-15  Process List window

View Details on a Process

Each row in the list includes the following information: 
process identification number (ID) on the MySQL server; 
Host name or IP address of the server, and port connected 
to the database; the state of the last Command issued by 
the user (“Killed”, “Query”, “Sleep”); the amount of Time in 
seconds the process has remained in its current state, and 
SQL statement for a process currently running (Server Info).
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in the Record field at the bottom of the window, the number 
of the selected record displays, along with the total number 
of records.

Click the Refresh button to refresh the list of records.

TIP: The selected record is designated by an arrow in the box to 
the left of a row. To select another record, click the box in that row 
to display the arrow. You also can navigate to another record by 
using the Record navigation field. Click in the box between the 
arrow buttons and enter a new record number to go to that record. 
Or click any of the four arrow buttons to advance forward or back-
ward through the list of records. In the order in which they display 
in the Record field, clicking these buttons moves you to the first 
record, the record prior to the selected record, the record following 
the selected record, and the last record.

Terminate a Process

1. Select the process to be terminated and click Kill. This 
action opens a dialog box with the message: “Are you 
sure you want to kill this process?”

WARNING: Be sure that you do not kill the wrong process.

TIP: Click Cancel to resume the process and to close the dialog 
box.

2. Click OK to terminate the process. After the process is 
killed, an alert box opens displaying the message: 
“Process Killed!”

3. Click OK to close the alert box.
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CLIENT USER SECTION

Introduction
This section of the user guide provides instructions to sub-
administrators on how to utilize the Client application to 
generate report views and interpret results.
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Chapter 1: Installation Requirements
The following components must be installed in order to use 
the Client:

• Windows XP, Vista, or 7 Operating Systems running 
Internet Explorer (IE) 7 or 8, or Firefox 3.5 for Client 
usage

• Macintosh OS X Version 10.5 or 10.6 running Safari 4.0 
or Firefox 3.5 for Client usage

The following minimum environment requirements must be 
fulfilled in order to use the Client:

• Pentium III class processor or greater

• 512 MB RAM minimum, 1 GB RAM recommended

• 2 GB hard drive space for saving files

• screen resolution settings of 1024 x 768 are recom-
mended

• if pop-up blocking software is installed on the worksta-
tion, it must be disabled

NOTE: Information about disabling pop-up blocking software can 
be found in this Client User Guide in Appendix C: Disable Pop-up 
Blocking Software.
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Chapter 2: Customizing the Client
This chapter provides information on customizing the Client 
to generate reports based on your specified settings.

Settings
To begin customizing the Client, log in to the Client, then 
mouse over the Settings link in the navigation toolbar to 
open a menu of customization options:

Fig. 3:2-1  Settings menu (sub-administrator), default Executive Report

Click an option in the Settings menu to display the specified 
window in the panel. The following options are available to 
sub-administrators: My Account, Server Statistics, and 
Default Options.
M86 SECURITY USER GUIDE 49



CLIENT USER SECTION    CHAPTER 2: CUSTOMIZING THE CLIENT

50
My Account

The My Account option displays only for sub-administrators 
who have been set up by the administrator to use the Client. 
My Account is used for viewing a list of users who are 
included in your user group(s), and for updating your pass-
word.

To access your account, click My Account in the Settings 
menu to display the My Account window in the panel:

Fig. 3:2-2  My Account window

Upon accessing My Account, any user group to which your 
username has been assigned (via the User Permissions 
option from the Settings menu) displays in the Groups list 
box.

View Users in a User Group

To view a list of users in your user group:

1. In the Groups list box, select the user group by clicking 
on your choice to highlight it.
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2. Click the Show Users button to display the users in the 
Users list box to the right (see Fig. 3:2-2).

TIP: If there is another user group listed that you wish to view, 
follow the steps above to view the usernames in that user group.

Change Password

1. Click the Change Password button to open the Change 
User Password dialog box:

Fig. 3:2-3  Change User Password

2. Type in the Old Password.

3. Type in the New Password, entering eight to 20 charac-
ters—including at least one alpha character, one numeric 
character, and one special character. The password is 
case sensitive.

4. Type in the same characters for the new password in the 
Confirm New field.

TIP: Click Cancel if you wish to return to the My Account box 
without saving your entries.

5. Click OK to save your settings.
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ER Server Information

The ER Server Information window contains details about 
data storage on the ER Server, the time the Web Client 
Server was last restarted, and the ER Server’s IP address 
and current software version number.

Click Server Statistics in the Settings menu to display the 
ER Server Information window in the panel:

Fig. 3:2-4  ER Server Information window

This window is comprised of five frames: Date Scopes, ER 
Activity, Web Client Server Startup Time, Server Info, and 
Expiration Info.

NOTES: The following message displays on a newly-installed 
ER: “Server statistics are not available at this time. If the ER 
server was newly installed, server statistics will be available after 
the first time statistics are correlated for the server. Server statis-
tics are correlated immediately after midnight, Monday through 
Saturday. If this problem persists, please contact your system 
administrator.”
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If using a Client for a consolidated ER Server (CER), frames are 
named as follows: Date Scopes Consolidated ER, ER Activity 
Consolidated ER, Web Client Server Startup Time Consolidated 
ER, Server Info Consolidated ER, and Expiration Info Consoli-
dated ER.

The additional Date Scopes Remote ERs frame displays Overall 
Date Scope and Indexed Date Scope information for each remote 
ER set up for access on the CER. See Consolidated Mode: Date 
Scopes Remote ERs for more information.

Date Scopes

In the Date Scopes frame, the number of week(s) of data 
stored on the ER Server, and the date and time range 
display for the following date scopes:

• Overall Date Scope - this date scope pertains to all data 
currently stored on the Server, including both live 
(indexed) and archive (non-indexed) data.

• Indexed Date Scope - this date scope pertains only to 
live data currently stored on the Server. Live data can 
include Web pages and objects, and will always include 
the indexes for these items. Objects include images from 
Web pages, and items such as JavaScript files and flash 
files.

• Objects Date Scope - this date scope pertains only to 
objects currently stored on the Server. If this date scope 
overlaps the date ranges for indexed and non-indexed 
data currently stored on the Server, both live and archive 
items will be included in this date scope.

NOTE: If using a Client for a consolidated ER Server (CER), 
there is no data for the Indexed Date Scope and Objects Date 
Scope since this data is not pertinent to a CER.
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Consolidated Mode: Date Scopes Remote ERs

The Date Scopes Remote ERs frame displays for a consol-
idated ER (CER).

For each remote ER unit, the following columns of informa-
tion are included: ER (name and IP address); and the 
number of weeks stored and date scopes for the following: 
Overall Date Scope, Indexed Date Scope, Objects Date 
Scope, and Summarized Date Scope.

NOTE: Since the CER only stores summary data on the appli-
ance itself while detail data is stored on the remote ERs, the 
summary data for a remote ER might display in the CER Web 
Client even though detail data for that remote ER may have 
expired. In the CER Web Client, this scenario might generate a 
report with the message: “No Records Found.”

Web Client Server Startup Time

The Web Client Server Startup Time frame contains the 
following information pertaining to the last time the Web 
Client Server was restarted: Day of the week and month 
name abbreviation, day, military time (HH:MM:SS), and year 
(YYYY).

NOTE: This information is useful for troubleshooting manually 
generated reports. If your reports are not displaying, it may be 
that the Web Client Server has restarted and terminated the 
report generation process.

Server Info

The Server Info frame contains the following ER Server 
information: Software Version number and Database 
Server IP address.
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ER Activity

In the ER Activity frame, specify the type of chart you wish to 
generate that provides details on the number of hits within a 
designated time period. A “hit” is any page and/or object an 
end user accesses as the result of entering a URL in his/her 
browser window.

By default, the Hits By Day radio button is selected, and in 
the From and To fields, today’s date displays in the MM, DD, 
and YYYY format.

1. Specify the time period for the chart you wish to draw by 
doing the following:

• Click the radio button corresponding to Hits By Day, 
Hits By Week, or Hits By Month.

• At the From and To fields, make a selection from any 
of the pull-down menus for month (1-12), day (1-31), or 
year (2000-2011).

2. Click the Draw Chart button to open a window that 
displays the chart of your selection in the PDF file format.

The header section includes the title of the chart and date 
range. The footer section includes the date and time the 
chart was generated (shown in the MM/DD/YYYY 
HH:MM AM/PM format), the login ID of the person who 
generated the chart (Generated by) and the Page 
number and page range.

The chart image includes a graph illustrating the general 
Number of Hits (in purple) and Number of IPs that gener-
ated those hits (in blue) for each unit of Time in the spec-
ified period.

Rows of report details indicate the time measurement 
(Day, Week, or Month), the exact Number of Hits corre-
sponding to each unit of time, and the Total Records.

Depending on the time frame specified, this chart may be 
several pages in length.
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• Hits Per Day - If you selected Hits By Day, days within 
the date range are plotted on the graph, grouped into 
equal time intervals. The summary shows the Number 
of Hits and Number of IPs for a specified Day (MM/DD/
YYYY).

Fig. 3:2-5  Hits Per Day chart

• Hits Per Week - If you selected Hits By Week, each 
week within the date range is plotted on the graph. The 
summary shows the general Number of Hits (in purple) 
and Number of IPs that generated those hits (in blue) 
for a specified Week (YYYY-WW). Weeks are 
numbered 1-52.
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Fig. 3:2-6  Hits Per Week chart

• Hits Per Month - If you selected Hits By Month, each 
month within the date range is plotted on the graph. 
The summary shows the general Number of Hits (in 
red) and Number of IPs that generated those hits (in 
green) for a specified Month (Month ’YY). Month 
names are abbreviated.

Fig. 3:2-7  Hits Per Month chart
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3. You now have the option to do any of the following:

• print the chart - click the print  icon to open the 
Print dialog box, and proceed with standard print 
procedures.

• save the chart - click the save  icon to open the 
Save a Copy dialog box, and proceed with standard 
save procedures.

• close the chart window - click the “X” in the upper right 
corner to close the chart window.

• generate a new chart - make new entries in the ER 
Server Information window.

Expiration Info

In the Expiration Info frame, the following data displays:

• Data Space Utilization - the percentage of database 
storage space currently being used on the ER Server

• % to be live data - the percentage of data that is set to 
be live data stored on the Server

• Weeks until next expiration - the number of weeks from 
this week that data on the Server will expire

• Estimated date of next expiration - the date scheduled 
for the next automatic database expiration
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Default Options

Default Options is used for specifying various settings to be 
used in reports.

Click Default Options in the Settings menu to display the 
Default Options window in the panel:

Fig. 3:2-8  Default Options window

Set New Defaults

1. Enter the maximum number of records that can be 
returned by a detail report query before triggering the 
Page/Object Warning Limit message. This warning 
message indicates that the number of records exceeds 
the number specified in this field. The default is “1000” 
records.

2. Enter the Default Top Value of records that will be 
generated for summary reports. The default is “50” 
records.
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3. Enter the maximum number of records that will be 
included in a report’s Result Set Limit. If the number of 
records from a query exceeds the limit established in this 
field, the overflow will be included in the next set of 
records. The default is “1000” records per set.

4. By default, the Hide Un-Identified IPs checkbox is dese-
lected. This indicates that activity on machines not 
assigned to specific users will be included in reports.

If you wish to exclude activity from machines not 
assigned to specific users, click in the checkbox to enter 
a check mark.

5. By default, the Hide Uncategorized Category checkbox 
is selected. This indicates that uncategorized sites will 
not be displayed or counted in drill down reports.

If you wish to include uncategorized sites in drill down 
reports, click in the checkbox to remove the check mark.

TIP: Click Cancel to exit without saving your entries.

6. Click the Save button to save your settings and to exit the 
Default Options window.
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Chapter 3: Executive Reports
This chapter provides information about “canned” reports 
that display on the screen as bar charts or pie charts. By 
clicking a button beneath the chart image (PDF, CSV, PNG) 
report information can be viewed in the specified file format 
(.pdf, .csv, .png). Executive Reports contain pre-generated 
data for a specified period of time (Yesterday, Last Week, 
Last Month, Week to Yesterday, or Month to Yesterday) for 
any of the following report topics or entities showing Internet 
activity:

• Top 20 Users by Blocked Request - bar chart report 
based on each end user’s total number of Blocked and 
Warn Blocked requests. This report is only available if the 
Block Request Count feature is enabled in the Optional 
Features screen on the ER Server.

• Top 20 Categories by Page Count - bar chart report 
based on the total page count for each filtering category 
set up in the Category Description list from the Settings 
menu.

• Top 20 Users by Page Count - bar chart report based 
on each end user’s total page count.

• Top 20 Users by Malware Hit Count - bar chart report 
based on each end user’s total hit count from the 
following categories in the Security, Internet Productivity, 
and Internet Communication (Instant Messaging) cate-
gory groups: BotNet, Malicious Code/Virus, Bad Reputa-
tion Domains, Spyware, Adware, and IRC.

• Top 20 Sites by Page Count - bar chart report based on 
the total page count for the most popular sites accessed 
by end users.

• Top 20 User Groups by Page Count - bar chart report 
based on the total page count for each user group set up 
in the User Groupings list from the Settings menu.
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• Top 20 Blocked Searched Keywords - bar chart report 
based on the total number of blocked keyword requests. 
This report is only available if the Block Searched 
Keywords Report feature is enabled in the Optional 
Features screen on the ER Server.

• Total Permitted vs. Blocked Requests - pie chart 
report based on the total page count for all filtering cate-
gories set up to pass and all filtering categories set up to 
be blocked.

• Category Group Comparison - pie chart report based 
on the total page count for each filtering category group 
set up in the Category Groupings window from the 
Settings menu.

• Category Comparison - pie chart report based on the 
total page count for each filtering category set up in the 
Category Description list from the Settings menu.

• User Group Comparison - pie chart report based on the 
total page count for each user group set up in the User 
Groupings list from the Settings menu.

Once you have obtained an overview of Internet activity 
using Executive Reports, you can generate customized or 
drill down report views, save these views, export them, and/
or schedule these reports to run at a designated time.
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Generate an Executive Report
By default, upon successfully logging into the Web Client 
user interface, yesterday’s report view showing either the 
Top 20 Users by Blocked Request or Top 20 (Internet 
Filtering) Categories by Page Count displays in the panel:

Fig. 3:3-1  Yesterday’s Top 20 Users by Blocked Request Report

TIP: Click the left arrow or right arrow at the edges of the dash-
board to display thumbnail images that are currently hidden.

NOTE: If the ER Server does not contain any data—as on a 
newly installed unit—the default report page will not show any 
thumbnail images or bar chart report in the panel, and the 
following text displays: “This report cannot be displayed because 
there is no data to show for this report.”

To generate an Executive Report:

1. From the navigation toolbar, click an Executive Reports 
menu topic for the time period to be included in the 
report: Yesterday, Last Week, Last Month, Week to 
Yesterday, or Month to Yesterday.

2. Click a thumbnail in the dashboard for the selected report 
option to display as the report view.
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NOTE: If necessary, click another time period or thumbnail to 
display that specified report view in the panel.

3. To see details for the generated Executive Report view, 
click the button beneath the chart image to open a report 
view in the specified file format: PDF (portable document 
format), CSV (comma separated value), PNG (portable 
network graphics).

Executive Report in the PDF format

Clicking the PDF button opens a separate browser window 
containing the Executive Report in the .pdf format:

Fig. 3:3-2  Sample Bar Chart Executive Report in the PDF format
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Fig. 3:3-3  Sample Pie Chart Executive Report in the PDF format

The header of the generated report includes the date range, 
Report Type, and criteria Details.

The body of the first page of the report includes the following 
information:

• Bar chart - name of category, username, username path, 
URL or site IP address, user group name, or blocked 
user request, and corresponding bar graph. Beneath the 
bar graph are count indicators and a label describing the 
type of Count used in the report.

• Pie chart - color-coded pie graph showing a maximum of 
15 categories or user groups. Any categories or user 
groups with page counts totalling less than one percent 
are grouped together under the “Others Combined” label.

The footer of the report includes the username of the person 
who generated the report (Generated by), the Date and 
Time the report was generated, and Page number and page 
range.
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The body of the pages following the first page of the bar or 
pie chart report includes the following information:

• Top 20 Users by Blocked Request report - user NAME 
and corresponding BLOCKED REQUEST COUNT—
which includes Blocked and Warn Blocked requests. 
Total Records and Total Number of Blocked Requests for 
this Date Scope display at the end of the report.

• Top 20 Blocked Searched Keywords report - Blocked 
Keywords and corresponding Blocked Count. A Grand 
Total of Blocked Count displays at the end of the report.

• All other reports - Count columns and corresponding 
totals for all reports. Grand Total and Count display at the 
end of the report.
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Executive Report in the CSV format

Clicking the CSV button opens a separate browser window 
containing the Executive Report in the .csv format:

Fig. 3:3-4  Sample Executive Report in the CSV format

The header of the generated report includes the report title, 
Sort Order, and date range (MM/D/YYYY HH:MM:SS AM/
PM format).

The body of the report includes a row containing column 
labels, followed by rows of user data with values corre-
sponding to each column.

Totals display after the last row of user data.

The footer of the report includes the date and time the report 
was generated, product name, Filter specifications, and the 
login ID of the user who generated the report.
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Executive Report in the PNG format

Clicking the PNG button opens a separate browser window 
containing the Executive Report in the .png format:

Fig. 3:3-5  Sample Executive Report in the PNG format

The generated report includes the report title followed by a 
graphical chart image:

• Bar chart - name of category, username, username path, 
URL or site IP address, user group name, or blocked 
user request, and corresponding bar graph. Beneath the 
bar graph are count indicators and a label describing the 
type of Count used in the report.

• Pie chart - color-coded pie graph showing a maximum of 
15 categories or user groups. Any categories or user 
groups with page counts totalling less than one percent 
are grouped together under the “Others Combined” label.
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Export an Executive Report
From the open generated report file, the Executive Report 
can be exported in some of the following ways:

• print the report - select the print option from the toolbar—
or click the print icon—to open the Print dialog box, and 
proceed with standard print procedures.

• save the report - select the save option from the 
toolbar—or click the save icon—to open the Save a Copy 
dialog box, and proceed with standard save procedures.
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Chapter 4: Summary and Detail Reports
The two basic reports administrators and sub-administra-
tors can generate with customizations are the summary 
report and the detail report. Report views for these reports 
are implemented via the Drill Down Reports and the Custom 
Reports sections of the Client application.

While summary and detail reports share some common 
components with Executive Reports and Wall Clock Time or 
Blocked Request reports, each kind of report also has its 
own unique components.

Before you begin generating report views for these reports, 
we recommend that you review this chapter in order to 
become familiar with the organization of summary and detail 
report views, and how report view tools and components are 
used in creating summary drill down reports and detail drill 
down reports customized to your specifications.

NOTE: When generating reports on a consolidated ER (CER), 
depending upon the storage capacity of the remote ER Servers, 
the summary data for a particular date scope displayed on the 
CER may not have any detail data corresponding to it on the 
remote ERs. This occurs when the detail data for a particular date 
scope on the remote ERs has been expired and the summary 
data stored on the CER has not. If you encounter this situation, 
upon execution of your query, you will get the message “No 
Records Found”. (See the ER Server Information sub-section 
from Settings in Chapter 2: Customizing the Client for more infor-
mation about data expiration.)
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Summary Drill Down Report View
The summary drill down report view provides a snapshot of 
end user activity for a specified report type and defined date 
of activity recorded by the ER Server.

These reports are generated via menu options from Drill 
Down Reports and the Custom Report Wizard from Custom 
Reports.

Fig. 3:4-1  Summary Drill Down Report view (administrator)

The summary drill down report view is horizontally orga-
nized into three sections:

• Header section - includes buttons for customizing the 
current view: New Report, Modify Report, Export Report, 
Save Report, and Set Result Limit. The following infor-
mation displays beneath the row of buttons: Report type, 
Display criteria, Date, Search criteria, Sort by criteria. 
Beneath this row of data, the navigation path for the first 
record in the current report view displays to the far left. 
The Record navigation field at far right lets you navigate 
to a specific record and includes the total number of 
records.
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• Body section - includes rows of records returned by the 
reporting query. Each row is preceded by a checkbox. 
For each record, columns of filter buttons display. These 
buttons are followed by columns of statistics for tracking 
user activity on the Internet by Category Count, IP Count, 
User Count, Site Count, Page Count, Object Count, or 

Time HH:MM:SS. A down arrow  displays to the right 
of the Page Count and Object Count for each record. By 
clicking the arrow, a detail report view for that record 
displays.

• Footer section - includes the username of the login ID 
used for this session (Logged in as).

Detail Drill Down Report View
The detail drill down report view provides information on 
pages or objects accessed by end users within a specific 
time period.

Fig. 3:4-2  Detail Drill Down Report view (administrator)
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Similarly with summary reports, these reports are generated 
via menu options from Drill Down Reports and the Custom 
Report Wizard from Custom Reports.

As with the summary report view, the detail report view is 
also horizontally organized into three sections but includes 
different content in its header and body:

• Header section - includes the following data: report type, 
Date, Sort by criteria, and Display information for 
records. Checkboxes (used for specifying columns to be 
included in the body of the report) display to the right of 
this information: Category, User IP, User name, Site, 
Filter Action, Content Type, Content, and Search String. 
The following buttons display below: Modify Report, 
UnCheck All / Check All. The following Other Options 
buttons display to the right: Export Report, Save Report, 
and New Report. The navigation path for the first record 
in the current report view displays below to the far left. 
The Record navigation field at far right lets you navigate 
to a specific record and includes the total number of 
records.

• Body section - includes rows of records returned by the 
reporting query. The Date and URL columns display for 
each record, along with any of the following columns 
specified by populating the corresponding checkbox in 
the header: Categories, User IP, User name, Site, Filter 
Action, Content Type, Content criteria, Search String, 
URL (hyperlink).

• Footer section - includes the username of the login ID 
used for this session (Logged in as).
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Report View Tools and Usage Tips
Understanding report view tools and their functions is para-
mount to generating a report containing relevant content, 
since the usage of these tools determines the results of your 
query.

As you will learn from the rest of this chapter, report view 
tools along with report view components help you create the 
desired report view. This report view can then be exported, 
saved, and/or scheduled to run at a specified time.

Navigation Tips

Back button

If using Internet Explorer, click the Back button in the toolbar 
of the browser window to return to a previous page in the 
current report.

Record navigation field

The total number of records displays to the right of the 
Record navigation field, located above the rows of records: 

This indicator helps you determine how long it will take to 
generate a report view or to print a report. If there are many 
records, you may wish to filter your results to reduce the 
time it will take to process the report.

The selected record is designated by the record number 
displayed in the Record navigation field, and by an arrow   
to the left of a record in the body of a report view.

To select another record, do any of the following:
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• click the specified row to display the arrow preceding that 
record, and the record number in the Record navigation 
field.

• in the Record navigation field, enter a new record 
number in the white box between the arrow buttons to go 
to that record.

• in the Record navigation field, click any of the four arrow 
buttons to advance forward or backward through the list 
of records. In the order in which they display in the 
Record field, clicking these buttons moves you to the first 
record, the record prior to the selected record, the record 
following the selected record, and the last record.

Summary Report View Tools and Tips

Filter columns and buttons

In a summary drill down report view, filter columns display 
after the column containing the record name, and precede 
the Count columns (Category Count, IP Count, User Count, 
Site Count, Page Count, Object Count, Time HH:MM:SS). 
Filter columns include an oblong button for each record in 
the report view.

Clicking a specific filter button for a record gives more in-
depth analysis on a given record displayed in the current 
view.
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Count columns and column arrows

In a summary drill down report view, columns for specified 
“item counts” display in the body of the report view. The 
column for the current report type does not display and 
therefore cannot be selected.

• Category Count - displays the number of categories a 
user has visited, or the number of categories included 
within a given site. Categories are set up for the Web 
Filter via the Settings menu option. It is possible for a site 
to be listed in more than one category, so even if a user 
has visited only one site, this column may count the 
user’s visit in two or three categories.

• IP Count - displays the number of sites or categories 
visited by the IP address on the user’s machine.

• User Count - displays the number of individuals who 
have visited a specific site or category.

• Site Count - displays the number of sites a user has 
visited, or the number of sites in a category. This figure is 
based on the root name of the site. For example, if a user 
visits www.espn.com, www.msn.com, and 
www.foxsports.com, that user will have visited three 
pages. If that same user additionally visits 
www.espn.com/scores, the total number of sites visited 
would still count as three—and not as four—because the 
latter page is on the original ESPN site that was already 
counted.
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• Page Count - displays the total number of pages visited. 
A user may visit only one site, but visit 20 pages on that 
site. If a user visits a page with pop-up ads, these items 
would add to the page count. If a page has banner ads 
that link to other pages, these items also would factor into 
the page count. In categories that use a lot of pop-up 
ads—porn, gambling, and other related sites—the page 
count usually exceeds the number of objects per page.

By clicking the arrow to the right of any record in this 
column, the detail report view displays data for all pages 
accessed, including hyperlinks to those pages. In the 
detail report view, you have the option to exclude Infor-
mation columns for Category, User IP, User name, Site, 
Filter Action, Content Type, Content criteria, and Search 
String by clicking the corresponding checkboxes.

• Object Count - displays the number of objects on a Web 
page. All images, graphics, multimedia items, and text 
items count as objects. The number of objects on a page 
is generally higher than the number of pages a user 
visits.

However, if an advertisement or banner ad (an object on 
the page) is actually a page from another site, this item 
would not be classified as an object but as a page, since 
it comes from a different server.

By clicking the arrow to the right of any record in this 
column, the detail report view displays data for all objects 
accessed, including hyperlinks to those objects. In the 
detail report view, you have the option to include Informa-
tion columns for Category, User IP, User name, Site, 
Filter Action, Content Type, Content criteria, and Search 
String by clicking the corresponding checkboxes.
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NOTE: If “Pages only” was specified in the Object Count frame of 
the Optional Features screen in the Administrator user interface, 
all records of objects accessed by end users will be lost for the 
time period in which this option was enabled. Even if there were 
objects accessed by end users during that time period, zeroes 
(“0”) will display in the Object Count column in the report. See the 
Optional Features sub-section of the M86 ER Administrator User 
Guide or M86 IR Enterprise Reporter User Guide for information 
about Object Count frame options.

• Time HH:MM:SS - displays the amount of time a user 
spent at a given site. Each page detected by a user’s 
machine adds to the count. If a browser window is 
opened to a certain page and left there for an extended 
time period, and that page is refreshed by either the user 
or a banner ad, the counter starts again and continues as 
long as Web activity is detected. If that Web page 
contains an active banner ad that refreshes the page 
every 10 to 30 seconds, a user could show an incredibly 
high page count and many minutes, even though only 
one page was opened by that user.

Column sorting tips

To sort summary report view records in ascending/
descending order by a specified column, click that column’s 
header: Category Count, IP Count, User Count, Site Count, 
Page Count, Object Count, or Time HH:MM:SS).

Click the same column header again to sort records for that 
column in the reverse order.

Click another column header to sort records by that speci-
fied column.
M86 SECURITY USER GUIDE



 CLIENT USER SECTION  CHAPTER 4: SUMMARY AND DETAIL REPORTS
Record exportation

In a summary drill down report view, each record is 
preceded by a checkbox that is populated (selected) by 
default.

When exporting a report, only selected records are 
included. To de-select a record, click the checkbox to 
remove the check mark from the checkbox.

To de-select all records, click the checkbox in the column 
header. Clicking the checkbox in the column header again 
reselects all records.
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Detail Report View Tools and Tips

Page link navigation

If more than one page of records was returned by a detail 
report query, one or more Page numbers display(s) above 
the rows of records: 

Click the page number to navigate to that page of records.

Report Type columns

In the detail report view header, by default all checkbox(es) 
are populated to include all column(s) for records in the 
current report view. Any column can be hidden from view by 
clicking the corresponding checkbox to remove the check 
mark. Clicking UnCheck All excludes all columns from 
displaying in the current report view. This button toggles 
back to Check All when at least one of the checkboxes is 
empty.

• Category - displays the category name (e.g. “Alcohol”).

• User IP - displays the IP address of the user’s machine 
(e.g. “200.10.101.80”).

• User - displays any of the following information: user-
name, user IP address, or the path and username (e.g. 
“logo\admin\jsmith”).

• Site - displays the URL the user attempted to access 
(e.g. “coors.com”).
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• Filter Action - displays the type of filter action used by 
the Web Filter in creating the record: "Allowed", 
"Blocked", "Warn Blocked" (for the first warning page that 
displayed for the end user), "Warn Allowed" (for any 
subsequent warning page that displayed for the end 
user), “Quota Blocked” (if a quota blocked the end user), 
"X-Strike", or "N/A" if the filter action was unclassified at 
the time the log file was created.

• Content Type - displays the method used by the Web 
Filter in creating the record: “Search KW” (Search Engine 
Keyword), “URL KW” (URL Keyword), “URL”, “Wildcard”, 
“Https High” (HTTPS Filtering Level set at High), “X-
strike” (X Strikes Blocking), “Pattern” (Proxy Pattern 
Blocking), “File Type”, “Https Medium” (HTTPS Filtering 
Level set at Medium), or “N/A” if the content was unclas-
sified at the time the log file was created.

• Content - displays criteria used for determining the cate-
gorization of the record, or “N/A” if unclassified.

• Search String - displays the full search string the end 
user typed into a search engine text box in search sites 
such as Google, Bing, Yahoo!, MSN, AOL, Ask.com, 
YouTube.com, and MySpace.com—if the Search Engine 
Reporting option is enabled in the Optional Features 
screen of the Administrator user interface.

NOTE: Refer to the Optional Features screen sub-section of the 
M86 ER Administrator User Guide or M86 IR Enterprise Reporter 
User Guide for information about the Search String feature.
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Column sorting tips

To sort detail report view records in ascending/descending 
order by a specified column, click that column’s header: 
Date, Category, User IP, User name, Site, Filter Action, 
Content Type, Content criteria, Search String, or URL.

Click the same column header again to sort records for that 
column in the reverse order.

Click another column header to sort records by that speci-
fied column.

Page/Object viewing tip

Click the URL for a specified record to view the page or 
object currently indexed in the ER’s memory.

Truncated data viewing tip

To view the entire text that displays truncated in a detail 
report view column, mouse over the column to view the 
entire string of data in the column for a given record:
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Using escape characters in an NT domain query

When running a query on an NT domain and special charac-
ters are present in the search string, escape characters 
must be included in the username entry.

MySQL recognizes the following escape sequences:

• \' A single quote ( ‘ ) character.
• \" A double quote ( “ ) character.
• \\ A backslash ( \ ) character.
• \% A percentage ( % ) character.
• \_ An underscore ( _ ) character.

Example:
• Single quote: \'
• Original string: John Smith's
• New string: John Smith\'s

Scenario 1: If usernames are entered as follows:

CO-Administration\Steve.Williams
CO-Financial\Susan.Reynolds

In order to find these users via a New Custom Report query 
in the ER client, you need to add a secondary "\" to all "\" 
entries in the string, as follows:

CO-Administration\\Steve.Williams
CO-Financial\\Susan.Reynolds

Scenario 2: If a domain name precedes the username, as 
in the following entries:

COOP\CO-Administration\Steve.Williams
COOP\CO-Financial\Susan.Reynolds

Entries should be as follows:

COOP\\CO-Administration\\Steve.Williams
COOP\\CO-Financial\\Susan.Reynolds
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Header Buttons for Customization Options

Clicking a button in the header of a report view opens a pop-
up box that lets you customize the current report view. The 
following header buttons are available in the summary and 
detail report views: New Report, Modify Report, Export 
Report, and Save Report.

The Set Result Limit button is additionally available in 
summary report views.

NOTE: Information on using the fields in these pop-up boxes can 
be found in the Report View Components sub-section.

New Report button

This option that is available in both summary and detail 
reports lets you generate a new drill down report view for a 
date range other than the current (default) date.

Fig. 3:4-3  New Drill Down Report pop-up box

Click the Advance Options button to display additional 
fields in this box that let you modify the way the view is 
sorted, or enter search criteria:
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Fig. 3:4-4  New Drill Down Report with Advance Options

TIP: To view only basic options, press the Back Space key on 
your keyboard to close the Advance Options display.

NOTE: After all modifications are made, click Apply to save your 
settings and to close the pop-up box.

Set Result Limit button

This option lets you specify the maximum number of records 
to be included in the summary report view, instead of the 
default number (entered in Default Options).

Fig. 3:4-5  Set Result Limit pop-up box

NOTE: After all modifications are made, click Apply to save your 
settings and to close the pop-up box.
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Modify Report button

Drill Down Report option

For summary reports, this option lets you modify the current 
report view by doing any of the following: specify the 
maximum number of records to be included other than the 
number entered in Default Options; perform a search for 
specified text, or sort the report in ascending or descending 
order by a specified column.

Fig. 3:4-6  Drill Down Report pop-up box

Detail Custom Report option

For detail reports, this option lets you modify the current 
report view by doing any of the following: change the date 
scope, sort the report in ascending or descending order by a 
specified column, and specify the maximum number of 
records to be included other than the number entered in 
Default Options.
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Fig. 3:4-7  Custom Report pop-up box

NOTE: After all modifications are made, click Apply to save your 
settings and to close the pop-up box.

Export Report button

Export Drill Down Report option

This option lets you email or view the current summary 
report view in the specified output format.

Fig. 3:4-8  Export Drill Down Report pop-up box
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Export Custom Report option

This option lets you email or view the current detail report 
view in the specified output format, defining the break type, 
file format, and maximum number of records to be included 
in the report view instead of the default number (entered in 
the Default Options window).

Fig. 3:4-9  Export Custom Report pop-up box

NOTES: After all modifications are made, click Email to open the 
Email Report pop-up box where email criteria is entered, or click 
View to launch a separate browser window containing the gener-
ated report in the specified format.

• See Exporting a Report in this chapter for information about 
using the Email option to email a report.

• See View and Print Options in this chapter for information 
about using the View option to view and print a generated 
report, and for sample reports.
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Save Report button

This option lets you save the current report view so a report 
using these customizations can be run again later at a 
designated time.

Summary Drill Down Report option

Fig. 3:4-10  Save Custom Report pop-up box for summary reports

TIP: The Copy (Ctrl+C) and Paste (Ctrl+V) functions can be used 
in the fields in the Save Custom Report pop-up box.
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Detail Drill Down Report option

Fig. 3:4-11  Save Custom Report pop-up box for detail reports

NOTES: After all modifications are made, click Save and 
Schedule to open the Event Schedules window where a 
schedule can be set up for running the report, Save and Run to 
save the report in the specified format and then email it to the 
designated email address(es), or Save Only to save the report.

See Custom Report Wizard in Chapter 6 for information about 
using these report options.
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Report View Components

Report Fields and Usage

The following fields are used in the Custom Report Wizard, 
Save Custom Report, and/or summary or detail report views 
and pop-up boxes linked to report views.

Type field

The Type field is used for specifying the report type for the 
summary report to be generated.

At the Type field, make a selection from the pull-down menu 
for one of the following report types:

• Categories - this option performs a query on filter cate-
gories accessed by end users.

• IPs - this option performs a query on Internet activity by 
end user IP address.

• Users - this option performs a query on end user Internet 
activity by username.

• Sites - this option performs a query on Web sites visited 
by end users.

• Category Groups - this option performs a query on end 
user Internet activity in category groups. Category 
groups are set up using the Category Groupings option 
from the Settings menu.

• User Groups - this option performs a query on Internet 
activity of user groups. User groups are set up using the 
User Groupings option from the Settings menu.
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Date Scope and Date fields

The Date Scope field is used for specifying the period of 
time to be included in the generated report view. Reports 
can be run for any data saved in the ER Server’s memory.

At the Date Scope field, make a selection from the pull-
down menu for the time frame you wish to use in your query 
(depending on the scope selected, the From Date and To 
Date fields are used in conjunction with this field):

• Today - this option generates the report view for today 
only, if logs from the Web access logging device have 
been received and processed.

• Month to Date - this option generates the report view for 
the range of days that includes the first day of the current 
month through today.

• Monthly - selecting this option activates the From Date 
and To Date pull-down menus where you specify the 
range of months (1-12) and/or years (2000-2011).

• Year to Date - this option generates the report view for 
the range of days that includes the first day of the current 
year through today.

• Daily - selecting this option activates the From Date and 
To Date pull-down menus where you specify the range of 
months (1-12), days (1-31), and/or years (2000-2011). 
The generated report view includes data for the specified 
days only, if the data for these days are stored on the 
Server.

• Yesterday - this option generates the report view for 
yesterday only.

• Month to Yesterday - this option generates the report 
view for the range of days that includes the first day of the 
current month through yesterday.
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• Year to Yesterday - this option generates the report view 
for the range of days that includes the first day of the 
current year through yesterday.

• Last Week - this option generates the report view for all 
days in the past week, beginning with Sunday and 
ending with Saturday.

• Last Weekend - this option generates the report view for 
the past Saturday and Sunday.

• Current Week - this option generates the report view for 
today and all previous days in the current week, begin-
ning with Sunday and ending with Saturday.

• Last Month - this option generates the report view for all 
days within the past month.

For detail reports, the following fields are additionally avail-
able:

• Part of Today - this option generates the report view for 
today’s time range specified in the From Time and To 
Time fields. Make a selection for the hour (1-12), minutes 
(00-59), and AM or PM.

• Part of Yesterday - this option generates the report view  
for yesterday’s time range specified in the From Time 
and To Time fields. Make a selection for the hour (1-12), 
minutes (00-59), and AM or PM.

• Part of Specific Day - this option generates the report 
view for the specified time range on the specified date. In 
the From Date and To Date fields, make a selection for 
the month (1-12), day (1-31), and year (2000-2011). In 
the From Time and To Time fields, make a selection for 
the hour (1-12), minutes (00-59), and AM or PM.

• User Defined - this option generates the report view for 
the specified time range within the specified date range. 
In the From Date and To Date fields, make a selection 
for the month (1-12), day (1-31), and year (2000-2011). 
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In the From Time and To Time fields, make a selection 
for the hour (1-12), minutes (00-59), and AM or PM.

Display and # Records fields

The Display and # Records fields are used for specifying the 
number of records from the query you wish to include in the 
summary report view, and how these records will be sorted.

At the Display field, make a selection from the pull-down 
menu for the records to be shown on the screen: “All Data 
Shown”, “Top Category Count”, “Top IP Count”, “Top User 
Count”, “Top Site Count”, “Top Page Count”, “Top Object 
Count”, “Top Time”, “Top Hit Count”.

In the # Records field, “N/A” displays greyed-out if “All Data 
Shown” was selected at the Display field. If any other selec-
tion was made at the previous field, the default number 
saved in the Default Options window displays in this field. 
Enter the maximum number of top records to be included in 
the query.

NOTE: The Default Top Value entry in the Default Options 
window is accessible via Default Options in the Settings menu. 
See the Default Options sub-section in Chapter 2: Customizing 
the Client for information about the Default Top Value.

Search and Filter String fields

The Search and Filter String fields are used for specifying 
search criteria in the current summary report view.

At the Search field, make a selection from the pull-down 
menu for the search term to be used: “None”, “Contains”, 
“Starts with”, “Ends with”.

In the Filter String field, “N/A” displays greyed-out if “None” 
was selected at the Search field. If any other selection was 
made at the previous field, enter text in this field corre-
sponding to the type of search term selected.
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Sort by and Order fields

The Sort by and Order fields are used for specifying the 
manner in which the generated report view will be sorted.

For summary reports, at the Sort by field, make a selection 
from the pull-down menu for one of the available sort 
options: “Category Count”, “IP Count”, “User Count”, “Site 
Count”, “Page Count”, “Object Count”, “Time”, “Hit Count”.

For detail reports, at the Sort by field, make a selection from 
the pull-down menu for one of the available sort options: 
"Date", "Category", "User IP", "User", "Site", "Filter Action", 
"Content Type", "Content", "Search String", "URL".

At the Order field, make a selection from the pull-down 
menu for the order in which to display the sort option count: 
“Ascending”, “Descending”.

Result Set Limit fields

The Result Set Limit fields are used for specifying the 
maximum number of records to be included in the report 
view.

Indicate the Result Set Limit by selecting the appropriate 
radio button:

• Show all records - Click this radio button to include all 
records returned by the report query.

• Show first ‘X’ records - Click this radio button to only 
include the first set of records returned by the report 
query.

Indicate the number of records to be included in a set by 
making an entry in the blank field, represented here by 
the ‘X’.

• Show all blocked records only - Click this radio button 
to only include records for URLs that were blocked.
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Break type field

The Break type field is used for indicating the manner in 
which records will display for the specified format when the 
report view is emailed or viewed.

Choose from the available report selections at the Break 
type pull-down menu. Based on the current report view 
displayed, the selections in this menu might include the 
main report type such as “Sites”, or double-break report 
types such as “Users/Sites”.

Format field

The Format field is used for specifying the manner in which 
text from the report view will be outputted.

At the Format pull-down menu, choose the format for the 
report: “MS-DOS Text”, “PDF”, “Rich Text Format”, “HTML”, 
“Comma-Delimited Text”, “Excel (Chinese)”, “Excel 
(English)”.

Data to export field

The Data to export field is used for specifying which records 
will be exported when the generated summary report is 
emailed or viewed.

At the Data to export field, select the amount of data to be 
exported from the pull-down menu: “All the Rows on this 
Report”, or “Only the Selected Rows on this Page”. The 
second selection is available only if some of the records in 
the report view were deselected.
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For double-break reports only

The Amount shown and # Records fields are used in 
double-break reports and are deactivated by default.

NOTE: These fields also display in Save Custom Report under 
the label: For single-break reports only.

Amount shown field

The Amount shown field is used for specifying how the 
report view will be sorted. By default, “All Data Shown” 
displays greyed-out and this field becomes activated when 
a double-break report type is selected at the Break type 
field.

At the Amount shown field, make a selection from the pull-
down menu for an available sort option: “All Data Shown”, 
Top Category Count”, “Top IP Count”, “Top User Count”, 
“Top Site Count”, “Top Page Count”, “Top Object Count”, 
“Top Time”, “Top Hit Count”.

# Records field

The # Records field is used for specifying the number of 
records that will display for the selected sort option. By 
default, “N/A” displays greyed-out and this field becomes 
activated when a Top item Count is selected at the Amount 
shown field.

In the activated # Records field, the number saved in the 
Default Options window displays by default. This number 
can be edited to indicate the number of records to be 
included in the exported report.

NOTE: The Default Top Value entry in the Default Options 
window is accessible via Default Options in the Settings menu. 
See the Default Options sub-section in Chapter 2: Customizing 
the Client for information about the Default Top Value.
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For pie and bar charts only

Generate using field

The Generate using field is used for specifying how a Cate-
gories pie chart or bar chart will be sorted. By default, “N/A” 
displays greyed-out and this field becomes activated when 
a pie or bar chart report type is selected from the Break type 
pull-down menu.

At the activated Generate using field, make a selection 
from the pull-down menu for the sort option to be used: “IP 
Count”, “User Count”, “Site Count”, “Page Count”, “Object 
Count”, “Time”, “Hit Count”.

Output type field

The Output type field is used for specifying how the gener-
ated report will be sent to the recipient(s).

At the Output type field, choose either “E-Mail As Attach-
ment”, or “E-Mail As Link”.

Hide Un-Identified IPs checkbox

The Hide Un-Identified IPs checkbox is used for specifying 
whether or not IP addresses of workstations that are not 
assigned to a designated end user will be included in 
reports. This checkbox is deselected by default if the 
checkbox by this same name was deselected in the Default 
Options window.

NOTE: The Default Options window is accessible via Default 
Options in the Settings menu. See the Default Options sub-
section in Chapter 2: Customizing the Client for more information 
about the Hide Un-Identified IPs option.

To change the selection in this field, click the Hide Un-Iden-
tified IPs checkbox to remove—or add—a check mark in 
the checkbox. By entering a check mark in this checkbox, 
activity on machines not assigned to specific end users will 
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not be included in report views. Changing this selection will 
not affect the setting previously saved in the Default Options 
window.

For E-Mail output only / Email Report fields

The For E-Mail output only fields and Email Report fields 
are used for entering email criteria pertinent to the report to 
be sent to the designated addressee(s).

Specify the following in the For E-Mail output only field or 
the Email Report pop-up box fields:

• To - enter the email address of each intended report 
recipient, separating each address by a comma (,) and a 
space.

• Subject - type in a brief description about the report.

• Cc (optional) - enter the email address of each intended 
recipient of a carbon copy of this message, separating 
each address by a comma (,) and a space.

• Bcc (optional) - enter the email address of each intended 
recipient of a blind carbon copy of this message, sepa-
rating each address by a comma (,) and a space.

• Body - type in text pertaining to the report.

Detailed Info field

The Detailed Info field is used for specifying which columns 
of data will be excluded from detail reports.

In the Detailed Info field, by default all checkboxes corre-
sponding to detail report columns are selected. Click the 
checkbox corresponding to any of the following options to 
remove the check marks and thereby exclude those 
columns of information from displaying in the report:

• Category information - click this checkbox to exclude 
the column that displays the library category name.
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• IP information - click this checkbox to exclude the  
column that displays the end user IP address.

• User information - click this checkbox to exclude the  
column that displays the username.

• Site information - click this checkbox to exclude the  
column that displays the IP addresses or URLs of sites.

• Filter Action information - click this checkbox to 
exclude the column that displays the type of filter action 
used by the Web Filter in creating the record: "Allowed", 
"Blocked", "Warn Blocked" (for the first warning page that 
displayed for the end user), "Warn Allowed" (for any 
subsequent warning page that displayed for the end 
user), “Quota Blocked” (if a quota blocked the end user), 
"X-Strike", or "N/A" if the filter action was unclassified at 
the time the log file was created.

• Content Type information - click this checkbox to 
exclude the column that displays the method used by the 
Web Filter in creating the record: “Search KW” (Search 
Engine Keyword), “URL KW” (URL Keyword), “URL”, 
“Wildcard”, “Https High” (HTTPS Filtering Level set at 
High), “X-strike” (X Strikes Blocking), “Pattern” (Proxy 
Pattern Blocking), or “N/A” if the content was unclassified 
at the time the log file was created.

• Content information - click this checkbox to exclude the 
column that displays criteria used for determining the 
categorization of the record, or “N/A” if unclassified.

• Search String information - click this checkbox to 
exclude the column that displays the full search string the 
end user typed into a search engine text box. This 
column displays pertinent information only if the Search 
Engine Reporting option is enabled in the Optional 
Features screen of the Administrator user interface.
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NOTE: Refer to the Optional Features screen sub-section of the 
M86 ER Administrator User Guide or M86 IR Enterprise Reporter 
User Guide for information about the Search String feature.

Exporting a Report
The email option for exporting reports lets you electronically 
send the report in the specified file format to designated 
personnel.

NOTES: If you are using Lotus Notes as your primary e-mail 
client instead of Microsoft Outlook or Outlook Express, refer to 
Appendix B for information on how to configure Lotus Notes to 
work with the ER Client.

For reports generated in the HTML format, the contents of the file 
will be embedded in the email message. For reports generated in 
any other format [MS-DOS Text, PDF, Rich Text Format, Comma-
Delimited Text, Excel (Chinese), Excel (English)], the file will be 
sent as an email attachment.

WARNING: If using a spam filter on your mail server, email 
messages or attachments sent by the Client might not be deliv-
ered if these messages contain keywords that are set up to be 
blocked. Consult with the administrator of the mail server for work 
around solutions between the spam filter and mail server.

1. In the Export Drill Down Report or Export Custom Report 
pop-up box, click the Email button to open the Email 
Report pop-up box:
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Fig. 3:4-12  Email Report pop-up box

2. In the To field, enter the email address of each intended 
report recipient, separating each address by a comma (,) 
and a space.

3. An entry in each of the following fields is optional: 

• Subject - Type in a brief description about the report.
• Cc - Enter the email address of each intended recip-

ient of a carbon copy of this message, separating each 
address by a comma (,) and a space.

• Bcc - Enter the email address of each intended recip-
ient of a blind carbon copy of this message, separating 
each address by a comma (,) and a space.

• Body - Type in text pertaining to the report.
TIP: Click Cancel to close the Email Report pop-up box and to 
return to the report view.

4. Click E-mail to send the report to the designated recip-
ient(s). As a result of this action, the Email Report pop-up 
box now displays information to indicate the report is 
being generated.
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WARNING: Large reports might not be sent due to email size 
restrictions on your mail server. The maximum size of an email 
message is often two or three MB. Please consult your mail 
server administrator for more information about email size restric-
tions.

After the report is generated in the specified file format, 
the Email Result pop-up box displays this message: “The 
report has been sent to the following address(es)”, and 
lists the email address(es) below:

Fig. 3:4-13  Email Result pop-up box

5. Click the “X” in the upper right corner of the Email Result 
pop-up box to close it.
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View and Print Options
The view and print options for exporting reports let you view/
print the report in the specified file format. The view option 
lets you make any necessary adjustments to your report file 
settings prior to printing the report. To print the report, you 
must have a printer configured for your workstation.

In the Export Drill Down Report or Export Custom Report 
pop-up box, click the View button to open the ER Report 
browser window/tab containing the status of the report being 
generated.

When completely generated, the ER Report browser 
window/tab displays “Report Finished” and can be closed. 
The generated report view opens in a separate window in 
the specified file format.

NOTE: Reports generated in the format for MS-DOS Text, 
Comma-Delimited Text, or Excel (Chinese or English) will display 
a single row of text for each record. Reports generated in all other 
formats (PDF, Rich Text Format, HTML) will display any lengthy 
string of text wrapped around within a fixed column width for each 
record.
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View and Print Tools

In the browser window containing the report, the tools avail-
able via the toolbar let you perform some of the following 
actions on the open report file:

File:
• Save (Ctrl+S) or Save As - save the report file to your 

local drive

• Print (Ctrl+P) - open the Print dialog box where specifi-
cations can be made before printing the report file, such 
as changing the orientation of the printed page by 
selecting Portrait (vertical) or Landscape (horizontal).

Edit:
• Select All - highlight the entire text (Ctrl+A), and then 

Copy (Ctrl+C) and Paste (Ctrl+V) this text in an open file

• Perform a search for text > Find - search for specific text 
in the file (Ctrl+F)

To close the report file window/tab, click the "X" in the upper 
right corner of the window/tab.
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Sample Report File Formats

The following report file formats are available for emailing 
and viewing: MS-DOS Text, PDF, Rich Text Format, HTML, 
Comma-Delimited Text, Excel (Chinese), Excel (English).

NOTES: M86 Security recommends using the PDF and HTML file 
formats over other file format selections—in particular for detail 
reports—since these files display and print in a format that is 
easiest to read. Lengthy text in PDF, HTML, and Rich Text 
Format files wraps around within the column so all text is 
captured without displaying truncated.

Comma-Delimited Text and Excel report columns may display 
with truncated text, but an entire column can be viewed by mani-
pulating the column width in the generated report file. These 
reports can then be printed at a smaller percentage than normal 
size in order to accommodate all text.

For MS-DOS Text reports, text may display truncated—in parti-
cular for lengthy usernames and URLs in detail reports—but an 
entire column can be viewed by scrolling to the right. Since there 
is no way to manipulate text in the generated report file, the 
printed report may display with truncated text. However, the 
maximum amount of text can be captured by printing the report in 
the landscape format.
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MS-DOS Text

This is a sample of the Category Groups report in the MS-
DOS Text format, saved with a .txt file extension:

Fig. 3:4-14  Category Groups report, MS-DOS Text file format
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PDF

This is a sample of the Category Groups report in the PDF 
format, saved with a .pdf file extension:

Fig. 3:4-15  Category Groups report, PDF format
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Rich Text Format

This is a sample of the Category Groups report in the Rich 
Text file Format, saved with a .rtf file extension:

Fig. 3:4-16  Category Groups report, RTF format
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HTML

This is a sample of the Category Groups report in the HTML 
format, saved with a .html file extension:

Fig. 3:4-17  Category Groups report, HTML file format
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Comma-Delimited Text

This is a sample of the Category Groups report in the 
Comma-Delimited Text format, saved with a .csv file exten-
sion:

Fig. 3:4-18  Category Groups report, Comma-Delimited Text file
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Excel (English)

This is a sample of the Category Groups report in the Excel 
(English) format, saved with a .xls file extension:

Fig. 3:4-19  Category Groups report, Excel (English) file format

NOTES: The Excel (English) option supports up to 65,000 rows 
of exported data. If exporting more than 65,000 rows of data, M86 
Security recommends using another format.

The Excel (Chinese) option supports up to 10,000 rows of 
exported data. If exporting more than 10,000 rows of data, M86 
Security recommends using the PDF format option.

The number of rows that can be exported varies with each file 
format.
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Chapter 5: Drill Down Reports
This chapter provides information about generating drill 
down reports from the Drill Down Reports menu. As 
explained in the previous chapter, drill down reports let you 
query the database to access more detailed information 
about end user Internet activity. The following types of 
reports can be generated from this menu:

• Categories - includes data in each filter category that 
was set up for monitoring user activity.

• IPs - includes Internet activity by user IP address.

• Users - includes Internet activity by username.

• Sites - includes activity on Web sites users accessed.

• Category Groups - includes activity by category groups, 
if category groups previously have been set up via the 
Settings menu.

• All User Groups - includes activity by all user groups, if 
user groups previously have been set up via the Settings 
menu.

• Single User Group - after selecting the user group from 
a list of available choices, this report shows activity for 
that user group, if the user group previously has been set 
up via the Settings menu.

As previously discussed, once you have generated a drill 
down report view, you can customize your view, save the 
view, export the view, and/or schedule the report to run at a 
designated time.
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Generate a Drill Down Report
To generate a drill down report:

1. Click one of the following menu topics in the navigation 
toolbar for the type of report you wish to view: Catego-
ries, IPs, Users, Sites, Category Groups, All User 
Groups:

Fig. 3:5-1  Sample Drill Down Category Groups Report

NOTES: As the report is generating, a message describing the 
current status displays. If no records are available, an alert box 
opens displaying the message “No records returned!” 

Information on generating a Single User Group report view is 
provided in the Generate a Single User Group Report sub-
section.

2. Once the generated report has loaded in the window, use 
the tools in the panel to create the desired drill down 
view.

3. The drill down view can be exported, saved, and/or 
scheduled to run at a specified time.
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Generate a Single User Group Report
To generate a Single User Group Report:

1. Click Single User Group from the Drill Down Reports 
menu to display the Single User Group window in the 
panel:

Fig. 3:5-2  Single User Group window

2. Specify the following report criteria: “Type”, “User 
Group”, “Date Scope”, and Advance Options such as 
“Display” / “# Records”, “Search” / “Filter String”, “Sort by” 
/ “Order”.

3. Click Apply to generate the report. When the report has 
generated, the report view displays (see Fig. 3:5-1) and 
can be modified, exported, or saved.
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Chapter 6: Custom Reports
This chapter provides information about custom reports that 
can be generated if more specific details are needed about 
end user Internet activity.

The following options are available from the Custom 
Reports menu:

• Custom Report Wizard - this option lets you use the 
wizard to generate a customized report, querying the 
database for hits, pages, or objects viewed by end users.

• Sample Custom Reports - this option includes “canned” 
selections of 10 of the most popular reports that you can 
readily generate in the PDF format.

• Wall Clock Time Report - this option is available to 
administrators only. Wall Clock Time reports use the Wall 
Clock Time algorithm to calculate the amount of time 
each end user spent accessing a given page or object.

NOTES: Wall Clock Time Report is only available in the Custom 
Reports menu if the Wall Clock Time feature is enabled in the 
Administrator user interface. See the M86 ER Administrator User 
Guide or M86 IR Enterprise Reporter User Guide for information 
about the Wall Clock Time feature.

To include object hits in the Wall Clock Time Report, the “Pages 
and Objects” selection must be made in the Object Count frame 
of the Optional Features screen. See Optional Features in the 
M86 ER Administrator User Guide or M86 IR Enterprise Reporter 
User Guide for more information about this selection.

• Blocked Request Report - this option is available to 
administrators only. Blocked Request reports show data 
for all specified users’ blocked requests within the desig-
nated time frame.
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NOTE: Blocked Request Report is only available in the Custom 
Reports menu if the Block Request Count feature is enabled in 
the Administrator user interface. See the M86 ER Administrator 
User Guide or M86 IR Enterprise Reporter User Guide for infor-
mation about the Block Request feature.

• Saved Custom Reports - this option lets you view, edit, 
copy, delete, or run a customized report that was previ-
ously saved in the Client.

• Event Schedule - this option is used for creating and 
maintaining schedules for generating customized 
reports.

• Executive Internet Usage Summary - this option, avail-
able to administrators only, is used for specifying email 
addresses of personnel authorized to receive a report 
containing charts showing activity in selected library 
category groups. Reports can be sent to specified recipi-
ents on a daily, weekly, and/or monthly basis.
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Custom Report Wizard
When clicking Custom Report Wizard in the Custom 
Reports menu, the main screen of the Custom Report 
Wizard displays in the panel:

Fig. 3:6-1  Custom Report Wizard screen (administrator)
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Step 1: Specify Report Option

1. Select one of three available custom report options:

• Summary Report (By Hit Count and Time) - this 
report provides a synopsis of specified end user 
Internet activity by hit count and time for a designated 
period.

• Specific User Detail by Page - this report provides 
information about end user Web page access for a 
specified time period.

• Specific User Detail by Object - this report provides 
information about end user Web object access for a 
specified time period.

2. Click Next to display the next screen of the wizard.

When selecting the summary report option, the following 
screen displays in the panel after clicking Next:

Fig. 3:6-2  Summary Report wizard screen (administrator)

When selecting the detail report option, the following screen 
displays after clicking Next:
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Fig. 3:6-3  Detail Report by Page wizard screen (administrator)

NOTES: The detail report by object screen is similar to the detail 
report by page screen, substituting the word “Object” for “Page” in 
the navigation path.

See Report View Components in Chapter 4: Summary and Detail 
Reports for various field entries in this wizard.
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Step 2: Specify Report Selection

Summary report

Make a choice for the Type of report to be generated: “Cate-
gories”, “IPs”, “Users”, “Sites”, “Category Groups”, “User 
Groups”. This choice affects all other fields on the screen by 
enabling or disabling them as pertinent to your selection.

To narrow your results, choose from one of the following 
drill down report options: “Category”, “User IP”, “Username”, 
“Site”, “Category Group”, “User Group”.

Detail report

Select at least one of the following criteria to be included in 
your query: “Category”, “User IP”, “Username”, “Site”, 
“Category Group”, “User Group,” “Keyword”.

TIP: The Username and Keyword fields can be used in conjunc-
tion or individually to specify the username(s) and/or URL sub-
string(s)/keyword(s) to include in a query, as described in the 
following sub-sections.

Batch user report

To generate a batch user report in which a single email is 
sent to the administrator with attached reports for up to 25 
specified end users, make the following entries:

1. In the Username field, do one of the following to add a 
username in the list box below:

• Type in the username
• Enter valid alpha characters preceded and/or followed 

by a wildcard (‘%’), or
• Enter a wildcard (‘%’)

2. Click Add; if a wildcard was used and more than one 
match was found on the server, this action opens the 
M86 SECURITY USER GUIDE 121



CLIENT USER SECTION    CHAPTER 6: CUSTOM REPORTS

122
Specific Search pop-up box (see Fig. 3:6-8) that displays 
all available matches in the Username frame:

a. Select up to 25 usernames from the pop-up box.
b. Click OK to close the pop-up box and to populate the 

list box in the wizard screen.
TIP: To remove an entry from the list box, select it and then click 
Delete.

NOTE: If more than one Username is entered, the following 
message displays above the buttons at the bottom of this screen: 
‘NOTE: This report is very processor and time intensive and may 
take several minutes to complete.’ and the View Drill Down 
Results button displays greyed-out. The report must now be 
saved and run at a later time.

URL sub-string, keyword report

To generate a URL sub-string and/or keyword report, make 
the following entries:

1. In the Keyword field, do one of the following to add 
keywords/URL sub-strings in the list box below:

• Type in a keyword at least three characters in length
• Enter up to 255 characters of a phrase

2. Click Add.

TIP: To remove an entry from the list box, select it and then click 
Delete.

NOTE: After adding an entry in the Keyword field, the following 
message displays above the buttons at the bottom of this screen: 
‘NOTE: This report is very processor and time intensive and may 
take several minutes to complete.’ and the View Drill Down 
Results button displays greyed-out. The report must now be 
saved and run at a later time.
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Step 3: Specify Date Scope

Select the Date Scope from the following choices available 
in the pull-down menu.

NOTE: If more than one Username or if any Keyword was 
entered in this screen, the following Date Scope choices are the 
only choices available: “Yesterday” (default), “Previous 7 Days”, 
selections for Previous 6, 5, 4, 3, or 2 Days, and “Daily”.

Step 4: Specify Order Criteria

Summary report

Select the column for which top results should Display and 
indicate the # Records.

Specify the column the report should Sort by and in which 
Order.

Detail report

Select the column the report should Sort by and indicate in 
which Order.

Specify the Result Set Limit for the records to be included.

Step 5: Specify when to Generate the Report

Indicate the next step in the wizard by selecting one of two 
choices that specify when the report will be generated:

• Save Custom Report - click this button to go to the Save 
Custom Report window where you save your report 
criteria now but generate your report later (see Save 
Custom Report).

NOTE: See Save Custom Report in this chapter for information 
on using the Save Custom Report window, and Chapter 5: Drill 
Down Reports for information about drill down reports.
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• View Drill Down Results - click this button to view the 
generated Drill Down Report now in the specified report 
view format (see Figs. 3:6-4 and 3:6-5).

NOTE: The View Drill Down Results button greys-out if more than 
one Username or if any Keyword was entered for a detail report.

Fig. 3:6-4  Summary Drill Down Report (administrator)

Fig. 3:6-5  Detail by Page Drill Down Report (administrator)
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Save Custom Report

1. Click the Save Custom Report button to display the 
Save Custom Report screen in the panel:

Fig. 3:6-6  Summary Save Custom Report (administrator)

Fig. 3:6-7  Detail Save Custom Report (administrator)
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2. In the Save Name field, enter a name for the report. This 
name will display in the Report Name pull-down menu in 
the Saved Custom Reports option.

TIP: The Copy (Ctrl+C) and Paste (Ctrl+V) functions can be used 
in the fields in this screen.

3. In the Description field, enter the report description. This 
description will display in the Report Description field in 
the Saved Custom Reports option.

4. Make a selection from pull-down menus for the following 
fields:

• Date Scope - to change the date scope specified in 
the report view, make a selection from available 
choices in the pull-down menus.

• Break type - available selections are based on the 
type of report specified.

• Output type - choose either E-Mail As Attachment, or 
E-Mail As Link.

• Format - choose from available output format selec-
tions in the pull-down menu.

• Hide Un-Identified IPs - this checkbox is de-selected 
by default if the checkbox by this same name was de-
selected in the Default Options window.

NOTE: The Default Options window is accessible via Default 
Options in the Settings menu. See the Default Options sub-
section in Chapter 2: Customizing the Client for more information 
about the Hide Un-Identified IPs option.

5. For detail reports, specify any of the following options:

• Detailed Info - uncheck any checkbox corresponding 
to a column that should not be included in the report.

• Result Set Limit - indicate the maximum number of 
records to be included in the report.
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6. For double/single-break reports only, if a selection 
was made in the Break type field, specify the top count 
option to be used in the Amount shown and # Records 
fields.

7. For pie and bar charts only in a summary report, if the 
report is being generated for Categories, Category 
Groups, or User Groups, and a selection was made in 
the Break type field, the Generate using field lets you 
select the count column sort option.

8. For E-Mail output only, type in the email address(es) of 
the recipient(s), and enter any pertinent information to be 
sent with the report.

9. Specify the next—or final—step in the wizard by 
selecting one of three choices:

• Save and Schedule - click this button to save your 
entries and to go to the Event Schedules window 
where the Add Event to Schedule pop-up box opens 
so you can set up a schedule for running the report.

• Save and Run - click this button to save your entries 
and to email the generated report to the designated 
recipient(s). After the report is emailed, the Saved 
Custom Reports window displays if you need to run 
this report again or another report.

NOTE: If more than one Username or if any Keyword was 
entered in the report screen for a detail report, the Save and Run 
button is greyed-out and the following message displays above 
the buttons at the bottom of this screen: ‘NOTE: This report is 
very processor and time intensive and may take several minutes 
to complete.’ 

• Save Only - click this button to save your entries and 
to go to the Saved Custom Reports window where you 
can delete, edit, or run this report or another report.

NOTE: See Event Schedules and Saved Custom Reports in this 
chapter for information on using these options.
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TIP: For an administrator, when specifying a save option, if the 
report Name you entered has already been used, a dialog box 
opens with the message: “Name already in use, would you like to 
overwrite? Event Schedules associated with this report will also 
be deleted.” You can choose to either overwrite the record with 
the current report criteria by clicking OK, or rename the report by 
clicking Cancel to close the dialog box without saving your edits.

Wizard Reporting Tips

Detail page Break report by Users, Category

To generate a detail report that includes page hits for the top 
users who accessed a specific category or category group:

1. Select “Specific User Detail by Page”, and then click 
Next.

3. Choose the Category or Category Group, and then 
click Save Custom Report.

3. Specify at least the following criteria: Save Name, Break 
type “Users”, Amount shown “Top Page Count”, and 
email To address.

4. Click Save and Run to generate and email the report to 
the designated email address.

Use wildcards in a Specific Search query

To generate a report for a specific username, user IP 
address, or site URL, enter the minimum criteria:

1. Select one of the three wizard options, and then click 
Next.

2. Specify the type of search to be performed by choosing 
the appropriate field (User IP, Username, or Site) and 
entering text in the following format: %X% (in which “X” 
represents the user’s IP address, the username, or the 
site URL.
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Examples:

• User IP: %200.10.100.51%
• Username: %jsmith%
• Site: %yahoo%

3. Click View Drill Down Results to open the Specific 
Search pop-up box:

Fig. 3:6-8  Specific Search pop-up box showing site results

This pop-up box is comprised of three list boxes: User-
name, User IP, and Site. The list box pertinent to your 
query is populated with results—based on data stored in 
the system—returned by the search.

4. Make a selection from the list box, and then click OK to 
close the pop-up box and to begin generating the report.
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Sample Custom Reports
To generate a sample custom report:

1. Choose Sample Custom Reports from the Custom 
Reports menu, and then click one of the following 
Custom Report options: “Top 20 Categories by Page 
Count”, “Top 20 IPs by Category/IP”, “Top 20 Users by 
Category/User”, “Top 20 Users by Page Count”, “Top 20 
Categories by User/Category”, “Top 20 Sites by User/
Site”, “By User/Category/Site”, “Top 20 Sites by Cate-
gory/Site”, “By Category/Site/IP”, “By Category/User/
Site”.

Fig. 3:6-9  Sample Custom Reports (administrator)

When the report has been generated, “Report Finished” 
displays in the window/tab and a separate browser 
window opens with the Sample Custom Report in the 
PDF format.

2. From the open PDF file, the Sample Custom Report can 
be exported in some of the following ways:
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• print the report - click the print  icon to open the 
Print dialog box, and proceed with standard print 
procedures.

• save the report - click the save  icon to open the 
Save a Copy dialog box, and proceed with standard 
save procedures.

3. Click the “X” in the upper right corner of the report 
window to close it.

Report Format

For each report, the header of the reports contain the 
following information:

• Sort Order: Page Count, descending

• From: / To: today’s date displays

• the name of the report displays

The footer of the reports contain the following information:

• today’s date (MM/DD/YYYY) and time (HH:MM:SS AM/
PM) the report was generated

• Page number

• Filter: None

• Generated by: manager’s login ID
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Top 20 Categories by Page Count

The name of the report (Categories) displays in the header.

The body of the report contains the following columns: list of 
the top 20 Categories and corresponding IP Count, User 
Count, Site Count, Page Count, Object Count, Time 
(HH:MM:SS), Hit Count, and Blocked Hits.

The Grand Total and Count display at the end of the report.

Fig. 3:6-10  Sample Categories report
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Top 20 IPs by Category/IP

The name of the report (Category/IPs: Top 20 IPs by Page 
Count) displays in the header.

The body of the report contains the following information for 
each Category listed: columns showing the top 20 user IPs 
and corresponding User Count, Site Count, Page Count, 
Object Count, Time (HH:MM:SS), Hit Count, and Blocked 
Hits.

The category Total and IP Count display at the end of each 
Category section.

The Grand Total and Category Count display at the end of 
the report.

Fig. 3:6-11  Sample Category/IPs report
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Top 20 Users by Category/User

The name of the report (Category/Users: Top 20 Users by 
Page Count) displays in the header.

The body of the report contains the following information for 
each Category listed: columns showing the top 20 Users 
(usernames/username paths) and corresponding IP Count, 
Site Count, Page Count, Object Count, Time (HH:MM:SS), 
Hit Count, and Blocked Hits.

The category Total and User Count display at the end of 
each Category section.

The Grand Total and Category Count display at the end of 
the report.

Fig. 3:6-12  Sample Category/Users report
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Top 20 Users by Page Count

The name of the report (Users) displays in the header.

The body of the report contains columns with the following 
information for the top 20 Users: usernames/username 
paths and corresponding Category Count, IP Count, Site 
Count, Page Count, Object Count, Time (HH:MM:SS), Hit 
Count, and Blocked Hits.

The Grand Total and user Count display at the end of the 
report.

Fig. 3:6-13  Sample Users report
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Top 20 Categories by User/Category

The name of the report (Users/Categories: Top 20 Catego-
ries by Page Count) displays in the header.

The body of the report contains columns with the following 
information for each User listed: top 20 Categories and 
corresponding IP Count, Site Count, Page Count, Object 
Count, Time (HH:MM:SS), Hit Count, and Blocked Hits.

The user Total and Category Count display at the end of 
each User section.

The Grand Total and User Count display at the end of the 
report.

Fig. 3:6-14  Sample User/Categories report
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Top 20 Sites by User/Site

The name of the report (User/Sites: Top 20 Sites by Page 
Count) displays in the header.

The body of the report contains columns with the following 
information for each User listed: top 20 Sites and corre-
sponding Category Count, IP Count, Page Count, Object 
Count, Time (HH:MM:SS), Hit Count, and Blocked Hits.

The user Total and Site Count display at the end of each 
User section.

The Grand Total and User Count display at the end of the 
report.

Fig. 3:6-15  Sample User/Sites report
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By User/Category/Site

The name of the report (User/Category/Sites) displays in 
the header.

The body of the report contains columns with the following 
information for each User and Category listed: Sites and 
corresponding IP Count, Page Count, Object Count, Time 
(HH:MM:SS), Hit Count, and Blocked Hits.

The category Total and Site Count display at the end of each 
User/Category section.

The Grand Total and User Count display at the end of the 
report.

Fig. 3:6-16  Sample User/Category/Sites report
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Top 20 Sites by Category/Site

The name of the report (Category/Sites: Top 20 Sites by 
Page Count) displays in the header.

The body of the report contains columns with the following 
information for each Category listed: Sites and corre-
sponding IP Count, Page Count, Object Count, Time 
(HH:MM:SS), Hit Count, and Blocked Hits.

The category Total and Site Count display at the end of each 
Category section.

The Grand Total and Category Count display at the end of 
the report.

Fig. 3:6-17  Sample Category/Sites report
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By Category/Site/IP

The name of the report (Category/Site/IPs) displays in the 
header.

The body of the report contains columns with the following 
information for each Category and Site listed: IPs and corre-
sponding User Count, Page Count, Object Count, Time 
(HH:MM:SS), Hit Count, and Blocked Hits.

The category Total for each site and IP Count display at the 
end of each Category/Site section.

The Grand Total and Category Count display at the end of 
the report.

Fig. 3:6-18  Sample Category/Site/IPs report
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By Category/User/Site

The name of the report (Category/User/Sites) displays in 
the header.

The body of the report contains columns with the following 
information for each Category and User listed: Sites and 
corresponding IP Count, Page Count, Object Count, Time 
(HH:MM:SS), Hit Count, and Blocked Hits.

The category Total for each user and Site Count display at 
the end of each Category/User section.

The Grand Total and Category Count display at the end of 
the report.

Fig. 3:6-19  Sample Category/User/Sites report
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Wall Clock Time Report
The Wall Clock Time Report option is accessible by admin-
istrators only and provides textual results of end user 
Internet usage activity for a specified time period, based on 
the Wall Clock Time algorithm (see Wall Clock Time algo-
rithm in this sub-section). This algorithm calculates the 
amount of time an end user spent accessing a given page or 
object—disregarding the number of seconds from each hit 
and counting each unique minute of Web time as one 
minute. Using this algorithm, an end user could never have 
more than 24 hours of Web time within a given 24-hour 
period.

NOTE: The Wall Clock Time Report option does not display if the 
Wall Clock Time feature is disabled in the ER Administrator user 
interface. Refer to the Optional Features screen sub-section of 
the M86 ER Administrator User Guide or M86 IR Enterprise 
Reporter User Guide for information about enabling or disabling 
the Wall Clock Time feature.
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Generate a Wall Clock Time Report

For administrators, the Wall Clock Time Report window 
displays in the panel when Wall Clock Time Report is clicked 
in the Custom Reports menu:

Fig. 3:6-20  Wall Clock Time Report window (administrator)

To generate a Wall Clock Time report:

1. In the Criteria frame, specify the type of report to be 
generated by clicking the radio button corresponding to 
that option, and—if necessary—making entries/selec-
tions in pertinent fields:

• Show all records - if choosing this option, the Date 
Scope field displays “Yesterday” and yesterday’s date.

• Show User Group - if choosing this option, select the 
user group from the pull-down menu to the right. The 
Date Scope field displays “Yesterday” and yesterday’s 
date.
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• Show Specific User - if choosing this option, enter the 
username—or a portion of the username with the ‘%’ 
wildcard—in the text box to the right, and then make a 
selection from the Date Scope field to display the date 
range for that time period: Yesterday, Last Week, Last 
Month, Week to Yesterday, Month to Yesterday.

• Show Specific IP - if choosing this option, enter the IP 
address—or a portion of the IP address with the ‘%’ 
wildcard—in the text box to the right, and then make a 
selection from the Date Scope field to display the date 
range for that time period: Yesterday, Last Week, Last 
Month, Week to Yesterday, Month to Yesterday.

• Top 20 Users by Wall Clock Time - if choosing this 
option, make a selection from the Date Scope field to 
display the date range for that time period: Yesterday, 
Last Week, Last Month, Week to Yesterday, Month to 
Yesterday.

2. Click Create Report to open a separate ER Report 
browser window containing the status of the report being 
generated. When completely generated, “Report 
Finished” displays, and the report view in PDF format 
opens in a separate window.

As with other Web Client reports exported in the PDF 
format, this report can be saved and/or printed.

NOTES: If there is no data available—or if data is available for 
only a partial number of days within the date scope range—a 
message displays indicating that no records are available.

If a new user group with existing usernames or IP addresses was 
added, data for that user group will not be available for viewing on 
the current day. Data for the following viewing options are avail-
able according to this schedule:

• Yesterday, Week to Yesterday, and Month to Yesterday - avail-
able by the next day

• Last Week - available by the next Sunday
• Last Month - available by the first of next month.
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If a new user group with new users was added, by the next day 
only the “Yesterday” viewing option will contain data available for 
viewing. All other viewing options will not be available until the full 
length of time indicated by the viewing option has transpired.

3. From the open PDF file, the Wall Clock Time report can 
be exported in some of the following ways:

• print the report - click the print  icon to open the 
Print dialog box, and proceed with standard print 
procedures.

• save the report - click the save  icon to open the 
Save a Copy dialog box, and proceed with standard 
save procedures.

4. Click the “X” in the upper right corner of both the ER 
Report window and the PDF report window to close 
these windows.
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View the Wall Clock Time Report

The header of the generated Wall Clock Time report 
includes the date range, Report Type, and Details criteria.

The body of the report includes the end user NAME, WALL 
CLOCK time totals in days, hours, and minutes, and any 
other relative criteria, such as username path or IP address.

The Total Records displays at the end of each section.

The footer of the report includes the Date and Time the 
report was generated, and Page number.

The Total Time for this Date Scope in days, hours, and 
minutes displays at the end of the report.

Fig. 3:6-21  Sample Wall Clock Time Report for Top 20 Users
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Wall Clock Time algorithm

For each end user included in the report, the number of 
seconds from the log is dropped, and each unique minute 
within a given hour counts as one minute.

In the following example, the end user shows a total of 
seven minutes of Wall Clock Time:

12:00:01 www.m86security.com
12:00:10 www.abc.com
12:01:00 www.m86security.com
12:02:04 www.whitepages.com
12:05:58 www.yellowpages.com
12:05:58 www.yellowpages.com/714.jsp
12:05:59 www.yellowpages.com/phone_number.gif
12:07:03 www.google.com
12:07:33 www.yahoo.com
12:08:23 www.news.com
12:08:30 www.usatoday.com
12:08:59 www.usatoday.com/usa.gif
12:09:00 www.usatoday.com/ca.gif
12:09:01 www.yahoo.com
12:09:02 http://200.100.10.65:88
12:09:03 www.abc.com
12:09:04 www.nbc.com

The total for this end user is based on a nine-minute time 
span that includes 17 entries in the log, and seven unique 
minute entries: 00, 01, 02, 05, 07, 08, and 09.
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Use wildcards in a Specific Search query

To generate a report for a specific username or user IP, 
enter the minimum criteria:

1. Select “Show Specific User” or “Show Specific IP”.

2. Enter text in the following format: %X% (in which “X” 
represents the username or the user’s IP address).

Examples:

• Show Specific User: %jsmith%
• Show Specific IP: %200.10.100.51%

3. Click Create Report to open the specific search page:

Fig. 3:6-22  Specific search page box showing username results

This page is comprised of a list box containing user-
names or user IPs stored in the system—pertinent to 
your query—returned by the search.

4. Make a selection from the list box, and then click OK to 
close the page and to begin generating the report.
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Blocked Request Report
The Blocked Request Report option is accessible by admin-
istrators only and provides textual results of end user 
Internet usage activity of blocked URLs for a specified time 
period.

NOTE: The Blocked Request Report option does not display if the 
Block Request Count feature is disabled in the ER Administrator 
user interface. Refer to the Optional Features screen sub-section 
of the M86 ER Administrator User Guide or M86 IR Enterprise 
Reporter User Guide for information about enabling or disabling 
the Block Request Count feature.

Generate a Blocked Request Report

For administrators, the Blocked Request Report window 
displays in the panel when Blocked Request Report is 
clicked in the Custom Reports menu:

Fig. 3:6-23  Blocked Request Report window (administrator)
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To generate a Blocked Request Report:

1. In the Criteria frame, specify the type of report to be 
generated by clicking the radio button corresponding to 
that option, and—if necessary—making entries/selec-
tions in pertinent fields:

• Show all records - if choosing this option, the Date 
Scope field displays “Yesterday” and yesterday’s date.

• Show User Group - if choosing this option, select the 
user group from the pull-down menu to the right. The 
Date Scope field displays “Yesterday” and yesterday’s 
date.

• Show Specific User - if choosing this option, enter the 
username—or a portion of the username with the ‘%’ 
wildcard—in the text box to the right, and then make a 
selection from the Date Scope field to display the date 
range for that time period: Yesterday, Last Week, Last 
Month, Week to Yesterday, Month to Yesterday.

• Show Specific IP - if choosing this option, enter the IP 
address—or a portion of the IP address with the ‘%’ 
wildcard—in the text box to the right, and then make a 
selection from the Date Scope field to display the date 
range for that time period: Yesterday, Last Week, Last 
Month, Week to Yesterday, Month to Yesterday.

• Top 20 Users by Blocked Request - if choosing this 
option, make a selection from the Date Scope field to 
display the date range for that time period: Yesterday, 
Last Week, Last Month, Week to Yesterday, Month to 
Yesterday.

2. Click Create Report to open a separate ER Report 
browser window containing the status of the report being 
generated. When completely generated, “Report 
Finished” displays, and the report view in PDF format 
opens in a separate window.

As with other Web Client reports exported in the PDF 
format, this report can be saved and/or printed.
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NOTES: If there is no data available—or if data is available for 
only a partial number of days within the date scope range—a 
message displays indicating that no records are available.

If a new user group with existing usernames or IP addresses was 
added, data for that user group will not be available for viewing on 
the current day. Data for the following viewing options are avail-
able according to this schedule:

• Yesterday, Week to Yesterday, and Month to Yesterday - avail-
able by the next day

• Last Week - available by the next Sunday
• Last Month - available by the first of next month.

If a new user group with new users was added, by the next day 
only the “Yesterday” viewing option will contain data available for 
viewing. All other viewing options will not be available until the full 
length of time indicated by the viewing option has transpired.

3. From the open PDF file, the Blocked Request Report can 
be exported in some of the following ways:

• print the report - click the print  icon to open the 
Print dialog box, and proceed with standard print 
procedures.

• save the report - click the save  icon to open the 
Save a Copy dialog box, and proceed with standard 
save procedures.

4. Click the “X” in the upper right corner of both the ER 
Report window and the PDF report window to close 
these windows.
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View the Blocked Request Report

The header of the generated Blocked Request Report 
includes the date range, Report Type, and criteria Details.

‘RESULTS FOR: the date’ displays above the NAME 
column header if the report criteria is other than “Top 20 
Users by Blocked Request”.

In the body of the report, rows of records display beneath 
the following column headers: end user NAME, IP address 
(if the report criteria is other than “Top 20 Users by Blocked 
Request”), and Blocked Count quantity.

If the report was generated for any criteria other than “Top 
20 Users by Blocked Request”, the Total for Day count 
displays beneath each section.

The footer of the report includes the Date and Time the 
report was generated, and Page number.

The Total Count for all blocked requests displays at the end 
of the report.

Fig. 3:6-24  Blocked Request Report for Top 20 Users
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NOTE: To use wildcards in a Blocked Request Report query, see 
Use Wildcards in a Specific Search query from the Wall Clock 
Time Report sub-section.

Saved Custom Reports
The Saved Custom Reports option lets you view, copy, or 
edit data in a report you created, run a report, or delete a 
report.

This window displays in the panel when Saved Custom 
Reports is selected from the Custom Reports menu:

Fig. 3:6-25  Saved Custom Reports window (administrator)

NOTE: The radio button options in the top frame do not display 
for sub-administrators.
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View Information in a Saved Custom Report

In the top frame, all report selections display in the Report 
Name pull-down menu.

If you are logged in as an administrator:

1. Click the radio button corresponding to either option:

• Show All Reports - This selection displays in the 
Report Name pull-down menu a list of all recorded 
reports

• Show My Reports - This selection displays in the 
Report Name pull-down menu only the reports you 
recorded

NOTE: The radio button options do not display for sub-adminis-
trators.

2. Make a selection from the Report Name pull-down menu 
to display the Report Description below this frame, and to 
populate the General Info, Specific Info, and Output Info 
frames:

• General Info: Report type; Date Scope; From/To Date; 
From/To Time (if available)

• Specific Info: Category, User IP, Username, Site, 
Category Group, User Group, Show Category, Show 
IP, Show Username, Show Site, Show Filter Action, 
Show Content Type, Show Content, Show Search 
String, Break type, Keyword(s)

• Output Info: Output format, File Type, File Name
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Edit a Custom Report

The Save Report pop-up window is used when editing a 
summary or detail report.

1. Click Edit Report to open the Save Report pop-up 
window where you can edit report settings for a saved 
report.

When editing a summary report, the Save Report pop-up 
window appears as follows:

Fig. 3:6-26  Save Report, edit summary report
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When editing a detail report, the Save Report pop-up 
window appears as follows:

Fig. 3:6-27  Save Report, edit detail report

NOTE: When editing a report, the Hide Un-Identified IPs field 
does not display if this option is deselected in Default Options.

TIPS: The Copy (Ctrl+C) and Paste (Ctrl+V) functions can be 
used in the fields in the Save Report pop-up window.
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When editing a summary or detail report, click Cancel to exit the 
Save Report pop-up window without saving your edits.

2. After making your selections and entries, click Save.

Add a Username

1. In the Username field of a summary or detail report, do 
one of the following to add a username in the list box 
below:

• Type in the username
• Enter valid alpha characters preceded and/or followed 

by a wildcard (‘%’), or
• Enter a wildcard (‘%’)

2. Click Add; if a wildcard was used and more than one 
match was found on the server, this action opens the 
Specific Search pop-up box (see Fig. 3:6-8) that displays 
all available matches in the Username frame:

a. For a summary report, select the username from the 
pop-up box. For a detail report, select up to 25 user-
names from the pop-up box.

b. Click OK to close the pop-up box and to populate the 
list box in the wizard screen.

TIP: To remove an entry from the list box, select it and then click 
Delete.
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Copy a Custom Report

The copy feature is a great time saver, letting you use 
settings from a saved summary or detail report.

1. From the Report Name pull-down menu, select the 
report to be copied.

2. Click Copy Report to open the Copy Custom Report 
pop-up window where you make modifications for the 
new report.

See Edit a Custom Report for information on fields that 
display in the Copy Custom Report pop-up window.

NOTE: When copying a report:

• The Description field displays the text “Copy of ‘X’”, in which ‘X’ 
represents the report name

• The Cancel button does not display
• The Hide Un-Identified IPs field does not display if this option is 

deselected in Default Options
• The Username field and accompanying list box do not display

Run a Custom Report

Click Run Report to open a separate browser window that 
displays information to indicate the report is being gener-
ated.

After being completely generated, the report is emailed to 
the specified recipient(s).
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Delete a Custom Report

To remove the custom report from choices available in the 
Report Name pull-down menu, and the Event Schedule 
option:

1. Select the report from the Report Name pull-down 
menu.

2. Click Delete Report.

NOTE: If a custom report is scheduled to run via the Event 
Schedule option, deleting the report removes it from the Sched-
uled Events box.

Event Schedules
The Event Schedules option is used for maintaining a 
schedule for generating a customized report.

To view details on a scheduled event, or to edit, add, or 
delete a scheduled event, click Event Schedule in the 
Custom Report menu to display the Event Schedules 
window in the panel:

Fig. 3:6-28  Event Schedules window (administrator)
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If logged in as the administrator, all scheduled events 
display. If logged in as a sub-administrator, only the events 
scheduled by that sub-administrator login ID display. If the 
Web Client Scheduler is turned off, the message “To view 
event schedules, please enable Web Client scheduler using 
ER Admin GUI.” displays in place of scheduled events.

NOTE: Refer to these user guide sections for information about 
the following topics:

• To save reports using the Save Custom Report option, see this 
chapter and Chapter 5: Drill Down Reports, under the Save 
Custom Report option sub-sections.

• To enable or disable the Web Client to run scheduled events, 
see the Web Client Server Management screen sub-section of 
the M86 ER Administrator User Guide or M86 IR Enterprise 
Reporter User Guide.

View Details or Edit a Scheduled Event

In the Event Schedules window, events display as rows of 
records. The following information is included for each 
record: Name assigned to the scheduled event, Interval 
when the report is scheduled to run, date Last Run, Report 
Name, Start Time for the report to run, and Creator of the 
schedule (login username). Delete and Edit buttons display 
to the left of each row.

In the Record field at the bottom of the window, the number 
of the selected record displays, along with the total number 
of records (scheduled events).

Click the Refresh button to refresh the list of records and to  
scroll to the top of the list.

TIP: The selected record is designated by an arrow in the white 
box to the left of a row. To select another record, click the white 
box in that row to display the arrow. You also can navigate to 
another record by using the Record navigation field. Click in the 
box between the arrow buttons and enter a new record number to 
go to that record. Or click any of the four arrow buttons to 
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advance forward or backward through the list of records. In the 
order in which they display in the Record field, clicking these 
buttons moves you to the first record, the record prior to the 
selected record, the record following the selected record, and the 
last record.

View Details for a Scheduled Event

To view additional information on an event, click the Edit 
button for that event. This action opens the Update Sched-
uled Event dialog box:

Fig. 3:6-29  View event details

The following information displays in this dialog box: Name 
assigned to the scheduled event; selected Report to Run; 
interval When to Run the report; Day of the Week the report 
will run if the report is a daily report, or Day of the Month the 
report will run if the report is a monthly report, Start Time to 
run, and Server Time details.
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Edit a Scheduled Event

1. In the Event Schedules window, click the Edit button for 
the event you wish to modify. This action opens the 
Update Scheduled Event dialog box (see Fig. 3:6-31). In 
this dialog box you can:

• change the Name of the report
• make different selections as necessary from the pull-

down menus for Report to Run, When to Run, and/or 
Day of the Week or Day of the Month

• change the Start Time for running the report
TIP: Click Cancel if you wish to return to the Event Schedules 
window without saving your edits.

2. Click the Save button to display the updated criteria in 
the Event Schedules window.

Add an Event to the Schedule

1. In the Event Schedules window, click the Add Event 
button to open the Add Event to Schedule dialog box:

Fig. 3:6-30  Add an event

This dialog box also opens when saving a custom report 
using the Custom Report Wizard, and selecting the Save 
and Schedule option.

2. Enter a Name for the event.
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3. Select the Report to Run from the pull-down menu.

4. Select the frequency When to Run from the pull-down 
menu (Daily, Weekly, or Monthly).

If Weekly, specify the Day of the Week from the pull-
down menu (Sunday - Saturday).

If Monthly, specify the Day of the Month from the pull-
down menu (1st - 31st).

5. Select the Start Time for the report: 1 - 12 for the hour, 
00 - 59 for the minute, and AM or PM.

NOTE: The default Start Time is 8:00 AM. If you wish to run a 
report today and this time has already passed, be sure to select a 
future time.

TIP: Click Cancel to return to the Event Schedules window 
without saving your edits.

6. Click Save to add the scheduled event.

Delete a Scheduled Event

1. In the Event Schedules window, click the Delete button 
for the event you wish to delete. This action opens a 
dialog box with the message: “Are you sure you want to 
delete this event?”

2. Click OK to execute your action and to close the dialog 
box. This action also opens an alert box with the 
message: “Event deleted!”

3. Click OK to close the alert box.
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Scheduling a Report to Run

Once a report view has been saved, it can be scheduled to 
run at a designated time.

To schedule a report to run:

1. Go to the Custom Reports menu in the navigation toolbar 
and select Event Schedule.

2. In the Event Schedules window, click Add Event.

3. In the Add Event to Schedule pop-up box, select the 
Report to Run from the saved custom reports listed in the 
pull-down menu.

4. Specify criteria for scheduling the event, and then click 
Save.
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Executive Internet Usage Summary
The Executive Internet Usage Summary option is used for 
specifying email addresses of users authorized to receive 
bar and line chart reports showing activity in library category 
groups of your choice.

To set up and maintain a list of library category groups to be 
included in the report, and the email addresses of intended 
recipients of this report, click Executive Internet Usage 
Summary in the Custom Report menu to display the Execu-
tive Internet Usage Summary window in the panel:

Fig. 3:6-31  Executive Internet Usage Summary window (administrator)

The panel contains the following frames used for configuring 
and using this feature: M86 Category Groups, Custom 
Category Groups, Hide Unidentified IPs, E-Mail Subject, 
Deliver report in E-Mail as..., and E-Mail Recipients.

After making all settings in this window, click the Save 
button.
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Specify category groups for the report

The M86 Category Groups frame and the Custom Category 
Groups frame contain the Available and Selected list boxes.

in the M86 Category Groups frame, by default the following 
library category groups are included in the Selected list box: 
Adult Content, Illegal/Questionable, and Security. 

In the Custom Category Groups frame, by default any 
library category groups included in the Category Groupings 
window from the Settings menu display in the Available list 
box.

Add category groups to the Selected list box

1. To add category groups to the Selected list box, select 
the category groups in the Available list box.

TIP: Multiple category groups can be selected by clicking each 
category group while pressing the Ctrl key on your keyboard. 
Blocks of category groups can be selected by clicking the first 
category group, and then pressing the Shift key on your keyboard 
while clicking the last category group.

2. Click the “—>” arrow to move the category groups to the 
Selected list box.

Remove category groups from the Selected list box

1. To remove category groups from the Selected list box, 
select the category groups in the Selected list box.

TIP: Multiple category groups can be selected by clicking each 
category group while pressing the Ctrl key on your keyboard. 
Blocks of category groups can be selected by clicking the first 
category group, and then pressing the Shift key on your keyboard 
while clicking the last category group.

2. Click the “<—” arrow to move the category groups to the 
Available list box.
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Hide Unidentified IP addresses

In the Hide Unidentified IPs frame, by default the Hide 
Unidentified IPs checkbox is deselected. This indicates 
that activity on machines not assigned to specific users will 
be included in reports.

If you wish to exclude activity from machines not assigned 
to specific users, click in the checkbox to enter a check 
mark.

NOTE: If enabling this feature, the generated report will only hide 
hit counts for IP addresses in sections of the report labeled 
“Users.” IP hit counts will be included for all other sections of the 
report, such as those labeled “Categories”, “Category Groups”, 
etc.

Specify E-Mail Subject

In the E-Mail Subject frame, by default the Executive 
Internet Usage Summary option is selected, indicating the 
subject line to be used in the email.

To create a custom subject line for the email, select the 
radio button to the left of the blank field below, and make an 
entry in the text box for the subject line to be used in the 
email.

Specify how the report will be accessed

In the Deliver report in E-Mail as... frame, by default the 
Attachment (includes URL Link) option is selected, indi-
cating the email will include both an attachment of the report 
and a link to the report.

To specify only a URL link to be included in the email, select 
the URL Link option.
M86 SECURITY USER GUIDE 167



CLIENT USER SECTION    CHAPTER 6: CUSTOM REPORTS

168
Maintain a list of users to receive reports

In the E-Mail Recipients frame, specify the user(s) to 
receive the report and the frequency of delivery.

1. Click in the empty field and type in the email address.

2. Click Add to clear the field and to add the email address 
in the list box below.

3. By default, checkmarks populate the frequency check-
boxes: Daily, Week, Month. This indicates reports will be 
emailed to the recipient at the specified intervals.

To change these settings, click the checkbox to remove 
the selection.

Follow the steps above to add additional recipients.

To remove a recipient from the list of users authorized to 
receive reports, click the Remove checkbox to enter a 
check mark. After Save is clicked, the user will be removed 
from the E-Mail Recipients frame.

Save your settings

Click Save to save all settings made in this window.
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Sample Executive Internet Usage report

The recipient of the Executive internet Usage Summary 
report receives an email containing a .pdf attachment of the 
report (if the size of the .pdf file is within the limits) as well as 
a link to the report.

Links are available for the following time frame:

• Daily reports (14 days)

• Weekly reports (30 days)

• Monthly reports (90 days)

The header of the generated report includes the title and 
date range. The footer includes the page number and page 
range.

The first page includes statistics for the following: Total Web 
Requests, Total Blocked Requests, Unique IPs/Users.

Total Blocked Requests are given for the following library 
categories: Malicious Code/Virus, Botnets/Malicious Code 
Command, Spyware, Bad Reputation Domains, Adult 
Content, Blended Threats, Phishing, Web-based Proxies/
Anonymizers, Hacking.

Bar charts for Top Security Risks (library categories), Top 
Categories, Top Blocked Users, and Top Users show the top 
five categories/users and their corresponding total 
Requests.
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Fig. 3:6-32  Executive Internet Usage Summary monthly report, page 1

The second page includes a pie chart depicting Total Web 
Requests for M86 Category Groups. Each category group in 
the chart is represented by a pie slice and shows the 
number of requests and overall percentage for that pie slice.

For Weekly and Monthly reports, the bottom half of the 
second page includes a line chart for Daily Web Requests 
by Category Groups. Each category group in the chart is 
represented by a colored symbol that can be identified by 
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the key at the bottom of the page. The range of Requests is 
shown to the left of the chart, and the days (MM/D/YY) are 
shown beneath the chart.

Fig. 3:6-33  Executive Internet Usage Summary monthly report, page 2

The third page includes a bar chart depicting Top Web 
Requests By Categories In Group ‘X’, in which ‘X’ repre-
sents the name of the category group. The top 10 affected 
library categories in the group are named in the Categories 
list to the left, and each library category is represented in the 
M86 SECURITY USER GUIDE 171



CLIENT USER SECTION    CHAPTER 6: CUSTOM REPORTS

172
chart by a bar and corresponding number of requests. The 
range of Requests is shown beneath the chart.

For Weekly and Monthly reports, the bottom half of the third 
page includes a line chart for Top Daily Web Requests by 
Categories in Group. Each library category in the chart is 
represented by a colored symbol that can be identified by 
the key at the bottom of the page. The range of Requests is 
shown to the left of the chart, and the days (MM/D/YY) are 
shown beneath the chart.

Fig. 3:6-34  Executive Internet Usage Summary monthly report, page 3
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For Daily reports, the bottom half of the third page includes 
a chart showing the Top 10 Users In Category Group ‘X’, in 
which ‘X’ represents the name of the category group. The 
top 10 Users are listed in this chart, along with each user’s 
corresponding Page Count, IP Count, Site Count, Category 
Count, Time HH:MM:SS, and Hit Count.

For Weekly and Monthly reports, the fourth page includes 
the Top 10 Users In Category Group ‘X’ chart:

Fig. 3:6-35  Executive Internet Usage Summary monthly report, page 4
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The balance of the report is comprised of statistics for each 
of the remaining category groups, represented by report 
page 3, and page 4 for Weekly and Monthly reports.
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TECHNICAL SUPPORT / PRODUCT 
WARRANTIES

Technical Support
For technical support, visit M86 Security’s Technical 
Support Web page at http://www.m86security.com/
support/ or contact us by phone, by email, or in writing.

Hours
Regular office hours are from Monday through Friday, 8 
a.m. to 5 p.m. PST.

After hours support is available for emergency issues only. 
Requests for assistance are routed to a senior-level techni-
cian through our forwarding service.

Contact Information

Domestic (United States)

1. Call 1-888-786-7999

2. Select option 3

International

1. Call +1-714-282-6111

2. Select option 3

E-Mail

For non-emergency assistance, email us at 
support@m86security.com
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Office Locations and Phone Numbers

M86 Corporate Headquarters (USA)

828 West Taft Avenue
Orange, CA 92865-4232
USA

Local : 714.282.6111
Fax : 714.282.6116
Domestic US : 1.888.786.7999
International : +1.714.282.6111

M86 Taiwan

7 Fl., No. 1, Sec. 2, Ren-Ai Rd.
Taipei 10055
Taiwan, R.O.C.

Taipei Local : 2397-0300
Fax : 2397-0306
Domestic Taiwan : 02-2397-0300
International : 886-2-2397-0300
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Support Procedures
When you contact our technical support department:

• You will be greeted by a technical professional who will 
request the details of the problem and attempt to resolve 
the issue directly.

• If your issue needs to be escalated, you will be given a 
ticket number for reference, and a senior-level technician 
will contact you to resolve the issue.

• If your issue requires immediate attention, such as your 
network traffic being affected or all blocked sites being 
passed, you will be contacted by a senior-level techni-
cian within one hour.

• Your trouble ticket will not be closed until your permission 
is confirmed.
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Product Warranties

Standard Warranty
M86 Security warrants the medium on which the M86 
product is provided to be free from defects in material and 
workmanship under normal use for period of one year (the 
“Warranty Period”) from the date of delivery. This standard 
Warranty Period applies to both new and refurbished equip-
ment for a period of one year from the delivery date. M86 
Security’s entire liability and customer’s exclusive remedy if 
the medium is defective shall be the replacement of the 
hardware equipment or software provided by M86 Security.

M86 Security warrants that the M86 product(s) do(es) not 
infringe on any third party copyrights or patents. This 
warranty shall not apply to the extent that infringement is 
based on any misuse or modification of the hardware equip-
ment or software provided. This warranty does not apply if 
the infringement is based in whole or in part on the 
customer’s modification of the hardware equipment or soft-
ware.

M86 Security specifically disclaims all express warranties 
except those made herein and all implied warranties; 
including without limitation, the implied warranties of 
merchantability and fitness for a particular purpose. Without 
limitation, M86 Security specifically disclaims any warranty 
related to the performance(s) of the M86 product(s). 
Warranty service will be performed during M86 Security’s 
regular business hours at M86 Security’s facility.
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Technical Support and Service
M86 Security will provide initial installation support and 
technical support for up to 90 days following installation. 
M86 Security provides after-hour emergency support to 
M86 server customers. An after hours technician can be 
reached by voice line.

Technical support information:

Online: http://www.m86security.com/support/

Toll Free: 888-786-7999, press 3

Telephone: 1+714-282-6111, press 3

E-mail: support@m86security.com

Have the following information ready before calling tech-
nical support:

Product Description: ______________________________

Purchase Date: __________________________________

Extended warranty purchased: ______________________

Plan # _________________________________________

Reseller or Distributor contact: ______________________

Customer contact: ________________________________
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Extended Warranty (optional)
The extended warranty applies to hardware and software of 
the product(s) except any misuse or modification of the 
product(s), or product(s) located outside of the United 
States. The extended warranty does not include new 
product upgrades. Hardware parts will be furnished as 
necessary to maintain the proper operational condition of 
the product(s). If parts are discontinued from production 
during the Warranty Period, immediate replacement 
product(s) or hardware parts will be available for exchange 
with defective parts from M86 Security’s local reseller or 
distributor.

Extended Technical Support and Service
Extended technical support is available to customers under 
a Technical Support Agreement. Contact M86 Security 
during normal business hours, 8 a.m. to 5 p.m. PST, at (888) 
786-7999, or if outside the United States, call 1+(714) 282-
6111.
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APPENDICES SECTION

Appendix A

Evaluation Mode
By default, the ER Server and Client are set to the evalua-
tion mode. This appendix explains how to use the ER Client 
in the evaluation mode.

NOTE: Contact the administrator of the ER Server module to acti-
vate the ER Client to function in the activated mode.

Client

On a box in the evaluation mode, when navigating to the ER 
Server Information window, the Evaluation Mode alert box 
opens.

Evaluation Mode alert box

The Evaluation Mode alert box provides information about 
the maximum number of weeks of data storage:

Fig. A-1  Evaluation Mode alert box

Click OK to close the Evaluation Mode alert box.
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ER Server Information window

In the evaluation mode, the ER Server Information window 
displays the note “*Evaluation Mode Enabled” above the ER 
Activity frame:

Fig. A-2  ER Server Information window

Click the Server Info button to the right of the “*Evaluation 
Mode Enabled” note to open the Evaluation Mode alert box 
(see Fig. A:1).
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Appendix B

Lotus Notes Configuration
This appendix provides information on configuring the ER 
Client to use Lotus Notes (4.5 and above) in a Microsoft 
Windows environment in which Lotus Domino is the primary 
e-mail server.

Making these configurations ensures that e-mail reports 
sent from the ER Client are transported via the MAPI client 
in Outlook Express directly to the IP Address of the Lotus 
Domino e-mail server. This setup avoids any delays or 
“hung” reports that may occur if settings point to the Lotus 
Notes client, since Lotus Notes utilizes the MAPI .DLL differ-
ently than mail clients native to the Windows OS.

NOTE: Versions of Lotus Notes prior to 4.5 do not contain the 
necessary MAPI transport .DLL.

Steps for Former MS Outlook / Express Users

Follow these steps if Microsoft Outlook or Outlook Express 
was the primary e-mail client used on your system.

1. Delete any current e-mail accounts residing in Outlook or 
Outlook Express.

2. If Outlook is currently installed with your Microsoft Office 
system, uninstall Outlook—but not Outlook Express.
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Steps for Installing, Configuring Lotus Notes

Step 1: Install Lotus Notes

Install and configure Lotus Notes to connect to your 
network’s Lotus Domino server.

NOTE: Check with your System Administrator if you are unsure 
about your settings.

Step 2: Configure Microsoft Mail Client

Make the following configurations for the Microsoft Mail 
Client from the control panel:

1. When running the Internet Connection and Internet 
Explorer e-mail client wizard, be sure the e-mail address 
is set to the “Internet address” of your Lotus Notes 
account.

NOTE: If this account has not yet been set up in Lotus Domino, 
create it now, and then run the e-mail client wizard.

2. When the e-mail account wizard requests the server 
address, use the IP Address only—not the Lotus 
Name—of your Lotus Domino server.

TIP: These settings also can be generated directly by using the 
“mail” settings in the Windows control panel. Again, any previous 
non-Lotus Notes accounts must be deleted.

Step 3: Verify Internet Explorer Settings

1. Open Internet Explorer.

2. Go to Tools > Internet Options > Programs tab.

3. Check your “E-mail” and “Newsgroups” settings to make 
sure they are set to “Outlook Express”—not Lotus Notes.
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Appendix C

Disable Pop-up Blocking Software
A user with pop-up blocking software installed on his/her 
workstation will need to disable pop-up blocking in order to 
use the Client.

This appendix provides instructions on how to disable pop-
up blocking software for the following products: Yahoo! 
Toolbar, Google Toolbar, AdwareSafe, and Windows XP 
Service Pack 2 (SP2).

Yahoo! Toolbar Pop-up Blocker

Add the Client to the White List

If the Client was previously blocked by the Yahoo! Toolbar, it 
can be moved from the black list and added to the white list 
so that it will always be allowed to pass. To do this:

1. Go to the Yahoo! Toolbar and click the pop-up icon to 
open the pop-up menu:

Fig. C-1  Select menu option Always Allow Pop-Ups From
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2. Choose Always Allow Pop-Ups From to open the Yahoo! 
Pop-Up Blocker dialog box:

Fig. C-2  Allow pop-ups from source

3. Select the source from the Sources of Recently Blocked 
Pop-Ups list box to activate the Allow button.

4. Click Allow to move the selected source to the Always 
Allow Pop-Ups From These Sources list box.

5. Click Close to save your changes and to close the dialog 
box.
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Google Toolbar Pop-up Blocker

Add the Client to the White List

To add the Client to the white list so that it will always be 
allowed to pass, go to the Google Toolbar and click the # 
blocked icon:

Fig. C-3  # blocked icon enabled

Clicking this icon toggles to the Site pop-ups allowed icon, 
adding the Client to your white list:

Fig. C-4  Site pop-ups allowed icon enabled
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AdwareSafe Pop-up Blocker

Disable Pop-up Blocking

AdwareSafe’s SearchSafe toolbar lets you toggle between 
enabling pop-up blocking (# popups blocked) and disabling 
pop-up blocking (Popup protection off) by clicking the pop-
up icon.

1. In the IE browser, go to the SearchSafe toolbar and click 
the icon for # popups blocked to toggle to Popup protec-
tion off. This action turns off pop-up blocking.

2. After you are finished using the Client, go back to the 
SearchSafe toolbar and click the icon for Popup protec-
tion off to toggle back to # popups blocked. This action 
turns on pop-up blocking again.
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Windows XP SP2 Pop-up Blocker
This sub-section provides information on setting up pop-up 
blocking and disabling pop-up blocking in Windows XP SP2.

Set up Pop-up Blocking

There are two ways to enable the pop-up blocking feature in 
the IE browser.

Use the Internet Options dialog box

1. From the IE browser, go to the toolbar and select Tools > 
Internet Options to open the Internet Options dialog 
box.

2. Click the Privacy tab:

Fig. C-5  Enable pop-up blocking

3. In the Pop-up Blocker frame, check “Block pop-ups”.

4. Click Apply and then click OK to close the dialog box.
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Use the IE Toolbar

In the IE browser, go to the toolbar and select Tools > Pop-
up Blocker > Turn On Pop-up Blocker:

Fig. C-6  Toolbar setup

When you click Turn On Pop-up Blocker, this menu selec-
tion changes to Turn Off Pop-up Blocker and activates the 
Pop-up Blocker Settings menu item.

You can toggle between the On and Off settings to enable or 
disable pop-up blocking.
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Add the Client to the White List

There are two ways to disable pop-up blocking for the Client 
and to add the Client to your white list.

Use the IE Toolbar

1. With pop-up blocking enabled, go to the toolbar and 
select Tools > Pop-up Blocker > Pop-up Blocker 
Settings to open the Pop-up Blocker Settings dialog box:

Fig. C-7  Pop-up Blocker Settings

2. Enter the Address of Web site to allow, and click Add 
to include this address in the Allowed sites list box. Click 
Close to close the dialog box. The Client has now been 
added to your white list.
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Use the Information Bar

With pop-up blocking enabled, the Information Bar can be 
set up and used for viewing information about blocked pop-
ups or allowing pop-ups from a specified site.

Set up the Information Bar

1. Go to the toolbar and select Tools > Pop-up Blocker > 
Pop-up Blocker Settings to open the Pop-up Blocker 
Settings dialog box (see Fig. C-7).

2. In the Notifications and Filter Level frame, click the 
checkbox for “Show Information Bar when a pop-up is 
blocked.”

3. Click Close to close the dialog box.

Access the Client

1. Click the Information Bar for settings options:

Fig. C-8  Information Bar menu options

2. Select Always Allow Pop-ups from This Site—this action 
opens the Allow pop-ups from this site? dialog box:

Fig. C-9  Allow pop-ups dialog box
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3. Click Yes to add the Client to your white list and to close 
the dialog box.

NOTE: To view your white list, go to the Pop-up Blocker Settings 
dialog box (see Fig. C-7) and see the entries in the Allowed sites 
list box.
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Appendix D

Glossary
This glossary includes definitions for terminology used in 
this user guide.

double-break report - a report that uses two sets of criteria, 
such as User/Sites or Category/IPs.

hit count - the number of pages and/or objects end users 
access as the result of entering URLs in a browser window.

object count - the number of objects end users access on a 
Web page, including images, graphics, multimedia items, 
and text items. The number of objects on a page is generally 
higher than the number of pages a user visits.

page count - the number of Web pages end users access, 
which can exceed the number of objects per page in catego-
ries that use a lot of pop-up ads (porn, gambling, and other 
related sites). A user may visit only one site, but visit 20 
pages on that site if the page has pop-up ads or banner ads 
that link to other pages.

time count - the amount of time end users spend on a given 
Web page, including the number of times that page is 
refreshed by either the user or a banner ad.

Wall Clock Time count - the amount of time end users 
spend on the Internet, based on the Wall Clock Time algo-
rithm. For each user, the number of seconds from the log is 
dropped, and any unique minute within a given hour counts 
as one minute.
M86 SECURITY USER GUIDE



INDEX

Symbols
# Records 94,  97

A
Advance Options 84
alert box, terminology 4
Amount shown 97
arrow, terminology 4

B
Back button 74
Blocked Request Report 149
Break type 96
button, terminology 4

C
Category Descriptions 21
category group

add additional groups 26
how to add 24

Category Groupings 23
charts

hits per day, week, month 55
checkbox, terminology 4
Client

change settings 20,  49
ER Server Statistics 52

Consolidated Mode 13
Conventions 3
Copy a Custom Report 158
count columns 76

D
Data to export field 96
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196
Date Scope 92
ER Server Statistics 53
Username or Keyword entries 123

Default Options 59
Default Top Value 59
detail report

generate report view 72
Detailed Info 99
dialog box, terminology 5
disable pop-up blockers 185
Display and # Records fields 94
double-break report 96,  97
double-break report, definition 194
Draw Chart button 55

E
Edit User button

change passwords 44
Email Report 99
ER Activity, hits on Server 55
ER Server 32
ER Web Client

how to use 15
log in 10
log out 15
re-login 16

escape characters, use of 83
evaluation mode 181
Event Schedule 159
Executive Internet Usage Summary 165
Expiration Info 58
Export Custom Report 88
Export Drill Down Report 87
export reports 79
Exporting a Report 101

F
field, terminology 5
filter columns and buttons 75
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Filter String field 94
Firefox 9,  10,  18,  48
For double-break reports only 97
For E-Mail output only 99
For pie and bar charts only 98
Format 96
frame, terminology 5
From Date field 92

G
generate

Blocked Request Report 150
drill down report 114
ER activity charts 55
Single User Group Report 115
Wall Clock Time report 143

Generate using 98

H
Hide Un-Identified IPs 60,  98,  167
hit count, definition 194
hit, definition 55
How to

access Saved Custom Reports 153
add a category group in the Web Client 23
add a user group in the Web Client 29
create a detail Object Count report from a summary report 77
create a detail Page Count report from a summary report 77
create a New Report from the current report view 84
display only a specified number of records 94
edit a saved report 155
email a report 101
export a detail Custom Report 88
export a summary Drill Down Report 87
generate a Canned Report 63
generate a custom Web Client report 118
generate a Drill Down Report 114
generate a Single User Group Report 115
modify a Drill Down Report 86
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198
save a custom report 89
schedule a report to run 162
use filter columns and buttons 75
view and print a report 104

HTTPS
login 9,  10

I
icon, terminology 5
Internet Explorer 9,  10,  18,  48,  184,  188

L
LDAP 32,  36,  37
list box, terminology 5
log

out of ER Web Client 15
Lotus Notes

configuration 183

M
Macintosh 18,  48
mail server 101
Modify Report 86
mouse

use to view truncated data 82
My Account 50

change password 50
MySQL 1

N
New Drill Down Report 84
NT domain query 83

O
object count, definition 194
Order field 95
Outlook Express 183
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Output type 98

P
page count, definition 194
Page links 80
Page/Object Warning Limit 59
password

create for Client user 40
expiration in ER Web Client 11

pop-up blocking, disable 185
pop-up box/window, terminology 6
Print report 104
Process List 45
Product Warranties section 178
pull-down menu, terminology 6

R
radio button, terminology 6
Record navigation field 22,  46,  74,  160
records

exportation 79
sort by another column 78,  82

re-login to ER Web Client 16
report

count columns 76
Date Scope field 92
delete a custom report 159
detail 72
double-break 96
edit a custom report 155
edit a custom report, add a Username 157
enter search terms 94
ER Activity 55
export 79
filters 75
page numbers 80
records 74
run a custom report 158
sample file formats 106
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200
sample, Comma-Delimited Text 111
sample, Excel (English) 112
sample, HTML 110
sample, MS-DOS Text 107
sample, PDF 108
sample, Rich Text Format 109
scheduling a report to run 164
select record and columns to display 94
summary 71
type 71
view info on a saved custom report 154

Result Set Limit 95

S
Safari 9,  10,  18,  48
Save Report 89
screen, terminology 6
search

NT domain with special characters 83
Search field 94
Server

User Guide 17
view statistics using Client 52

Server Info 54
Set Result Limit 85
Settings menu option 20,  49
Sort by field 95
sort records 78,  82
spam filter 101
Specific Search 129,  148
summary report

generate report view 71

T
technical support 175
terminate a process 46
Terminology 4
text box, terminology 6
thumbnail, terminology 7
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time count, definition 194
timed out session 16
To Date field 92
Type field

New Summary Report 91

U
update

category group 24
scheduled event 162
user group 36
user group, add/remove sub-admin 43
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