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INTRODUCTORY SECTION 8E6 PROXYBLOCKER

INTRODUCTORY SECTION

8e6 ProxyBlocker

8e6 Technologies’ 8e6 ProxyBlocker offers a solution for
organizations using an Internet filtering product other than
8e6’s R3000 Enterprise Filter. 8e6 ProxyBlocker tracks
each user’s online activity of Web-based proxies and anon-
ymizers, and can be configured to block specific Web sites
or service ports, thereby protecting your organization
against lost productivity, network bandwidth issues, and
possible legal problems that can result from the misuse of
Internet resources.

About this User Guide

The 8e6 ProxyBlocker User Guide primarily addresses the
network administrator designated to configure and manage
the 8e6 ProxyBlocker server on the network. This adminis-
trator is referred to as the “global administrator” throughout
this user guide. In part, this user guide also addresses
administrators who manage user groups on the network.
These administrators are referred to as “group administra-
tors” throughout this user guide. Additional information is
provided for administrators of networks that use 8e6 Proxy-
Blocker with 8e6’s Enterprise Reporter (ER) for both filtering
and reporting.

See the 8e6 ProxyBlocker Authentication User Guide at
http://www.8e6.com/docs/pba_auth_ug.pdf for informa-
tion on authentication.

This user guide is organized into the following sections:

* Introductory Section - This section is comprised of an
overview on filtering, Web access logging, and instant
messaging and peer-to-peer blocking. This section also
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provides information on how to use this user guide to
help you configure the ProxyBlocker.

* Global Administrator Section - This section includes
information for the global administrator—who has all
rights and permissions on the ProxyBlocker box—to
create group administrator accounts, and to configure
the ProxyBlocker for use on the network.

* Group Administrator Section - This section includes
information for administrators authorized by the global
administrator to manage profiles of designated groups
and their associated users on the 8e6 ProxyBlocker.
Group administrators also have rights to access certain
library category functions.

* Technical Support / Product Warranties Section -
This section contains information on technical support
and product warranties

* Appendices - Appendix A includes formats and rules
used in the filtering profile file. Appendix B provides a list
of messages that display when 8e6’s executable
program “Traveler” is launched and attempts to down-
load updates to the ProxyBlocker server. Appendix C
includes information on creating a customized block
page. Appendix D provides tips on how to override pop-
up windows with pop-up blocker software installed.
Appendix E includes information on configuring the
R3000 to work with 8e6’s Enterprise Reporter (ER) appli-
cation. Appendix F features a glossary of technical termi-
nology used in this user guide.

* Index - This section includes an index of subjects and
the first page numbers where they appear in this user
guide.
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How to Use this User Guide

Conventions

The following icons are used throughout this user guide:

NOTE: The “note” icon is followed by italicized text providing
additional information about the current subject.

TIP: The “tip” icon is followed by italicized text giving you hints on
how to execute a task more efficiently.

& WARNING: The “warning” icon is followed by italicized text
cautioning you about making entries in the application, executing
certain processes or procedures, or the outcome of specified
actions.
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Terminology

The following terms are used throughout this user guide.
Sample images (not to scale) are included for each item.

alert box - a message box x|
that Opens in response to @ Successfully saved Alert emails),

an entry you made in a

dialog box, window, or

screen. This box often et ppleliningo
contains a button (usually

labeled “OK”) for you to click in order to confirm or
execute a command.

button - an object in a dialog box, o0l |
window, or screen that can be clicked ohRly

with your mouse to execute a command.

checkbox - a small square in a dialo
box, window, or screen used for indi-g vl Profile
cating whether or not you wish to select an option. This
object allows you to toggle between two choices. By
clicking in this box, a check mark or an “X” is placed, indi-
cating that you selected the option. When this box is not
checked, the option is not selected.

dialog box - a box that x|

Opens In reSpOI’\SG to a @ Are wou sure you wank ko save the prafile?
command made in a

window or screen, and
requires your input. You  Javasppstwindow

must choose an option by

clicking a button (such as “Yes” or “No”, or “Next” or
“Cancel”) to execute your command. As dictated by this
box, you also might need to make one or more entries or
selections prior to clicking a button.

flgld -anareaina dlalog POX,  ghort ame ]
window, or screen that either

accommodates your data
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entry, or displays pertinent information. A text box is a
type of field.

* frame - a boxed-in area in a dialog  Page Content
box, window, or screen that Wl Basic
includes a group of objects such as [ Fiterinfo
fields, text boxes, list boxes, [ Override Account
buttons, radio buttons, check-
boxes, and/or tables. Objects within a frame belong to a
specific function or group. A frame often is labeled to indi-
cate its function or purpose.

o grld -anareain Dale Filename Content Comment
Jul 22, 2003 lib1 tar.gz LIBRARY_OMLY backup old library
a frame that Jul 23, 2003 conflg tar.oz COMFIG_OMLY backup old configurations
Jul 22, 2003 |Eumﬂg1 targz COMFIG_ONLY testing
d isplays rows Jul 22,2003 [noth.tar.gz CONFIG_AND_LIBRARY |hackup library and configs

and columns of
data, as a result of various processes. This data can be
reorganized in the Administrator GUI, by changing the
order of the columns.

* list box - an area in a dialog box, Al Groups
. Cert Publishers =
window, or screen that accommo- DrsUgateProny
dates and/or displays entries of Domain Computers
amain Controllers

items that can be added or removed. |JmanGueste

Domain Users

Enterprise Admins

Group Policy Creator Owners

MTS Trusted Impersonatars |

* navigation panel - the panel that G
displays at the left of a screen. This ey it S
panel can contain links that can be oy o

clicked to open windows or dialog boxes
at the right of the screen. One or more
tree lists also can display in this panel.
When an item in the tree list is double-
clicked, the tree list opens to reveal
items that can be selected.
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pop-up box or pop-up  FESEEEETI

window - a box or window & = 233 awa sees g 9
that opens after you click @ | g —
button in a dialog box,
window, or screen. This box
or window may display —_— —
information, or may require

you to make one or more entries. Unlike a dialog box,
you do not need to choose between options.

=l5lx

File Ercwis. Upload Fie

pull-down menu - a field in a =]
dialog box, window, or screen

that contains a down-arrow to the right. When you click
the arrow, a menu of items displays from which you make
a selection.

|Default

radio button - a small, circular object
in a dialog box, window, or screen
used for selecting an option. This object allows you to
toggle between two choices. By clicking a radio button, a
dot is placed in the circle, indicating that you selected the
option. When the circle is empty, the option is not
selected.

 on O Of

object of an appli-
cation that
displays across
your monitor. A
screen can
contain panels,
windows, frames,
fields, tables, text
boxes, list boxes,
icons, buttons,
and radio buttons.

_8 eb ProxyBlocker

HOME | SYSTEM. | GROUP. . LIBRARY. | REPORTING -~ HELF . — QUIT

P
rov

Ly Loskg:

Library Details

Libaary Detaits

o Voo

Lven dpiet inckes

[F IR0 e Ponoas 1605
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sub-topic - a subset & categery Grows H [retmarserioris:

of a main topic that v bl
displays as a menu

item for the topic. The “Pomegrechyic | B
menu of sub-topics % Earvtwith Sl ok
opens when a perti-

nent topic link in the left panel—the navigation panel—of
a screen is clicked. If a sub-topic is selected, the window
for that sub-topic displays in the right panel of the screen,
or a pop-up window or an alert box opens, as appro-
priate.

~Obscene/Tastele: URLs

text box - an area in a dialog box, window, or screen that
accommodates your data entry. A text box is a type of
field. (See “field”.)

topic - a topic
displays as a eltranmocter
link in the left oo e
panel—the o\ e T
navigation
panel—of a
screen. By
clicking the link
for a topic, the
window for that
topic displays in
the right panel

ofthe screen, or ‘e S
a menu of sub-

topics opens.
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e tree - a tree displays in the naviga- &g
tion panel of a screen, and is éﬁﬁgmbammn
comprised of a hierarchical list of R
items. An entity associated with a
branch of the tree is preceded by a
plus (+) sign when the branch is
collapsed. By double-clicking the
item, a minus (-) sign replaces the
plus sign, and any entity within that
branch of the tree displays. An item
in the tree is selected by clicking it.

* window - a window -;?_=
displaysonascreen, TSI o e e o0 o
and can contain = e

frames, fields, text
boxes, list boxes,
buttons, checkboxes,
and radio buttons. A
window for a topic or
sub-topic displays in
the right panel of the |
screen. Other types ===
of windows include pop-up windows, login windows, or
ones from the system such as the Save As or Choose file
windows.

P i 100
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Overview

The ProxyBlocker’s Administrator console is used by the
global administrator—and group administrator, as
required—to configure the ProxyBlocker server to perform
the following basic functions:

e filter URLs (Web addresses) on the Internet

* log traffic on the Internet

and, if applicable for your organization:

* block instant messaging and peer-to-peer services

¢ authenticate users via the existing authentication system
on the network

[‘% NOTE: See the 8e6 ProxyBlocker Authentication User Guide at
http://www.8e6.com/docs/pba_auth_ug.pdf for information on
setting up and using authentication.

To help you become familiar with the ProxyBlocker and how
it functions on the network, Chapter 1 of this section of the
User Guide provides an overview on filtering. Chapter 2
gives insight into Web site access logging, and instant
messaging and peer-to-peer setup procedures. Chapter 3
includes details on getting started, with log in and log out
procedures, and tips on navigating the Administrator
console.
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Environment Requirements

Workstation Requirements

Minimum system requirements for the administrator include
the following:

Windows 2000 or later operating system (not compatible
with Windows server 2003)

Internet Explorer (IE) 5.5 or later
JavaScript enabled
Java Virtual Machine

Java Plug-in (use the version specified for the Proxy-
Blocker software version)

@ NOTE: 8e6 ProxyBlocker administrators must be set up with sofft-
ware installation privileges in order to install Java used for
accessing the interface.

Network Requirements

10

High speed connection from the ProxyBlocker server to
the client workstations

FTP or HTTPS connection to 8e6’s software update
server

Internet connectivity for downloading Java virtual
machine, if not already installed
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Chapter 1: Filtering Operations

Invisible Mode

The ProxyBlocker is set up in the invisible mode, indicating
that the unit will filter all connections on the Ethernet
between client PCs and the Internet, without stopping each
IP packet on the same Ethernet segment. The unit will only
intercept a session if an inappropriate request was
submitted by a client. In this scenario, the ProxyBlocker
returns a message to the client and server to deny the
request, and a block page displays to deny the client access
to the site or service.

Figure 1:1-1 depicts the invisible mode that removes the
ProxyBlocker from any inclusion in the network connection
path.
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Internet

£
i
i
i

ATCP reset is sent to the web server
1o kill the session (request)

ProxyBlocker mmﬂmbruqunst asit
passes through the hul _!i_\Mlcn Pl’oxyBlocKer

ProxyBlocker matches the
request against its database

Ifthe website requested
matches in the database,
a block page is sent to

the dlient and the session
with the web server is reset

Fig. 1:1-1 Pass-by filtering diagram

When users (Client PCs) make Internet requests, the traffic
flows (1) through the network path without interruption. The
ProxyBlocker captures the request as the user’s request (2)
leaves the network. The ProxyBlocker then determines the
action (3) to either block or pass the request. If the Proxy-
Blocker determines to block the user’s request, a block
message (4) is sent to the user plus a terminate message
(4) is sent to the Internet server.

In the invisible mode, the ProxyBlocker performs as a stan-
dalone server that can be connected to any network envi-
ronment.
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Group Types

After the operational filtering mode is configured on the
ProxyBlocker, the group type(s) that will be used on the
ProxyBlocker must be set up so that filtering can take place.

In the Group section of the Administrator console, group
types are structured in a tree format in the navigation panel.
The global administrator can access the Global Group and
IP groups in the tree. The group administrator can only
access the designated IP group to be maintained.

NOTE: If authentication is enabled, the global administrator can
also access the NT and LDAP branches of the tree.

Global Group

The first group that must be set up is the global group,

represented in the tree structure by the global icon @ .
The filtering profile created for the global group represents
the default profile to be used by all groups that do not have
a filtering profile, and all users who do not belong to a group.
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IP Groups

The IP group type is represented in the tree by the IP icon

& . A master IP group is comprised of sub-group members
and/or individual IP members & .

The global administrator adds master IP groups, adds and
maintains override accounts at the global level, and estab-
lishes and maintains the minimum filtering level.

The group administrator of a master IP group adds sub-
group and individual IP members, override account and
time profiles, and maintains filtering profiles of all members
in the master IP group.

B

IP Groups

!

Master IP Group

X e

Sub Group Sub Group Individual IP
209.11.120.0/24 210.11.110.0/32 211.11.108.4

Fig. 1:1-2 IP diagram with a sample master IP group and its members

8e6 TECHNOLOGIES, PROXYBLOCKER USER GUIDE



INTRODUCTORY SECTION CHAPTER 1: FILTERING OPERATIONS

Filtering Profile Types

A filtering profile is used by all users who are set up to be
filtered on the network. This profile consists of rules that
dictate whether a user has access to a specified Web site or
service on the Internet.

The following types of filtering profiles can be created,
based on the set up in the tree menu of the Group section of
the console:

Global Group

» global filtering profile - the default filtering profile posi-
tioned at the base of the hierarchical tree structure, used
by end users who do not belong to a group.

IP group (master group)

* master group filtering profile - used by end users who
belong to the master group.

* master time profile - used by master group users at a
specified time.

IP group member

* sub-group filtering profile - used by a sub-group
member.

» individual filtering profile - used by an individual IP
group member.

» time profile - used by a sub-group/individual IP group
member at a specified time.

Other filtering profiles

» authentication profile - used by NT and/or LDAP group
members

NOTE: For information about authentication filtering profiles, see
the 8e6 ProxyBlocker Authentication User Guide.
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e override account profile - set up in either the global
group section or the master group section of the console.

* lock profile - set up under X Strikes Blocking in the Filter
Options section of the profile.

Static Filtering Profiles

Static filtering profiles are based on fixed IP addresses and
include profiles for master IP groups and their members.

Master IP Group Filtering Profile

The master IP group filtering profile is created by the global
administrator and is maintained by the group administrator.
This filtering profile is used by members of the group—
including sub-group and individual IP group members—and
is customized to allow/deny users access to URLs, or warn
users about accessing specified URLs, to redirect users to
another URL instead of having a block page display, and to
specify usage of appropriate filter options.

IP Sub-Group Filtering Profile

An IP sub-group filtering profile is created by the group
administrator. This filtering profile applies to end users in an
IP sub-group and is customized for sub-group members.

Individual IP Member Filtering Profile

An individual IP member filtering profile is created by the
group administrator.This filtering profile applies to a speci-
fied end user in a master IP group.
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Active Filtering Profiles

Active filtering profiles include the global group profile, over-
ride account profile, time profile, and lock profile.

NOTE: For information about authentication filtering profiles, see
the 8e6 ProxyBlocker Authentication User Guide.

Global Filtering Profile

The global filtering profile is created by the global adminis-
trator. This profile is used as the default filtering profile. The
global filtering profile consists of a customized profile that
contains a list of library categories to block, open, add to a
white list, or assign a warn setting, and service ports that are
configured to be blocked. A URL can be specified for use
instead of the standard block page when users attempt to
access material set up to be blocked. Various filter options
can be enabled.

Override Account Profile

If any user needs access to a specified URL that is set up to
be blocked, the global administrator or group administrator
can create an override account for that user. This account
grants the user access to areas set up to be blocked on the
Internet.

Time Profile

A time profile is a customized filtering profile set up to be
effective at a specified time period for designated users.

Lock Profile

This filtering profile blocks the end user from Internet access
for a set period of time, if the end user’s profile has the X
Strikes Blocking filter option enabled and he/she has
received the maximum number of strikes for inappropriate
Internet usage.
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Filtering Profile Components

Filtering profiles are comprised of the following compo-
nents:

18

library categories - used when creating a rule, minimum
filtering level, or filtering profile for the global group or any
entity

service ports - used when setting up filter segments on
the network, creating the global group (default) filtering
profile, or establishing the minimum filtering level

rules - specify which library categories should be
blocked, left open, assigned a warn setting, or white
listed

filter options - specify which features will be enabled: X
Strikes Blocking, Google/Yahoo! Safe Search Enforce-
ment, Search Engine Keyword Filter Control, URL
Keyword Filter Control

minimum filtering level - takes precedence over
filtering profiles of entities who are using a filtering profile
other than the global (default) filtering profile

filter settings - used by service ports, filtering profiles,
rules, and the minimum filtering level to indicate whether
users should be granted or denied access to specified
Internet content

8e6 TECHNOLOGIES, PROXYBLOCKER USER GUIDE



INTRODUCTORY SECTION CHAPTER 1: FILTERING OPERATIONS

Library Categories

A library category contains a list of Web site addresses and
keywords for search engines and URLs that have been set
up to be blocked or white listed. Library categories are used
when creating a rule, the minimum filtering level, or a
filtering profile.

8e6 Supplied Categories

8e6 furnishes a collection of library categories, grouped
under the heading “Category Groups” (excluding the
“Custom Categories” group). Updates to these categories
are provided by 8e6 on an ongoing basis, and administra-
tors also can add or delete individual URLs within a speci-
fied library category.

Custom Categories

Custom library categories can be maintained by global
administrators. As with 8e6 supplied categories, additions
and deletions can be made within a custom category.

NOTE: 8e6 cannot provide updates to custom categories. Main-
taining the list of URLs and keywords is the responsibility of the
global administrator.
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Service Ports

Service ports are used when setting up filter segments on
the network (the range of IP addresses/netmasks to be
detected by the ProxyBlocker), the global (default) filtering
profile, and the minimum filtering level.

When setting up the range of IP addresses/netmasks to be
detected, service ports can be set up to be open (ignored).
When creating the global filtering profile and the minimum
filtering level, service ports can be set up to be blocked or
filtered.

Examples of service ports that can be set up include File
Transfer Protocol (FTP), Hyper Text Transfer Protocol
(HTTP), Network News Transfer Protocol (NNTP), Secured
HTTP Transmission (HTTPS), and Secure Shell (SSH).

Rules

A rule is comprised of library categories to block, leave
open, assign a warn setting, or include in a white list. Each
rule that is created by the global administrator is assigned a
number. A rule is selected when creating a filtering profile
for an entity.

Minimum Filtering Level

The minimum filtering level consists of library categories set
up at the global level to be blocked or opened, and service
ports set up to be blocked or filtered. If the minimum filtering
level is created, it applies to all users in IP groups, and takes
precedence over filtering settings made for group and user
filtering profiles.

The minimum filtering level does not apply to any user who
does not belong to a group, and to groups that do not have
a filtering profile established.
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NOTE: If the minimum filtering level is not set up, global (default)
filtering settings will apply instead.

If an override account is established at the IP group level for
a member of a master IP group, filtering settings made for
that end user will override the minimum filtering level if the
global administrator sets the option to allow the minimum
filtering level to be bypassed. An override account estab-
lished at the global group level will automatically bypass the
minimum filtering level.

Filter Settings

Categories and service ports use the following settings to
specify how filtering will be executed:

block - if a category or a service port is given a block
setting, users will be denied access to the URL set up as
“blocked”

open - if a category or the filter segment detected on the
network is given an open (pass) setting, users will be
allowed access to the URL set up as “opened”

always allowed - if a category is given an always
allowed setting, the category is included in the user’s
white list and takes precedence over blocked categories

warn - If a category is given a warn setting, a warning
page displays for the end user to warn him/her that
accessing the intended URL may be against established
policies and to proceed at his/her own risk

filter - if a service port is given afilter setting, that port will
use filter settings created for library categories (block or
open settings) to determine whether users should be
denied or allowed access to that port

ignore - if the filter segment detected on the network has
a service port set up to be ignored, that service port will
be bypassed

8e6 TECHNOLOGIES, PROXYBLOCKER USER GUIDE
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Filtering Rules

Filtering Levels Applied

1.

The global (default) filtering profile applies to any user
who does not belong to a master IP group.

. If the minimum filtering level is defined, it applies to all

master IP groups and members assigned filtering
profiles. The minimum filtering level combines with the
user’s profile to guarantee that categories blocked in the
minimum filtering level are blocked in the user’s profile.

. For master IP group members:

a. A master IP group filtering profile takes precedence
over the global profile.

b. A master IP group time profile takes precedence over
the master IP group profile.

. For IP sub-group members:

a. An IP sub-group filtering profile takes precedence over
the master IP group’s time profile.

b. An IP sub-group time profile takes precedence over
the IP sub-group profile.

For individual IP members:
a. An individual IP member filtering profile takes prece-
dence over the IP sub-group’s time profile.

b. Anindividual IP member time profile takes precedence
over the individual IP member profile.

. An authentication (NT/LDAP) profile takes precedence

over an individual IP member’s time profile.

An override account profile takes precedence over an
authentication profile. This account may override the
minimum filtering level—if the override account was set
up in the master IP group tree, and the global adminis-

8e6 TECHNOLOGIES, PROXYBLOCKER USER GUIDE



INTRODUCTORY SECTION CHAPTER 1: FILTERING OPERATIONS

trator allows override accounts to bypass the minimum
filtering level, or if the override account was set up in the
global group tree.

NOTE: An override account set up in the master group section of
the console takes precedence over an override account set up in
the global group section of the console.

8. A lock profile takes precedence over all filtering profiles.
This profile is set up under Filter Options, by enabling the
X Strikes Blocking feature.

Global (Default)
Filtering
Frofile

MINIMUM FILTERING

LEVEL
®

LDAP Grou

e

Profile

Fig. 1:1-3 Sample filtering hierarchy diagram
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Chapter 2: Logging and Blocking

Web Access Logging

One of the primary functions of the ProxyBlocker is to log
the activity of users on the Internet. Information captured in
the log can be transferred to a reporting appliance, to be
viewed on a PC monitor or output to a printer.

8e6 recommends using the Enterprise Reporter (ER) for
generating reports. When the ER server is connected to the
ProxyBlocker server, log files from the ProxyBlocker are
transferred to the ER server where they are “normalized”
and then inserted into a MySQL database. The ER client
reporting application accesses that database to generate
queries and reports.

NOTE: See Appendix E: Configuring the ProxyBlocker for ER
Reporting for information on configuring the ProxyBlocker and
ER.
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Instant Messaging, Peer-to-Peer Blocking

The ProxyBlocker has options for blocking and/or logging
the use of Instant Messaging and Peer-to-Peer services,
and makes use of Intelligent Footprint Technology (IFT) for
greatly increasing management and control of these
popular—yet potentially harmful—applications. This section
explains how to set up and use IM and P2P.

How IM and P2P Blocking Works

IM Blocking

Instant Messaging (IM) involves direct connections between
workstations either locally or across the Internet. Using this
feature of the ProxyBlocker, groups and/or individual client
machines can be set up to block the use of IM services
specified in the library category.

When the IM module is loaded on the server, the Proxy-
Blocker compares packets on the network with IM libraries
stored on the ProxyBlocker server. If a match is found, the
ProxyBlocker checks the user’s profile to see whether the
user’s connection to the IM service should be blocked, and
then performs the appropriate action.

& WARNING: The following items are known issues pertaining to
the IM module:

» IM can only block by destination IP address if network traffic is
being tunneled, sent through a Virtual Private Network (VPN),
or encrypted.

» IM will not be blocked if a client-side VPN is set up to proxy
traffic through a remote IP address outside the connection
protected by the ProxyBlocker.

* Some versions of the AOL client create a network interface that
send a network connection through a UDP proxy server, which
prevents blocking IM.
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P2P Blocking

Peer-to-Peer (P2P) involves communication between
computing devices—desktops, servers, and other smart
devices—that are linked directly to each other. Using this
feature of the ProxyBlocker, groups and/or individual client
machines can be set up to block the use of P2P services
specified in the library category.

When the P2P module is loaded on the server, the Proxy-
Blocker compares packets on the network with the P2P
library stored on the ProxyBlocker server. If a match is
found, the ProxyBlocker checks the user’s profile to see
whether the user’s connection to the P2P service should be
blocked, and then performs the appropriate action.

Setting up IM and P2P

IM and P2P are set up in the System and Library sections of
the Administrator console.

1. Inthe System section, activate IM and/or P2P in the Filter
window.

2. In the Library section, note the services set up to be
blocked, as defined at: http://www.8e6.com/pbahelp/
files/1system_im_block.html.

NOTE: Please contact an 8e6 technical support representative or
a solutions engineer if access is needed to one or more P2P
services blocked by 8e6's supplied library category for P2P.

3. In the Manual Update to 8e6 Supplied Categories
window (accessible via Library > Updates > Manual
Update), IM pattern files can be updated on demand.
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Using IM and P2P

To solely log IM and/or P2P user activity, settings need to be
made in the Filter window.

To additionally block specified groups and/or users from
using components and features of IM and/or P2P, settings
need to be made in the Group section of the Administrator
console.

If applying 8e6’s supplied IM and/or P2P library category to
an entity’s profile, all IM and/or P2P services included in that
category will be blocked.

/\\? NOTE: If IM and/or P2P was set up to be blocked while a user’s

IM and/or P2P session was in progress, the user will not be
blocked from using that service until he/she logs off the server
and back on again.

Block IM, P2P for All Users

Block IM for All Users

To block IM for all users on the network:

+ the Instant Messaging option in the Filter window must
be activated

» the global filtering profile must have specified individual
Instant Messaging library categories (such as IMGEN,
IMGCHAT, IMGTALK, ICQAIM, IMMSN, IMMY SP, and/or
IMYAHOO) set up to be blocked

+ the minimum filtering level profile must have specified
individual Instant Messaging library categories set up to
be blocked.
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Block P2P for All Users

To block P2P for all users on the network:

the P2P option in the Filter window must be activated

the global filtering profile must have the PR2PR library
category set up to be blocked

the minimum filtering level profile must have the PR2PR
library category set up to be blocked.

Block Specified Entities from Using IM, P2P

Block IM for a Specific Entity

To block IM for a specified group or user:

28

the Instant Messaging option in the Filter window must
be activated

specified individual Instant Messaging library categories
must be set up to be blocked for that entity

the global filtering profile should not have IM blocked,
unless blocking all IM traffic with the Range to Detect
feature is desired

the minimum filtering level profile should not have IM
blocked, unless blocking all IM traffic with the Range to
Detect feature is desired.
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Block P2P for a Specific Entity

To block P2P for a specified group or user:
» the P2P option in the Filter window must be activated

» the PR2PR library category must be set up to be blocked
for that entity

» the global filtering profile should not have P2P blocked,
unless blocking all P2P traffic with the Range to Detect
feature is desired

+ the minimum filtering level profile should not have P2P
blocked, unless blocking all P2P traffic with the Range to
Detect feature is desired.
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Chapter 3: Getting Started

Initial Setup

To initially set up your ProxyBlocker server, follow the
instructions in the Quick Start Guide, the booklet packaged
with your ProxyBlocker unit. This guide explains how to
perform the initial configuration of the server so that it can
be accessed via an IP address on your network.

NOTE: If you do not have the ProxyBlocker Quick Start Guide,
contact 8e6 Technologies immediately to have a copy sent to
you.

Using the Administrator Console

Log On

1. Launch Internet Explorer.

2. In the address line of the IE browser window, type in the
ProxyBlocker server’s IP address appended by the
following port number:

o “:88” foran HTTP address
* “1443” for an HTTPS address

For example, if your IP address is 210.10.131.34, type in
http://210.10.131.34:88 or https://210.10.131.34:1443.

3. Click Go to open the ProxyBlocker Introductory Window:
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A ProxyBlocker Introductory Window - Microsoft Internet Explorer

_(Oj x|
Fle Edt View Favortes Took Help | o
Qe - @ - [x] B ‘ D searth < Favories €2 | - b - ‘on
Address [€] http://200.10.101.109:88/PEAPBA.htm = &

- =
[Press SPACEBAR or ENTER to activate and use this contral]
886 ProxyBlocker
Note: Please keep this window open throughout your session.
How to Log In to the Administrator GUI:
1. Enter your Username and Password in the Login dialog box
2. Click OK to close the login dialog box, and to access the welcome screen of the Administratar GLUI
The Adrinistrator GUI is used for making configurations in the Systern, Group, Library, and Reporting
areas of the ProxyBlocker server. Click the button corresponding to one of these topics to access
configuration windows within that section of the GUI. Click Help for more information on navigating the
Administrator GUI. Click Home to return to the welcome screen
How to Log Out of the Administrator GUI:
1. Click Quit in the navigational bar on any screen in the Administrator GUI to end your session and to
close the GUI
2. Clickthe "x" in the upper right corner of this ProxyBlocker Introductory Window to close the window
[
[&] Anplet com,ra000.aui appiet. AdminApplet started [ [ 4 meermer >

Fig. 1:3-1 ProxyBlocker Introductory Window

NOTE: The ProxyBlocker Introductory Window must be left open
throughout your session. This window displays minimized when
the Login dialog box opens.

4. When the Login dialog box opens, enter your Username
and Password:

i proxyBlocker o ] |

Flease fill in the login information

Uzername
Pazzword
Cancel |
Java Applet Window

Fig. 1:3-2 Login dialog box

TIP: The default Username is admin and the Password is user3.
To change this username and password, go to the Administrator
window (see the Administrator window of the System screen in
the Global Administrator Section) and create a global adminis-
trator account.
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5. Click OK to close the login dialog box and to access the
welcome screen of the Administrator console:

ey

e HOME SYSTEM GROUP LIBRARY REFPORTING HETF: QUIT =
e ————

836 ProxyBlocker E———

Welcome

"welcome to the PraxyBlocker
management consale." This OOI.eI..
screen displays product and esse b
system stabus information, Beb Tgchno\ﬂgiﬁs
Click. the System, Group,
Library, ot Reporting kab to
access corresponding
configuration properties. Click
Help Far information on
navigating the management
console, To return to this
screen, click the Home button,
Click. Quit ta exit the consale.

Se6 ProwyBlocker User Inferface

einei

IHost Mame: lago.cam IP: 200.10.100.75 l\?ersmn; ProxyBlocker 1.0.00.4

Jawa Spplet Window

Fig. 1:3-3 Welcome screen

On this screen, the ProxyBlocker Version Number
displays in the Product frame, and dates for the Last
Patch Update and Last Library Update display in the
ProxyBlocker Status frame.

The following information displays at the bottom of the
Administrator console: Host Name, LAN |IP address used
for sending block pages, and software Version number.
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Last Library Update message

If it has been more than seven days since the ProxyBlocker
last received updates to library categories, upon logging into
the Administrator console a pop-up dialog box opens and
displays the following message: "Libraries were last
updated more than 7 days ago. Do you want to update your
libraries now?” Click either Yes or No to perform the
following actions:

* Yes - clicking this button closes the dialog box and opens
an alert box indicating that it will take a few minutes to
perform the library update. Click OK to close the alert box
and to execute the command to update the libraries.
After the libraries are updated, today’s date will appear
as the Last Library Update on the welcome screen.

NOTE: Refer to the Library screen’s Manual Update to 8e6
Supplied Categories window—in the Global Group Section—for
information about updating library categories on demand.

* No - clicking this button closes the dialog box and
displays the welcome screen with the Last Library
Update and the following message below in orange
colored text: “Libraries were last updated 7 days ago.
Please use the Weekly Update option”:
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=10ixj
_866 ProxyBlocker _

E—_OME SYSTEM GROUP LIBRARY REPORTING HELF e e
e

Welcome

"Wwelcome to the ProxyBlocker

management console.” This seee eo oo
screen displays product and ssee oo
system status information, Bedb Technc\cgies

Click the System, Group,
Library, or Reporting tab to
access corresponding
configuration properties. Click
Help for information on
navigating the management
console, To return to this
screen, click the Hame buttan.
Click. Quit to exit the console,

8eb ProxyBlocker User Interface

rersion Mumber ProxyBlocker 1 D_
[ T

IF: 200,10,100,75 ;’ersinn' ProceyBlocker 1.0.00 6

Host: Mame: logo.com

Java Applet Windaw

Fig. 1:3-4 Welcome screen, Last Library Update text

Click the checkbox “Do not show “Old Library Warning”
dialog box in future” to disable the Last Library Update
message pop-up box. After the libraries are updated, the
welcome screen will appear as in Fig. 1:3:3 with today’s
date as the Last Library Update in black text.
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Navigation Tips

Access Main Sections

The Administrator console is organized into six sections,
each accessible by clicking the corresponding button in the
navigational bar at the top of the screen:

* Home - clicking this button displays the welcome screen
of the Administrator console.

* System - clicking this button displays the main screen for
the System section. This section is comprised of
windows used by the global administrator for configuring
and maintaining the server to authenticate users, and to
filter or block specified Internet content for each user
based on the applied filtering profile.

¢ Group - clicking this button displays the main screen for
the Group section. Windows in the Group section are
used for creating and managing master IP groups, sub-
groups, and individual IP filtering profiles, or for setting
up NT/LDAP domains, groups, and individual users, and
their filtering profiles.

e Library - clicking this button displays the main screen for
the Library section. Library section windows are used for
maintaining library categories. Library categories are
used when creating or modifying a filtering profile.

* Reporting - clicking this button displays the main screen
for the Reporting section. The Reporting section contains
windows used for configuring reports on users’ Internet
activities.
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Help - clicking this button displays the Help screen. This
screen includes navigational tips and a link to the PDF
copy of this User Guide:

4 ProxyBlocker ;Iglil

866 ProxyBlocker

SYSTEM  GROUP LIBRARY REPORTING HELP | QUIT ~

BHELP JI‘ hr?

Display Help Tapics forthe Help section

The ProxyBlacker Administratar consale is organized into six sections, each =1
accessible by clicking the corresponding bution atthe top ofthe screen for Home,
System, Group, Library, Reporting, or Help

The Systern section is comprized of windows used to configure and maintain the
ProxyBlocker server to authenticate users, and to filter ar block specified Internet
content for each user hased on the applied filtering profile

Windows in the Group section are used for creating and managing IP graups and
sub-graups, of for setting up NTILDAP domains, groups, and individual users, and
their filtering profiles

Library section windows are used for adding and maintaining library categories.
Library categaries are used when creating or modifying a filtering profile

The Reporting section contains windows used for configuring report formats and
specifying log transfer criteria

Each main screen within a section includes information on navigating within that
section. Flease review this information before procesding to make any configuration
enlries.

Far help in any window, mouse-over the " symbol to view additional information
about thatwindow, or press F1. Press F5 to refresh the console.

For addiional information aboutthe console, click the link beneath the Help banner
to view Help Topics. Click Quit to exitthe console

-

|Host Mame: Inga.com |1P: 200,10.100.75 [version: ProxyBlocker 1.0.00.4
Jawa Applet Windaw

Fig. 1:3-5 Help screen
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Help Features

Help features provide information about how to use
windows in the Administrator console. Such features
include help topics and tooltips.

Access Help Topics

Each of the main section screens contains a link beneath
the banner. When that link is clicked, a separate browser
window opens with Help Topics for that section:

; ProxyBlocker: Library Help - Microsoft Internek Expl ) 5'
File Edit Wiew Favorites Tools Help |

daBack » = - (D | | Qisearch (GFavorites @iMedia (4 ‘ B S B

Address [ ) httpi /v e8.comjpbahelp/3library.himl =] @eo |unks
=
Proxy -
Blecker Library

Library Help Topics:

e Library Mavigation Tips

¢ On Demand (Manual) Update

s Library Update Log Messages
e Beb Supplied Library Categories
¢ Library Category Components

il
f
fxl
=

Close Window |

@ 2003 8e6 Technologies. Al rights reserved

NIEH

[&] Library Help Topics window ’_ ’_ ’_ |4 Internet
Fig. 1:3-6 Help Topics window

1. Click a link to go to a specified topic.

2. To view Help Topics for another section, click the tab for
that section: System, Group, Library, Reporting, or Help.

3. Click Close Window to close the Help Topics window.
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Tooltips

In any window that features the icon, additional information
about that window can be obtained by hovering over that
icon with your mouse, or by pressing the F1 key on your
keyboard.

* Hover Display

The yellow tooltip box displays when you hover over the
icon with your mouse:

i

886 ProxyBlocker -
e —|
— HOME SYSTEM GROUP LIBRARY REPORTING HELP QuUIT —
=
S systen Patch
-~ Cartral System>Ratch
netwiork . For information about available software updates that have not been
Adminiztrator Availal tapplied to this server, see the Available Patches list box, (Click
Disgrastics e lnk"hers" at the battom of this window to go to the ProxyBlocker
Alert ooorE R 2ehes “Web page where additional infarmation abaut the contents
f
3007106 software updates can be obtained.) For a specific software update, oo A
lect the software update and click README to open a pop-up window
Mods ffter reading notes about the software update, if you choose to apply
Avthertication he software update, click Apply. For information sbout all software
MIC Made bpdates that have already been applied ta this server, see the History
- BackupRestors f Patches list b, For information about a specific software update,
-~ Resst lick.the saftware update and then click README. To unda the last
SR aftware update that was applied to this server, select the software
. . bipdate and click Undo, WARKNING: IF & software update is uninstalled,
~Hardvyare Failure Detection anfiguration settings will revert back to previous settings, before
¥ Sirikes Blocking Historghe software update was applied.
~Warn Option Setting
Customization Date Name Synopsis
200808131 R3K.1.6.10.46.20060412 Enterprize Fiter 1.8.10 46
2006108531 IR3K.1.5.20.49.2006051 4 Enterprise Fiter 1.9.20 49
200706101 R3K.2.0.00.32.20070524 Enterprise Fiter 2.0.00.32
20070604 PEA 1.0.00.5.20070601 ProxyBlocker 1.0.00.5

gls [e] README

Click here for a description of patch details.

ozt Mare: R3000-10-104 9o 826 net

Java Applet Windaow

JP: 192.165.10.104 [Wersion: PraxyBlocker 1.0.005

Fig. 1:3-7 Tooltip mouseover effect

To close the tooltip box, move the mouse away from the
icon.
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* Help pop-up box

The Help pop-up box opens when you press the F1 key
on your keyboard:

e |

\i) For information about avalable software updstes that have not been
applied to this server, see the Avaiahle Patches list box, (Click the link

"here" &t the bottom of this window to go to the ProxyBlocker Patches
Wieh page where additional information about the conterts of
software updates can be obtained ) For & specific software updste,
select the software updste and click README to open a pap-up
window, After reading notes about the software update, if you
choose to apply the software updste, click Apply. For information
about all software updates that have already been applied to this
sepver, see the History of Patches list box. For information about &
specific software update, click the software update and then click
README. To undo the |sst software update that was applied to this
sepver, select the software update and click Undo. WARNING: If &
software update is uninstalled, configuration settings will revert back
to previous settings, before the software updste was applied

Java Applet Window

Fig. 1:3-8 Help pop-up box

Click OK to close the pop-up box.
Screen and Window Navigation

All screens are divided into two panels: a navigation panel to
the left, and a window in the panel to the right. Windows
display in response to a selection made in the navigation
panel.

In the Administrator console, screens and windows use
different navigation formats, based on the contents of a
given screen or window. Screens can contain topic links and
sub-topic menus, and/or tree lists with topics and sub-topic
menus. Windows can contain tabs that function as sub-
windows.
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Topic Links

In System, Library, and Reporting screens, the navigation
panel contains topic links. By clicking a topic link, the

window for that topic displays in the right panel:

£ ProxyBlocker

866 ProxyBlocker

S —— HOME SYSTEM GROUP LIBRARY REFORTING HE[F

QUIT

Library Lookup

Library>Library Lookup
LD URL Looku
ategory Weight System P
= MMTP Mewsgroup HRL
Group Category playboy.com

Search Engine Keyword Lookup

Search Engine Keyword

Lookup Result

Loakup |

Remove |

Relosd Library

[Host Hame: laga.com [P 200,10 100,75 [version: ProxyBiocker 1.0.00.5

Java Applet Window

Fig. 1:3-9 Selected topic and its corresponding window
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Select Sub-topics

Some topics in System and Library screens consist of more
than one window. For these topics, clicking a topic link
opens a menu of sub-topics:

=[5
866 ProxyBlocker —
== HOME | SYSTEM | GROUP | LIBRARY | REPORTING | HELP | QUIT——
e

Manual Update to 8e6 Supplied Categories
htes: Update to 8e6 ied Categories

onfiguration

Manual Update
Cdate " Patch Update

will update the URL library This option downloads new patches Far the
with the lakest additions and R3000, i available,

This update will also include the

Iatest Fevword and newsgroup libraries and

pattern files, Use this option ko force a

reqular update.

" Full URL Library Update

This option will update the URL library
categories with core library files. This update
will also include the lakest keyword and
newsgroup libraries and pattern Files, Use
this option if the core library files need ko be
replaced.

Additional Language Support
Library Update Log
ergency Update Log

Update Maw

[Host Mame: loga,com [1P: 200.10,100.75 Jversion: ProweyBlocker 1.0.00.4
Java Applet Window

Fig. 1:3-10 Sub-topics menu

When a sub-topic from this menu is selected, the window for
that sub-topic displays in the right panel of the screen.
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Navigate a Tree List

Tree lists are included in the navigation panel of Group and
Library screens.

e Y

866 ProxyBlocker —
Q]
— HOME | SYSTEM | GROUP | LIBRARY | REPORTING | HELF | QUIT —

Group
Group=IP>admin>Group
Group Administrator

Group Mame Iadm\n
Password FEERE R LR LRI EL RS TL
Confirm Password  [# s ssrsstteasrasrass

[Hast Hame: laga.com [P 200,10, 100,75 [version: ProxyBincker 1.0.00.4
Jawva Applet Window

Fig. 1:3-11 Tree menu

A tree is comprised of a hierarchical list of items. An entity
associated with a branch of the tree is preceded by a plus
(+) sign, when that branch of the tree is collapsed.

By double-clicking the entity, a minus (-) sign replaces the
plus sign, and all branches within that branch of the tree
display.

An item in the tree is selected by clicking it.
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Tree List Topics and Sub-topics

Group and Library tree lists possess a menu of topics and
sub-topics.

Topics in the tree list display by default when the tree is
opened. Examples of tree list topics are circled in Fig. 1:3-
12.

When a tree list topic is selected and clicked, a menu of sub-
topics opens:

ProxyBlocker =1
896 ProxyBlocker —
— HOME SYSTEM GROUP LIBRARY REPORTING HELF QUIT
k| \
S | 1
A... ”\ ‘ -
GR {T uP <4 A a
Members ics for the Group section

Overtide & 3
verrids Accoun Nction is comprised of windows and dialog boxes used for adding and =

Graup Profils aster IP groups or NT/LDAP domains, and for creating filtering profiles
Exception URL [T LSErS
Time Prafile

————————hup option, the global administrator creates master IP groups. Within
UploadiDownload 1P Profile  bof oroup, the designated aroup administrator adds subegrouns and
Add Sub Group emhbers, and creates their filtering profiles

Add Individual IP

ir LDAP dornains, the global administrator must first set up
Delete Group b in the Systern section in order to enable NT/ILDAP options. The
ste Sub Group rthen adds the domain in this section, sets up and maintaing NTILDAP

[ creates filtering profiles for groups and users

The control panel atthe left ofthe screen containg a hierarchical list of groups setup
in a tree farmat. At the root of this tree is Group. The main branches ofthe tree
include: Global Group and IP group, followed by MT and LDAF if authentication is
enabled. MOTE: Ifthe synchronization feature is used, an R3000 setup in the Target
mode will only include the Global Group branch ofthe tree, and group administeators
will not have access to any hranches ofthe tree

Double-click the branch of your selection to display the list of groupsidomains
previously added to that branch. Keep double-clicking items in the tree list to view
additional iterns.

Click an entity in the tree listto view a rnenu oftopics or actions that can be
performed for the selected entity.

|Hast Name: logo.com |1F: 200.10.100.75 fversion: ProxyBlocker 1.0.00.4
Java Applet Window

Fig. 1:3-12 Tree list topics and sub-topics

Clicking a sub-topic displays the corresponding window in
the right panel, or opens a pop-up window or alert box, as
appropriate.
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Navigate a Window with Tabs

In each section of the console, there are windows with tabs.

When selecting a window with tabs from the navigation
panel, the main tab for that window displays. Entries made

in a tab must be saved on that tab, if the tab includes the
Apply button.

NOTE: In the Time Profile and Override Account pop-up
windows, entries are saved at the bottom of the window.
=loix

866 ProxyBlocker

S —— HOME SYSTEM e BHRA BEEFORTING HELP QUIT

Category | port | Default Redirect URL | Fikeer Options
Group>Global Group>Category Profile
Group: Global Group  Current Profile: Custam Profile

BAvailable Filter Levels

Custom Profile = I

Rule Details

Category | Pass | Allovwy | Warn | Block

z | Category Groups

[#- | Adult Contert
[¥- | Bandwidth
| Custom Categories
[#-__| Information Technalog
[#- | Instant Messaging (M)
] Securit

Uncategorized Sites 8 Pass (7 Block

Apply

|Host Mame: laga.com
Java Applet Window

Fig. 1:3-13 Window with tabs

IIP: 200.10,100.75 '\/ers\on ProxyBlocker 1.0.00.4
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Console Tips and Shortcuts

The following list of tips and shortcuts is provided to help
you use windows in the Administrator console with greater
efficiency.

Navigation Path

The navigation path displays at the top of each window:

4 proxyBlocker =101 x|
8eb ProxyBlocker — |
E— HOME | SYSTEM  GROUP | LIBRARY | REPORTING | HELP | QUIT —
EED
= =ystem Block Page Route Table
"'U’D' - >Network>Block Page Ro
et ork:
- delninistrator Route Table
- Diagrostics IPMask
Alert IP:200,10,160,170/31 Gateway: 200101601 Delete
-Patch
- hMode
-Authentication
MIC Mode
-BackupRestore
-Resst
SMMP
= Hardware Failure Detection
-3 Strikes Blocking
-Wfarn Option Setting
Customization P | Mask 2552552550 ¥ | s
Gmewayl Calculator |
T
IHost Marme: logo.com IIP: 200.10,100.75 I‘\/srsiun. ProzyBlocker 1.0.00.4

Jawva Applet Window

Fig. 1:3-14 Navigation path
This path reminds you of your location in the console. The

entire path shows the screen name, followed by the topic
name, and sub-topic name if applicable.
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Refresh the Console

Press F5 on your keyboard to refresh the Administrator
console. This feature is useful in the event that more than
one browser window is open simultaneously for the same
ProxyBlocker server.

Select Multiple Items

When moving several items from one list box to another, or
when deleting several items, the Ctrl and Shift keys can be
used to expedite this task.

+ Ctrl Key

To select multiple items from a list box, click each item
while pressing the Ctrl key on your keyboard.

+ Shift Key

To select a block of items from a list box, click the first
item, and then press the Shift key on your keyboard while
clicking the last item.

Once the group of items is selected, click the appropriate
button to perform the action on the items.

Copy and Paste Text

To save time when making duplicate data entries, text previ-
ously keyed into the GUI can be copied and pasted into
other fields without needing to key in the same text again.

* Copy command

Copy text by using the cursor to highlight text, and then
pressing the Ctrl and C keys on the keyboard.

« Paste command

Text that was just copied from a field can be pasted into
another field that is either blank or populated with text.
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» To paste text into an empty field, place the cursor in the
field and then press the Ctrl and V keys.

» To copy over existing text, highlight text currently in the
field and then press the Ctrl and V keys.

Calculate IP Ranges without Overlaps

The Calculator button displays on windows in which IP
ranges are entered. These windows include: Block Page
Route Table window from the System section, and Range to
Detect and Members windows from the Group section.

1P Calculator x|
Dotted Decimals Notation IP Calculator
IP I2UD. 10.20.10
Metrmask [255.255.255.224 = | (Datted Decimals Makation)
Metmask |27 (CIDR. Motation)
Calculate | Cloze |
Min Host IZUU. 10.20.0
Max Host IZDD.ID.ZD.SI
Mote: The min and max hosk does not excude broadcast and netwark,
Java Applet Window

Fig. 1:3-15 IP Calculator pop-up window

This window is used to view and/or calculate the minimum
and maximum range for an IP address.

1. Click Calculator to open the IP Calculator pop-up
window.

 If the IP address field in the window on the console is
already populated, note the IP Calculator pop-up
window displays the IP address, default Netmask in
both the Dotted Decimals Notation (e.g.
“255.255.255.248”) and CIDR Notation (e.g. “29”)
format, Min Host, and Max Host IP addresses.
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+ If the IP address field in the window on the console is
empty, in this pop-up window enter the IP address,
specify the Dotted Decimals Notation Netmask, and
then click Calculate to display the Min Host and Max
Host IP addresses.

TIP: If necessary, make a different IP address entry and Netmask
selection, and then click Calculate to display different Min Host
and Max Host results.

2. After making a note of the information in this pop-up
window, click Close to close the IP Calculator.

Log Off

To log off the Administrator console:

1. Click the Quit button in the navigational panel at the top
of the screen. This action opens the Quit dialog box:

aut x|

R?/ Ape you sure you weant to exit ProxyBlocker GLI?

] e |

Java Applet Window
Fig. 1:3-16 Quit dialog box

2. Click Yes to close the Administrator console.

3. Click the “X” in the upper right corner of the ProxyBlocker
Introductory Window to close it.

& WARNING: If you need to turn off the server, see the ShutDown
window of the System screen in the Global Administrator Section.
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GLOBAL ADMINISTRATOR SECTION

Introduction

The Global Administrator Section of this user guide is
comprised of four chapters, based on the layout of the
Administrator console. This section is used by the autho-
rized global administrator of the ProxyBlocker for config-
uring and maintaining the ProxyBlocker server.

The global administrator is responsible for integrating the
server into the existing network, and providing the server a
high-speed connection to remote client workstations and to
a reporting application, if pertinent. To attain this objective,
the global administrator performs the following tasks:

provides a suitable environment for the server, including:

* high speed, File Transfer Protocol (FTP) link to the
current logging device

* power connection protected by an Uninterruptible
Power Supply (UPS)

* high speed access to the server by authorized client
workstations

adds group administrators

sets up administrators for receiving automatic alerts
updates the server with software supplied by 8e6
analyzes server statistics

utilizes diagnostics for monitoring the server status to
ensure optimum functioning of the server

configures the server for authenticating users
maintains filtering categories

adds and maintains filtering profiles of entities

8e6 TECHNOLOGIES, PROXYBLOCKER USER GUIDE 49



GLOBAL ADMINISTRATOR SECTION CHAPTER 1: SYSTEM SCREEN

50

Chapter 1: System screen

The System screen is comprised of windows used for
configuring and maintaining the server to authenticate
users, and tofilter, log, or block specified Internet content for
each user based on an applied filtering profile.

2 ProxyBlocker = ] |
8e6 ProxyBlocker E———
—— HOME SYSTEM GROUP LIBRARY REPORTING HELP Lo o
g
-Cortral
Metwork ]
Administrator SYSTEM ‘
- Diaghostics
Alert Display Help Topics for the System section
Patch
- Made The Systern section is comprised ofwindows used by the global administrator to
- uthertication canfigure and maintain the PraxyBlocker setver to authenticate users, and ta fiter, log,
- NIC Mode of hlock specified Internet content for each user based on an applied filtering profile.
- BackupiRest
R:z;p estore & list of rain topics displays in the contral panel atthe 16t of the screen. Mzin topics in
- Sp this section include the fallowing: Control settings, Network settings, Administratar
; ) account information, Diagnostics, Alert setup, Patch procedures, Synchronization,
Hardware Failure Detection Operation Mode, Authentication settings, MIC Mode, Backup/Restare operations, Reset
¥ Strikes '_E”D':k‘"g seftings, Radius Authentication Settings, SMMP, Hardware Failure Detection (for
e Optian Setting R3000H units anly, ¥ Strikes Blocking, Warn Option Setting, and Custarmization. NOTE:
- Custorization Ifthe synchronization feature is used, an ProxyBlocker setup in the Target mode will not
include Authentication, Radius Authentication Settings, ¥ Strikes Blocking, or'¥Warn
Option Setling topics and any associated sub-topics
Click your selection to choose a main topic from this list, or to view a menu of
sub-topics, it applicable. When atopic or sub-topic is selected, the designated window
for that topic or sub-topic displays in the riaht panel.
Far help in any window, mouse-over the " 7" syrnbol to view infarmation about that
window, or press F1. Press P to refresh the cansole.
Far additional infarrmation about this current section of the cansole, click the link
beneath the System banner to view Help Topics.
To havigate to another section of the console, click the button atthe top ofthe screen for
Horme, Group, Library, Reporting, or Help. Click Quitto exitthe console.
IHnst Mame: logo, com IIP: 200.10.100.75 '\/Ersiun_ ProxyBlocker 1.0.00.4

Jawa Applet Window

Fig. 2:1-1 System screen

A list of main topics displays in the navigation panel at the
left of the screen. Main topics in this section include the
following: Control settings, Network settings, Administrator
account information, Diagnostics, Alert contacts, Patch,
operation Mode, Authentication settings (see the 8e6 Prox-
yBlocker Authentication User Guide for information about
this topic), NIC Mode, Backup/Restore operations, Reset
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settings, SNMP, Hardware Failure Detection, X Strikes
Blocking, Warn Option Setting, and Customization.

Click your selection to choose a main topic from this list, or
to view a menu of sub-topics, if applicable. When a topic or
sub-topic is selected, the designated window for that topic
or sub-topic displays in the right panel.

8e6 TECHNOLOGIES, PROXYBLOCKER USER GUIDE 51



GLOBAL ADMINISTRATOR SECTION CHAPTER 1: SYSTEM SCREEN

52

Control

Control includes options for controlling basic ProxyBlocker
server functions. Click the Control link to view a menu of
sub-topics: Filter, Block Page Authentication, ShutDown,
and Reboot.

i

896 ProxyBlocker ;___E —
HOME SYSTEM GROUP LIBRARY REPORTING HELP @UIT

[ —

@Sy;tem |

|

-ddminist Black Page Authentication  [Y STE M w
Diagnos  shutDown

~-hlert Reboat Ip Topics farthe System section
--Patch
- Mode The System section s comprised of windows used by the global administrator to
A thertication configure and maintain the ProxyBlocker server to authenticate users, and to filter, log,
- MIC Mode or block specified Internet content for each user based on an applied filtering profile
- BackupRest
.“R:z;p estore Alist of main topics displays in the contral panel at the left of the screen. Main topics in
ShE this section include the following: Control settings, Netwark settings, Administrator
accountinformation, Diagnostics, Alert setup, Patch procedures, Synchronization,
Hardwars Failre Detection Cperation Mode, Authentication settings, NIC Mode, BackupiRestore operations, Reset
K Strikes B‘°°"'”9_ settings, Radius Authentication Settings, SHMP, Hardware Failure Detection ffor
Warn Option Setting R3000H units anty), X Strikes Blocking, Warn Option Setting, and Custamization. NOTE:
+Customization Ifthe synchronization feature is used, an ProxyBlocker set up in the Target mode will not
include Authentication, Radius Authentication Settings, X Strikes Blocking, or Warn
Cption Setting topics and any associated sub-topics
Clickyour selection to choose a rmain topic fram this list, or to view a menu of
sub-topics, if applicahble. YWhen a topic or sub-topic is selected, the designated window
for that topic or sub-topic displays in the right panel
For help in any window, mouse-over the " symbaol {0 view information about that
window, of press F1. Press F5 to refresh the console.
Far additiohal inforration about this current section ofthe cansole, click the link
beneath the Systerm banner toview Help Topics.
To navigate to another section of the console, click the button at the top of the screen for
Harme, Group, Library, Reporting, or Help. Click Quit to exitthe console.
[Hast Hame: laga.com [P 200,10, 100,75 [ersion: FroxyBlocker 1.0.00.4

Jawva Applet Window

Fig. 2:1-2 System screen, Control menu
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Filter window

The Filter window displays when Filter is selected from the
Control menu. This window is used for specifying network
filtering preferences on this server.

4 proxyBlocker =101 x|
8eb ProxyBlocker :
|
B HOME SYSTEM GROUF LIBRARY REFPORTING HELP QauiT
—
& system Filter
System>Control=Fitter
hetuork Local Filterin
- ddministrator 4
- Digsgnostics Loeal Fitering @ oon O o
Alert
Patch WLAMN Detertion Con & o
- hMode
- utherdication Service Blocking
MIC Mode
- BackupRestore Instant Messaging Coon o
-Resst
SHMP F2P Con & off
= Hardware Fallure Detection
-3 Shrikes Blocking HTTPS Filtering
Warn Option Setting
-Customization HTTPS Fitering Level  Mone © Low @ Medium 7 High
Service Control
Prosxy Pattern Elocking  On & Off
Apply
|Host Mame: laga.com |1P+ 200.10,100.75 [ersior: ProeyBlocker 1.0.00.4
Java Applet Window

Fig. 2:1-3 Filter window

Local Filtering is used for specifying whether this server
being configured will filter traffic on the network. Service
Blocking is used for specifying whether this server being
configured will log and block Instant Messaging (IM) and/or
Peer-to-Peer (P2P) services for users. HTTPS Filtering lets
you set the level of filtering for HTTPS sites on the Proxy-
Blocker server. In the Service Control frame, enabling Proxy
Pattern Blocking will block end users from using clients such
as Google Web Accelerator and proxy patterns that bypass
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't

filtering (see http://www.8e6.com/pbahelp/files/
1system_proxy_block .html for a list of proxy pattern
types set up to be blocked).

TIP: See the Introductory Section for overviews on IM and P2P
(Chapter 2: Logging and Blocking)

Local Filtering

In the Local Filtering frame, indicate the function of this
server being configured, in regards to filtering the network.
The default setting has Local Filtering “On” and VLAN
Detection “Off”.

Disable Local Filtering Options

If you have multiple ProxyBlocker servers on the network,
you may wish to disable local filtering on the source server
and use the server primarily for authenticating users who
log on the network. This frees up resources on the server.

To disable Local Filtering and/or VLAN Detection, click
the “Off” radio button(s).
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Enable Local Filtering Options

To enable Local Filtering, click “On”. The server will filter
the specified Range to Detect on the network.

To enable the detection of VLAN traffic on the network, at
VLAN Detection, click “On”.

@ NOTE: After making all entries in this window, click Apply.
Service Blocking

The default setting has the options for blocking Instant
Messaging and P2P “Off”.

Enable Options for IM, P2P

To enable Instant Messaging and/or P2P logging and
blocking, click the “On” radio button for the selected
option(s).

If Instant Messaging is enabled, IM activity for all users will
be logged after IM pattern files are downloaded.

@ TIP: To block specified users from accessing IM services, speci-
fied Instant Messaging 8e6 supplied library categories (such as
“IMGEN”, “IMGCHAT”, “IMGTALK”, “ICQAIM”, “IMMSN”,
“IMMYSP”, and/or “IMYAHOO”) must be applied to the group or
user's filtering profile. Or, to block all users from accessing IM
services, the global filtering profile and minimum filtering level
must have appropriate Instant Messaging library categories set
up to be blocked.

If P2P is enabled, P2P activity for all users will be logged
after P2P pattern files are downloaded on demand via the
Manual Update to 8e6 Supplied Categories window.
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@ TIP: Additionally, to block specified users from accessing P2P

services, the 8e6 supplied “PR2PR” library category must be
applied to the group or user’s filtering profile. Or, to block all users
from accessing P2P services, the global filtering profile and
minimum filtering level must have the “PR2PR” library category
set up to be blocked.

Disable Options for IM, P2P

To disable Instant Messaging and/or P2P logging and
blocking, click the “Off” radio button for the selected
option(s).

@ NOTE: After making all entries in this window, click Apply.
HTTPS Filtering

Specify your preference for filtering HTTPS sites in the
HTTPS Filtering frame. Select from the following settings for
the HTTPS Filtering Level:

* “None” - if you do not want the ProxyBlocker to filter
HTTPS sites

* “Low” - if you want the ProxyBlocker to filter HTTPS sites
without having the ProxyBlocker communicate with IP
addresses or hostnames of HTTPS servers

* “Medium” - if you want the ProxyBlocker to communicate
with HTTPS servers in order to get the URL from the
certificate for URL validation only (this is the default
setting)

» “High” - if you want the ProxyBlocker to communicate
with HTTPS servers to obtain the certificate with a very
strict validation of the return URL

& WARNING: If using the “High” setting, end users may be blocked
from accessing acceptable Web sites if the host names of these
sites do not match their generated certificates. To allow users
access to acceptable HTTPS sites, the IP addresses and corre-
sponding URLs of these sites should be included in a custom
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library category that is allowed to pass. (See the Custom Catego-
ries sub-section in Chapter 3: Library screen for information on
maintaining the ALLOW and PASS custom library categories.
See Global Group Profile window and Minimum Filtering Level
window in Chapter 2: Group screen from the Global Administrator
Section for information on allowing a library category to pass.)

/\\3 NOTE: After making all entries in this window, click Apply.
Service Control

In the Service Control frame, indicate whether or not Proxy
Pattern Blocking with be enabled or disabled.

Enable Proxy Pattern Blocking

By default, Proxy Pattern Blocking is disabled. Click “On”
to block the usage of clients such as Google Web Acceler-
ator and various proxy pattern types on end user worksta-

tions that bypass filtering.

NOTE: See http://www.8e6.com/pbahelp/files/
1system_proxy_block.html for a list of proxy pattern types that
are set up to be blocked.

TIP: To block specified users from accessing proxy patterns, the
8e6 supplied “PROXY” library category (Web-based Proxies/
Anonymizers) must be applied to the group or user's filtering
profile. Or, to block all users from accessing these proxy patterns,
the global filtering profile and minimum filtering level must have
the “PROXY” library category set up to be blocked.

Disable Proxy Pattern Blocking

Click “Off” to disable Proxy Pattern Blocking.
@ NOTE: After making all entries in this window, click Apply.
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Block Page Authentication window

The Block Page Authentication window displays when Block
Page Authentication is selected from the Control menu. This
feature is used for entering criteria the ProxyBlocker server
will use when validating a user’s account. Information
entered/selected in this window is used by the block page
that displays when an end user attempts to access a site or
service that is set up to be blocked.

il

866 ProxyBlocker —

HOME SYSTEM GROUP LIBRARY REPORTING HELF _C;UIT

= —_—
S system Block Page Authentication

- ] System:>Control>Block Page Authentication
- Metwwork: i
Details

Aclministrator
- Diaghostics
et Re-authertication Options
~~Patch \ieh-bazed Authentication
Modle *Press chrl for multiple selections
- Authertication Lagon Scrigt Psth =01\ computernamelsharepath lm
- MIC Made
BackupRestore
-Resst
- EMMP
-~ Hardwrare Failure Detection
¥ Strikes Blocking
--WWarn Option Setting
- Customization

[Host Mame: loga,com [Py 200,10, 100,75 [Version: ProxyElocker 1.0.00.4
Java Applet Window

Fig. 2:1-4 Block Page Authentication window
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NOTE: See the Block Page Customization window and Common
Customization window in this chapter for information on custom-
izing the 8e6 block page. See Appendix C: Create a Custom
Block Page for information on creating a customized block page
using your own design.

Enter, Edit Block Page Options

NOTE: If you are not using authentication, and/or if your users do
not have override accounts set up, you do not need to select any
option at the Re-authentication Options field.

1. In the Re-authentication Options field of the Details
frame, all block page options are selected by default,
except for Web-based Authentication. Choose from the
following options by clicking your selection:

* Web-based Authentication - select this option if
using Web authentication with time-based profiles or
persistent login connections for NT or LDAP authenti-
cation methods.

» Re-authentication - select this option for the re-
authentication option. The user can restore his/her
profile and NET USE connection by clicking an icon in
a window to run a NET USE script.

* Override Account - select this option if any user has
an Override Account, allowing him/her to access URLs
set up to be blocked at the global or IP group level.

NOTE: Details about the Web-based Authentication option can
be found in the 8e6 ProxyBlocker Authentication User Guide.

TIP: Multiple options can be selected by clicking each option
while pressing the Ctrl key on your keyboard.
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NOTE: For more information about the Override Account option,
see information on the following windows in this user guide:

e Global Administrator Section: Override Account window and
Bypass Option window for the global group

e Group Administrator Section: Override Account window for IP
groups, and Exception URL window for IP groups.

2. If the Re-authentication option was selected, in the
Logon Script Path field, \PDCSHARE\scripts displays
by default. In this field, enter the path of the logon script
that the ProxyBlocker will use when re-authenticating
users on the network, in the event that a user's machine
loses its connection with the server, or if the server is
rebooted. This format requires the entry of two back-
slashes, the authentication server’s computer name (or
computer IP address) in capital letters, a backslash, and
name of the share path.

3. Click Apply to apply your settings.
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Block page

When a user attempts to access Internet content set up to
be blocked, the block page displays on the user’s screen:

2} 8e6 PronyBlocker - Microsoft Internet Explorer |- O] x|
J File Edt Wiew Favorites Tools Help |
J GBack + = v (D at | Qisearch [GFavories £ History | By 5 M
J Address I@ w,Coors, comEIP=200, 10,100, 75: 61 &CAT=ALCO&ISER =L OGO Domain % 20admins \GLANG j @Go |J Links ¥
B
ACCESS DENIED! HELP
Internet to the requested wehsite has been denied based on your user profile
and organization's Internet Usage Policy.
UserMachine: LOGOWDomain Admins\GLANG
IP: 20010101140
Category:  Alcohol
Blocked URL:  hitp: /vy coors.com!
For further options, click here.
To submit this blocked site for review, click here. For assistance, contact your Administrator.
Sek ProxyBlocker provided by 826 Technologies. Copyright 2007 All rights reserved.
E
&7 l_l_lo Inkernet v

Fig. 2:1-5 Sample Block Page

By default, the following data displays in the User/Machine
frame of the block page:

* User/Machine field - The username displays for the NT/
LDAP user. This field is blank for the IP group user.

» |P field - The user’s IP address displays.

« Category field - The name of the library category that
blocked the user’s access to the URL displays. If the
content the user attempted to access is blocked by an
Exception URL, “Exception” displays instead of the
library category name.
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Blocked URL field - The URL the user attempted to
access displays.

By default, the following standard links are included in the
block page:

HELP - Clicking this link takes the user to 8e6’s Technical
Support page that explains why access to the site or
service may have been denied.

8e6 Technologies - Clicking this link takes the user to
8e6’s Web site.

By default, these links are included in the block page under
the following conditions:

62

For further options, click here. - This phrase and link is
included if any option was selected at the Re-authentica-
tion Options field. Clicking this link takes the user to the
Options window, described in the Options page sub-
section that follows.

To submit this blocked site for review, click here. -
This phrase and link is included if an email address was
entered in the Submission Email Address field in the
Common Customization window. Clicking this link
launches the user’s default email client. In the composi-
tion window, the email address from the Submission
Email Address field populates the “To” field. The user’s
message is submitted to the global administrator.
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Options page

The Options page displays when the user clicks the
following link in the block page: For further options, click

here.
4} 8e6 ProryBlocker - Microsoft Internet Explorer (O] x]

J File Edt Yiew Favorites Tools Help |

J saBack » = - @ at | @SEarch (3] Favorites @Histury | %v = e @

| address [@] hetp:f200.10.100.75:81fegifblack.cai | P |JLinks ®
=l
OPTIONS HELP

UserMachine: LOGODomain AdminstGLANG
1P 20010101140

Category:  Alcohol
Requested URL: ity ihvewewy coors.comd

Option 1:  Click here for secure Web-hased authentication.
Option 2:  If the sbove profile iz incorrect or there has been an error, you can:

» Re-gtart your system and re-login or
= Iry re-authenticating your user profile

Option 31 If you have an override account, enter your username and password.

Username: I

Password: I Owerride |

l¥arningt The override account aption will not function ¥ antipopan software Js instailed on
vour system.

[-|
|&] pone |_|_|° Inkernet .

Fig. 2:1-6 Options page

The following items previously described for the Block page
display in the upper half of the Options page:

* HELP link
¢ User/Machine frame contents

The frame beneath the User/Machine frame includes infor-
mation for options (1, 2, and/or 3) based on settings made in
this window and the Common Customization window.
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NOTE: Information about Option 1 is included in the 8e6 Proxy-
Blocker Authentication User Guide.

Option 2

The following phrase/link displays, based on options
selected at the Re-authentication Options field:

Re-start your system and re-login - This phrase
displays for Option 2, whether or not either of the other
Re-authentication Options (Re-authentication, or Web-
based Authentication) was selected. If the user believes
he/she was incorrectly blocked from a specified site or
service, he/she should re-start his/her machine and log
back in.

Try re-authenticating your user profile - This link
displays if “Re-authentication” was selected at the Re-

authentication Options field, and an entry was made in
the Logon Script Path field. When the user clicks this link,
a window opens:

& netlogon on LOGOD - Microsoft Intern

lngonFG.bat

netlogon

This Folder is Online.

Select an item ko view ks
description,

Metwork Logon Scripk s

Capacity: 3,99 GB
[ used: 2.26 GB
[ Free: 1.72 GB
[~
Fig. 2:1-7 Re-authentication option

The user should click the logon.bat icon to run a script that
will re-authenticate his/her profile on the network.
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Option 3

Option 3 is included in the Options page, if “Override
Account” was selected at the Re-authentication Options
field.

This option is used by any user who has an override
account set up for him/her by the global group administrator
or the group administrator. An override account allows the
user to access Internet content blocked at the global or IP
group level.

The user should enter his/her Username and Password,
and then click Override to open the Profile Control pop-up
window:

43 http://200.10.160.179:81 - Profile Control - Microsoft Internet Explorer

Profile Control

Ouerride Account: afangatta
Profile: fitter all ather ports | open these categories reject these categories ART
GPORN KDPORN open all other categories | detault fiter mode,
Min. Filtering: Mo Bypass Minimum Fittering Level

Keep this window open for your override account to remain active,

Close

8ef ProxyBlocker provided by Seb Technologies. Copyright 2007, All rights reserved.

-]
|&] Dore l_l_la Internet 7
Fig. 2:1-8 Profile Control pop-up window

This pop-up window must be left open throughout the user’s
session in order for the user to be able to access blocked
Internet content.

NOTES: See Profile Control window for information on custom-
izing the content in the Profile Control pop-up window. See
Appendix D: Override Pop-up Blockers for information on how a
user with an override account can authenticate if a pop-up
blocker is installed on his/her workstation.

8e6 TECHNOLOGIES, PROXYBLOCKER USER GUIDE 65



GLOBAL ADMINISTRATOR SECTION CHAPTER 1: SYSTEM SCREEN

ShutDown window

The ShutDown window displays when ShutDown is
selected from the Control menu. This window is used for
powering off the server.

B

896 ProxyBlocker

HOME S¥STEM GROUP LIBRARY REFORTING HELF QUFI:

ShutDown

System=Control>ShutDown

Administrator ShutDown

 Disgnostics Waming! This will shutcfown the ProxyBlocker system

-Patch
- hMode
-duthertication
MIC Mode
-BackupRestore
- Resst
SMMP
-Hardware Failure Detection
-3 Strikes Blocking
-Wfarn Option Setting
Custamization

S———

IHost Marme: logo.com IIP: 200.10,100.75 I‘\/srsiun. ProzyBlocker 1.0.00.4
Jawva Applet Window

Fig. 2:1-9 ShutDown window

Shut Down the Server

In the ShutDown frame, click ShutDown to power off the
server. To restart the server, the ProxyBlocker console
needs to be re-accessed.
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Reboot window

The Reboot window displays when Reboot is selected from
the Control menu. This window is used for reconnecting the
server on the network.

B

896 ProxyBlocker

HOME S¥STEM GROUP LIBRARY REFORTING HELF ] auT

=

& system Reboot
System>Control>Reboot
Metwork

- Administrator Rebaot
- Disgrostics Warning! This will Reboot the ProxyBlocker siystemn.
-Patch
- hMode
-duthertication
MIC Mode
-BackupRestore
- Resst
SMMP
-Hardware Failure Detection
-3 Strikes Blocking
-Wfarn Option Setting
Custamization

IHost Marme: logo.com IIP: 200.10,100.75 I‘\/srsiun. ProzyBlocker 1.0.00.4
Jawva Applet Window

Fig. 2:1-10 Reboot window
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Reboot the Server

1. In the Reboot frame, click Reboot to open the Reboot
ProxyBlocker dialog box:

Reboot ProxyBlocker x|
! E Are you sure you want to reboot ProxyBlocker?

Java Applet Window

Fig. 2:1-11 Reboot ProxyBlocker dialog box

2. Click Yes to close the dialog box and to launch the
Server Status message box, informing you that the
server is now disconnected:

-0l

Server disconnected! Please wait..

IJava Applet Window

Fig. 2:1-12 Server Status: disconnect message

When the Server Status box closes, the ProxyBlocker
status message box opens and informs you that the
server is rebooting itself, and how much time has
elapsed since this process began:

IST=IE

ProxyBlocker is rebooting. Elapsed time:00:00:13

ProxyBlocker finished loading libearey...

|Java Applet Window

Fig. 2:1-13 ProxyBlocker status message box

68 8e6 TecHNOLOGIES, PRoXxYBLockeR User GUIDE



GLOBAL ADMINISTRATOR SECTION CHAPTER 1: SYSTEM SCREEN

After the server is rebooted, the ProxyBlocker status
message box closes, and the ProxyBlocker ready alert
box opens:

& prouyBlocker ready x|

@ ProxyBlocker is up.

|Java Applet wWindow

Fig. 2:1-14 ProxyBlocker ready alert box

The Server connected alert box also opens, informing
you that the server is connected, and that you must
restart the server:

x

@ Server iz connected again. Please restart ProxyBlocker GUIL

|Java Applet Window

Fig. 2:1-15 Server connected alert box

3. Click OK to close the ProxyBlocker ready alert box.
4. Click OK to close the Server connected alert box.

5. You must now re-access the ProxyBlocker console.
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Network

Network includes options for configuring the ProxyBlocker
server on the network. Click the Network link to view a menu
of sub-topics: LAN Settings, NTP Servers, Regional Setting,
and Block Page Route Table.

JRI=E

_896 ProxyBlocker B

- HOME S¥STEM GROUP LIBRARY REFORTING HELF‘ QUIT =

5@ System
-Control

---Administr

--Diagriosti  NT