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INTRODUCTORY SECTION R3000 INTERNET FILTER

INTRODUCTORY SECTION

R3000 Internet Filter

8e6 Technologies’ R3000 Internet Filter offers an enhanced
solution for Internet filtering on a network, based on the
methodologies employed by the company’s R2000 Enter-
prise Edition and R2000 Authentication Module products.
As with these applications, the R3000 tracks each user’s
online activity, and can be configured to block specific Web
sites or service ports, thereby protecting your organization
against lost productivity, network bandwidth issues, and
possible legal problems that can result from the misuse of
Internet resources.

In addition to many of the basic features of the R2000 series
products, the R3000 provides expanded library categories,
instant message and peer-to-peer blocking, user authenti-
cation, and a newly-designed Graphical User Interface
(GUI) Administrator console with more intuitive screens and
fields for greater ease of use when configuring and main-
taining the server, as well as managing user and group
filtering profiles.

About this User Guide

The R3000 Internet Filter User Guide primarily addresses
the network administrator designated to configure and
manage the R3000 server on the network. This adminis-
trator is referred to as the “global administrator” throughout
this user guide. In part, this user guide also addresses
administrators who manage user groups on the network.
These administrators are referred to as “group administra-
tors” throughout this user guide. Additional information is
provided for administrators of networks that use the R3000
with 8e6’s Enterprise Reporter (ER) for both filtering and
reporting.

8e6 TecHNoLoaIES, R3000 INTERNET FILTER UserR GuiDE 1



INTRODUCTORY SECTION  ABOUT THIS USER GUIDE

See the R3000 Authentication User Guide at http:/
www.marshal8e6.com/Support/R3000/documenta-
tion.asp for information on authentication.

This user guide is organized into the following sections:

Introductory Section - This section is comprised of an
overview on filtering, Web access logging, instant
messaging and peer-to-peer blocking, and synchronizing
multiple R3000 units. This section also provides informa-
tion on how to use this user guide to help you configure
the R3000.

Global Administrator Section - This section includes
information for the global administrator—who has all
rights and permissions on the R3000 box—to create
group administrator accounts, and to configure the
R3000 for filtering the entire network.

Group Administrator Section - This section includes
information for administrators authorized by the global
administrator to manage profiles of designated groups
and their associated users on the R3000. Group admin-
istrators also have rights to access certain library cate-
gory functions.

Technical Support / Product Warranties Section -
This section contains information on technical support
and product warranties.

Appendices - Appendix A includes formats and rules
used in the filtering profile file. Appendix B provides a list
of messages that display when 8e6’s executable
program “Traveler” is launched and attempts to down-
load updates to the R3000 server. Appendix C includes
information on creating a customized block page.
Appendix D provides tips on how to override pop-up
windows with pop-up blocker software installed.
Appendix E explains how to install, configure, and use
the 8e6 Mobile Client. Appendix F includes information
on configuring the R3000 to work with 8e6’s Enterprise
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Reporter (ER) application. Appendix G includes informa-
tion about RAID maintenance and troubleshooting on an
R3000 “H”, “SL”, or “HL” server. Appendix H features a

glossary of technical terminology used in this user guide.

* Index - This section includes an index of subjects and
the first page numbers where they appear in this user
guide.

How to Use this User Guide

Conventions

The following icons are used throughout this user guide:

NOTE: The “note” icon is followed by italicized text providing
additional information about the current subject.

TIP: The “tip” icon is followed by italicized text giving you hints on
how to execute a task more efficiently.

& WARNING: The “warning” icon is followed by italicized text
cautioning you about making entries in the application, executing
certain processes or procedures, or the outcome of specified
actions.
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Terminology

The following terms are used throughout this user guide.
Sample images (not to scale) are included for each item.

alert box - a message box x|
that Opens in response to @ Successfully saved Alert emails),

an entry you made in a

dialog box, window, or

screen. This box often et ppleliningo
contains a button (usually

labeled “OK”) for you to click in order to confirm or
execute a command.

button - an object in a dialog box, o0l |
window, or screen that can be clicked ohRly

with your mouse to execute a command.

checkbox - a small square in a dialo
box, window, or screen used for indi-g vl Profile
cating whether or not you wish to select an option. This
object allows you to toggle between two choices. By
clicking in this box, a check mark or an “X” is placed, indi-
cating that you selected the option. When this box is not
checked, the option is not selected.

dialog box - a box that x|
opens in response toa @ Are you sure you want to save the prafils?
command made in a
window or screen, and bt [ e

requires your input. You  avaéesietindow

must choose an option by

clicking a button (such as “Yes” or “No”, or “Next” or
“Cancel”) to execute your command. As dictated by this
box, you also might need to make one or more entries or
selections prior to clicking a button.

flgld -anareaina dlalog POX,  ghort ame ]
window, or screen that either

accommodates your data
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entry, or displays pertinent information. A text box is a

type of field.

» frame - a boxed-in area in a dialog  Page Content
box, window, or screen that W Basic
includes a group of objects such as [ fifterinfo
fields, text boxes, list boxes, [1] Override Account

buttons, radio buttons, check-

boxes, and/or tables. Objects within a frame belong to a
specific function or group. A frame often is labeled to indi-
cate its function or purpose.

o grld -anareain Dale Filename Content Comment
Jul 22, 2003 lib1 tar.gz LIBRARY_OMLY backup old library
a frame that Jul 23, 2003 config3taroz  |COMFIG_OMLY backup old configurations
Jul 22, 2003 |Eumﬂg1 targz COMFIG_ONLY testing

displays rows Jul 22,2003 [noth.tar.gz CONFIG_AND_LIBRARY |hackup library and configs
and columns of
data, as a result of various processes. This data can be
reorganized in the Administrator console, by changing
the order of the columns.

* list box - an area in a dialog box, Al Groups
. Cert Publishers =
window, or screen that accommo- DnsUpdateProxy :I

Domain Admins

dates and/or displays entries of Domain Computers

Dornain Contrallers
items that can be added or removed. |[3emainueste
Enterprise Admins
Group Policy Creator Owners
MTS Trusted Impersonators j

* navigation panel - the panel that G
displays at the left of a screen. This ot ek ki
panel can contain links that can be warsengon

i Category Groups

clicked to open windows or dialog boxes
at the right of the screen. One or more
tree lists also can display in this panel.
When an item in the tree list is clicked,
the tree list opens to reveal items that
can be selected.
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pop-up box or pop-up PO .|
window - a box or window & = 233 awa sees g 9
that opens after you click @ |y —
button in a dialog box, e [ W
window, or screen. This box

or window may display g

) Uk Uy Kpced @ eeme

information, or may require
you to make one or more entries. Unlike a dialog box,
you do not need to choose between options.

pull-down menu - a field in a [Defautt ~]
dialog box, window, or screen

that contains a down-arrow to the right. When you click
the arrow, a menu of items displays from which you make
a selection.

radio button - a small, circular object
in a dialog box, window, or screen
used for selecting an option. This object allows you to
toggle between two choices. By clicking a radio button, a
dot is placed in the circle, indicating that you selected the
option. When the circle is empty, the option is not
selected.

 on O Of

screen -a main [ ¢ maoontmtemprnerier alcin
object of an appli- 8eéreoce s
cation that N

displays across
your monitor. A
screen can
contain panels,
windows, frames,
fields, tables, text
boxes, list boxes,
icons, buttons,
and radio buttons.

E=5

st N g o ¥ 001010075 oo W30 Erterpena Fiker 1100059

8e6 TecHNoLocIEs, R3000 INTERNET FiLTER User GuIDE



INTRODUCTORY SECTION HOW TO USE THIS USER GUIDE

e sub-topic - a subset = catesoy croms H [retmarserioris:

of a main topic that v bl
displays as a menu

item for the topic. The “Pomegrechyic | B
menu of sub-topics % Earvtwith Sl ok
opens when a perti-

nent topic link in the left panel—the navigation panel—of
a screen is clicked. If a sub-topic is selected, the window
for that sub-topic displays in the right panel of the screen,
or a pop-up window or an alert box opens, as appro-
priate.

~Obscene/Tastele: URLs

* text box - an area in a dialog box, window, or screen that
accommodates your data entry. A text box is a type of
field. (See “field”.)

¢ topic - a topic
displays as a
link in the left
panel—the
navigation
panel—of a
screen. By
clicking the link
for a topic, the
window for that ]
topicdisplaysin *——"
the right panel of the screen, or a menu of sub-topics
opens.

— o HOME  SYSTEM | OROUP  LIBRARY | REFORTING  HELF Guil

BSYSTEM _IH; ’&q

Litples Halp Tagion ot e faiess maotsn
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tree - a tree displays in the naviga-
tion panel of a screen, and is
comprised of a hierarchical list of
items. An entity associated with a
branch of the tree is preceded by a
plus (+) sign when the branch is
collapsed. By double-clicking the
item, a minus (-) sign replaces the
plus sign, and any entity within that
branch of the tree displays. An item
in the tree is selected by clicking it.

window - a window
displays on a screen,
and can contain
frames, fields, text
boxes, list boxes,
buttons, checkboxes,
and radio buttons. A
window for a topic or
sub-topic displays in
the right panel of the
screen. Other types

Filter

\L::td:; Ill'lll:z.!illu. N
Local Fierieny
LN Datecticn
HTTPS Fittering

HTTPS Fitering Level

Servica Contral
Patter Blocking
Targetis) Filtering

A Targetis) Fiterng

g Group

----- g Global Group

% Sroup

Global Group
R IP

e admin
tech

= bhkupserver
B testers

cpike

= on O o

Con F o

CMene T Low © Medm O Hgh

I Forveied bsslug th vales ualtad Dres

& on O o

" on ot

ot

of windows include pop-up windows, login windows, or
ones from the system such as the Save As or Choose file

windows.

8e6 TecHNoLocIEs, R3000 INTERNET FiLTER User GuIDE



INTRODUCTORY SECTION OVERVIEW

Overview

The R3000’s Administrator console is used by the global
administrator—and group administrator, as required—to
configure the R3000 server to perform the following basic
functions:

e filter URLs (Web addresses) on the Internet

* log traffic on the Internet

and, if applicable for your organization:

* block instant messaging and peer-to-peer services

¢ authenticate users via the existing authentication system
on the network

[‘% NOTE: See the R3000 Authentication User Guide at
http://www.marshal8e6.com/Support/R3000/documenta-
tion.asp for information on setting up and using authentication.

» synchronize multiple R3000 units so that all servers will
be updated with the same user profile and library config-
urations

To help you become familiar with the R3000 and how it func-
tions on the network, Chapter 1 of this section of the User
Guide provides an overview on filtering. Chapter 2 gives
insight into Web site access logging, and instant messaging
and peer-to-peer setup procedures. Chapter 3 features
information on synchronizing multiple R3000 units. Chapter
4 includes details on getting started, with log in and log out
procedures, and tips on navigating the Administrator
console.
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Environment Requirements

Workstation Requirements

Administrator

Minimum system requirements for the administrator include
the following:

*  Windows 2000 or later operating system (not compatible
with Windows server 2003) running Internet Explorer (IE)
6.0 or 7.0, or Firefox 3.0

* Macintosh OS X Version 10.5 running Safari 3.1.2, or
Firefox 3.0

» JavaScript enabled
» Java Virtual Machine

» Java Plug-in (use the version specified for the R3000
software version)

NOTE: R3000 administrators must be set up with software instal-
lation privileges in order to install Java used for accessing the
interface.

10 8e6 TeEcHNoLoaGIEs, R3000 INTERNET FILTER UsSER GuiDE



INTRODUCTORY SECTION ENVIRONMENT REQUIREMENTS

End User

Minimum system requirements for the end user include the
following:

Windows 2000 or later operating system (not compatible
with Windows server 2003) running Internet Explorer (IE)
6.0 or 7.0, or Firefox 3.0

Macintosh OS X Version 10.5 running Safari 3.1.2, or
Firefox 3.0

Linux OS running Firefox 3.0
JavaScript enabled

Pop-up blocking software, if installed, must be disabled

Network Requirements

High speed connection from the R3000 server to the
client workstations

HTTPS connection to 8e6’s software update server

Internet connectivity for downloading Java virtual
machine, if not already installed
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Chapter 1: Filtering Operations

Operational Modes

Based on the setup of your network, the R3000 can be
configured to use one of these operational modes for
filtering the network:

¢ invisible mode
e router mode

« firewall mode
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Invisible Mode

If the R3000 is set up in the invisible mode, the unit will filter
all connections on the Ethernet between client PCs and the
Internet, without stopping each IP packet on the same
Ethernet segment. The unit will only intercept a session if an
inappropriate request was submitted by a client. In this
scenario, the R3000 returns a message to the client and
server to deny the request, and a block page displays to
deny the client access to the site or service.

Figure 1:1-1 depicts the invisible mode that removes the
R3000 from any inclusion in the network connection path.

Internet

A
i
i
i

0 ATCP reset is sent to the web server
1o kill the session (request)

R3000 monitors request as it
passes through the hublswitch

''''' e R3000 matches the request
R3000 ‘against its database
; Ifthe website requested
1 matches in the database,
a block page is sent to
the dlient and the session
with the web server is reset

Client PCs

Fig. 1:1-1 Pass-by filtering diagram
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When users (Client PCs) make Internet requests, the traffic
flows (1) through the network path without interruption. The
R3000 captures the request as the user’s request (2) leaves
the network. The R3000 then determines the action (3) to
either block or pass the request. If the R3000 determines to
block the user’s request, a block message (4) is sent to the
user plus a terminate message (4) is sent to the Internet
server.

An R3000 set up in the invisible mode can also work in the
router mode. Figure 1:1-2 illustrates an example of a
monitor mode setup, with the R3000 connected to the
managed switching hub. In this setup, the R3000 port is
configured with the port monitoring function enabled, so that
the R3000’s port mirrors the port connected to the router.

The menitering interface of the R3000 is
then plugged into the port that is configured
as the monitor port

Router

sl Hub/Switch

This is the port that
the gateway device
plugs into

Internally within the switch, all traffic
going to the gateway is duplicated to
another port on the switch

Fig. 1:1-2 Invisible mode diagram, with port monitoring

In the invisible mode, the R3000 performs as a standalone
server that can be connected to any network environment.
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Router Mode

If the R3000 is set up in the router mode, the unit will act as
an Ethernet router, filtering IP packets as they pass from
one card to another. While all original packets from client
PCs are allowed to pass, if the R3000 determines that a
request is inappropriate, a block page is returned to the
client to replace the actual requested Web page or service.

Since only outgoing packets need to be routed—and not
return packets—the R3000 only appears in the outgoing
path of the network.

Figure 1:1-3 illustrates an example of the router mode
setup, in which the R3000 is set up to act as the Internet
router.

Internet

: [ R te Location

Remote Location
Fig. 1:1-3 Router mode diagram
As previously mentioned, an R3000 set up in the router

mode can also work in the invisible mode. The router mode
setup also will work in the firewall mode.
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& WARNING: 8e6 recommends contacting one of our solutions
engineers if you need assistance with router mode setup proce-
dures.

Firewall Mode

The firewall mode is a modification of the router mode. With
the R3000 set up in this mode, the unit will filter all requests.
If the request is appropriate, the original packet will pass
unchanged. If the request is inappropriate, the original
packet will be blocked from being routed through.

Using the firewall mode, while the outgoing request is
delayed slightly—to allow filtering to take place before the
packet leaves the gateway router of the network—return
traffic remains unaffected.

Caching Server

Good site request

is made. The R3000 L L
receives the request

and passes itto
the caching server.

1
1
— T -
|
= | ¢ ) R3000

L Bad site request is made.
1 The R3000 sends a
S—— I “block” page and the
| | — + request is never sent to
‘ | e the caching server.

Fig. 1:1-4 Firewall mode diagram, with firewall and cache setup

16 8e6 TecHNoLocIEs, R3000 INTERNET FiLTER User GuIDE



INTRODUCTORY SECTION CHAPTER 1: FILTERING OPERATIONS

The firewall mode cannot be used with any other mode
(invisible or router).

Figure 1:1-4 illustrates an example of a firewall mode setup
in which requests are never sent to the caching server. In
this scenario the local caching proxy will not affect the
R3000—even if the server contains unfiltered, “bad” cached
pages—since no request can pass until it is filtered.

Figure 1:1-5 illustrates an example of a firewall mode setup
in which requests are always sent to the caching server. In
this scenario the R3000 will be affected if the caching proxy
server contains unfiltered, “bad” cached pages. 8e6 recom-
mends that cached content is cleared or expired after
installing the R3000.

& WARNING: Contact a solutions engineer at 8e6 Technologies for
setup procedures if you wish to use the firewall mode.

R3000 [

4
The R3000 will see the request and
respond with a block page, the cache
system will receive the page and
send it to the client

Site requests are sent
to a caching server, 1
then passed to the 1
R3000

Caching Server

site as a blocked page, it will return the block

! If the cache system has cached the requested
page to the client

If the R3000 stops filtering, the cache
system will cache web pages that
should be blocked, and the cache

— should be cleared before filtering
‘#/ is re-enabled

Client PCs

Fig. 1:1-5 Firewall mode diagram, with filtering and cache setup

8e6 TecHNoLoaIEs, R3000 INTERNET FILTER USer GuIDE 17



INTRODUCTORY SECTION CHAPTER 1: FILTERING OPERATIONS

18

Group Types

After the operational filtering mode is configured on the
R3000, the group type(s) that will be used on the R3000
must be set up so that filtering can take place.

In the Group section of the Administrator console, group
types are structured in a tree format in the navigation panel.
The global administrator can access the Global Group and
IP groups in the tree. The group administrator can only
access the designated IP group to be maintained.

NOTES: If authentication is enabled, the global administrator can
also access the NT and LDAP branches of the tree.

If multiple R3000 units are set up on the network and the synchro-
nization feature is used, an R3000 that is set up to receive profile
changes will only display the Global Group type in the tree list.
(See Chapter 3: Synchronizing Multiple Units for more information
on synchronization.)

Global Group

The first group that must be set up is the global group,

represented in the tree structure by the global icon @ .
The filtering profile created for the global group represents
the default profile to be used by all groups that do not have
a filtering profile, and all users who do not belong to a group.
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IP Groups

The IP group type is represented in the tree by the IP icon

& . A master IP group is comprised of sub-group members
and/or individual IP members & .

The global administrator adds master IP groups, adds and
maintains override accounts at the global level, and estab-
lishes and maintains the minimum filtering level.

The group administrator of a master IP group adds sub-
group and individual IP members, override account, time
profiles and exception URLs, and maintains filtering profiles
of all members in the master IP group.

B

IP Groups

!

Master IP Group

X e

Sub Group Sub Group Individual IP
209.11.120.0/24 210.11.110.0/32 211.11.108.4

Fig. 1:1-6 IP diagram with a sample master IP group and its members
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Filtering Profile Types

A filtering profile is used by all users who are set up to be
filtered on the network. This profile consists of rules that
dictate whether a user has access to a specified Web site or
service on the Internet.

The following types of filtering profiles can be created,
based on the set up in the tree menu of the Group section of
the console:

Global Group

» global filtering profile - the default filtering profile posi-
tioned at the base of the hierarchical tree structure, used
by end users who do not belong to a group.

IP group (master group)

* master group filtering profile - used by end users who
belong to the master group.

* master time profile - used by master group users at a
specified time.

IP group member

* sub-group filtering profile - used by a sub-group
member.

» individual filtering profile - used by an individual IP
group member.

» time profile - used by a sub-group/individual IP group
member at a specified time.

Other filtering profiles

» authentication profile - used by NT and/or LDAP group
members.

NOTE: For information about authentication filtering profiles, see
the R3000 Authentication User Guide.
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e override account profile - set up in either the global
group section or the master group section of the console.

* lock profile - set up under X Strikes Blocking in the Filter
Options section of the profile.

» Radius profile - used by end users on a Radius
accounting server if the Radius server is connected to
the R3000 and the Radius authentication feature
enabled.

* TAR profile - used if a Threat Analysis Reporter (TAR)
server is connected to the R3000 and an end user is
locked out by TAR when attempting to access blocked
content in a library category.
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Static Filtering Profiles

Static filtering profiles are based on fixed IP addresses and
include profiles for master IP groups and their members.

Master IP Group Filtering Profile

The master IP group filtering profile is created by the global
administrator and is maintained by the group administrator.
This filtering profile is used by members of the group—
including sub-group and individual IP group members—and
is customized to allow/deny users access to URLs, or warn
users about accessing specified URLs, to redirect users to
another URL instead of having a block page display, and to
specify usage of appropriate filter options.

IP Sub-Group Filtering Profile

An IP sub-group filtering profile is created by the group
administrator. This filtering profile applies to end users in an
IP sub-group and is customized for sub-group members.

Individual IP Member Filtering Profile

An individual IP member filtering profile is created by the
group administrator.This filtering profile applies to a speci-
fied end user in a master IP group.
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Active Filtering Profiles

Active filtering profiles include the global group profile, over-
ride account profile, time profile, and lock profile.

NOTE: For information about authentication filtering profiles, see
the R3000 Authentication User Guide.

Global Filtering Profile

The global filtering profile is created by the global adminis-
trator. This profile is used as the default filtering profile. The
global filtering profile consists of a customized profile that
contains a list of library categories to block, open, add to a
white list, or assign a warn setting, and service ports that are
configured to be blocked. A URL can be specified for use
instead of the standard block page when users attempt to
access material set up to be blocked. Various filter options
can be enabled.

Override Account Profile

If any user needs access to a specified URL that is set up to
be blocked, the global administrator or group administrator
can create an override account for that user. This account
grants the user access to areas set up to be blocked on the
Internet.

Time Profile

A time profile is a customized filtering profile set up to be
effective at a specified time period for designated users.

Lock Profile

This filtering profile blocks the end user from Internet access
for a set period of time, if the end user’s profile has the X
Strikes Blocking filter option enabled and he/she has
received the maximum number of strikes for inappropriate
Internet usage.
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Filtering Profile Components

Filtering profiles are comprised of the following compo-
nents:

24

library categories - used when creating a rule, minimum
filtering level, or filtering profile for the global group or any
entity

service ports - used when setting up filter segments on
the network, creating the global group (default) filtering
profile, or establishing the minimum filtering level

rules - specify which library categories should be
blocked, left open (a set number of minutes in which that
category remains open can be defined), assigned a warn
setting, or white listed

filter options - specify which features will be enabled: X
Strikes Blocking, Google/Yahoo!/Ask.com/AOL Safe
Search Enforcement, Search Engine Keyword Filter
Control, URL Keyword Filter Control

minimum filtering level - takes precedence over
filtering profiles of entities who are using a filtering profile
other than the global (default) filtering profile

filter settings - used by service ports, filtering profiles,
rules, and the minimum filtering level to indicate whether
users should be granted or denied access to specified
Internet content
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Library Categories

A library category contains a list of Web site addresses and
keywords for search engines and URLs that have been set
up to be blocked or white listed. Library categories are used
when creating a rule, the minimum filtering level, or a
filtering profile.

8e6 Supplied Categories

8e6 furnishes a collection of library categories, grouped
under the heading “Category Groups” (excluding the
“Custom Categories” group). Updates to these categories
are provided by 8e6 on an ongoing basis, and administra-
tors also can add or delete individual URLs within a speci-
fied library category.

Custom Categories

Custom library categories can be added by either global or
group administrators. As with 8e6 supplied categories, addi-
tions and deletions can be made within a custom category.
However, unlike 8e6 supplied categories, a custom cate-
gory can be deleted.

NOTE: 8e6 cannot provide updates to custom categories. Main-
taining the list of URLs and keywords is the responsibility of the
global or group administrator.
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Service Ports

Service ports are used when setting up filter segments on
the network (the range of IP addresses/netmasks to be
detected by the R3000), the global (default) filtering profile,
and the minimum filtering level.

When setting up the range of IP addresses/netmasks to be
detected, service ports can be set up to be open (ignored).
When creating the global filtering profile and the minimum
filtering level, service ports can be set up to be blocked or
filtered.

Examples of service ports that can be set up include File
Transfer Protocol (FTP), Hyper Text Transfer Protocol
(HTTP), Network News Transfer Protocol (NNTP), Secured
HTTP Transmission (HTTPS), and Secure Shell (SSH).

Rules

A rule is comprised of library categories to block, leave
open, assign a warn setting, or include in a white list.
Access to an open library category can be restricted to a set
number of minutes. Each rule that is created by the global
administrator is assigned a number. A rule is selected when
creating a filtering profile for an entity.

Minimum Filtering Level

The minimum filtering level consists of library categories set
up at the global level to be blocked or opened, and service
ports set up to be blocked or filtered. If the minimum filtering
level is created, it applies to all users in IP groups, and takes
precedence over filtering settings made for group and user
filtering profiles.

The minimum filtering level does not apply to any user who
does not belong to a group, and to groups that do not have
a filtering profile established.
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NOTE: If the minimum filtering level is not set up, global (default)
filtering settings will apply instead.

If an override account is established at the IP group level for
a member of a master IP group, filtering settings made for
that end user will override the minimum filtering level if the
global administrator sets the option to allow the minimum
filtering level to be bypassed. An override account estab-
lished at the global group level will automatically bypass the
minimum filtering level.

Filter Settings

Categories and service ports use the following settings to
specify how filtering will be executed:

» block - if a category or a service port is given a block
setting, users will be denied access to the URL set up as
“blocked”

* open - if a category or the filter segment detected on the
network is given an open (pass) setting, users will be
allowed access to the URL set up as “opened”

NOTE: Using the quota feature, access to an open category can
be restricted to a defined number of minutes.

+ always allowed - if a category is given an always
allowed setting, the category is included in the user’s
white list and takes precedence over blocked categories

« warn - If a category is given a warn setting, a warning
page displays for the end user to warn him/her that
accessing the intended URL may be against established
policies and to proceed at his/her own risk

« filter - if a service port is given a filter setting, that port will
use filter settings created for library categories (block or
open settings) to determine whether users should be
denied or allowed access to that port
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ignore - if the filter segment detected on the network has
a service port set up to be ignored, that service port will
be bypassed

Filtering Rules

Filtering Levels Applied

1.

The global (default) filtering profile applies to any user
who does not belong to a master IP group.

. If the minimum filtering level is defined, it applies to all

master IP groups and members assigned filtering
profiles. The minimum filtering level combines with the
user’s profile to guarantee that categories blocked in the
minimum filtering level are blocked in the user’s profile.

. For master IP group members:

a. A master IP group filtering profile takes precedence
over the global profile.

b. A master IP group time profile takes precedence over
the master IP group profile.

. For IP sub-group members:

a. An IP sub-group filtering profile takes precedence over
the master IP group’s time profile.

b. An IP sub-group time profile takes precedence over
the IP sub-group profile.

For individual IP members:

a. An individual IP member filtering profile takes prece-
dence over the IP sub-group’s time profile.

b. Anindividual IP member time profile takes precedence
over the individual IP member profile.

. An authentication (NT/LDAP) profile takes precedence

over an individual IP member’s time profile.
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NOTE: A Radius profile is another type of authentication profile
and is weighted the same as NT/LDAP authentication profiles in
the precedence hierarchy.

7. An override account profile takes precedence over an
authentication profile. This account may override the
minimum filtering level—if the override account was set
up in the master IP group tree, and the global adminis-
trator allows override accounts to bypass the minimum
filtering level, or if the override account was set up in the
global group tree.

NOTE: An override account set up in the master group section of
the console takes precedence over an override account set up in
the global group section of the console.

8. A lock profile takes precedence over all filtering profiles.
This profile is set up under Filter Options, by enabling the
X Strikes Blocking feature.

NOTE: A Threat Analysis Reporter (TAR) profile is another type
of lock profile that is weighted the same as a lock profile in the
precedence hierarchy.
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Global (Default)
Filtering
Profile

MINIMUM FILTERING
LEVEL

Individual IP
Profile

Fig. 1:1-7 Sample filtering hierarchy diagram
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Chapter 2: Logging and Blocking

Web Access Logging

One of the primary functions of the R3000 is to log the
activity of users on the Internet. Information captured in the
log can be transferred to a reporting appliance, to be viewed
on a PC monitor or output to a printer.

8e6 recommends using the Enterprise Reporter (ER) for
generating reports. When the ER server is connected to the
R3000 server, log files from the R3000 are transferred to the
ER server where they are “normalized” and then inserted
into a MySQL database. The ER client reporting application
accesses that database to generate queries and reports.

NOTE: See Appendix F: Configuring the R3000 for ER Reporting
for information on configuring the R3000 and ER.
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Instant Messaging, Peer-to-Peer Blocking

The R3000 has options for blocking and/or logging the use
of Instant Messaging and Peer-to-Peer services, and makes
use of Intelligent Footprint Technology (IFT) for greatly
increasing management and control of these popular—yet
potentially harmful—applications. This section explains how
to set up and use IM and P2P.

How IM and P2P Blocking Works

IM Blocking

Instant Messaging (IM) involves direct connections between
workstations either locally or across the Internet. Using this
feature of the R3000, groups and/or individual client
machines can be set up to block the use of IM services
specified in the library category.

When the IM module is loaded on the server, the R3000
compares packets on the network with IM libraries stored on
the R3000 server. If a match is found, the R3000 checks the
user’s profile to see whether the user’s connection to the IM
service should be blocked, and then performs the appro-
priate action.

WARNING: The following items are known issues pertaining to
the IM module:

» IM can only block by destination IP address if network traffic is
being tunneled, sent through a Virtual Private Network (VPN),
or encrypted.

» IM will not be blocked if a client-side VPN is set up to proxy
traffic through a remote IP address outside the connection
protected by the R3000.

* Some versions of the AOL client create a network interface that
send a network connection through a UDP proxy server, which
prevents blocking IM.

8e6 TeEcHNoLoaGIEs, R3000 INTERNET FILTER UsSER GuiDE



INTRODUCTORY SECTION CHAPTER 2: LOGGING AND BLOCKING

P2P Blocking

Peer-to-Peer (P2P) involves communication between
computing devices—desktops, servers, and other smart
devices—that are linked directly to each other. Using this
feature of the R3000, groups and/or individual client
machines can be set up to block the use of P2P services
specified in the library category.

When the P2P module is loaded on the server, the R3000
compares packets on the network with the P2P library
stored on the R3000 server. If a match is found, the R3000
checks the user’s profile to see whether the user’s connec-
tion to the P2P service should be blocked, and then
performs the appropriate action.

Setting up IM and P2P

IM and P2P are set up in the System and Library sections of
the Administrator console.

1. In the System section, activate Pattern Blocking in the
Filter window.

2. In the Library section, note the services set up to be
blocked, as defined at: http://www.marshal8e6.com/
software/8e6/hlp/r3000help/ files/
1system_im_block.html.

NOTE: Please contact an 8e6 technical support representative or
a solutions engineer if access is needed to one or more P2P
services blocked by 8e6's supplied library category for P2P.

3. In the Manual Update to 8e6 Supplied Categories
window (accessible via Library > Updates > Manual
Update), IM pattern files can be updated on demand.
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Using IM and P2P

To solely log IM and/or P2P user activity, the Pattern
Blocking setting needs to be enabled in the Filter window.

To additionally block specified groups and/or users from
using components and features of IM and/or P2P, settings
need to be made in the Group section of the Administrator
console.

If applying 8e6’s supplied IM and/or P2P library category to
an entity’s profile, all IM and/or P2P services included in that
category will be blocked.

NOTE: If IM and/or P2P was set up to be blocked while a user’s
IM and/or P2P session was in progress, the user will not be
blocked from using that service until he/she logs off the server
and back on again.

Block IM, P2P for All Users

Block IM for All Users

To block IM for all users on the network:

+ the Pattern Blocking option in the Filter window must be
activated

» the global filtering profile must have both CHAT and
specified individual Instant Messaging library categories
(such as IMGEN, IMGCHAT, IMGTALK, ICQAIM,
IMMSN, IMMYSP, and/or IMYAHOO) set up to be
blocked

» the minimum filtering level profile must have both CHAT
and specified individual Instant Messaging library cate-
gories set up to be blocked.
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Block P2P for All Users

To block P2P for all users on the network:

» the Pattern Blocking option in the Filter window must be
activated

+ the global filtering profile must have the PR2PR library
category set up to be blocked

» the minimum filtering level profile must have the PR2PR
library category set up to be blocked.

Block Specified Entities from Using IM, P2P

Block IM for a Specific Entity

To block IM for a specified group or user:

» the Pattern Blocking option in the Filter window must be
activated

» the CHAT and specified individual Instant Messaging
library categories must both be set up to be blocked for
that entity

+ the global filtering profile should not have IM blocked,
unless blocking all IM traffic with the Range to Detect
feature is desired

» the minimum filtering level profile should not have IM
blocked, unless blocking all IM traffic with the Range to
Detect feature is desired.
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Block P2P for a Specific Entity

To block P2P for a specified group or user:

the Pattern Blocking option in the Filter window must be
activated

the PR2PR library category must be set up to be blocked
for that entity

the global filtering profile should not have P2P blocked,
unless blocking all P2P traffic with the Range to Detect
feature is desired

the minimum filtering level profile should not have P2P
blocked, unless blocking all P2P traffic with the Range to
Detect feature is desired.
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Chapter 3: Synchronizing Multiple Units

R3000 Synchronization

The R3000 can function in one of three modes—“Stand
Alone” mode, “Source” mode, or “Target” mode—based on
the setup within your organization. In a multi-R3000 server
environment, all R3000 units should be set up with the same
user profile data, so that no matter which R3000 server a
user’s PC accesses on the network, that user’s Internet
usage is appropriately filtered and blocked. The act of
configuring multiple R3000 servers to share the same user
profile information is known as synchronization.

The synchronization feature allows an administrator to
control multiple R3000 units without the need to configure
each unit independently. R3000 synchronization uses a
source/target configuration, in which one R3000 is desig-
nated as the source server on which all configuration entries
are made. All other R3000 units on the network are config-
ured as target servers to the source R3000 unit, receiving
updates from the source server.
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FUNCTIONAL MODES

Stand Alone Mode

In the Stand Alone mode, the R3000 functions as the only
Internet filter on the network. This mode is used if there is
only one R3000 on the network. Synchronization does not
occur in this mode.

Source Mode

The Source mode is used in synchronization. In this mode
the R3000 is configured to not only function as a content
filter, but also to act as a Centralized Management Console
for all other R3000 appliances on the network. Whenever a
filtering configuration change is made on the source R3000
unit, that change is sent to all target R3000 units that have
been identified by the source unit via the Synchronization
Setup window of the R3000 console. This means that all
filtering configuration should be made on the source R3000
unit. This also means that any user-level filter authentication
should be performed on the source R3000 unit so that these
filtering changes can be disseminated to all R3000 target
units.

NOTE: If the failover detection synchronization feature is
enabled, if a target server fails, the source server can be set up to
detect the failed server and perform filtering for that server.

Target Mode

As in the Source mode, the Target mode is used in synchro-
nization. In this mode, filtering information from the source
server will be uploaded to the target server. The only
synchronization setup that needs to be made on the target
server is to ensure that network interfaces are configured for
network communication.
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Synchronization Setup

To set up synchronization on an R3000 unit, a selection
must be made in Setup window from the System section of
the R3000 console to specify whether the R3000 will func-
tion as a source server or as a target server. This selection
affects the contents that display in the Setup window.

NOTE: This version of synchronization only supports the use of
unique IP addresses throughout a network.

Setting up a Source Server

When setting up an R3000 to function as a source server,

an IP address must be entered for each target R3000 unit.
This entry identifies the location of each target unit on the

network.

& WARNING: If an R3000 server is set up in the Source mode with
a Network Address Translation (NAT) device between the source
and target server(s), be sure that ports 26262, 26268, and 88 are
open on the source server. This setup is required so that the
source server can communicate with the target server(s).

Setting up a Target Server

When setting up an R3000 to function as a target server, the
IP address of the source server must be entered to identify
the source server on the network. This IP address is used
for security purposes, as the target server will only acknowl-
edge and apply changes it receives from the designated
source server. Additionally, this IP address is used by the
target server to identify the source server from which it
should receive its running filter configuration in the event of
a reboot.
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A

WARNING: If an R3000 server is set up in the Target mode with a
NAT device between the target and source server, be sure that
ports 26262 and 26268 are open on the target server. This setup
is required so that the target server can communicate with the
source server.

Types of Synchronization Processes

Synchronization involves two types of processes: filtering
profile synchronization, and library synchronization.

Filtering Profile Synchronization Process

In the filtering profile synchronization process, if a filtering
change is made on the source server—whether the update
is a global, IP, NT, LDAP, minimum filtering bypass activa-
tion, or user profile update—the change is applied locally.
Once locally applied on the source server, this update is
sent to all target R3000 units. Each target server will then
immediately apply this filtering change. The result is that
profile updates occur on all R3000 units in near real time.

In the event that a target server is unable to communicate
with the source server, the target server will continue to run
the last known configuration it received from the source
server. The only exception to this scenario is that active
profiles—such as NT, LDAP, or override accounts—will not
run on the target server, since active profiles are timed out
after a specified period of time. However, all IP based
filters—such as the minimum filtering level, and the global
rule that was last received from the source server—uwill be
applied. When the target server resumes communication
with the source server, it will actively download and apply
the latest running configuration from the source server.
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If the target server is rebooted for any reason (loss of power
etc.) upon bootup, the target server will actively download
and apply the current running configuration from the source
server. It will then also receive future changes made on the
source server.

Library Synchronization Process

In the library synchronization process, if a library change is
made on the source server, the change is applied locally.
Once locally applied on the source server, this update will
be placed in a queue for submission to target R3000
servers. The source server will then send the information in
the queue to all target servers. Each target server will
receive this information and apply the update.

On the source server, a separate queue exists for each
identified target server. A queue is used as a repository in
the event of a communication failure between the source
server and target server. Information remains in this queue
and is submitted to the target server once communications
are re-established. The use of queues ensures that if a
target server is taken offline for a period of time, when it is
brought back online, it will be updated with the latest
changes from the source server.
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Delays in Synchronization

When a filtering profile is applied to the source server, there
is a slight delay in the time it takes to apply the profile to the
target server. This delay is caused by the amount of time it
takes the source server to process the change, prepare the
update for submission, send the update, and finally to acti-
vate the update on the target server. In practice, this should
only be matter of seconds. In essence, filtering profiles are
shared in near real time with this factor being the only delay.

The delay in activating a library change can take a little
longer than in activating a filtering profile change. This is
due to the fact that the library on the R3000 is loaded into
the physical memory. When a change is made to the library,
a new library must be loaded into memory with the changes.
So the delay between the library change taking place is the
net of the amount of time it takes the source server to
prepare the update for submission, and then the amount of
time it takes for the update to be sent, received, and
processed by the target server. Once processed, the new
library is loaded into memory and activated, while the old
version of the library is removed from memory. The total
time of this process will vary depending upon custom library
entries, but the entire procedure should take approximately
one minute.
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Synchronized, Non-Synchronized Items

It is important to note that while some items are synchro-
nized to the target R3000s, they do not become permanent
configurations on the target R3000. These items are in
essence functionally synchronized, since they are configu-
rations that the target R3000s will read from the source
R3000 upon load. These items will then be updated on an
as needed basis from the source R3000. For purpose of
differentiation, these items will be referred to as functionally
synchronized for purposes of this user guide. These func-
tionally synchronized items will be available for use on the
target R3000.

The following options are available for synchronization:
Synchronize all items (both profile and library changes), and
synchronize only library items.

As you will see by the lists on the following pages, static
configuration options—such as library changes—will be
synchronized. All active options—such as profile changes—
will be functionally synchronized. One time configuration
options on the R3000—such as reporting configurations, or
IP addresses—will not be synchronized.
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Synchronize All Items

The following lists show which items will be synchronized
when the option to synchronize all items is selected.

Synchronized Items (All)

» 8e6 Library additions/deletions

* Custom library creations

» Custom library additions/deletions

» Search Engine keyword additions/deletions

+ Keywords in URL additions/deletions
Functionally Synchronized Items

» Common Customization, Block Page Authentication
settings, Authentication Form Customization, Lock Page
Customization, Warn Page Customization, Profile
Control settings, Quota Block Page Customization,
Quota Notice Page Customization

*  Minimum Filtering Level
* Rules
* Global Group Profile

« OQverride Account: addition/deletion, activation/deactiva-
tion

¢ Lock Profiles

» |P User/Group and sub-group: additions/deletions,
changes, filter changes

* NT/LDAP User/Group: additions/deletions, changes,
filter changes, profile activation/deactivation

» Category Weight System additions/deletions
* Quota Setting
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Non-synchronized Items

» Filter control settings

+ Virtual IP and Authentication IP addresses
+ |IP addresses

* Default routes

» Patch application

* Synchronization settings

» Filter Mode

* NIC Configuration

» Backup/Restore

* Radius Authentication Settings
*  SNMP configuration

» X Strikes Blocking settings

»  Warn Option Setting

* Reporter configuration

+ CMC Management
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Synchronize Only Library Items

The following lists show which items will be synchronized
when the option to synchronize only library items is
selected.

Synchronized Items (Library Only)

» 8e6 Library additions/deletions

* Custom library creations

» Custom library additions/deletions

» Search Engine keyword additions/deletions

+ Keywords in URL additions/deletions
Functionally Synchronized Items

» Category Weight System additions/deletions
Non-synchronized Items

»  Common Customization, Block Page Authentication
settings, Authentication Form Customization, Lock Page
Customization, Warn Page Customization, Profile
Control settings, Quota Block Page Customization,
Quota Notice Page Customization

*  Minimum Filtering Level
* Rules
» Global Group Profile

« Override Account: addition/deletion, activation/deactiva-
tion

* Lock Profiles

* |P User/Group and sub-group: additions/deletions,
changes, filter changes
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* NT/LDAP User/Group: additions/deletions, changes,
filter changes, profile activation/deactivation

* Filter control settings

+ Virtual IP and Authentication IP addresses
* |IP addresses

» Default routes

» Patch application

» Synchronization settings

» Filter Mode

* NIC Configuration

» Backup/Restore

* Radius Authentication Settings
*  SNMP configuration

» X Strikes Blocking settings

* Warn Option Setting

* Reporter configuration

* CMC Management
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Server Maintenance Procedures

Source Server Failure Scenarios

In the event that the source R3000 unit should fail, the target
servers will continue to run using the last known configura-
tion loaded from the source server. However, all dynamic
authentication-based profiles will eventually time-out, since
the source R3000 server can no longer verify user creden-
tials. When this occurs, the information on the server can no
longer be trusted. In most cases, the failure of the source
server can be quickly repaired, though it is possible the
source server will be down for an extended period of time
due to detailed troubleshooting that needs to be performed,
or that the source server will need to be replaced due to
hardware failure.

In cases in which the source R3000 server is out of commis-
sion for an extended period of time, this server should be
replaced as soon as possible so that individual user authen-
tication can be executed, and the ability to control the
filtering cluster is continually enabled. In cases in which the
R3000 will not be immediately replaced, one of the target
R3000 servers should be designated as the new source
server.

Establish Backup Procedures

To prevent down time during a source server failure, 8e6
recommends establishing backup and restore procedures.
It is important that regular backups of the source R3000
server are saved using the Backup/Restore window in the
System section of the R3000 console. Once a backup is
created, it can be downloaded to another machine for safe-
keeping. A backup should be created and downloaded
whenever a change is made to filtering settings on the
source R3000 server.
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Use a Backup File to Set up a Source Server

In the event of a source server failure, the global adminis-
trator should designate a target server as the new source
server.

Set up a Target Server as a Source Server

1.

Log in to the console of the target server designated as
the new source server.

. In the System section of the console, go to the Backup/

Restore window and create a backup of the current
running configuration on that server.

. Download the server’s configuration to a safe storage

place until it is needed.

. In the LAN Settings window (accessible via System >

Network), set up IP addresses to be the same as on the
source server that is being replaced.

Go to the Reboot window (accessible via System >
Control) and reboot the server.

. Once the R3000 is rebooted, reconnect to the console

and access the Backup/Restore window.

. Upload the last good configuration from the failed source

server to the new source server. When the configuration
file is uploaded and available in the R3000 console, that
file should be used for restoring configuration settings.

. After the restoration of configuration settings is applied

and a quick reload takes place, this R3000 server will
now function as the source server in the R3000 cluster.
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Set up a Replacement Target Server

Once the original source server is replaced or repaired, it
can then be configured to replace the empty spot created by
the movement of the target server to the position of source
server. Configure this R3000 so that the IP addresses are
that of the target server which became the source server.
Upload the running target configuration, which was down-
loaded prior to converting the target server to a source
server. Use this configuration to create a duplicate of the
target server that was moved. Once this step is complete,
the cluster is whole again and should operate normally.

Set up a New Source Server from Scratch

In the event that you do not have a reliable backup file that
can be used for establishing a new source server, you must
recreate the settings on the new source server.

Set up a Target Server as a Source Server

1.

Log in to the console of the target server designated as
the new source server.

. In the System section of the console, access the Reset

window and click Reset to remove all settings on the
server.

. Enter all settings from the failed source server on this

“‘new” server. In the Setup window (accessible via
System > Synchronization), specify that this is a source
server.

. Apply all software updates that were applied on the failed

source server.

. In the Group section of the console, enter all groups and

filtering profiles.

. Make all necessary settings in all sections and windows

of the console.
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Chapter 4: Getting Started

Initial Setup

To initially set up your R3000 server, follow the instructions
in the Quick Start Guide, the booklet packaged with your
R3000 unit. This guide explains how to perform the initial
configuration of the server so that it can be accessed via an
IP address on your network.

NOTE: If you do not have the R3000 Quick Start Guide, contact
8e6 Technologies immediately to have a copy sent to you.

Using the Administrator Console

Log On

1. Launch a browser window supported by the R3000.

2. In the address line of the browser window, type in the
R3000 server’s |IP address appended by the following
port number:

o “:88” foran HTTP address
* “1443” for an HTTPS address

For example, if your IP address is 210.10.131.34, type in
http://210.10.131.34:88 or https://210.10.131.34:1443.

3. Click Go to open the R3000 Introductory Window:
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Fig. 1:4-1 R3000 Introductory Window

NOTE: The R3000 Introductory Window must be left open

throughout your session. This window displays minimized when
the Login dialog box opens.

4. When the Login dialog box opens, enter your Username
and Password:

4_R3000 Enterprise Filte _ O] x|

Flease fill in the login information

Username aclmin
Password lr

Cancel |

Java Applet Window

Fig. 1:4-2 Login dialog box

TIP: The default Username is admin and the Password is user3.
To change this username and password, go to the Administrator
window (see the Administrator window of the System screen in
the Global Administrator Section) and create a global adminis-
trator account.
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NOTE: See Chapter 1: System screen in the Global Administrator
Section for information on logging into the R3000 interface if your
password has expired.

5. Click OK to close the login dialog box and to access the
welcome screen of the Administrator console:

£ R3000 Enterprise Filter I ] Y

8ebrzooo Enterprise Filter
——— HOME SYSTEM GROUP LIBRARY REPORTING HELP AUIT

Welcome

"welcome to the R3000

Enterprise Filker management eeee e. 1]

console." This screen displays ssee oo

product and system status 8eé Technologies

information, Click the System,
Group, Library, or Reporting
tab ta access cotresponding
configuration properties. Click
Help for information on
navigating the management
console, To return to this
screen, click the Hame buttan.
Click. Quit to exit the console,

Bef R3000 Enterprise Filter User Interface

arsion Number  R3000 Enlerpriss Fiter 20,008
— e

Host Mame: logo.com

I\P: 200,10,100,75 I\-I'Ersinn' R3000 Erterprise Fiter 20005

Java Applet window

Fig. 1:4-3 Welcome screen

On this screen, the R3000 Version Number displays in
the Product frame, and dates for the Last Patch Update
and Last Library Update display in the R3000 Enterprise
Filter Status frame.

The following information displays at the bottom of the
Administrator console: Host Name, LAN IP address used
for sending block pages, and software Version number.
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Last Library Update message

If it has been more than seven days since the R3000 last
received updates to library categories, upon logging into the
Administrator console a pop-up dialog box opens and
displays the following message: "Libraries were last
updated more than 7 days ago. Do you want to update your
libraries now?” Click either Yes or No to perform the
following actions:

* Yes - clicking this button closes the dialog box and opens
an alert box indicating that it will take a few minutes to
perform the library update. Click OK to close the alert box
and to execute the command to update the libraries.
After the libraries are updated, today’s date will appear
as the Last Library Update on the welcome screen.

NOTE: Refer to the Library screen’s Manual Update to 8e6
Supplied Categories window—in the Global Group Section—for
information about updating library categories on demand.

* No - clicking this button closes the dialog box and
displays the welcome screen with the Last Library
Update and the following message below in orange
colored text: “Libraries were last updated 7 days ago.
Please use the Weekly Update option”:
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configuration properties. Click
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navigating the management
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Fig. 1:4-4 Welcome screen, Last Library Update text

Click the checkbox “Do not show “Old Library Warning”
dialog box in future” to disable the Last Library Update
message pop-up box. After the libraries are updated, the
welcome screen will appear as in Fig. 1:4:3 with today’s
date as the Last Library Update in black text.
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Navigation Tips

Access Main Sections

The Administrator console is organized into six sections,
each accessible by clicking the corresponding button in the
navigational bar at the top of the screen:

Home - clicking this button displays the welcome screen
of the Administrator console.

System - clicking this button displays the main screen for
the System section. This section is comprised of
windows used by the global administrator for configuring
and maintaining the server to authenticate users, and to
filter or block specified Internet content for each user
based on the applied filtering profile.

Group - clicking this button displays the main screen for
the Group section. Windows in the Group section are
used for creating and managing master IP groups, sub-
groups, and individual IP filtering profiles, or for setting
up NT/LDAP domains, groups, and individual users, and
their filtering profiles.

Library - clicking this button displays the main screen for
the Library section. Library section windows are used for
adding and maintaining library categories. Library cate-
gories are used when creating or modifying a filtering
profile.

Reporting - clicking this button displays the main screen
for the Reporting section. The Reporting section contains
windows used for configuring reports on users’ Internet
activities.
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* Help - clicking this button displays the Help screen. This
screen includes navigational tips and a link to the PDF
copy of this User Guide:

HOME SYSTEM GROUP LIBRARY REFPORTING HELP | auiT ————

I Help = I
S User's Guide “‘ h . -“
BRHELP -J [ | ik,

Display Help Topics forthe Help section

The R3000 Administrator console is organized into six sections, each accessible by =

clicking the carresponding button at the top of the screen far Home, Systern, Group,
Library, Reporing, or Help

The Systern section is comprised ofwindows used to configure and maintain the
R3000 server to authenticate users, and to filter or block specified Internet content far
each user hased on the applied filtering profile

Windows in the Group section are used for creating and managing IP groups and
sub-groups, ar for sefting up NTILDAP damains, groups, and individual users, and
their filteting profiles

Library section windows are used for adding and maintaining library categaries.
Library categories are used when creating or modifying a filtering profile.

The Reporting section containg windows used for configuring repor farmats and
specifying log transfer criteria.

Each rnain screenwithin a section includes information on navigating within that
section. Please review this information before proceeding to make any configuration
entries.

For help in any window, maouse-aver the " symbaol to view additional information
about thatwindow, o press F1. Press F5 to refresh the congsole

For additional information aboutthe console, click the link beneath the Help banner
to view Help Topics. Click Quitto exitthe console.

Ll

Fig. 1:4-5 Help screen
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Help Features

Help features provide information about how to use
windows in the Administrator console. Such features

include help topics and tooltips.

Access Help Topics

Each of the main section screens contains a link beneath
the banner. When that link is clicked, a separate browser
window opens with Help Topics for that section:

daBack » = - (D | | Qisearch (GFavorites @iMedia (4 ‘ B S

; R3000 Enterprise Filter: Library Help - Microsoft Ink =10 5[

File Edit Wiew Favorites Tools Help |ﬁ

>

RA3S000 Library

Library Help Topics:

e Library Mavigation Tips

¢ On Demand (Manual) Update

s Library Update Log Messages
e Beb Supplied Library Categories
¢ Library Category Components

k

il
f
fxl

Close Window |

@ 2003 8e6 Technologies. Al rights reserved

Address IBJ http: f v, Bed,com/r3000helpf3library hkml j WGD | Links
a

‘2:] Library Help Topics window

[T [ ntermet

NIEH

Fig. 1:4-6 Help Topics window

1. Click a link to go to a specified topic.

2. To view Help Topics for another section, click the tab for

that section: System, Group, Library,

Reporting, or Help.

3. Click Close Window to close the Help Topics window.
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Tooltips

In any window that features the icon, additional information
about that window can be obtained by hovering over that
icon with your mouse, or by pressing the F1 key on your
keyboard.

* Hover Display

The yellow tooltip box displays when you hover over the
icon with your mouse:

I HONME SYSTEM GROUP LIBRARY REPORTING HELP QUIT m—

E System QOperation Mode
Cortrol System>Mode>0Operatinn Moup
Metwvark Mode [This windaow is used For specifying the operational mode the R3000
Administrator ill use For Filkering the netwark, Select the operational mods in
Secure Logon o 5 mouple Mode frame by dicking the radio button For Tnvisible, Router,
- DIEgnDSIIEg © nvisile & Fout Firewall, or Mobile, The Mobile mode is used only if 826 Mobile Client
lert . . . bisers will be filkered by this R3000, In the Listening Device frame,
Listening Device o e invisible mode you generally would choose LAN1 For an externalfTnternet
- Petch ) onnection, In the Block Page Device frame, select the device that
"~ Syrchronization Device [LaN1 ¥ | faill be used for sending black pages, For the invisible made, this
- hould be different than the selection made For the listening device.
Authentication F using the invisible mode, the Block Page Delivery Method Frame
MIC Mode Misplays, For Protocol Methods, if choosing Send Block Page via ARP
BackupiRestore [Table, the R3000 will use the Address Resolution Protacol method
- Reset o find the best possible destination MAC address for a packet that
! ! ontains the block page. If chonsing Send Block to Specified Host
~ Radius Authertication Seffing AC Address, the block page will always be sent to the MAC address
SR F & specified host, usually the R3000 gateway. For this optian,
~Hardware Failure Detection ake a Block Page Route Ta selection, Specify whether the Default
- ¥ Strikes Blocking faateway will be used For serving block pages, ar if an Alternate
Warn Option Setting P Address will be used as the Black Page Routs To address, If an
Customization lalternate 1P address is used, this IF address must be reconciled
M Management jith the MAC address in order For block pages to be served ta client
PCs, IF using the Mabile mode, specify the Client Resynchranization
Quota Setting rime. The profile: on an end user's workstation will be resynchronized
ith the profile set up far him/her on the 826 Mabile Client R3000
et the interval of minutes spedfied, NOTE: The Mobile mode does
ot suppart time profiles, override accounts, the minimum Filkering
Jevel, T or LDAP authentication, exception URLs, and the Warn filber
etting iend users are blocked),
Apply
| —

Fig. 1:4-7 Tooltip mouseover effect

To close the tooltip box, move the mouse away from the
icon.
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* Help pop-up box

The Help pop-up box opens when you press the F1 key
on your keyboard:

i

Java Applet Window

Fig. 1:4-8 Help pop-up box

Click OK to close the pop-up box.
Screen and Window Navigation

All screens are divided into two panels: a navigation panel to
the left, and a window in the panel to the right. Windows
display in response to a selection made in the navigation
panel.

In the Administrator console, screens and windows use
different navigation formats, based on the contents of a
given screen or window. Screens can contain topic links and
sub-topic menus, and/or tree lists with topics and sub-topic
menus. Windows can contain tabs that function as sub-
windows.
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Topic Links

In System, Library, and Reporting screens, the navigation
panel contains topic links. By clicking a topic link, the
window for that topic displays in the right panel:

S — HOME SYSTEM GROUP LIBRARY REFORTING HELF QUH —

Library Lookup
Librang-Library Lookup

/- okup
Customer Feedback Module URL LDUkuF
+-ategory Weight System URL

L NNTF Newsgroup ICODrS o
Category Groups
Search Engine Keyword Lookup

Search Engine Keyword

Lookup

Lookup Result

Result Category

[Llcohol iy COORE .COM

Eanneritieh Ads VWA COORS.COM Remaowe
Eannerifieh Adzs * COORS.COM

thlcohol  * COORS.COM
Eanneriteh Ads: 199228142 67
lhlcohol 19922814267
Fanneriieh Ads: B5.38.164 14
[Llcohok 653016414

Reload Library

Fig. 1:4-9 Selected topic and its corresponding window
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Select Sub-topics

Some topics in System and Library screens consist of more
than one window. For these topics, clicking a topic link
opens a menu of sub-topics:

HOME SYSTEM GROUP LIBRARY REFORTING HELF QuIT

=P Library

Manual Update to 8e6 Supplied Categories
es: Update to 8e6 ied Categories

oLibrary L
T Manual Update

pdate " Patch Update

Additional Language Support
Library Update Log
Emergency Update Lag

" Full URL Library Update

Update Maw

Fig. 1:4-10 Sub-topics menu

When a sub-topic from this menu is selected, the window for
that sub-topic displays in the right panel of the screen.

8e6 TecHNoLocIEs, R3000 INTERNET FiLTER User GuIDE



INTRODUCTORY SECTION CHAPTER 4: GETTING STARTED

Navigate a Tree List

Tree lists are included in the navigation panel of Group and
Library screens.

B HOME SYETEM GROUP LIBRARY REFPORTING HELP QuIT

Group
Group>IP>admin>Group
Group Administrator

Group Mame Iadm\n
Password mnaRRALL

Fig. 1:4-11 Tree menu

A tree is comprised of a hierarchical list of items. An entity
associated with a branch of the tree is preceded by a plus
(+) sign, when that branch of the tree is collapsed.

By double-clicking the entity, a minus (-) sign replaces the
plus sign, and all branches within that branch of the tree
display.

An item in the tree is selected by clicking it.
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Tree List Topics and Sub-topics
Group and Library tree lists possess a menu of topics and
sub-topics.

Topics in the tree list display by default when the tree is
opened. Examples of tree list topics are circled in Fig. 1:4-
12.

When a tree list topic is selected and clicked, a menu of sub-
topics opens:

I— HOME SYSTEM GROUP LIBRARY REPORTING HELF'_ QUIT

k|

LY
\ N
'L 10
2crOUP Al \L‘l

ics for the Group section

Group
(D Global Graup

P
& B Em

Group Details
hiembers

Override Accourt

tion is comprised of windows and dialog boxes used for adding and =
Group Profile aster IP groups or NT/LDAP domains, and for creating filtering profiles

Exception URL o users.
Time Profile

- up option, the global administratar creates master P graups. Within
UplosckDavwnload IP Prafile [,z roup, the designated aroup administrator adds sub-groups and
A Sub Groug members, and creates their filtering profiles

PERITEREIEN hr LOAF domains, the global administrator mustfirst setup

Delete Group t in the Systern section in ardet to enable NTILDAP options. The
Paste Sub Group tthen adds the domain in this section, sets up and maintaing NT/LDAP
e creates filtering profiles for groups and users

The control panel atthe left ofthe screen containg a hierarchical list of groups setup
in & tree farmat. At the root of this tree is Group. The rain branches ofthe tree
include: Global Group and IP group, followed by NT and LDAP if authentication is
enabled. NOTE: Ifthe synchronization feature is used, an R3000 setup in the Target
mode will only include the Global Group branch ofthe tree, and group administrators
will not have access to any hranches ofthe tree

Double-click the branch of your selection to display the list of groupsidomains
previously added to that branch. Keep double-clicking iterns in the tree listto view
additional items.

Click an entity in the tree listto view a renu oftopics or actions that can be
performed for the selected entity.

Fig. 1:4-12 Tree list topics and sub-topics

Clicking a sub-topic displays the corresponding window in
the right panel, or opens a pop-up window or alert box, as
appropriate.
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Navigate a Window with Tabs

In each section of the console, there are windows with tabs.

When selecting a window with tabs from the navigation
panel, the main tab for that window displays. Entries made
in a tab must be saved on that tab, if the tab includes the
Apply button.

NOTE: In the Time Profile and Override Account pop-up
windows, entries are saved at the bottom of the window.

HOME Y ETEM

REPORTING HELFP auIT

GEroup

P Bgen ofile
=g NT Group>Global Group>Category Profile
a@ LDAP Group: Global Group  Current Profile: Custom Prafile

Available Filter Levels

Custom Profile = I

Rule Details

Category | Pass

% Categary Groups
-] Adult Content
.- Child Parnograph

- ObsceneTasteless
-4 Pornography/Adult Conter
T # RRated

-] Banduwicth

-] Businesshvestments

51| Community Crganizations

;l Education
-] Enttertainment
- _| GovernmentLavwPolitics
;I HealthFiness

H-] llegalGuestionable

. [T

=
Uncategorized Sites  |Pass % Overall Guota IOff v ID Mirn

Apply |

Fig. 1:4-13 Window with tabs
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Console Tips and Shortcuts

The following list of tips and shortcuts is provided to help
you use windows in the Administrator console with greater

efficiency.

Navigation Path

The navigation path displays at the top of each window:

-Resst
- Radius Authentication Setting
- ShMP
Hardware Failure Detection
-3 Strikes Blocking
-Wyarn Option Setting
Custamization
-CMC Managemert
-Quota Setting

HOME SYSTEM GROUP LIBRARY REFPORTING HELP QauIT
=
S system Block Page Route Table
g —
Route Tahle
--Administrator
Becure Logon IF\‘;M:US; 10,160,170/31 Gate 200.10160.1
Disgrostics 12H0. 10, 160, ateway: 200 - Delete
- dlert
- Patch
-Synchronization
Mode
-duthertication
- MIC Made
BackupRestore

O T

P |

Gateway

Maskl

Calculator |

Fig. 1:4-14 Navigation path

This path reminds you of your location in the console. The
entire path shows the screen name, followed by the topic
name, and sub-topic name if applicable.
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Refresh the Console

Press F5 on your keyboard to refresh the Administrator
console. This feature is useful in the event that more than
one browser window is open simultaneously for the same
R3000 server.

Select Multiple Items

When moving several items from one list box to another, or
when deleting several items, the Ctrl and Shift keys can be
used to expedite this task.

+ Ctrl Key

To select multiple items from a list box, click each item
while pressing the Ctrl key on your keyboard.

+ Shift Key

To select a block of items from a list box, click the first
item, and then press the Shift key on your keyboard while
clicking the last item.

Once the group of items is selected, click the appropriate
button to perform the action on the items.

Copy and Paste Text

To save time when making duplicate data entries, text previ-
ously keyed into the GUI can be copied and pasted into
other fields without needing to key in the same text again.

* Copy command

Copy text by using the cursor to highlight text, and then
pressing the Ctrl and C keys on the keyboard.

« Paste command

Text that was just copied from a field can be pasted into
another field that is either blank or populated with text.
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» To paste text into an empty field, place the cursor in the
field and then press the Ctrl and V keys.

» To copy over existing text, highlight text currently in the
field and then press the Ctrl and V keys.

Calculate IP Ranges without Overlaps

The Calculator button displays on windows in which IP
ranges are entered. These windows include: Block Page
Route Table window from the System section, and Range to
Detect and Members windows from the Group section.

IP Calculator

Dotted Decimals Notation IP Calculator
IP I2UD.10.20.10
Metrmask [255.255.255.224 = | (Datted Decimals Makation)
Metmask |27 (CIDR. Motation)

Calculate | Cloze |
Min Host 200.10.20.0
Max Host IZDD.ID.ZD.SI

Mote: The min and max hosk does not excude broadcast and netwark,
Java Applet Window

x|

Fig. 1:4-15 IP Calculator pop-up window

This window is used to view and/or calculate the minimum
and maximum range for an IP address.

1. Click Calculator to open the IP Calculator pop-up

window.

 If the IP address field in the window on the console is
already populated, note the IP Calculator pop-up
window displays the IP address, default Netmask in
both the Dotted Decimals Notation (e.g.
“255.255.255.248”) and CIDR Notation (e.g. “29”)
format, Min Host, and Max Host IP addresses.
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+ If the IP address field in the window on the console is
empty, in this pop-up window enter the IP address,
specify the Dotted Decimals Notation Netmask, and
then click Calculate to display the Min Host and Max
Host IP addresses.

TIP: If necessary, make a different IP address entry and Netmask
selection, and then click Calculate to display different Min Host
and Max Host results.

2. After making a note of the information in this pop-up
window, click Close to close the IP Calculator.

Log Off

To log off the Administrator console:

1. Click the Quit button in the navigational panel at the top
of the screen. This action opens the Quit dialog box:

our X

@ Are you sure wou wank ba exik R3000 GUT?
e me |

Java Applet Window
Fig. 1:4-16 Quit dialog box

2. Click Yes to close the Administrator console.

3. Click the “X” in the upper right corner of the R3000 Intro-
ductory Window to close it.

& WARNING: If you need to turn off the server, see the ShutDown
window of the System screen in the Global Administrator Section.

8e6 TecHNoLoaIES, R3000 INTERNET FILTER UserR GuiDE 69



GLOBAL ADMINISTRATOR SECTION  INTRODUCTION

70

GLOBAL ADMINISTRATOR SECTION

Introduction

The Global Administrator Section of this user guide is
comprised of four chapters, based on the layout of the
Administrator console. This section is used by the autho-
rized global administrator of the R3000 for configuring and
maintaining the R3000 server.

The global administrator is responsible for integrating the
server into the existing network, and providing the server a
high-speed connection to remote client workstations and to
a reporting application, if pertinent. To attain this objective,
the global administrator performs the following tasks:

provides a suitable environment for the server, including:

» Hypertext Transfer Protocol over Secure Socket Layer
(HTTPS) link to the current logging device

* power connection protected by an Uninterruptible
Power Supply (UPS)

* high speed access to the server by authorized client
workstations

adds group administrators

sets up administrators for receiving automatic alerts
updates the server with software supplied by 8e6
analyzes server statistics

utilizes diagnostics for monitoring the server status to
ensure optimum functioning of the server

configures the server for authenticating users
adds and maintains filtering categories

adds and maintains filtering profiles of entities
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Chapter 1: System screen

The System screen is comprised of windows used for
configuring and maintaining the server to authenticate
users, and tofilter, log, or block specified Internet content for
each user based on an applied filtering profile.

B HOME SYSTEM GROUP LIBRARY REPORTING HELP auIT

=
=] em W N
EZ:rnl - - ‘- " y
- Pletywork a e - - ?|
 seimiisietor ESYSTEM 1 il ™ . N,

--Secure Logan

- Diagnostics Display Help Topics forthe System section
Alert

Patch =
- Synchronization
Mods
- dthentication
- HIC Mode
--BackupiRestore
-~ Reset
Radiuz Authertication Setting
- ShMP
-~ Hardware Failure Detection
¥ Strikes Blocking
-Warn Option Setting
- Customization
--CMC Management
--Guots Setting

T — [ |
Fig. 2:1-1 System screen

A list of main topics displays in the navigation panel at the
left of the screen. Main topics in this section include the
following: Control settings, Network settings, Administrator
account information, Secure Logon, Diagnostics, Alert
contacts, Patch, Synchronization, operation Mode, Authen-
tication settings (see the R3000 Authentication User Guide
for information about this topic), NIC Mode, Backup/Restore
operations, Reset settings, Radius Authentication Settings,
SNMP, Hardware Failure Detection, X Strikes Blocking,
Warn Option Setting, Customization, and Quota Setting.
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NOTES: If the synchronization feature is used and an R3000 is
set up in the Source mode, the CMC Management topic and
associated sub-topics are also available.

If the synchronization feature is used and an R3000 is set up in
the Target mode to synchronize both profile and library setting
changes, settings in the Filter window and Customization
windows cannot be edited, and the following topics and any asso-
ciated sub-topics are not available: Block Page Authentication,
Authentication, Radius Authentication Settings, X Strikes
Blocking, and Warn Option Setting. If an R3000 is set up in the
Target mode to synchronize only library setting changes, all
topics and sub-topics are available.

Click your selection to choose a main topic from this list, or
to view a menu of sub-topics, if applicable. When a topic or
sub-topic is selected, the designated window for that topic
or sub-topic displays in the right panel.
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Control

Control includes options for controlling basic R3000 server
functions. Click the Control link to view a menu of sub-
topics: Filter, Block Page Authentication, ShutDown, and
Reboot.

HOME SYSTEM GROUP LIBRARY REPORTING HELF QUIT =

| N
..-NetwokYSTEM -‘. h.

Administ  Block Page Authentication
- BecUre ShutDown
~Disghos  popaoe Ip Topies for the System section
Alert
Patch The Systern section is comprised of windows used by the global adrinistrator to
- Synchronization configure and maintain the R3000 server ta authenticate users, andto filter, log, or block
- Mode specified Internet content for each uset based on an applied filtering prafile
Autherticat
Nlcr: estion Alist of main topics displays in the contral panel atthe left of the screen. Main topics in
ode .
- BackupRest this gection include the folloving: Control settings, Network setiings, Administratar
RaD;p esiare accountinformation, Diagnostics, Alert contacts, Patch, Synchronization, Operation
S

Mode, Authentication settings, MIC Mode, Backup/Restore aperations, Reset settings,
~Radius Authertication Setting Radius Authentication Settings, SMMP, Hardware Failure Detection for R2000H units

P only, ¥ Strikes Blocking, and Customization. NOTE: Ifthe synchronization feature is
-Hardvvare Failure Detection used, an R2000 set up in the Target mode will notinclude any Authertication topics ar
3 Strikes Blocking sub-topics, or the Radius Authentication Seftings and X Strikes Blocking topics
- Warn Option Setting
-Customization Click your selection to choose a main topic from this list, or to view a menu of
CMC Managemert sub-topics, if applicable. YWhen a topic or sub-topic is selected, the designated window
--Qunta Setting for that tapic or sub-tapic displays in the right panel.

Far help in any window, mouse-over the "?" symbal to view information about that
window, or press F1. Press Fa to refresh the console.

Far additional information about this current section ofthe cansole, click the link
beneath the System banner to view Help Topics.

To navigate to another section ofthe console, click the button at the top of the screen for
Harme, Group, Libraty, Reporting, or Help. Click Quit to exitthe console

T [E— |
Fig. 2:1-2 System screen, Control menu
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Filter window

The Filter window displays when Filter is selected from the
Control menu. This window is used for specifying network
filtering preferences on this server.

i HOME SYSTEM GROUP LIBRARY REPORTING HELF QUIT m—

Filter
System>Control=Filter
Local Filtering

~ddministrator

Secure Logon Lozl Fitering & on © off
Diagnostics
et VAN Detection Con & ot
~~Patch
Synchronization HTTP Filtering
Mode
“duthertication HTTP Packet Spitting Detection ®on O off
- MIC Mode
BackupRestore Inspect HTTP headers that are less than or egual to IS? Bytes

Reset
-~Radius Authentication Setting HTTPS Filtering
- EMMP

=Hardhware Failure Detection HTTPS Fitering Level  Mone 7 Low % Medium  { High
¥ Strikes Blocking
- Warn Option Setting ¥ Forward Iookup to validate qualified DS
-~ Customization
--CMC Management Service Control
Quota Setting
Pattern Blocking Con & ot

Target(s) Filtering

All Targetis) Filkering & on O Off

: 5
Fig. 2:1-3 Filter window

Local Filtering is used for specifying whether this server
being configured will filter traffic on the network. If enabling
the HTTP Filtering feature that automatically detects a split
packet, HTTP headers less than or equal to the number of
bytes specified will be inspected. HTTPS Filtering lets you
set the level of filtering for HTTPS sites on R3000s set up in
the Stand Alone or Source mode. In the Service Control
frame, enabling Pattern Blocking will log IM and P2P end
user activity, and block end users from using clients such as
Google Web Accelerator and proxy patterns that bypass
filtering (see http://www.marshal8e6.com/software/8e6/
hlp/r3000help/files/1system_proxy_block .html for a list
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of proxy pattern types set up to be blocked). Target(s)
Filtering will only display if this server being configured is set
up for synchronization in the Source mode. This frame is
used for specifying whether filtering will take place on all
R3000 servers on the network set up in the Target mode.

NOTE: This window displays greyed-out if the synchronization
feature is used, and this server being configured is set up in the
Target mode to synchronize both profile and library setting
changes.

TIP: See the Introductory Section for overviews on the following
topics:

* IM and P2P (Chapter 2: Logging and Blocking)
» Synchronization (Chapter 3: Synchronizing Multiple Units)

Local Filtering

In the Local Filtering frame, indicate the function of this
server being configured, in regards to filtering the network.
The default setting has Local Filtering “On” and VLAN
Detection “Off”.

Disable Local Filtering Options

If you have multiple R3000 servers on the network, you may
wish to disable local filtering on the source server and use
the server primarily for authenticating users who log on the
network. This frees up resources on the server.

To disable Local Filtering and/or VLAN Detection, click
the “Off” radio button(s).
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Enable Local Filtering Options

To enable Local Filtering, click “On”. The server will filter
the specified Range to Detect on the network.

To enable the detection of VLAN traffic on the network, at
VLAN Detection, click “On”.

NOTE: After making all entries in this window, click Apply.

HTTP Filtering

In the HTTP Filtering frame, enable or disable the feature
that automatically detects a split HTTP packet.

Enable HTTP Packet Splitting Detection

By default, the feature that automatically detects a split
HTTP packet is disabled.

1. Click “On” to enable HTTP Packet Splitting Detection;
this action displays a field below the radio buttons.

2. In the Inspect HTTP headers that are less than or
equal to ___ Bytes field, by default 48 displays for the
number of bytes. This entry can be modified to specify a
different number of bytes for HTTP header inspection.

Disable HTTP Packet Splitting Detection

To disable automatic detection of a split HTTP packet, click
“Off.” This action removes the field below the radio buttons.

@ NOTE: After making all entries in this window, click Apply.
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HTTPS Filtering

Specify your preference for filtering HTTPS sites in the
HTTPS Filtering frame. Select from the following settings for
the HTTPS Filtering Level:

* “None” - if you do not want the R3000 to filter HTTPS
sites

* “Low” - if you want the R3000 to filter HTTPS sites
without having the R3000 communicate with IP
addresses or hosthames of HTTPS servers

* “Medium” - if you want the R3000 to communicate with
HTTPS servers in order to get the URL from the certifi-
cate for URL validation only (this is the default setting)

If "Medium" is selected, by default the option is enabled
for forwarding the DNS lookup in order to validate the
hostname in the certificate

* “High” - if you want the R3000 to communicate with
HTTPS servers to obtain the certificate with a very strict
validation of the return URL

If "High" is selected, by default the option is enabled for a
library lookup to overrule the DNS validation of the host-
name in the certificate.

& WARNING: If using the “High” setting, end users may be blocked
from accessing acceptable Web sites if the host names of these
sites do not match their generated certificates. To allow users
access to acceptable HTTPS sites, the IP addresses and corre-
sponding URLs of these sites should be included in a custom
library category that is allowed to pass. (See the Custom library
category sub-section in Chapter 2: Library screen from the Group
Administrator Section for information on setting up a custom
library category. See Global Group Profile window and Minimum
Filtering Level window in Chapter 2: Group screen from the
Global Administrator Section for information on allowing a library
category to pass.)

/\\? NOTE: After making all entries in this window, click Apply.
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Service Control

In the Service Control frame, indicate whether or not Pattern
Blocking with be enabled or disabled.

Enable Pattern Blocking

By default, Pattern Blocking is disabled. Click “On” to block
the usage of clients such as Google Web Accelerator and
various proxy pattern types on end user workstations that
bypass filtering, and to log IM and P2P activity of end users
once IM and P2P pattern files are downloaded on demand
via the Manual Update to 8e6 Supplied Categories window.

NOTE: See http://www.marshal8e6.com/software/8e6/hip/
r3000help/files/1system_proxy_block.html for a list of proxy
pattern types that are set up to be blocked.

TIPS: To block specified users from accessing proxy patterns, the
8e6 supplied “PROXY” library category (Web-based Proxies/
Anonymizers) must be applied to the group or user's filtering
profile. Or, to block all users from accessing these proxy patterns,
the global filtering profile and minimum filtering level must have
the “PROXY” library category set up to be blocked.

To block specified users from accessing IM services, “CHAT” and
specified Instant Messaging 8e6 supplied library categories (such
as “IMGEN”, “IMGCHAT”, “IMGTALK”, “ICQAIM”, “IMMSN”,
“IMMYSP”, and/or “IMYAHOQ”) must be applied to the group or
user's filtering profile. Or, to block all users from accessing IM
services, the global filtering profile and minimum filtering level
must have “CHAT” and appropriate Instant Messaging library
categories set up to be blocked.

Additionally, to block specified users from accessing P2P
services, the 8e6 supplied “PR2PR” library category must be
applied to the group or user’s filtering profile. Or, to block all users
from accessing P2P services, the global filtering profile and
minimum filtering level must have the “PR2PR” library category
set up to be blocked.
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Disable Pattern Blocking

Click “Off” to disable Pattern Blocking.

NOTE: After making all entries in this window, click Apply.
Target(s) Filtering

The Target(s) Filtering frame only displays if the R3000
currently being configured is set up in the Source mode for
synchronization. The default setting has All Target(s)
Filtering “On”.

Disable Filtering on Target Servers

To disable All Target(s) Filtering, click the “Off” radio
button. Each target server on the network will not filter the
Range to Detect specified on that server.

Enable Filtering on Target Servers

To enable All Target(s) Filtering, click the “On” radio
button. Each target server on the network will filter the
Range to Detect specified on that server.

@ NOTE: After making all entries in this window, click Apply.
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Block Page Authentication window

The Block Page Authentication window displays when Block
Page Authentication is selected from the Control menu. This
feature is used for entering criteria the R3000 server will use
when validating a user’s account. Information entered/
selected in this window is used by the block page that
displays when an end user attempts to access a site or
service that is set up to be blocked.

— HOME SYSTEM GROUP LIBRARY REPORTING HELF QUIT —
=
S system Block Page Authentication
System>Control>Block Page Authentication
Network .
--ddministrator Details
~Becure Logon Re-authentication Options
Diagnostics
- dlert
~Patch
Synchronization Logon Secripk Path 'Dgo.cumlsrvph\net\ogon
-Made:
-duthertication
- MIC Made
BackupRestore
- Reset
- Radius Authentication Setting
SMMP
-Hardware Failure Detection
-3 Strikes Blocking
-Wfarn Option Setting
-Customization
-CMC Managemert
-Quota Setting
! [ 2l

Fig. 2:1-4 Block Page Authentication window

NOTE: This feature is not available if the synchronization feature
is used, and this server being configured is set up in the Target
mode to synchronize both profile and library setting changes.

See the Block Page Customization window and Common
Customization window in this chapter for information on custom-
izing the 8e6 block page. See Appendix C: Create a Custom
Block Page for information on creating a customized block page
using your own design.
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Enter, Edit Block Page Options

NOTE: If you are not using authentication, and/or if your users do
not have override accounts set up, you do not need to select any
option at the Re-authentication Options field.

1. In the Re-authentication Options field of the Details
frame, all block page options are selected by default,
except for Web-based Authentication. Choose from the
following options by clicking your selection:

* Web-based Authentication - select this option if
using Web authentication with time-based profiles or
persistent login connections for NT or LDAP authenti-
cation methods.

* Re-authentication - select this option for the re-
authentication option. The user can restore his/her
profile and NET USE connection by clicking an icon in
a window to run a NET USE script.

* Override Account - select this option if any user has
an Override Account, allowing him/her to access URLs
set up to be blocked at the global or IP group level.

NOTE: Details about the Web-based Authentication option can
be found in the R3000 Authentication User Guide.

TIP: Multiple options can be selected by clicking each option
while pressing the Ctrl key on your keyboard.

NOTE: For more information about the Override Account option,
see information on the following windows in this user guide:

* Global Administrator Section: Override Account window and
Bypass Option window for the global group

e Group Administrator Section: Override Account window for IP
groups, and Exception URL window for IP groups.
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2. If the Re-authentication option was selected, in the
Logon Script Path field, \PDCSHARE\scripts displays
by default. In this field, enter the path of the logon script
that the R3000 will use when re-authenticating users on
the network, in the event that a user's machine loses its
connection with the server, or if the server is rebooted.
This format requires the entry of two backslashes, the
authentication server’s computer name (or computer IP
address) in capital letters, a backslash, and name of the
share path.

3. Click Apply to apply your settings.
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Block page

When a user attempts to access Internet content set up to
be blocked, the block page displays on the user’s screen:

< 8e6 R3000 - Microsoft Internet Explorer -0l x|
J File Edt Wiew Favorites Tools Help |

J GBack + = v (D ﬁ| Qisearch [GFavories £ History | B\ S -

J Address I@ w,Coors, comEIP=200, 10,100, 75: 61 &CAT=ALCO&ISER =L OGO Domain % 20admins \GLANG j @Go |J Links ¥

B
ACCESS DENIED! HELP

Internet to the requested wehsite has been denied based on your user profile
and organization's Internet Usage Policy.

UserMachine: LOGOWDomain Admins\GLANG
IP: 20010101140

Category:  Alcohol
Blocked URL: kb My coors.comd

For further options, click here.

To submit this blocked site for review, click here. For assistance, contact your Administrator.
Seb R3000 Internet fitering provided by Se6 Technologies. Copyright 2003, Al rights reserved.

a

&7 l_l_lo Inkernet
Fig. 2:1-5 Sample Block Page

By default, the following data displays in the User/Machine
frame of the block page:

* User/Machine field - The username displays for the NT/
LDAP user. This field is blank for the IP group user.

» |P field - The user’s IP address displays.

« Category field - The name of the library category that
blocked the user’s access to the URL displays. If the
content the user attempted to access is blocked by an
Exception URL, “Exception” displays instead of the
library category name.
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Blocked URL field - The URL the user attempted to
access displays.

By default, the following standard links are included in the
block page:

HELP - Clicking this link takes the user to 8e6’s Technical
Support page that explains why access to the site or
service may have been denied.

8e6 Technologies - Clicking this link takes the user to
8e6’s Web site.

By default, these links are included in the block page under
the following conditions:

84

For further options, click here. - This phrase and link is
included if any option was selected at the Re-authentica-
tion Options field. Clicking this link takes the user to the
Options window, described in the Options page sub-
section that follows.

To submit this blocked site for review, click here. -
This phrase and link is included if an email address was
entered in the Submission Email Address field in the
Common Customization window. Clicking this link
launches the user’s default email client. In the composi-
tion window, the email address from the Submission
Email Address field populates the “To” field. The user’s
message is submitted to the global administrator.
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Options page

The Options page displays when the user clicks the

following link in the block page: For further options, click
here.

4} 8e6 R3000 - Microsoft Internet Explorer =101l
J File Edt Yiew Favorites Tools Help |

J saBack » = - @ at | @SEarch (3] Favorites @Histury | %v = e @

| address [@] hetp:f200.10.100.75:81fegifblack.cai | P |JLinks ®
=l
OPTIONS HELP

UserMachine: LOGODomain AdminstGLANG
1P 20010101140

Category:  Alcohol
Blocked URL:  http: Sy coors.com/d

Option 1:  Click here for secure Web-hased authentication.
Option 2:  If the sbove profile iz incorrect or there has been an error, you can:

» Re-gtart your system and re-login or
= Iry re-authenticating your user profile

Option 31 If you have an override account, enter your username and password.

Username: I

Password: I Owerride |

l¥arningt The override account aption will not function ¥ antipopan software Js instailed on
vour system.

[-|
|&] pone |_|_|° Inkernet .

Fig. 2:1-6 Options page

The following items previously described for the Block page
display in the upper half of the Options page:

* HELP link
¢ User/Machine frame contents

The frame beneath the User/Machine frame includes infor-
mation for options (1, 2, and/or 3) based on settings made in
this window and the Common Customization window.
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NOTE: Information about Option 1 is included in the R3000
Authentication User Guide.

Option 2

The following phrase/link displays, based on options
selected at the Re-authentication Options field:

Re-start your system and re-login - This phrase
displays for Option 2, whether or not either of the other
Re-authentication Options (Re-authentication, or Web-
based Authentication) was selected. If the user believes
he/she was incorrectly blocked from a specified site or
service, he/she should re-start his/her machine and log
back in.

Try re-authenticating your user profile - This link
displays if “Re-authentication” was selected at the Re-

authentication Options field, and an entry was made in
the Logon Script Path field. When the user clicks this link,
a window opens:

& netlogon on LOGOD - Microsoft Intern

lngonFG.bat

netlogon

This Folder is Online.

Select an item ko view ks
description,

Metwork Logon Scripk s

Capacity: 3,99 GB
[ used: 2.26 GB
[ Free: 1.72 GB
[~
Fig. 2:1-7 Re-authentication option

The user should click the logon.bat icon to run a script that
will re-authenticate his/her profile on the network.
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Option 3

Option 3 is included in the Options page, if “Override
Account” was selected at the Re-authentication Options
field.

This option is used by any user who has an override
account set up for him/her by the global group administrator
or the group administrator. An override account allows the
user to access Internet content blocked at the global or IP
group level.

The user should enter his/her Username and Password,
and then click Override to open the Profile Control pop-up
window:

43 http://200.10.160.179:81 - Profile Control - Microsoft Internet Explorer

Profile Control

Ouerride Account: afangatta
Profile: fitter all ather ports | open these categories reject these categories ART
GPORN KDPORN open all other categories | detault fiter mode,
Min. Filtering: Mo Bypass Minimum Fittering Level

Keep this window open for your override account to remain active,

Close

Sef R3000 Internet fitering provided by Sef Technaologies. Copyright 2006, All rights reserved.

-]
|&] Dore l_l_la Internet 7
Fig. 2:1-8 Profile Control pop-up window

This pop-up window must be left open throughout the user’s
session in order for the user to be able to access blocked
Internet content.

NOTES: See Profile Control window for information on custom-
izing the content in the Profile Control pop-up window. See
Appendix D: Override Pop-up Blockers for information on how a
user with an override account can authenticate if a pop-up
blocker is installed on his/her workstation.
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ShutDown window

The ShutDown window displays when ShutDown is
selected from the Control menu. This window is used for
powering off the server.

; HOME SYSTEM GROUP LIBRARY REPORTING HELF GUIT —

(=
[ systen ShutDown
Nrer) System>Contral>ShutDown
--dhdministrator ShutDown
Warning! This will shukdown dhe RI000 Enderprise Fiiter system.
Secure Logon
- Digghostics
eAlert
~Patch
Synchronization
- hMode:
- duthertication
HIC Mode
-BackupRestore
- Resst
- Radius Authentication Setting
ShIMP
-~ Hardware Failure Detection
-3 Shrikes Blocking
Warn Option Setting
-Customization
-CMC Managemernt
-Quota Setting

KT — |
Fig. 2:1-9 ShutDown window

Shut Down the Server

In the ShutDown frame, click ShutDown to power off the
server. To restart the server, the R3000 console needs to be
re-accessed.
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Reboot window

The Reboot window displays when Reboot is selected from
the Control menu. This window is used for reconnecting the
server on the network.

e HOME | SYSTEM ~ GROUP | LIBRARY | REPORTING | HELP | @uif — =

(=
S system Reboot
ervork System=Control=Reboot
o hetwor Rehoot

--dhdministrator
Secure Logon
- Diaghostics
eAlert
~Patch
Synchronization
- hMode:
- duthertication
HIC Mode
-BackupRestore
- Resst
- Radius Authentication Setting
ShIMP
-~ Hardware Failure Detection
-3 Shrikes Blocking
Warn Option Setting
-Customization
-CMC Managemernt
-Quota Setting

Warning! This will Reboot the R3I000 Extexorise Fiter systerm.

T I— |
Fig. 2:1-10 Reboot window
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Reboot the Server

1. In the Reboot frame, click Reboot to open the Reboot
R3000 Enterprise Filter dialog box:

Reboot R3000 Enterprise Filter |
& Are wou sure you want to reboot R3000 Enterprise Filker?

o |

Java Applet Windaw
Fig. 2:1-11 Reboot R3000 dialog box

2. Click Yes to close the dialog box and to launch the
Server Status message box, informing you that the
server is now disconnected:

ST=I

Server disconnected! Please wait..

IJava Applet Window

Fig. 2:1-12 Server Status: disconnect message

When the Server Status box closes, the R3000 Enter-
prise Filter status message box opens and informs you
that the server is rebooting itself, and how much time has
elapsed since this process began:

_ioix

R3000 is rebooting. Elapsed tirme:00:00:13

R3000 finished loading library...

IJava Applet Window
Fig. 2:1-13 R3000 status message box
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After the server is rebooted, the R3000 Enterprise Filter
status message box closes, and the R3000 ready alert
box opens:

x

@ R3000 Enterprise Filter is up.

|Java Applet wWindow
Fig. 2:1-14 R3000 ready alert box

The Server connected alert box also opens, informing
you that the server is connected, and that you must
restart the server:

zl

@ Server is connected again. Please restart R3000 Enterprise Filter GUI

IJ ava Applet Window

Fig. 2:1-15 Server connected alert box

3. Click OK to close the R3000 ready alert box.
4. Click OK to close the Server connected alert box.

5. You must now re-access the R3000 console.
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Network

Network includes options for configuring the R3000 server
on the network. Click the Network link to view a menu of
sub-topics: LAN Settings, NTP Servers, Regional Setting,
and Block Page Route Table.

HOME | SYSTEM = GROUP | LIBRARY |~ REPORTING | HELP — QUIT —

& system
-Contral

~Secure L NTP Servers
~Disghosti  Regional Setting elp Topics for the System section
Alert
Elock Page Route Table
Patch d ystern section is comprised ofwindows used by the global administrator to
- Synohronization configure and maintain the R3000 server to authenticate users, and to filter, log, or block
- Mode specified Internet content far each user based on an applied filtering profile.
Authertication

Alistof main topics displays in the control panel at the left ofthe screen. Main topics in

IS Mad
s this section include the following: Control settings, Network settings, Administrator
-BackupRestore . . . P~ .
Reset accountinformation, Diagnostics, Alert contacts, Patch, Synchronization, Operation

Made, Authentic ation etings, MIC Made, BackupiRestore operations, Reset settings,
Radius Authentication Setting Radius Authentication Settings, SMNMP, Hardvare Failure Detection for R2000H units

-~ SNMP only, ¥ Strikes Blocking, and Custormization. NOTE: [fihe synchronization feature is
- Harduvare Faiure Detection used, an R3000 set up in the Target mode will not include any Authentication topics or
3 Strikes Blocking sub-topics, of the Radius Authentication Settings and ¥ Strikes Blocking topics
- Warn Option Setting
-Customization Clickvour selection to choose a main topic from this list, orto view a menu of
CMC Maragement sub-topics, if applicable. When a topic or sub-topic is selected, the designated window
---Guota Setting for that topic or sub-topic displays inthe right panel

Far help in ary window, mouse-over the "? symbol to view inforrmation about that
window, or press F1. Press FS 1o refresh the console.

For additional infarmation ahout this current section ofthe consale, click the link
beneath the Systern banner to view Help Topics

To navigate to another section ofthe consaole, click the button atthe top of the screen for
Horne, Group, Library, Reparting, of Help. Click Quitto exitthe console

T E—
Fig. 2:1-16 System screen, Network menu
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LAN Settings window

The LAN Settings window displays when LAN Settings is
selected from the Network menu. This window is used for
configuring network connection settings for the R3000.

; HOME SYSTEM GROUP LIBRARY REPORTING HELF GUIT

=
S system LAN Settings
System>Network>LAN Settings

-Administrator Host Name I\Ugu.cum

Secure Logan IP / Mask Setting
- Diaghostics
et Lam i [1.23.4 | |es5.255.255.255 ¥ |
- Patch

Synchronization LaNZIP [200.10.150.74 [ [esassnn =]
~hade
-duthertication DHS

HIC Mode Primary P 200.10:160.1

-BackupRestore

-Reset Secandary [P

- Radius Authentication Setting
P Gateway

-~ Hardware Failure Detection at P
-+ ¥ Sirikes Blocking ateway 20010.160.1

Warn Option Setting

-Customization
-CMC Managemernt
-Quota Setting
4 ¥ Apply

Fig. 2:1-17 LAN Settings window
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Specify LAN Settings

1. In the Host Name field, the default host name is R3000.
Enter up to 50 alphanumeric characters for the name of
the host for this server, such as R3000.LOGO.com.

2. Specify the following information, as necessary:

* In the LAN1 IP field of the IP/Mask Setting frame, the
default LAN 1 IP address is 1.2.3.3. Enter the IP
address and select the corresponding subnet mask of
the LAN1 network interface card to be used on the
network.

* In the LAN2 IP field, the default LAN 2 IP address is
1.2.3.4. Enter the IP address and select the corre-
sponding subnet mask of the LAN2 network interface
card to be used on the network.

@ TIP: Be sure to place the LAN1 and LAN2 IP addresses in
different subnets.

* Inthe Primary IP field of the DNS frame, the default IP
address is 4.2.2.1. Enter the IP address of the first
DNS server to be used for resolving the IP address of
the authentication server with the machine name of
that server.

* Inthe Secondary IP field of the DNS frame, the default
IP address is 4.2.2.2. Enter the IP address of the
second DNS server to be used for resolving the IP
address of the authentication server with the machine
name of that server.

+ In the Gateway IP field of the Gateway frame, the
default IP address is 1.2.3.1. Enter the IP address of
the default router to be used for the entire network
segment.

3. Click Apply to apply your settings.

NOTE: Whenever modifications are made in this window, the
server must be restarted in order for the changes to take effect.
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NTP Servers window

The NTP Servers window displays when NTP Servers is
selected from the Network menu. This window is used for
specifying IP addresses of servers running Network Time
Protocol (NTP) software. NTP is a time synchronization
system for computer clocks throughout the Internet. The
R3000 will use the actual time from a clock at a specified IP
address.

4;3} NOTE: The System Time displays beneath the Details frame,
using the YYYY/MM/DD HH:MM:SS Coordinated Universal Time
(UTC) format for the current time zone.

; HOME SYSTEM GROUP LIBRARY REPORTING HELF GUIT —

5
[ system NTP Servers

Control System>Network=NTP Servers

" Details

--dhdministrator

Servers

Secure Logon

- Disghostics 128.59.35.142 Delete |

oeAlert 142,3.100.15

~Patch 129,132.98.11
Synchronization

- hode:

~éuthertication NTP Server l— Add
MIC Moadle

-BackupRestore .

- Feset System Time
Radius Authertication Setting System Current Time: 2007003/21 16:26:14 PST -0800

- ShIMP

-~Hardware Failure Detection

-3 Strikes Blocking
Wiarn Option Setting

- Customization

-CMC Managemert
Quota Setting

. N

Fig. 2:1-18 NTP Servers window
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Specify Network Time Protocol Servers

%

A

In the Details frame, three NTP server IP addresses display
by default in the Servers list box. These IP addresses are:
128.59.35.142, 142.3.100.15, and 129.132.98.11.

NOTE: Any IP address following the first entry in the Servers list
box is only used in the event that the R3000 cannot access the
primary time NTP server specified. IP addresses are used in the
order in which they display in the list box.

Add an NTP Server

To add an NTP server:
1. Enter the IP address in the NTP Server field.

2. Click Add to include this IP address in the Servers list
box.

3. Click Apply to apply your settings.

Remove an NTP Server

To remove an NTP server:

1. Select the IP address from the Servers list box.
2. Click Delete.

3. Click Apply to apply your settings.

WARNING: If using the R3000 with the 8e6 Technologies Enter-
prise Reporter unit, be sure the ER unit is connected to the same
NTP servers as the R3000.
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Regional Setting window

The Regional Setting window displays when Regional
Setting is selected from the Network menu. This window is
used for specifying the time zone to be used by the R3000
and the language set type, if necessary.

; HOME SYSTEM GROUP LIBRARY REPORTING HELF GUIT

Regional Setting
System>Network=>Regional Setting
Time Zone

Secure Logon Region IUS LI Location IPaciFi: LI
- Disghostics
- plert Language
~Patch

Synchronization
- hode:

- duthertication

MIC Moadle
-BackupRestore
- Resst

Radius Authertication Setting
- ShMP
-~Hardware Failure Detection
-3 Strikes Blocking

Wiarn Option Setting
- Customization
-CMC Managemert

Quota Setting

Language IEngI\sh {United States) [en_LIS] ;I

Jq i | 7armings This wis Reoot the R3000 Enterpris Fiter systor
Fig. 2:1-19 Regional Setting window
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Specify the Time Zone, Language Set

In the Details frame, the Region “US” and the Location
“Pacific” display by default. To change these settings:

1. Atthe Region pull-down menu, select your country from
the available choices.

2. Atthe Location pull-down menu, select the time zone for
the specified region.

If necessary, select a language set from the Language
pull-down menu to specify that you wish to display that
text in the console.

3. Click Apply to apply your settings, and to reboot the
R3000.

& WARNING: If using the R3000 with an 8e6 Technologies Enter-
prise Reporter unit, be sure each R3000 used by the ER is set up
in the same time zone as the ER. These ‘like” settings ensure
consistency when tracking the logging times of all users on the
network.
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Block Page Route Table window

The Block Page Route Table window displays when Block
Page Route Table is selected from the Network menu. This
window is used for building and maintaining a list of destina-
tion based routers the server will use for communicating
with other segments of the network. You need to set up a
route table only if your local network is interconnected with
another network, and if users’ client machines are not being
served block pages when appropriate.

i HOME SYSTEM GROUP LIBRARY REFORTING HELF QUIT )

=
O system Block Page Route Table
"'“" . System>Network>Block Page Route Table
Route Tahle
-Becure Logon o Mhask
- Disgristics IP:200.10,160.170/31 Gateway: 20010 160.1 &I
Alert
-Patch
-Eynchronization
- hiode
Authertication
- MIC Made
-BackupRestore
Reset
- Radius Authentication Setting
- EMMP
Hardware Failure Detection P I MGSKI LI
-+ Strikes Blocking Gateway l— iZalculator |
- WWarn Option Setting
-Customization
CMC Managemert
-Euota Setting
I [ T

Fig. 2:1-20 Block Page Route Table window

NOTE: See the Block Page Authentication window for information
on setting up block pages.
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Add a Router

In the Route Table frame:
1. Enter the IP address.

2. Select the network subnet Mask from the pull-down
menu.

3. Inthe Gateway field, enter the IP address of the portal to
which packets will be transferred to and from the Internet.

@ TIP: Click Calculator to open the IP Calculator pop-up window.
Use this calculator to calculate IP ranges without any overlaps.

4. Click Add to include your entries in the IP/Mask list box.

NOTE: Follow steps 1-4 for each router you wish to include in the
routing table.

Remove a Router
To remove one or more routers from the IP/Mask list box:
1. Select the router(s) from the list box.

2. Click Delete.
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Administrator

Administrator window

The Administrator window displays when Administrator is
selected from the navigation panel. This window is used for
adding and maintaining global administrator (Admin) and
group administrator (Sub Admin) accounts. A Sub Admin
manages NT or LDAP entities and their filtering profiles.

(j NOTE: See the Group Details window in Chapter 1: Group

screen of the Group Administrator Section for information on
setting up and maintaining accounts for IP group administrators.
See the R3000 Authentication User Guide for more information
on setting up and maintaining NT and LDAP Sub Admin group
administrator accounts.

i HOME SYSTEM GROUP LIBRARY REPORTING HELF QUIT
@ —
B systen Administrator
Control System>Administrator
----elwrk Administrator Accounts
i clministrator
Secure Logan Currert User Delete
- Diagnostics Account Name Type
et acmin Adrin
Patch stith Sub Adknin
Synchronization ones Sub Admin
-~ Mode
-duthentication
- MIC hode
BackupRestore
--Reset
- Radius Authentication Setting
- ShP
Harcharare Failure Detection
-3 Strikes Blocking
- 4arn Option Setting Account Details
-~Customization Usernsme l—
g’:‘;: :;aegmem Paszword I— Moty
Confirm Passward aeld
Type hd
T [ T |

Fig. 2:1-21 Administrator window
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@ TIP: The default Username is admin and the Password is user3.

8e6 recommends that you retain this default account and pass-
word in the event that the R3000 unit cannot be accessed. An
authorized 8e6 Technologies technical representative may need
to use this username and password when troubleshooting the
unit.

& WARNING: Always be sure that at least one account is listed in
this window at all times.

View Administrator Accounts

The Current User list box includes the Account Name and
corresponding account Type (“Admin” or “Sub Admin”) for
each active global administrator or NT/LDAP group admin-
istrator previously set up in this window.

Add an Administrator Account

To add a global or NT/LDAP group administrator account:

1.

In the Account Details frame, enter the username in the
Username field.

. In the Password field, enter eight to 20 characters—

including at least one alpha character, one numeric char-
acter, and one special character. The password is case
sensitive.

. Make the same entry again in the Confirm Password

field.

. Select “Admin” or “Sub Admin” from the Type pull-down

menu.

Click Add to include the username and account type in
the Current User list box.
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Edit an Administrator Account

To change an administrator’s password and/or account
type:

1. Select the username from the Current User list box; this
action populates the Account Details frame with data.

2. In the Password field, enter eight to 20 characters for a
new password—including at least one alpha character,
one numeric character, and one special character. The
password is case sensitive.

3. Enter the same new password again in the Confirm
Password field.

If the administrator’s account type needs to be changed,
select the appropriate account type from the Type pull-
down menu (“Admin” for global administrator or “Sub
Admin” for NT/LDAP group administrator).

4. Click Modify to apply your settings.

NOTE: A username cannot be modified, but can be deleted and
added again.

Delete an Administrator Account

To delete an administrator account:
1. Select the username from the Current User list box.

2. Click Delete to remove the account.
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Secure Logon

Secure Logon includes options for setting user passwords
to expire after a designated number of days, and/or locking
out users from the R3000 after unsuccessfully attempting to
log in for the specified number of attempts within the defined
timespan. Click the Secure Logon link to view a menu of
sub-topics: Logon Settings, and Logon Management.

HOME SYSTEM GROUF LIBRARY REPORTING HELF L —

= A

5’-_‘_‘3‘ System
-~ Cortrol

- Hetwork . —
- ddministratar SYSTEM "‘ -

Disgnostics Logan Seffings Topicstorthe System section
dilert Logan Managetment
- Patch ThE Systermn section is comprised ofwindows used by the global adrministrator to =

Synchronization configure and maintain the R3000 server to authenticate users, and to filter, log, or
- ode block specified Internet content for each user based on an applied filtering profile
___:gﬁ;g:amn Alist of main topics displays in the navigation panel atthe left of the screen. Main

topics in this section include the following: Control settings, Metwork settings,
-gacl;lp.ﬁesmre Adrministrator account information, Diagnostics, Alert setup, Patch procedures,
S

- o . Synchronization, Cperation Mode, Authentication settings, MNIC Mode, Backup/Restore
~Radius Authertication Setting opetations, Reset settings, Radius Authentication Setlings, SMMP, Hatdware Failure

- ShitdP Detection ifor R3000H units only, X Strikes Blocking, YWarn Option Setting, and
Hardware Failure Detection Customization. NOTE: Ifthe synchronization feature is used and an R3000 is setup
- Strikes Blocking in the Target mode to synchronize bath profile and library setting changes, the
~Yarn Option Setting following features will nat be available: Authentication, Radius Authentication
- Custorization Settings, ¥ Strikes Blocking, or¥Warn Option Sefling topics and any associated
(G Managemment sub-topics
Guota Setting

Click your selection to choose a main topic from this list, or to view a menu of
sub-topics, it applicable. When atopic or sub-topic is selected, the designated
window for that topic or sub-topic displays in the right panel.

Far help in any window, mouse-over the " 7" syrnbol to view infarmation about that
window, or press F1. Press Fo to refresh the cansole.

Far additional infarrmation about this current section of the cansole, click the link
beneath the Systern banner to view Help Topics.

q N Ta havigate to anather section of the consale, click the ution stthe top ofthe screen o

Fig. 2:1-22 System screen, Secure Logon window
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Logon Settings window

The Logon Settings window displays when Logon Settings
is selected from the Secure Logon menu. This window is
used for enabling the password expiration feature that lets
you define the number of days a password will be valid
before a new password must be used. This window also lets
you enable the feature for locking out a user from the inter-
face by username and/or |IP address if an incorrect pass-
word is entered for a specified number of times within a
defined timespan.

(j NOTE: This window displays only on servers set up in the Stan-
dalone or Source mode.

= HOME SYSTEN GROUP LIBRARY REPORTING HELP auIT —
EE ;
= System Logon Settings
Cortrel System>Secure Logon>Logon Settings
-Netvx.fo.rk Details
dministrator
Logan Logon Expirstion
-~ Disgnostios Mumber of days prior to expiration [1-365] ED -
Alert
~Patch
- Synchronization Logen Cptions
Modls Lockout by Username & on 0 off
- duthentication
- HIC Mode Lockout by IP address & on 0 Off
- Backup/Restore Alloweable Murmber of Failed Password Atterapts [1-10] |3
.;Zz::s Authertication Setting Failed Password Atternpts Timespan (in rminutes) [1-1440] IS
-~ SMMP
-~ Hardware Failure Detection
¥ Strikes Blocking
- Warn Cption Setting
- Customization
OIS Management
- iZuota Sefting
. .

Fig. 2:1-23 Logon Settings window
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Enable, Disable Password Expiration

In the Logon Expiration frame, at the Number of days prior
to expiration [1-365] field, specify the number of days
logon passwords will be effective by doing one of the
following:

» select from available choices (1, 30, 90, 365, Never
Expired)

* make an entry for the number of days until passwords
expire.
NOTE: If a user’s password has expired, when he/she enters his/

her username and password in the Login dialog box and clicks
OK, a different login dialog box opens:

4 R3000 Enterprise Fi -0 x|

Please Fill in the login information

Usernatie IjSmI‘lh—
Pagsword Im
Corfirn Pagzword IF

Cancel |

Jawva Applet wWindow

Fig. 2:1-24 New password entry
This dialog box displays his/her Username and prompts him/her

to enter a new password in the Password and Confirm Password
fields. Upon clicking OK, the R3000 interface opens.
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Enable, Disable Account Lockout

1. In the Logon Options frame, enable any of the following
options:

» At the Lockout by Username field, click the radio
button corresponding to either of the following options:

* On - Choose this option to lock out the user by
username if the incorrect password is entered—for
the number of times specified in the Allowable
Number of Failed Password Attempts [1-10] field—
within the interval defined in the Failed Password
Attempts Timespan (in minutes) [1-1440] field.

» Off - Choose this option if the user will not be
locked out by username after entering the incorrect
password.

» At the Lockout by IP address field, click the radio
button corresponding to either of the following options:

* On - Choose this option to lock out the user by IP
address if the incorrect password is entered—for
the number of times specified in the Allowable
Number of Failed Password Attempts [1-10] field—
within the interval defined in the Failed Password
Attempts Timespan (in minutes) [1-1440] field.

» Off - Choose this option if the user will not be
locked out by IP address after entering the
incorrect password.

» At the Allowable Number of Failed Password
Attempts [1-10] field—with the Lockout by Username
and/or Lockout by IP address option(s) enabled—
enter the number of times a user can enter an incorrect
password during the interval defined in the Failed
Password Attempts Timespan (in minutes) [1-1440]
field before being locked out of the R3000.
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» At the Failed Password Attempts Timespan (in
minutes) [1-1440] field—with the Lockout by User-
name and/or Lockout by IP address option(s)
enabled—enter the number of minutes that defines the
interval in which a user can enter an incorrect pass-
word—as specified in the Allowable Number of Failed
Password Attempts [1-10] field—before being locked
out of the R3000.

NOTE: If the number of failed attempts is 3 and the number of
minutes in the timespan is 10, if any user (one or more) enters an
incorrect password for that same username within the 10-minute
timespan, a lockout would be made for that username on the third
unsuccessful attempt. However, if the third failed login attempt is
made outside of the 10-minute timespan, there would be no lock
out for that username. In a similar scenario for an IP address
(using the same timespan and designated number of failed login
attempts), if any user (one or more) enters an incorrect password
for any username (one or more) using that same machine, a
lockout would be made for that machine's IP address on the third
unsuccessful login attempt. But there would be no lockout for that
IP address if the third failed attempt was made outside of the 10-
minute timespan.

2. Click Apply to apply your settings.
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Logon Management

The Logon Management window displays when Logon
Management is selected from the Secure Logon menu. This
window is used for viewing the status of user accounts—
including the date passwords will expire, and which user-
names/IP addresses are currently locked out of the R3000
interface—and for unlocking usernames and IPs currently
locked out of the R3000. If the user account is a global
(Admin) or NT/LDAP group administrator (Sub Admin)
account, the areas of interface accessible to that adminis-
trator can be viewed.

B HOME SYSTEM GROUP LIBRARY REFPORTING HELP aulIT

ﬁ Syst

S system Logon Management
Cortrol System>Secure Logon>Logon Management
Pletwark All 10 Accounts Status

~Administrator
o Account Natme Type Expired Date Locked Unlock

Logan
- Diagnostics Tech Group MNever Expired

Alert cimin Admin Mever Expired iz Aoz |
~Patch striith Sub Adrmin hever Expired
- Synchronization rtpAccourt Probe MNever Expired é
Mocle tiones Sub Admin hever Expired
-Authentication webalth Group 2006 2031
- HIC Mode shAccaunt X Etrike 200671 2431

--BackupiRestore

-~ Reset
Radiuz Authertication Setting

=l

-~ Hardware Failure Detection
¥ Strikes Blocking

-Wfarn Option Setting

- Customization

--OMC Maragement Current Locked IP Addresses
" uicta Setting 20114 Uik
T |

Fig. 2:1-25 Logon Management window

NOTE: An account/IP address becomes locked if the Lockout by
Username/IP address feature is enabled in the Logon Settings
window, and a user is unable to log into the Administrator console
due to a password expiration, or having met the specified number
of failed password attempts within the designated timespan.
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View User Account Status, Unlock Username

View Account Status

The All Accounts Status frame displays password statuses
of current login accounts set up in this R3000 being config-
ured, including:

¢ Account Name - username

» Type of account:

Admin - global administrator account set up in the
Administrator window

Sub Admin - NT/LDAP group administrator account set
up in the Administrator window

Group - IP group administrator account set up in the IP
branch of the Group tree

Probe - Real Time Probe account set up in the Real
Time Probes Logon Accounts window

XStrike - X Strikes Blocking account set up in the X
Strikes Blocking Logon Accounts window

» Expired Date (either Never Expired or a date using the
YYYY-MM-DD format, based on the configuration in the
Logon Settings window at the time the password was
saved in that window)

* lock symbol if the account is currently locked.

@ TIP: This list can be resorted by clicking a specified column
header.
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Unlock a Username

To unlock a username:

1. Select the Account Name from the All Accounts Status
frame by clicking on it to highlight it.

2. Click Unlock to open the dialog box asking if you wish to
proceed with this action.

@ TIP: Click No to close the dialog box.

3. Click Yes to display the alert box indicating the account
was unlocked.

4. Click OK to close the alert box, and to remove the locked
symbol from the Locked column for the row corre-
sponding to the username.

View Locked IP Address, Unlock IP Address

View Locked IPs

The Current Locked IP Addresses frame displays any IP
address currently locked.

Unlock an IP Address

To unlock the IP address of a machine:

1. In the Current Locked IP Addresses frame, click the IP
address to highlight it.

2. Click Unlock to open the dialog box, asking if you wish to
unlock the IP address.

@ TIP: Click No to close the dialog box.

3. Click Yes to display the alert box indicating the IP
address was unlocked.

4. Click OK to close the alert box, and to remove the IP
address from the list.
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View Admin, Sub Admin Interface Access

To view the areas of the interface accessible by a global or
NT/LDAP group administrator:

1.
2.

Select the Admin or Sub Admin username from the list.

Click View Access to open the Assign Access View pop-
up window:

Assign Access Yiew EI

View/Preview assign access

Assign to user [admin 'I

Systerm |Gruup| L\brary’l Repudl Helpl

L—@ System
-~ Cantrol
Metwark
Administrator
--Secure Logon
- Digghostics
Alert
-Patch
--Synchronization
- Mode
Authertication
~hilC hode
-~ BackupRestore
-~Reset
Radius Authertication Sefting
- SHRP
~~Hardware Failure Detection
- ¥ Strikes Blocking
Warn Option Setting
-~ Customization
-~ CMC Managemert
Quaota Setting

J—
Java Applet Window

Fig. 2:1-26 Assign Access View

. The View/Preview assign access frame displays the

username in the greyed-out “Assign to user” field.

Click any of the available tabs (System, Group, Library,
Report, Help) to view menu topics, sub-topics, and
branches of trees available to that administrator.

. Click the “X” in the upper right corner of the window to

close it.
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Diagnostics

Diagnostics includes options for setting up or running
processes for maintaining the server. Click the Diagnostics
link to view a menu of sub-topics: System Command, View
Log File, Troubleshooting Mode, Active Profile Lookup, and
Admin Audit Trail.

HOME SYSTEM GROUP LIBRARY REPORTING HELF QUIT =

@ system
-Contral
- Metwork,

- ddministrator SYSTEM !‘|

Secure Logon

. ||E Topies far the System section
Alert - -
-Pakch Wigw Log File stern section is cormprised ofwindows used by the alobal administrator to =
. Synchroniza  TPoubleshooting Made  fre and maintain the RI000 sererio authenticate users, and o filer (og, or
Made Active Profile Lookup pecified Internet content for each user hased on an applied filtering profile.
___:;Jéh:;:;a“ A AU —F maintopics displays in the navigation panel atthe left of the screen. Main
BackupjRestors topice in thiz section include the following: Control seftings, Network settings,
- Reset Adrministrator aceount infarmation, Diagnostics, Alert setup, Patch procedures,

Synchranization, Operation Mode, Authentication settings, NIC Mode, Backup/Restore

-~ Radius Authentication Setting nperations, Reset settings, Radius Authentication Gettings, GMNMP, Hardware Failure

o SHMP Detection (for RI000H units anly, ¥ Strikes Blocking, Warn Option Setting, and
Hardware Failure Detection Customization. MOTE: Ifthe synchronization feature is used and an R3000 is set up

-+ Strikes Blocking in the Target mode to synchronize both profile and library setiing changes, the

-Wiarn Option Setting following features will not be available: Authentication, Radius Authentication
Customization Settings, i Strikes Blocking, or Warn Option Setting topics and any associated

- CIC Managemert sub-topics.

-guota Setting

Clickyour selection to choose a rain topic fram this list, or to view a rmenu of
sub-topics, if applicahle. YWhen a topic or sub-topic is selected, the designated
window for that topic or sub-topic displays in the right panel

For help in any window, mouse-over the " symbaol to view information about that
wincow, of press F1. Press P4 to refresh the consale.

Far additiohal inforration about this current section ofthe console, click the link
beneath the System banner to view Help Topics.

|_‘ Ta navigate 1o another section of the console, click the butian at the top ofthe screen [

4
Fig. 2:1-27 System screen, Diagnostics menu
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System Command window

The System Command window displays when System
Command is selected from the Diagnostics menu. This
window is used for viewing server statistics and for
performing diagnostic tests on the server.

; HOME SYSTEM GROUP LIBRARY REPORTING HELF GUIT —

=
S system System Command
Eotntro\k System>Di: ics>System C
e Command Details
---Administrator
Command
Secure Logon
¥ s |ping(Fing) | [e00.10.160.24

_Exeoure

Synchronization
- Mode
---uthentication

MIC Mode
-Backup/Restore
- Reset

Radius Authentication Setting
- SAMP
--Hardware Failure Detection
-3 Strikes Blocking

Wiarn Option Setting
- Customization
-CMC Managemert

Quota Setting

K1 —
Fig. 2:1-28 System Command window

& WARNING: Diagnostics tools utilize system resources, impacting
the R3000’s performance.
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Perform a Diagnostic Test, View Data

1. Select a diagnostic tool from the Command pull-down
menu: ping(Ping), traceroute(Trace Route), ps(Process
list), top(TOP CPU processes), ifconfig(NIC configura-
tion), netstat(active connections), netstat(routing table),
free(current memory usage), iostat(CPU usage),
sar(system performance), recent logins, uptime(system
uptime), df(disk usage), and dmesg(print kernel ring
buffer).

NOTE: See Command Selections for a list of commands and
their functions.

If “Ping” or “Trace Route” was selected from the pull-
down menu, a blank field displays to the right and must
be populated.

2. Click Execute to open a pop-up window containing the
query results:

=
886 R3000 Enterprise Filter

System Command

System:>Di; i W% C

Result

PING 20010160 24 (20010 160 24) 56(54) bytes of data

G4 bytes from 200.10.160.24: icmp_seq=1 tt=64 time=0.115 ms
G4 bytes from 200.10.160.24: icmp_sed=2 tt=64 time=0.113 ms
B4 bytes from 200.10.160.24: icmp_sed=3 tt=64 time=0.114 ms
B4 bytes from 200 10160 24 icmp_sec=4 t=64 time=0.110 ms
G4 bytes from 200.10.160.24: icmp_seq=3 tt=64 time=0.086 ms

-- 2001016024 ping statistics ---
& packets transmitted, 5 received, 09 packet loss, time 4000ms
it min/areg/masimdey = 0.086/0.10801190.0M7 ms

IJava Applet Window

Fig. 2:1-29 System Command, Results window
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3. Click the “X” in the upper right corner of the pop-up
window to close it.

Command Selections

Ping

The Ping diagnostic tool is used for verifying whether the
R3000 can communicate with a machine at a given IP
address within the network, and the speed of the network
connection. Enter the IP address or host name of the
specific Internet address to be contacted (pinged), and then
click Execute to display results in the pop-up window.

Trace Route

The Trace Route diagnostic tool should be used if the ping
utility was not able to help you diagnose the problem with
your network configuration. This diagnostic tool records
each hop the data packet made, identifying the IP
addresses of gateway computers where the packet stopped
en route to its final destination, and the length of time of
each hop. Enter the IP address or host name of the specific
Internet address to be validated, and then click Execute to
display results in the pop-up window.

Process list

The Process list diagnostic tool is used for viewing a list of
processes that have run on the server, and their statuses.
When Execute is clicked, rows of processes display in the
pop-up window, including the following information for each
process: Process Identification Number, full device number
of the controlling terminal, status code, amount of time it
took to run the process, and command line.
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TOP CPU processes

The TOP CPU processes diagnostic tool is used for
analyzing how much memory and CPU power is being
consumed by which processes. When Execute is clicked,
the pop-up window displays the following information: the
load average, number of processes that can run, current
utilization by CPUs on the system, and memory and swap
file space currently being used and currently available. A
row of statistics displays for each process utilizing the most
resources on the system.

NIC configuration

NIC Configuration is used for verifying the server's network
interface configuration at bootup. When Execute is clicked,
information about the NIC mode and RX packets and TX
packets displays in the pop-up window.

Active connections

When Active Connections is selected and Execute is
clicked, information about opened connections displays in
the pop-up window. The first half of the results includes
packet traffic data on configured network interfaces. The
second half of the results includes a list of active UNIX
domain sockets for each protocol.

Routing table

When Routing Table is selected and Execute is clicked,
information about available routes and their statuses
displays in the pop-up window. Each route consists of a
destination host or network and a gateway to use in
forwarding packets.
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Current memory usage

When Current Memory Usage is selected and Execute is
clicked, the pop-up window shows the amount of memory
being used, and the amount of memory available for three
intervals of one second each.

CPU usage

The CPU Usage diagnostic tool shows information on disk
usage. When Execute is clicked, the pop-up window shows
the average CPU usage, as well as the usage by device and
file system/partition.

System performance

The System Performance diagnostic tool shows information
on resources being used. When Execute is clicked, the
pop-up window shows averages on various statistics. These
results can be stored in a compact binary format and then
viewed at later date, so that if you discover a system or
application problem occurred, you can analyze system
activity during that time period. With this data, you can
specify start and end times for reporting on that data, and
calculate average usage for periods of time when perfor-
mance is most critical or during normal user hours.

Recent logins

The Recent Logins diagnostic tool is used for showing infor-
mation on administrator login activity. When Execute is
clicked, the pop-up window displays a row of data for each
time an administrator logged on the R3000 server.
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System uptime

The System uptime diagnostic tool is used for showing the
amount of time the R3000 has been "up" and running. When
Execute is clicked, the pop-up window displays a row of
data showing the current time, the amount of time the
R3000 has been up, the number of users, and the load aver-
ages for the past 1, 5 and 15 minute intervals.

df(disk usage)

The Disk Usage diagnostic tool is used for viewing disk
usage information by file system. When Execute is clicked,
rows of disk information display in the Result pop-up
window, including the following information for each disk:
Filesystem name, 1K-blocks on the disk, number of Used
blocks, number of Available blocks, Use%, locations where
the disk is Mounted on.

dmesg(print kernel ring buffer)

The Print Kernel Ring Buffer diagnostic tool is used for
viewing the kernel ring buffer in which kernel messages are
stored. When Execute is clicked, messages from the kernel
ring buffer display in the Result pop-up window. These
messages from system boot-up provide information about
hardware and module initialization, useful for diagnosing
system problems.
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View Log File window

The View Log File window displays when View Log File is
selected from the Diagnostics menu. This window is used
for viewing the most recent log file results of various activi-
ties and for troubleshooting.

; HOME SYSTEM GROUP LIBRARY REPORTING HELF GUIT
ﬁsystem

View Log File
Eotntm‘k System>Diagnostics>Vview Log File
o hishwor Log File Details
---Administrator

Secure Lagan Log File IAdmin SUI Server Log {AdminGUIServer.log) j
e iagnostics

Last Murnber of Lines [ygp -

Synchronization
- Mode
---uthentication

MIC Mode
-Backup/Restore
- Reset

Radius Authentication Setting
- SAMP
--Hardware Failure Detection
-3 Strikes Blocking

Wiarn Option Setting
- Customization
-CMC Managemert

Quota Setting

K1 —
Fig. 2:1-30 View Log File window
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View Log Results

In the Log File Details frame:
1. Select the type of Log File to view:

+ “Realtime Traffic Log (shadow.log)” - used for viewing
the Internet activity of all users on the network.

» “User Name Log (usage.log)” - used for viewing the
time and date a user logged on and off the network,
along with the user's profile information.

» “Patch Log (patch.log)” - used for viewing the results of
a software update application, such as which files were
copied to the server, and whether the software update
was successfully applied.

» “Error Log (error.log)” - used only if an Alternate IP
Address is being used in the Block Page Route frame
of the Operation Mode window. This log only displays
information if the IP address used for sending block
pages is not being reconciled with the MAC address of
the NIC card.

* “Admin GUI Server Log (AdminGUIServer.log)” - used
for viewing information on entries made by the admin-
istrator in the R3000 console.

NOTE: For information about the “Authentication Log (Authenti-
cationServer.log)”, “eDirectory Agent Debug Log (edirAgent.log)”,
“eDirectory Agent Event Log (edirEvent.log)” and “Authentication
Module Log (authmodule.log)” options, see the View log results

section in the R3000 Authentication User Guide.

2. Choose the Last Number of Lines to view (100-500)
from that file.

3. Click View to to open a pop-up window containing the log
results:
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=lofx|
8&6 R3000 Enterprise Filter

View Log File
System>Diagnostics>View Log File

Result

LOGON, 2007-04-10 08:00:01, 10.10.10.5/32, gg, A,J R KDPORMN GPORM EMPL FINAN GENBUS TRADING ESTATE 11, 01, p1, 0461 BABAE
LOGON, 2007-04-10 08:00:01, 00:04:21:AF:33:E1, ge, A,J R KDPORN GPORN EMPL FINAN GENBUS TRADING ESTATE L1, Ox1, pl, DX461B:
LOGOFF, 2007-04-10 08:00:00, 10.10.10.5032, pi

LOGOFF, 2007-04-10 08:0000, 00:04:21:AF.33E1, p

STARTING rprofiled, [2007-04-10 09:17:08]

STARTING rprofiled, [2007-04-10 09 20:08]

|
IJava Applet Window

Fig. 2:1-31 View Log File, Results window

4. Click the “X” in the upper right corner of the pop-up
window to close it.
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Troubleshooting Mode window

The Troubleshooting Mode window displays when Trouble-
shooting is selected from the Diagnostics menu. This
window is used if the server is not sending or receiving
packets as normal.

; HOME SYSTEM GROUP LIBRARY REPORTING HELF GUIT —

5@ System
~Cortrol
Tetwork
~Administrator
~Secure Logon

—lert

—Patch

~Synchronization
Made

~authentication

~NIC Mode
Backup/Restore

~Reset

~Radius Authentication Setting
=l

---Hardware Failure Detection

=, Strikes Blocking

=\Wiarn Option Setting
Customization

=CMC Management

~Cuota Setting

T

Troubleshooting Mode
Systern>Diagnostics> Troubleshooting Mode
Troubleshooting Mode

Troubleshooting mode: ON Enghie Disahle

Warning! when you click Enable the RI000 will stop fitering the network. After vou finish
maicing the necessary changes fo the senver, be sure to clicl Disable to terminate your
Troubleshooting Mods session. Once Disabie s clicked the RI000 will resume fillering
the nehwork.

Packet Logging

Packet Logging Time |10 seconcds hd

Capture Device LA, ¥

Promiscuous Mode (% on 0 oft

Capture String/Rule IA\I TCP packets(except GUI traffic) hd I
Result

Cap. Time|200805/02,09:01:53 941334 j

Ether TypellP
MAC aocr|d: 30: 45 51:b6: 45 = 0:30:45:51:e6:1a
P port[192168.20.75 34561 = 192.168.20.1 26260
TCP flag|sMN

Cap. Time[2008/05/02,09:01:53.942518

Ether Type(lP

MAC acldr|0:30:48:51:26:1a = 0:30:48:51:b6:45
IPport192.168 201 26260 = 192165 20.75.34361
TCP flag|RST ACK

Cap. Time[200505/102 090156 840036 =l

Fig. 2:1-32 Troubleshooting Mode window

& WARNING: This tool utilizes system resources, impacting the
R3000’s performance. When you click Enable, the R3000 wiill
stop filtering the network. After you finish making the necessary
changes to the server, be sure to click Disable to terminate your
Troubleshooting Mode session. Once Disable is clicked, the
R3000 will resume filtering the network.

NOTE: See the Operation Mode window for information about
invisible, router, and firewall modes, and listening devices.
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Use the Troubleshooting Mode

1.

Click Enable to begin working in the troubleshooting
mode.

. In the Packet Logging frame, select the Packet Logging

Time from the available selections (10 seconds, 30
seconds, 60 seconds). This time is the interval during
which the server captures packets in real time, ranging
from the moment the command is executed until the
designated point of time in the future.

. At the Capture Device field, the default listening device

for the operation mode displays. If necessary, make a
selection from the pull-down menu that corresponds to
the operation mode used on the network—"LAN2” or
“LAN1".

. Atthe Promiscuous Mode field, the default choice (“on”

or “off”) displays, based on the operation mode that was
selected. The promiscuous mode is a mode of operation
in which each data packet that is sent will be received
and read by the Network Interface Card (NIC).

If necessary, click the appropriate radio button to indicate
whether to turn the promiscuous mode on or off. If “on” is
selected, the R3000 will watch all network traffic as in the
invisible mode. If “off” is selected, the R3000 will only
capture packets sent to or from the R3000.

. At the Capture String/Rule field, select the type of

packets to be captured: Transmission Control Protocol
(TCP); Address Resolution Protocol (ARP); packets
destined to a specified port (80, 443, 81); packets
destined to the R3000; packets sent to or from port 20 or
21; or packets sent to the Virtual IP address’s port 137 or
139.

. Click Execute to display results in the Result list box.
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8. After performing the fixes on the R3000 server, return to
this window and click Disable to resume filtering the
network.

Active Profile Lookup window

The Active Profile Lookup window displays when Active
Profile Lookup is selected from the Diagnostics menu. This
window is used for verifying whether an entity has an active
filtering profile. This window also is used for troubleshooting
synchronization on "target” R3000 servers, to verify whether
settings for user profiles match the ones synced over from
the "source" R3000 server.

i HOME SYSTEM GROUP LIBRARY REPORTING HELF QuIT :

[5 ;
= =ystem Active Profile Lookup
- Cantrel System>Diagnostics>active Profile Lookup
- Metuwark
++-hdministrator User PMAC Address [20010.1505 Lokup_|

ogon

- dlert
Patch
- Synchronization
- Mode
--Athentication
NI Mode
BackupfRestare
- Reset
--Radius Authentication Setting
SMMP
-Hardware Failure Detection
- Strikes Blocking
-Wyarn Option Setting
- Customization
CMWC Management
- Guats Sefting

T e [
Fig. 2:1-33 Active Profile Lookup window

NOTE: In order to use this diagnostic tool, IP groups and/or
members must be set up in the Group section of the R3000, and

each IP group and/or member must have a filtering profile. MAC
addresses are used in the mobile mode only.

8e6 TecHNoLoGlEs, R3000 INTERNET FILTER User GuiDE 125



GLOBAL ADMINISTRATOR SECTION CHAPTER 1: SYSTEM SCREEN

Verify Whether a Profile is Active

1. In the User IP/MAC Address field, enter the IP address
or MAC address of the end user.

2. Click Lookup to verify whether or not a profile is active
for that IP/MAC address.

If the filtering profile is active, a pop-up box opens
containing the Result frame that displays profile settings
applied to the profile:

Active Profile Lookup x|

Result for IP/MAC Address 200.10.150.5

vy ] Ruie Deteilz | Blocked Ports | Redrect URL | Fiter options |

Domain name: logo

Profile name: operations

Time profile narme: morning break

Rule name: Rule

Profile Type: Time profies ¥

Java Applet Window

Fig. 2:1-34 Active Profile Lookup results

The default Login Summary tab displays the following
information:

* Domain name - IP group domain hame
* Profile name - name of the profile

» Time profile name - name of the time profile, if this is a
time profile

* Rule name - rule number, if this profile uses a non-
custom rule

126 8e6 TecHNoLoaIEs, R3000 INTERNET FILTER User GuUIDE



GLOBAL ADMINISTRATOR SECTION CHAPTER 1: SYSTEM SCREEN

* Profile Type - type of profile:
* Regular profiles - IP group, sub-group, individual or
MAC profile
* Global profile - Global group profile
» Override profiles - Override Account profile
* Lock profiles - X Strikes Blocking lock out profile
» Time profiles - Time Profile

» TAR profile - Threat Analysis Reporter lock out
profile

» Radius profile - Radius accounting server profile

3. Click the following tabs to view information in that tab:
Rule Details, Blocked Ports, Redirect URL, Filter
Options.

* Rule Details - In the Rule Details frame, the Category
Groups tree displays group and library categories with
filter settings that determine whether or not the end
user can access URLs set up for that category group/
library category.

TIP: In the Category Groups tree, double-click the group enve-
lope to open that segment of the tree and to view library catego-
ries belonging to that group.

A check mark inside a green circle displays in the
Pass, Allow, Warn, Block column for the filter setting
assigned to the category group/library category for the
end user. These filter settings indicate the following:

» Pass - URLs in this category will pass to the end
user.

* Allow - URLs in this category will be added to the
end user’s white list.
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* Warn - URLs in this category will warn the end user
that the URL he/she requested can be accessed,
but may be against the organization’s policies. The
end user can view the URL after seeing a warning
message and agreeing to its terms.

* Block - URLs in this category will be blocked.

* Quota - If a number displays in this column, the
corresponding category group/library category was
set up as passed but with a time limit, as defined by
the number of minutes in that column. After
spending 75 percent of the allotted time visiting
URLs in that group/category, the user receives a
qguota warning message; after spending100
percent of the allotted time visiting URLs in that
group/category, he/she receives a quota block
page.

NOTE: If a category group does not display any filter setting (i.e.
the check mark does not display in any column for the category
group), one or more library categories within that group has a
filter setting in a column other than the filter setting designated for
all collective library categories within that group. For example, if
in the Adult Content category group some of the library catego-
ries have a block setting and other library categories have a warn
setting, there would be no category group filter setting, since all
library categories do not have the same filter setting.

At the bottom of the Rule Details frame, Uncategorized
Sites are set to “Pass”, “Warn”, or “Block”, indicating
that the selected setting applies to any non-classified
URL. If the Overall Quota field is enabled, the user is
restricted to the number of minutes shown here for
visiting URLs in all groups/categories collectively in

which a quota is specified.
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* Blocked Ports (optional) - ports that have been set up
to be blocked, if established.

* Redirect URL (optional) - the URL that will be used for
redirecting the user away from a page that is blocked,
if established.

* Filter Options (optional) - filter options to be used in
the user’s profile: “X Strikes Blocking”, “Google/
Yahoo!/Ask.com/AOL Safe Search Enforcement”,
“Search Engine Keyword Filter Control”, and/or “URL
Keyword Filter Control” with/without the “Extend URL

Keyword Filter Control” option selected.

4. Click the “X” in the upper right corner of the pop-up box to
close it.

8e6 TecHNoLoGlEs, R3000 INTERNET FILTER User GuiDE 129



GLOBAL ADMINISTRATOR SECTION CHAPTER 1: SYSTEM SCREEN

130

Admin Audit Trail window

The Admin Audit Trail window displays when Admin Audit
Trail is selected from the Diagnostics menu. This window is
used for specifying FTP criteria so that a log of server
changes made by an administrator will be sent to the FTP
server. The log of changes made on the server can be
viewed in this window.

Admin Audit Trail
The Admin Audit Trail tab displays by default:

B HOME SYSTEM GROUP LIBRARY REPORTING HELP QUIT —
=
@ System FTP Configurstion | ViEWI
Contral B . N
- Network Admin Audit Trall
-dudrinistrator System>Diagnostics>Admin Audit Trail
FTP Server Configuration

= Logon
ics
Y
--Patch
Synchronization
--Mode
---futhentication
“MIC Mo
-BackupjRestore
- Reset
---Radius Authentication Setting
SNMP
-Hardware Failure Detection
-3 Shrikes Blocking
Warn Option Setting
-Customization
-CMC Managemernt
-Quota Setting

O I—

FTP Server

Remote Directary

Transfer Made

Username
Pazsward

Confirtm Password

Send Daily Log to FTP Server

|1 502030115
I.fserverni\es.ﬂogs

% Passive (7 Active

@ on O off

Apply

FTP Mawy

Fig. 2:1-35 Admin Audit Trail window
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Specify FTP Criteria
1. Enter the IP address of the FTP Server.

2. The log will be sent to the current default directory,
unless a Remote Directory is specified.

3. At the Transfer Mode field, “Passive” is selected by
default, indicating that transfers will be made via unre-
stricted outgoing network connections. Click “Active” if
transfers will be initiated by the server.

4. Type in the Username to be used.

5. Typein the Password to be used, and type it again in the
Confirm Password field.

6. Specify whether or not to Send Daily Log to FTP Server
by clicking either the “on” or “off” radio button.

7. Click Apply to apply your settings.

FTP the Log on Demand

Click FTP Now to transfer the log on demand.

8e6 TecHNoLoGlEs, R3000 INTERNET FILTER User GuiDE 131



GLOBAL ADMINISTRATOR SECTION CHAPTER 1: SYSTEM SCREEN

132

View

View the Log of Administrator Changes

To view the log, click the View tab:

i HOME S¥STEM GROUP LIBRARY REFORTING HELF auIr m—

S system FTP Configuration  View I
---Contral
Metwiork: Admin Audit Trail
--ddministrator System=Diaghostics>Admin Audit Trail
-Secure Logon
= TOTT A TFETIET T S TR =TT, IO =TT
--flert Group: ?7?7?7 in the NT Group panal
-Patch Mime=8/24/06 10:40 AM, IP=200,10,100,239, Username=admin, Action=Library update log has b
Synchronization Een viewed in the Library Update Log panel.
Mode [Time=8{24/06 10:44 &M, IP=200.10.100.239, Username=admin, Action=URL/kKeyword addition li
- t has been viewed For Library: ALCO in the URLS panel,
Authentication ime=8{24]06 10:44 &M, IP=200.10.100.239, Usetname=admin, Action=URL [Keyword: HTTP: /{1
MG Mode 199,228,142 67/ has been added ta Library: ALCO in the LRLS panel.
BackupyRestore Mime=8/24/06 10:44 AM, IP=200,10,100,239, Username=admin, Action=URL/keyword: HTTP: }/6
- Reset E.35.164, 14/ has been added to Library: ALCO inthe URLS panel,
-.Radius Authentication Setting Mime=8{24/06 10:44 &M, IP=200,10,100,239, Username=admin, Action=URL/keyword addition li
- SHMP ] t has been viewed for Libeary: ALCC in the URLS panel,

[Mime=8{24/06 10:45 &AM, IP=200.10.100.239, Username=admin, Action=Log has been viewed in

Hardware Failure Detection he. Report Configuration pane.

% Strikes Blocking Time=6/24/06 10:46 AM, IP=200.10,100.233, Username=admin, Action=Real Time Probe Reports
~¥farn Option Setting has been viewed in the Real Time Probes Configuration panel.

Custamization Mime=8/24/06 10:46 AM, IP=200,10,100,239, Username=admin, Action=R.eal Time Probe Reports
- CMC Management has been viewed in the Real Time Probes Configuration panel,
-Cuota Setting Time=8{24/06 10:46 AM, IP=200,10,100,239, Username=admin, Action=Real Time Probe Report=

has been viewed in the Real Time Probes Configuration panel,

[Time=8{24/06 10:46 &AM, IP=200.10.100.239, Username=admin, Action=Real Time Probe Reparts
has been viewed in the Real Time Probes Configuration panel.

[Time=8{24/06 10:46 A, IP=200.10,100.239, Username=admin, Action=Real Time Probe Reparts
has been viewed in the Real Time Probes Caonfiguration panel.

[Time=8/24/06 2:15 PM, IP=200.10.100.239, Username=admin, Action=top(TOP CPU processes)
has been executed in the System Command panel,

Mime=8{24/06 2:31 PM, IP=200,10,100,23, Username=dota, Action=Has been login in the Admin
F:3000 GUI Logon panel,

Mime=8{Z4/06 3:26 PM, IP=200,10.100,23, Username=dota, Action=Settings have been changed
n the Lan Settings panel,

1 —
Fig. 2:1-36 Admin Audit Trail window, View tab

Click View Log to display data on recent activity. For each
change made on the server, the log will contain the date and
time the change was made (Time), IP address of the
machine used by the administrator, administrator's User-
name, and a brief description of the Action performed on the
server.
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Alert

Alert includes options for setting up alert emails that notify
designated individuals of problems on the network. Click the
Alert link to view a menu of sub-topics: Alert Settings, and
SMTP Server Settings.

- HOME SYSTEM GROUP LIBRARY REPORTING HELF QUIT - =

@ Syskem
Contral
- Metwork,
--dhdministrator BESYSTEM
Secure Logon
- Diagnostics Display Help Tapies for the System section
- Patch he System section is comprised of windows used by the global administrator to =
-~ Synch [ SITP Server Setbings | O1aure and maintain the R3000 serverto authenticate users, and ta filter, log, or
. Made: lock specified Internet content for each user based on an applied fitering profle.
Authentication
- NIC Mods Alist of main topics displays in the navigation panel atthe left of the screen. Main
. BackupjRestore topics in this section include the following: Control settings, Network settings,
Reset Administrator aceount infarmation, Diagnostics, Alert setup, Patch procedures,
. Riadius futhentication Setting Synchronization, Operation hode, Authentication settings, MNIC Mode, Backup/Restore
S b operations, Reset settings, Radius Authertication Settings, SMMP, Hardweare Failure

Detection ¢for R3000H units only, X Strikes Blocking, Warn Option Setting, and

Hardware Failure Detection Custormization. MOTE: Ifthe synchronization feature is used and an R3000 is setup

-3 Strikes Blocking in the Target mode to synchronize both profile and library setting changes, the
- ¥Ern Option Setting following features will not he available: Authentication, Radius Authentication
-Customization Seltings, ¥ Strikes Blocking, or Warn Option Setting topics and any associated
- ChiC Managemert sub-topics

Quata Setting

Click your selection ta choose a main topic from this list, or to view a menu of
sub-topics, if applicable. When a topic or sub-topic is selected, the designated
window for that topic or sub-topic displays in the right panel

For help in any window, mouse-over the " symbol to view information about that
window, or press F1. Press Fa to refresh the console

For additional information about this current section of the consale, click the link
beneath the Systern banner toview Help Topics

4 | 5 Ta havigate 1o another section of the console, click the buttan at the top ofthe screen [

Fig. 2:1-37 System screen, Alert menu

8e6 TecHNoLoGlEs, R3000 INTERNET FILTER User GuiDE 133



GLOBAL ADMINISTRATOR SECTION CHAPTER 1: SYSTEM SCREEN

134

Alert Settings window

The Alert Settings window displays when Alert Settings is
selected from the Alert menu. This window is used for
setting up and maintaining email addresses of contacts who
will receive automated notifications if problems on the
network are detected during the R3000’s self-monitoring
process.

HOME Y ETEM GROUP LIBRARY REFPORTING HELFP auIT —

=
B s Alert Settings
- ankro System>Alert-Alert Settings
Detwork,
--Administrator @+ Enablz " Disable

Secure Logon Emergency Email Notification
--Diagnostics

[ Email address 1: Iadm\n@lugu.cum
Patch

- Synchronization [ Email address 2: I

- Mode

-uthentication [~ Email address 3: I
MIC Mode

- Backup/Restore [~ Email address 4: I

--Reset
Radius Authentication Setting From Email Address
SN
---Hardware Failure Detection Frorn Ervail Ldcress: Irnm@lnnalhns{ com
X Strikes Blocking

Warn Option Setting Agply
- Customization
- CMC Management
Quota Setting
O T

Fig. 2:1-38 Alert window

The following processes are monitored by the R3000:

* CPU Processes - If any CPU process fails to run, the
R3000 alerts the administrator about the failed process,
and that an attempt will be made to reload the necessary
process. The last few lines of any pertinent logs are
included in the message to assist the administrator in
troubleshooting the problem. In most cases, the reload
procedure will fix the error, and no futher intervention will
be required. However, if the error is not fixed—such as if
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a misconfiguration was made that causes a process to
be unable to load on the system—the R3000 repeats this
procedure until an administrator fixes the error.

* Hard Drive Utilization - If the R3000 detects that hard
drive utilization exceeds 80 percent, an alert is sent to the
administrator. This problem usually occurs if the R3000 is
unable to transfer log files to the reporting application—
an 8e6 Enterprise Reporter (ER) server, or a designated
third party FTP server. Action should be taken to prevent
the hard drive from reaching 100 percent utilization.

* Log File Transmission - If the R3000 is unable to send
log files as scheduled to an ER server or a third party
FTP server, the log files are placed in a queue so they
can be sent when a connection is established with the
server. If these logs cannot be successfully transmitted
after a period of time, an alert is sent to the administrator.
The last few lines of the error log are included in the
message to assist the administrator in troubleshooting
the problem.

* Synchronization Errors - If the synchronization feature
is used, an alert is sent to the administrator if an R3000
set up in the Source mode cannot communicate with the
target server(s) after numerous attempts, or if an R3000
set up in the Target mode cannot communicate with the
source server. The last few lines of the error log are
included in the message to assist the administrator in
troubleshooting the problem.
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Enable the Alert Feature

By default, the “Disable” radio button is selected. To enable
the feature for sending automated email notifications:

1. Click the “Enable” radio button to activate all elements in
the Emergency Email Notification frame.

2. Enter up to four email addresses of contacts.

3. Click in the checkbox of each email address that should
receive notifications regarding network problems.

4. If using an SMTP server for sending alert email
messages to designated administrators, enter the email
address of the R3000 in the From Email Address field.

5. Click Apply to apply your settings.
Modify Alert Settings

1. Make any of the following edits in the Emergency Email
Notification frame:

* change an email address by typing the new one over
the existing one

+ deactivate a contact by removing the check mark from
the checkbox corresponding to that contact’s email
address

 delete a contact by using your mouse to copy over the
entire email address, and then pressing the Delete key
on your keyboard

2. After all edits have been made, click Apply to apply your
settings.

Disable the Alert Feature

1. Click the “Disable” radio button.
2. Click Apply to apply your settings.
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SMTP Server Settings window

The SMTP Server Settings window displays when SMTP
Server Settings is selected from the Alert menu. This
window is used for entering settings for the Simple Mail
Transfer Protocol that will be used for sending email alert
messages to specified administrators.

i HOME SYSTEM GROUP LIBRARY REPORTING HELF QUIT m—

[ —
= Svstem‘ SMTP Server Settings
--COnErol System>alert>SMTP Server Settings

- Network. SMTP Server Settings
--ddrministratar

Secure Logan SMTP Server mail.loga.com
- Diaghastics
" lert

Patch

SMTP Server Port |25

Email queve size 50

-Synchronization
- Mode
Autherticstion Athentication % Enable € Disable
-NIC Made
-~ BackupRestore Username ismith
- Reset
Radius Suthertication Setting | | Password e
SMMP Confirm Pagsward  [sasss

Hardwvare Failure Detection
¥, Strikes Blocking
- WWarn Option Setting

- Customization
-CMC Managemert
Quata Setting
Apply

Fig. 2:1-39 SMTP Server Settings window

Enter, Edit SMTP Server Settings

1. Enter the SMTP Server name, for example:
mail.logo.com.

2. By default, the SMTP Server Port number used for
sending email is 25. This should be changed if the
sending mail connection fails.

3. By default, the Email queue size is 50. This can be
changed to specify the maximum number of requests
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that can be placed into the queue awaiting an available
outbound connection.

4. By default, Authentication is disabled. Click “Enable” if
a username and password are required for logging into
the SMTP server. This action activates the fields below.

Make the following entries:

a. Enter the Username.

b. Enter the Password and make the same entry in the
Confirm Password field.

5. Click Apply to apply your settings.
Verify SMTP Settings

To verify that email messages can be sent to a specified
address:

1. Click Test Settings to open the pop-up box:
rput |

L ] Mote: This test will run using the settings from the
‘—'./ configuration file. To run the test using the settings
currently displayed on the GUI, please save the settings
by pressing the "Apaly" button first.

Enter an email address. An email will be sent 1o
this address to test the SMTP Server settings

Java Applet \Window

Fig. 2:1-40 SMTP Test Settings box

2. Enter the email address in the pop-up box.

3. Click OK to close the pop-up box and to process your
request. If all SMTP Server Settings are accepted, the
test email should be received at the specified address.
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Patch

Patch includes options for uploading software updates.
Click the Patch link to view a menu of sub-topics: Local
Patch, and Patch Update Log.

 HOME | SYSTEM  GROUP | LIBRARY | REPORTING | HELP | QUIT —

& system
---Control
--Metwork,
Administrator SYSTEM - .
-Secure Logon
+Diagnastics Display Help Tapics for the System section
--dlert
The System section is comprised of windows used by the alobal administrator to 2
- Synch  Losal Petch configure and maintain the RI000 server to authenticate users, and to filter, log, or
- Made Patch Update Log block specified Internet content for each user based on an applied filtering profile.
Authentication
- IC Made Alist of main topics displays in the navigation panel atthe left ofthe screen. Main
...Backup/Restore topics in this section include the following: Control settings, Network settings,
- Reset Adrinistrator account information, Diagnostics, Aled setup, Patch procedures,
Radius Authentication Setting Synchr_unizaliun, Operation Mudg‘ Authemicgtiun settings, MIC Mode, BackupJRe_stUre
- SHMP operations, Reset settings, Radius Authentication Settings, SNMP, Hardware Failure

Detection for R3000H units anly, ¥ Strikes Blocking, Warn Cption Setting, and

-~ Hardware Failure Detection Customization. NOTE: [fthe synchronization feature is used and an R3000 is setup

X Strikes Blocking in the Target mode to synchronize both profile and library setting changes, the
~Wiarn Option Setting following features will not he available: Authentication, Radius Authentication
- Custamization Settings, ¥ Strikes Blocking, orWarn Option Setting topics and any associated
-ChiC Managemert sub-topics.

Quata Setting

Click your selection to choose a main topic from this list, or to view a menu of
sub-topics, if applicable. YWhen a topic or sub-topic is selected, the designated
wincow for that tapic or sub-topic displays in the fight panel

Far help in any window, mouse-over the " symbol to view information about that
window, or press F1. Press Fa to refresh the console.

Far additional information about this current section ofthe cansole, click the link
beneath the System banner to view Help Topics.

| | LI '_FU pawgate_lu anulh_er sec_llun Uf_the cupsule‘_c_l_lckl_he_ buﬂmj glthe top c_lfthe screen ;I

Fig. 2:1-41 System screen, Patch menu
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Local Patch window

The Local Patch window displays when Local Patch is
selected from the Patch menu. This window is used for
viewing information about software updates previously
applied to the current server being configured, and for
viewing information about software updates currently avail-

able.
o HOME SYSTEM GROUP LIBRARY REPORTING HELP QuIT —
=
= System Local Patch
~Contrel System>Patch>Lacal Patch
istork Available Patches
--Administrator
--Zecure Logon Date Name Synopsis
.. Diagnostics 2006(06/23 R.3K, HotFix, 20060609 [Enterprise Filter hot fix patch, Prerequisite: Mo...
et 200606/28 ProxyPatternMessage.2006. . [Proxy Pattern Message]
- Synchronization
- Mode
---uthentication

MNIC Mode
. Backup{Restore REABIE

- Reset
Radius Authentication Settin | | History of Patches

- SNMP Date Mame SWNopsis

~Hardware Failure Detection 2004/08/23 R3K.1.1,10.20040417 Enterprise Filker 1.1.10 |
3 Strikes Blocking 2004 /06/23 R3K.1.1.11.20040413 Enterprise Filter 1.1.11 -
Warn Option Sefting 2004/06/23 F3K.1,2.19.20040217 Enterprise Filter 1,2.19

~-Customization 2004/06/23 R3K.1.2.31.20040422 Enterprise Filter 1.2.31

- CRC Management 2004/06/23 R3K.1.3.7.20040531 Enterprise Filter 1.3.7
Guata Setting 20040713 3K, 1. 4,xx, 20040630 Enterprise Filter 1,4.xx =

Wnda: README |

‘l _’I Click here for a description of patch details
Fig. 2:1-42 Local Patch window

NOTE: Available software updates for the R3000 come from
downloads made to the server via Traveler, 8e6’s executable
program that can run on demand, or be set to run at a scheduled
time.

TIP: Click the link (“here”) at the bottom of the window to go to the
Web page at 8e6 Technologies’ public site (http:/
www.marshal8e6.com/Support/R3000/Upgrade.asp) where
release notes about software updates can be obtained.
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Read Information about a Software Update

In either the Available Patches frame or the History of
Patches frame, the Date, Name, and Synopsis are included
for each software update.

To read information about a software update:
1. Select a software update from the list.

2. Click the README button to open the README pop-up
box that contains information about the software update:

ReoMe £
The 1.10.00 sothware release includes newfeatures, enhansements to existing features, and bug fices.
For mare infarmation, click here to view the release notes
WARNING: S8 recommends applying this patch during pedods of low redbwork wsage, a5 it will have 2
severe impact o the semer resuling in 3 deceased flterng pedomarce for apamxinately five mivates.
Close
Jawa Applet Window

Fig. 2:1-43 Software update Readme

3. Click Close to close the pop-up box.
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Select and Apply a Software Update

To apply a software update:

1. Go to the Available Patches frame and select the soft-
ware update to be applied.

NOTES: Software updates must be applied to the server in
sequential order. Be sure port 8082 is open on your network.

2. Click Apply to open the software update installation
dialog box:

Select an Option x|

WARMING: 8o 6 recammends applying this patoh dudng perods of low nebwork usage, 25 i will have 2
severe inpact an e server msulting in 2 decreased fittedny perumtance for agpmwiinately fue minvtes.

Are you sure you want to apply the change(s)?

Java Applst Window

Fig. 2:1-44 Software update installation dialog box

3. Click Yes to open the EULA dialog box:

50 it 700,16, 101, 1500002, eulla i/ shar_ev.coioken =1 406333001 - Micrasolt Tnbernet Diphorer’ =T
Fle B8 Wew Frubes Tk Helb r
N A | -
+ ) -J-_NI_.'./M_MM€|I-'_E._%
Ao [&] kit 7200 20103, 78000 Seudakeifchom_sls coPtohane 4013301 = Bl ks ™
=
et Techeologies
0 Ut Licnss 3nd Wats sy Age 4ribtn
For: B3H Enterprine Files:
- Theeat Anssysis
et seanky o1
toune e Somwwe %]
Do you scoept the conditions of the Beb Technslogies End User
5]

&t @ ot

Fig. 2:1-45 EULA dialog box
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4. After reading the contents of the End User License
Agreement, click Yes if you agree to its terms. This action
closes the EULA dialog box and opens the alert box veri-
fying the software update application process:

x

@ The patch application process is now in progress.

In order ko determine whether the patch has been successfully applied,
go to System > Diagnostics = Wiew Log File and review the patch.log file,
After the patch is applied, please close all your browser windows

and applications, and then clear the Java cache before resuming any
activity in the R3000 GUI,

Java Applet Window

Fig. 2:1-46 Software update verification message box

NOTE: To verify whether or not a software update has been
successfully applied, go to the View Log File window and select
“Patch Log (patch.log)”. See View Log File window for more infor-
mation.

5. Click OK to close the alert box and to proceed. This
action opens the connection failure alert box, indicating
that the connection to the R3000 server has been lost
due to the software update application:

eror |

The connection to the server has Falled! Please retry,

MWOTE: IF you have applied a patch, please exit the Administrator GUL
Wait a few seconds before attempting to re-establish a conmection to the GUL

Java Applet Window

Fig. 2:1-47 Connection failure alert box

6. Click OK to close the alert box.

7. In the navigational bar, click Quit to exit the R3000
console, and also close the R3000 Introductory Window.

8. Wait a few minutes, and then log back into the R3000
console again.
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NOTE: 8e6 recommends performing a backup of configuration
files after applying a software update. (See the Backup/Restore
window in this chapter for information on performing a backup.)

Undo an Applied Software Update

NOTE: Only the most recently applied software update can be
uninstalled.

& WARNING: If a software update is uninstalled, configuration
settings will revert to the previous settings, before the software
update was applied.

To unapply a software update:

1. Go to the History of Patches frame and select the soft-
ware update to be unapplied.

2. Click Undo.

144 8e6 TecHNoLoaIEs, R3000 INTERNET FILTER User GuUIDE



GLOBAL ADMINISTRATOR SECTION CHAPTER 1: SYSTEM SCREEN

Patch Update Log window

The Patch Update Log window displays when Patch Update
Log is selected from the Patch menu. This window is used
for viewing the software update log that provides the status
on the R3000’s software update activity, including checks
for new software updates, and downloaded and applied
software updates.

i HOME SYSTEM GROUP LIBRARY REFORTING HELF QuIT

—
B System Patch Update Log

--Control System>Patch>Patch Update Log
--Metwork

Administratar Downlogd Log | Wiewy Log I

--Secure Logan

Diagnostics [Tue Jan 16 10:11:02 PST 2007 (11416) The patch has been downloaded already! d
et [Tue Jan 16 10:11:02 PST 2007 (11416) Downloading patch - Dated: 2006/08/23
(Tue Jan 16 10:11:02 PST 2007 (11416) Patch, conf: 2006/08/23, R3K.1.10,01.28.20060823.tar, 2
264372
Synchronization [Tue Jan 16 10:11:02 PST 2007 (11416) Last patch date: 2007/01/10, OS: R3000
- Mode Tue Jan 16 10:11:02 PST 2007 (11416) The patch has been downloaded already!
--futhentication [Tue Jan 16 10:11:02 PST 2007 (11416) Downloading patch - Dated: 2006/08/23
~NIC Macde Tue Jan 16 L0:11:02 PST 2007 (11416) Patch,conf: 2006/08/28, stealth.FixTraveler 20060528 tar
Backup/Restore 1088316

(Tue Jan 16 10:11:02 PST 2007 (11416) Last patch date: 2007/01/10, O5: R3000
Tue Jan 16 10:11:02 PST 2007 (11416) The patch has been downloaded already!
[Tue Jan 16 10:11:02 PST 2007 (11416) Downloading patch - Dated: 2006/10/27

- Reset
--Radius Authentication Setting

ShMP Tue Jan 16 10:11:02 PST 2007 (11416) Patch.conf: 2006/10/27, R3K.1.10,10.17.20061027 tar, 2
-Hardware Failure Detection 851645
-+ Strikes Blocking Tue Jan 16 10:11;02 PST 2007 (11416} Last patch date; 2007/01/10, O35: R3000
‘Warn Option Sefting Tue Jan 16 10:11:02 PST 2007 (11416) The patch has been downloaded already!
Customization Tue Jan 16 10:11:02 PST 2007 (11416) Downloading patch - Dated: 2006/11/23
(Tue Jan 16 10:11:02 PST 2007 (11416) Patch, conf: 2006(11/28, R3K.1.10,15.20.20061128.tar, 8

-CMC Managemert
-Quota Setting

44952

(Tue Jan 16 10:11:02 PST 2007 (11416) Last patch date: 2007/01/10, O5: R3000

Tue Jan 16 10:11:02 PST 2007 (11416) The patch has been downloaded already!

[Tue Jan 16 10:11:02 PST 2007 {11416) Downloading patch - Dated: 2006/12/15

Tue Jan 16 10:11:02 PST 2007 (11416) Patch,conf: 2006(12/15, R3K.1,10,20,7,20061215 tar, 38
60553

[Tue Jan 16 10:11:02 PST 2007 (11416) Last patch date: 2007/01/10, ©35: R3000

Tue Jan 16 10:11:02 PST 2007 (11416) The patch has been downloaded already!

Tue Jan 16 10:11:02 PST 2007 (11416} Processing downloaded files

Tue Jan 16 10:11:02 PST 2007 (11416) Patch Update has completed.

[Tue Jan 16 10:11:02 PST 2007 (11416) Final update status: Mo update was needed.

[Tue Jan 16 10:11:02 PST 2007 {11416) Traveler has finished running. j

=

1 —
Fig. 2:1-48 Patch Update Log window

View Log Contents

Click View Log to display contents of the log in the frame
below with the status of the software update.
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Download Log, View, Print Contents

Download the Log

1. Click Download Log to open the alert box containing a
message on how to download the log file to your worksta-
tion, if using Windows XP.

2. Click OK to close the alert box. Two pop-up boxes open:

» A second alert box asks you to confirm that the file was
successfully saved to your machine. Click OK in this
box after the download is completed.

* In the File Download dialog box, click Save:
x|

Some files can harm your camputer. If the fils infarmation below
lnoks suspicious. or you do not fully trust the source, do not apen ar
save this file.

File name:  patchl pdate.zip
File type:  WinZip File
Fram 200.10.100.75

Woauld you like to open the file or save it to your computer?

Open | Save I Cancel | More Info |

[V Always ask bfors opening this typs of fle

Fig. 2:1-49 Download Log dialog box

This action opens the Save As window:
savens 2|
Savein: [ _mise s eEcE-
et

History ED update zip

File name: s atchlpdate. zipl j Save I
| Save as type IW\r\Zip File j Cancel |
g

Fig. 2:1-50 Save As pop-up window
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3. Find the folder in which to save the file, and then enter
the File name, retaining the “.zip” file extension. Click
Save to begin downloading the zip file to your worksta-
tion.

After the file has completely downloaded, the Download

complete dialog box opens:

=l
i ES

— Download Complete

Saved:
patchlpdate.zip from 200.10.100.75

Downloaded: 712KB in1 sec
Download to: H:%_productshr30004... spatchUpdate. zip
Transfer rate: 712KB/Sec

[ Close this dialog box when download completes

Open | DpEnFDIdell Cloge I
Fig. 2:1-51 Download Complete box

4. You can now open this file, open the folder where the file
was saved, or close this dialog box.

NOTE: Proceed to View the Contents of the Log for information
on viewing or printing the contents of the log file.

5. Click OK to close the alert box asking you to verify that
the software update log file was successfully saved to
your machine.
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View the Contents of the Log

Once the software update log file has been downloaded to
your workstation, you can view its contents.

1. Find the log file in the folder, and right-click on it to open

the pop-up menu:

Fle Edt Wew Favorkes Tooks Melp
ek - = - ]| Qs Curokers |05 X | -
Ak | 1 1\ _productslr 0000 mis:

= Y Wame I

H - Clspecications
= e g igdate g
_misc
Cierr—

@ Thes Fuike o Onlirer. racaehend  Soan bor Vinases. .
S ik

patehUpdate.zip tesks fuvslable flem

winZi Fle

Moeblnd: 7/ SHTI0R £40 A

e B Croatin Sl st ctin L EXE)
o Eota vt Vaheo!

gt sendTo

ot
oy

Crostn Shortos
Dot
Rans

Progerties

Siee: 7126E

ditribves: frormal)

Type: WinZip Fie Sie: 7.12 K8 AL i Local tranet

Fig. 2:1-52 Folder containing downloaded file

. Choose “Open With” and then select a zip file executable
program such as “WinZip Executable” to launch that
application:

winezie -

= THE ARCHIVE UTILITY ;ix WINDOWS
HANK YOU FOR TRYING WINZIPI

This is  fully functional unregistered version for evaluation use only,
The registered versian does nat display this notice.

*ou can order the registered version anline, by phane, or by mail
Immediate arline defivery is available rom vy winzip.com.

View Evalustion License | | Enler Registation Code... |

1 understand that | may use WinZip only for evaluation
purposes, subject to the terms of the Evaluation License, and
that any other use requites payment of the registration fee.

e ] Quit | [ oweinginta |

Days Using WirZip: 17 Total Archives Opened: 58

Fig. 2:1-53 WinZip Executable program
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3. If using WinZip, click | Agree to open the window
containing the zip file:

=lolx|

CHICEeE D

Hew Open  Favortes  Add  Extract  View CheckOut Wizard

Name [ Type [ Modified | Sige [ Ratio [ _Packed | Attributes | Path

i AT — Text Document 7[13/2006 5:49 AM 34,244 92% 7,157
Open
Add..
Delete. ..

Extract...

Select All
Invert Selection

Yirus Scan

Make .Exe File
Ullencode

Test

Archive Comment,..
Checkout.,,
Tnstall,

Filz Properties

4l | |

,
iew files in HipatchUpdate 2ip QI 4

Fig. 2:1-54 WinZip window

4. Right-click the zip file to open the pop-up menu, and
choose “View” to open the View dialog box:

view S

" Associated program NOTEFAD)

. Cancel
¥ Internal ASCI text viewer

 Viewer: Help
| =|[.]

Fig. 2:1-55 View dialog box
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5. Select “Internal ASCI|I text viewer”, and then click View to

open the View window containing the log file contents:

+ View: patchUpdate.Jog =lof x|

if=d Jun 28 21:13:00 PDT 2006 (3534) Downloading patch update: f’
Wed Jun 28 21:13:01 PDT 2006 (3534) Patch Update has completed.

Wed Jun 28 21:13:01 PDT 2006 (3534) Final update status: Mo update was needed.

[Wed Jun 28 21:13:01 PDT 2006 (3534) Traveler has finished running.

[Wed Jun 26 22:12:01 PDT 2006 (12420) Downloading patch update:

Wed Jun 28 22:12:02 PDT 2006 (12420) Patch Update has completed,

Wed Jun 26 22:12:02 PDT 2006 (12420) Final update status: No update was needed.

Wed Jun 28 22:12:02 PDT 2006 (12420) Traveler has finished rumming.

[Wed Jun 28 23:01:00 PDT 2006 (19759) Downloading patch update:

[Wed Jun 28 23:01:02 PDT 2006 (19789) Patch Update has completed.

Wed Jun 26 23:01:02 PDT 2006 (19789) Final update status: No update was needed. =

. =l
>

Tw 28 330107 DNT 00K (107801 Tramalar has Fiwishad rimmine

ok | viewten | Clipboard Capy | Fort Help
Fig. 2:1-56 View window

Save, Print the Log File Contents

With the log file displaying correctly formatted in WinZip’s
View window, if you wish to save or print the contents of this
file:

1.

150

Click Clipboard Copy, wait for the dialog box to open
and confirm that the text has been copied to the clip-
board, and then click OK to close the dialog box.

. Open Notepad:

* in Windows XP: Start > All Programs > Accessories >
Notepad

* in Windows 2000: Start > Programs > Accessories >
Notepad

. Paste the contents from the clipboard into the Notepad

file.

The correctly formatted Notepad file can now be saved
and/or printed.
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Synchronization

By default, the Synchronization pop-up menu includes the
Setup option that lets you specify the R3000 server’s func-
tion on the network: whether it will be a stand alone box, or
whether it will send profile/library setting changes to—or
receive such setting changes from—another R3000. If the
R3000 is set up to either send or receive profile/library
setting changes in the aforementioned manner, the menu
option for Status also becomes available in the pop-up
menu. If the R3000 is set up to send profile/library setting
changes, that R3000 will function as a Centralized Manage-
ment Console, and thus the CMC Management topic
becomes available in the navigational panel.

B HOME Y ETEM GROUP LIBRARY REFPORTING HELFP auIT

=
@ Syskem m
---Contral - > ‘ -
Netwiork, 153 <11
- Adinitrator SYSTEM 1 a - B

-Secure Logon

Diagrostics Display Help Topies for the System section
--Blett

Setup

-duthertication Status

- MIC Made
BackupRestore

-Resst

- Radius Authentication Setting
SMMP

-Hardware Failure Detection

-3 Strikes Blocking

-Wyarn Option Setting
Custamization

-Euota Setting

KT — |
Fig. 2:1-57 System screen, Synchronization menu
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NOTE: For an overview on synchronization, see Chapter 3:
Synchronizing Multiple Units, from the Introductory Section.

& WARNING: This version of synchronization only supports the use
of unique IP addresses throughout a network.

Setup window

The Setup window displays when Setup is selected from the
Synchronization menu. This window is used for establishing
the function of the R3000, especially if there is more than
one R3000 on the network. When there are multiple R3000
servers, it is important to set up one as a "source" server
and others as "targets," so that user profiles and/or library
settings can be copied to other servers. This process
ensures that all servers run in parallel on the network,
thereby eliminating the need to manually configure profile
and library settings on each server.

; HOME SYSTEM GROUP LIBRARY REPORTING HELF GUIT —

ﬁ System Setup
Control System>Synchronization>Setup
- Metwork,
. Administratar Current Mode: Source
Secure Lagon Mode

- Disghostics
oeAlert
~Patch
ynchian
- hode:
- duthertication
MIC Moadle
-BackupRestore
- Resst
Radius Authertication Setting
- ShMP
-~Hardware Failure Detection
-3 Strikes Blocking
Wiarn Option Setting
- Customization
-Quota Setting

% stand Alone  ( Source (7 Target

_l Syme Al
4| 3
Fig. 2:1-58 Setup window, Stand Alone mode
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Using Only One R3000 on the Network

By default, the “Stand Alone” mode is selected in the Mode
frame. This indicates that all settings on the R3000 server
that is currently being configured apply only to that R3000.

For the Stand Alone mode setting:
1. In the Mode frame, click “Stand Alone”.

2. Click Apply.
Using More than One R3000 on the Network

Using the synchronization process, all target servers are
updated with profile/library setting changes, so that no
matter which R3000 server the user’s client PC accesses,
the user’s Internet session will be appropriately filtered and
blocked.

Set up an R3000 to be a Source Server

An R3000 configured to be a “source” server will send
profile/library setting changes to other R3000 (“target”)
servers.

& WARNING: If an R3000 server is set up in the Source mode with
a Network Address Translation (NAT) device between the source
and target server(s), be sure that ports 26262, 26268, and 88 are
open on the source server. This setup is required so that the
source server can communicate with the target server(s).
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For the Source mode setting:

1.

In the Mode frame, click “Source” to display the Source

= HOME SYSTEM GROUP LIBRARY REPORTING HELFP ALUIT .
[ —
T =ystem Setup

E;"‘m' . System>Synchronization>Setup

- Metwror

e igiministrator Current Mode: Source

~Secure Logon Mode

- Diagnostics

~Blert

--Authertication
-~HIC Mode

© Stand Blone % Source 0 Target

Selective Synchronization: & &1 O Library

¥ Upstream Failover Detect

- BackupRestore IP to Send

~Reset 20010100.75 « I

~Radius Authertication Setting

- SNMP Target IPs

-~ Hardware Failure Detection P [ Location [

3 Strikes Blocking 150,25 33.102 Bres |

-~ Afygrn Option Setting

-~-Customization

--CMC Management

=Cuota Setting Remove Taruet
Target IP Target Location

100 050 [ Add Target P Test Target(s) |

Sync All Apply |

5 E— I
Fig. 2:1-59 Setup window, Source mode

. Atthe Selective Synchronization field, by default “All” is

selected. This choice includes both profile and library
setting changes. Choose “Library” if only library category
additions/deletions (including search engine keywords
and URL keywords additions/deletions)—and not
profiles—should be synced to target servers.

. By default, the “Upstream Failover Detect” checkbox is

unpopulated. Click this checkbox if this source server will
be set up to detect any failed R3000 “node” and filter that
target server. Using this option, the source server will
function as the "upstream" R3000 and all target servers
will function as "downstream" R3000s.
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NOTES: In order to use the failover detection feature, for each
target R3000 server, 8e6 Appliance Watchdog software release
2.0.00 must first be installed on a separate workstation and set up
to watch that R3000. Go to http://www.marshal8e6.com/
Support/Watchdog/Upgrade.asp to download this release.

If using the failover detection feature:

Local Filtering on this source server must be enabled
Troubleshooting on this source server must be disabled

The Operation Mode on this source server and all target
servers must be set to use the same mode

The mobile mode cannot be used

If “Library” Selective Synchronization is enabled, end users for
the failed R3000 “node” might be given the global group profile
instead of their active filtering profiles

If a target server fails, the Range to Detect Settings window
displays a Node tab with IP range information for the failed
“downstream” server.

In the IP to Send frame, select either the LAN 1 or LAN 2
IP address from the IP to Send pull-down menu. This IP
address will be used for sending profile/library setting
changes to the target server(s).

[‘% NOTE: LAN 1 and LAN 2 IP addresses that display in this menu
were previously entered in the LAN Settings window on this
server.

5. In the Target IPs frame, enter the Target IP address of

the R3000 server that will receive profile/library setting
changes from this server being configured.

NOTE: If a target server is set up with a NAT device, the NAT IP
address must be used instead of the target server’s own IP
address.

6. An entry in the Target Location field is optional. This

alphanumeric entry serves as a label for readily identi-
fying the server being configured.
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7. Click Add Target IP to include this IP address—and
corresponding Location information, if applicable—in the
list box.

The following optional steps can be performed:

» Follow steps 5 to 7 for each server that should receive
profile/library setting changes from this server being
configured.

» Click Test Target(s) to open an alert box that provides
the server mode status for each IP address you
entered. Click OK to close the alert box, and make any
adjustments, if necessary.

* Toremove an IP address from the list box, select it and
click Remove Target.

NOTE: This test only verifies whether this server can contact the
target server(s). In order for synchronization to be operable on
the network, the target server(s) must also be able to contact this
source server being configured.

8. Click Apply after all settings have been made. Note that
the CMC Management topic becomes available in the
navigational panel for this source server when settings in
this window are saved.
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Sync All Target Servers with the Same Settings

If all target servers have been configured and now need to
be set with the same settings, click Sync All from the
source server. This action should only be performed if all
target servers need to have the same user filtering profile/
library settings as the source server.

Two scenarios in which this feature might be used involve
restoring backup data to the R3000 server:

* In the first scenario, library configurations from a
previous date in time are restored to the source server,
and each target server needs to have these same library
configurations as well. Sync All should be clicked after
entries are made in the Backup/Restore window.

* In the second scenario, the source server has failed and
needs to be replaced with another server. One of the
target servers is promoted to function as the new source
server. The newly designated source server should be
updated with the most recent configurations, via the
latest valid backup from the failed source server. Once
this data is restored to the new source server, each target
server should be sent these same library configurations
using the Sync All button.

NOTE: See the Backup/Restore window for information on
restoring data to a server.

8e6 TecHNoLoGlEs, R3000 INTERNET FILTER User GuiDE 157



GLOBAL ADMINISTRATOR SECTION CHAPTER 1: SYSTEM SCREEN

158

Set up an R3000 to be a Target Server

An R3000 configured to be a target server will receive
profile/library setting changes from the source server only.

& WARNING: If an R3000 server is set up in the Target mode with a
NAT device between the target and source server, be sure that
ports 26262 and 26268 are open on the target server. This setup
is required so that the target server can communicate with the

source server.

For the Target mode setting:

1. In the Mode frame, click “Target” to display the Target

mode view:

= HOME SYSTEM GROUP LIBRARY REPORTING HELF QUIT .

ﬁ System
Cortral
Metwork
Administrator
Secure Logon
Diagnostics
Blert

BackupRestore

Reset

SMMP

Harchweare Failure Detection
Custamization

Guota Setting

K1 I—

Setup
System=Synchronization=Setup

Current Mode: Target
Mode

¢ Stand Alone  ( Source (% Target
Selective Synchronization: & 21 Liorary
¥ Upstream Failover Detect

IP to Send

20010101 33 'I

Source IP
Current Source IP: 200_10_100.75

Source P Change Source

Test Source

Fig. 2:1-60 Setup window, Target mode

Syne Al Apply |

In the IP to Send frame, the LAN1 and LAN2 IP
addresses set up in the LAN Settings window on this
server display in the IP to Send pull-down menu.
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2. In the Source IP frame, enter the Source IP address to
use for sending profile/library setting changes to this
server being configured.

NOTE: If a source server is set up with a NAT device, the NAT IP
address must be used instead of the source server’s own IP
address.

3. Click Test Source to open an alert box that provides the
server mode status for the IP address you entered.

4. Click OK to close the alert box, and make any adjust-
ments, if necessary.

5. After validating the source IP address, click Change
Source to display this IP address in the Current Source
IP display field.

6. Click Apply after all settings have been made.

NOTE: This test only verifies whether this server can contact the
source server. In order for synchronization to be operable on the
network, the source server must also be able to contact this
target server being configured.
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Status window

The Status window displays when Status is selected from
the Synchronization menu. This menu selection is available
only if this server currently being configured is either set up
in the Source mode or Target mode.

If set up in the Source mode, this window is used for veri-
fying that profile updates are being sent to the target
server(s), as in the example below:

HOME | SYSTEM  GROUP | LIBRARY | REPORTING |~ HELF — QuUIT ==
[
S system Status

Cantral System>Synchronization>Status
- titwark Targetis) Status
Aclministrator
R3000 System Time: 2006(07] 13 09:29:22 PDT -0700
-Secure Lagon
- Diaghostics P Location I Sync Stetus Last Sync Date Current Gueue History
- 2001010133 |Orange . FALLT Details Details
- 00.11.40.30 Anaheim ® SYNCING |2006/07/13 08:49%:43 Details Details
- hiode 502533102 |Brea @ Ok 2006/07/13 083328 Detailz Details
Authertication
- MIC Made
-BackupRestore
Reset
- Radius Authentication Setting
- EMMP
-~ Hardwrare Failure Detection
¥ Strikes Blocking
--WWarn Option Setting
- Customization
CMC Managemert d I 'I
-Euota Setting [r—

L1 |
Fig. 2:1-61 Status window, Source mode

If set up in the Target mode, this window is used for verifying
that profile/library setting updates are being received from
the source server.
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View the Sync Status of Targets from the Source

If the server is set up in the Source mode, the R3000
System Time displays at the top of the Target(s) Status
frame. This is the current date and time from the R3000
server—using the YYYY/MM/DD and HH:MM:SS format—
and includes the UTC code for the time zone.

For each target server, the grid displays the IP address,
Location, and Sync Status ("OK" if the target server can be
accessed by the source server, "SYNCING" if synchroniza-
tion is occurring, and "FAULT" if the target server cannot be
reached or if there is a problem with synchronization). The
Last Sync Date column displays the date and time synchro-
nization last occurred for the target server.

@ TIPS: The order in which columns display in the grid can be
changed by clicking the column header and sliding the column to
another position in the grid.

To change the sort order, click the header of a column. All rows
will sort in descending order by that column.

If text in any column displays truncated—followed by ellipses
(...)—place the cursor over the beginning or ending of the column
header. When the <—> character displays in place of the cursor,
you can expand the width of the column. You also can use the
scrollbar beneath the grid to view information to the right of the
last column.
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View Items in the Queue

If a “FAULT” message displays in the Sync Status column
for a target server, items still remain in the queue, waiting to
be synced.

To view items in the queue for a specified target server:

1. In the Current Queue column for that server, click Details
to open the Queue of Target pop-up window:

4. Queue of Target 100.11.40.30 x|
Queue
zrAocalizhadow libraryicustom_urBEBEEE wid d

stlocalizhadowlibraryicustom_uriCHAICHAD url
srlocalizhadowlibraryicustom_uriCOTTONAC OTTON Ul
zrAocalizhadowlibraryicustom_urlMDTESTMDTEST url

srlocalizhadow libraryicustom_ur A IDEMIDE key

srlocalizhadow libraryicustom_ur A IDEMIDE . sewe

zrAocalizhadowe libraryicustom_url W IDEMIDE url
srlocalizhadowlibraryicustom_url A IDEMIDE . wld
srlocalizhadowlibraryicustom_ul TESTURLTESTURL url
zrAocalizhadowelibraryicustom_url TESTURLITESTURL key
srlocalizhadow ibraryicustom_url TESTURLTESTURL sl
srlocalizhadow libraryicustom_urlTOMODACTOMODAC url
zrAocalizhadowelibraryicustom_urlTOMODACTOMODAL key
srlocalizhadowlibraryicustom_urUJRLKEY 20URLKEY 2 key
srlocalizhadowlibraryicustom_urlXCVSDARMCY SDAR key
zrlocalizhadow s yncHE 20071220 150500

srlocalishadow izync/HE. 20071 220 151000

srlocalizhadow izync/HE. 20071 220 151500
zrilocalizhadowigtoheateclient. conf -
1] | »

Close |

IJava Applet 'Window

Fig. 2:1-62 Queue of Target pop-up window

2. Click Close to close the pop-up window.
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View Items Previously Synced to the Server

To view items previously synced to a specified target server:

1. Inthe History column for that server, click Details to open
the History of Target pop-up window.

2. Select the maximum Last Number of Lines from the
pull-down menu (100, 200, 300, 400, 500) for the most
recent synchronization history that you wish to view.

3. Click View to display lines of items in the History Log:
x|
History Log

Last Number of Lines m Wiew

2008/01./04 15:00:00; Sync successfully, FILEusrilocalishadow fsync/MHB 20080104 150000 ;I
2008/01/04 15:05:01; Sync successfully, FILEusrilocalishadow fsync/MHB 20080104 150501
2008/01/04 15:09:59; Sync successfully, FILE usrlocalishadow isync/HB 20080104 150359
2008/01/04 15:15:00; Sync successfully, FILE ustlocalishadow isync/HB 20080104 151500
20080104 151959, Sync successfully, FILE ustlocalishadow isync/HEB 20080104 151959
20080104 15:25:00; Sync successfully, FILE ustlocalishadow isync/HEB 20080104 152500
2008/0104 15:30:00; Sync successiully, FILE: ustlocalishadowyisync/HE 20080104 1 53000
2008/0104 15:35:00; Sync successiully, FILE: ustlocalishadow isync/HE 20080104 1 53500
20080104 15:40:00; Sync successfully, FILE usrlocalizhadow isync/HE 20080104 1 54000
2008/01/04 15:45:00;, Sync successfully, FILE:usrilocalishadow fsync/MHB 20080104 154500
2008/01/04 15:49:59; Sync successfully, FILE ustlocalishadow isync/HB 20080104 154359
2008/01/04 15:55:00; Sync successfully, FILE usrlocalishadow isync/HB 20080104 155500
20080104 16:00:01; Syne successfully; FILE: usrilocalizshadow isyncHB 20080104 180001
20080104 16:05:00; Sync successfully, FILE ustlocalishadow isync/HE 20080104 1 80500
20080104 16:10:01; Sync successiully; FILE: ustlocalishadow isyncHB 20080104 161001
20080104 16:15:00; Svnc successiully F\LE:.ll.lsr.'loclalrshaduwrsvmcmﬁ.200501 04 161500 =
»

1
Close |

IJava Applet Window

Fig. 2:1-63 History of Target pop-up window
4. Click Close to close the pop-up window.
Place Items in Queue for Syncing

To place new sync items in queue for the target server(s),
click Test Sync.
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View the Sync Status of the Target Server

If the server is set up in the Target mode, the R3000 System
Time displays above the Target Sync Status frame. This is
the current date and time from the R3000 server—using the
YYYY/MM/DD and HH:MM:SS format—and includes the
UTC code for the time zone.

B HOME S¥STEM GROUP LIBRARY REFORTING HELF auir

=]
B system Status
artrel System>Synchronization>Status
- Metwork
- Soiministrator R:3000 System Time 2006/07§13 09:31:43 POT -0700
-Secure Logon
Disgrostics Target Sync Status
slert Source P 2004010175
- Patch
&&= nchron )
Mo Connection Status @ ox
- MIC Made
- BackupRestare Last Successful Syhc 2006/07§13 08:33:28
Reset
- SNMP Histary Log {0} Detalls |
-~Hardware Failure Detection
- Cugtomization
Quata Setting
O T

Fig. 2:1-64 Status window, Target mode
The Target Sync Status frame includes the following infor-
mation:

* Source IP - The IP address of the source server
displays.

» Connection Status - “OK” or “FAULT” displays, indi-
cating whether or not there is a connection to the source
server.
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» Last Successful Sync - The date and time of the last
successful synchronization displays, using the YYYY/
MM/DD and HH:MM:SS format.

* History Log - Click the Details button to open the
History of Target pop-up window. See View ltems Previ-
ously Synced to the Server in this section for information
on accessing and viewing the contents of this window.

8e6 TecHNoLoGlEs, R3000 INTERNET FILTER User GuiDE 165



GLOBAL ADMINISTRATOR SECTION CHAPTER 1: SYSTEM SCREEN

166

Mode

Mode includes options for configuring the R3000 to filter the
network. Click the Mode link to view a menu of sub-topics:
Operation Mode and Proxy Environment Settings.

 HOME | SYSTEM  GROUP | LIBRARY | REPORTING | HELP | QUIT —

& system
-Contral
- Metwork,

Adrministratar SYSTEM -

-Secure Logon

- Diaghostics Display Help Topics for the System section
Alert
Patch The Systermn section is comprised ofwindows used by the global administeator to
configure and rmaintain the R3000 server to authenticate users, and to filter, log, ar
hinck specified Internet content for each user based on an applied filtering profile.

-Synchronization

__:E“::( Prosxy Environment Settings rain topics displays inthe navigation panel at the left ofthe screen. Main
===t this section include the following: Contral settings, MNetwork settings,

2acgpmw°re Adrministrator account information, Diagnostics, Alert setup, Patch procedures,
- Res

Synchronization, Operation Mode, Authentication settings, NIC Mode, BackupiRestore
Radius Authertication Seig,y operations, Reset settings, Radius Authentication Settings, SMMP, Hardware Failure

- SNMP Dretection ffor RA000H units only, ¥ Strikes Blocking, ¥Warn Option Setting, and
- Hardware Failure Detectiv,, Customization. RMOTE: Ifthe synchranization feature is used and an R3000 is setup
¥ Strikes Blocking inthe Target mode to synchronize both profile and likrary setting changes, the
--Warn Option Setting following features will not be available: Authentication, Radius Authentication
--Custamization Settings, X Strikes Blocking, or'varm Option Setting topics and any associated
- ChiC Managemert sub-topics
Quata Setting

Click your selection to choose a main topic from this list, orto view a menu of
sub-topics, if applicable. When a topic or sub-topic is selected, the designated
window for that topic or sub-topic displays in the right panel.

Forhelp in any window, rouse-over the "?" symbal toview infarrn ation about that
window, or press F1. Press FA to refresh the console

For additional information about this current section of the console, click the link
heneath the Systern banner to view Help Topics.

ll Ll '_Fo _nawgate_lo anmh_er sec_tion of_the console‘_c_l_ickt_he_ buﬂon gtthe top qfthe screen Ll
Fig. 2:1-65 System screen, Mode menu
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Operation Mode window

The Operation Mode window displays when Operation
Mode is selected from the Mode menu. This window is used
for specifying the operational mode the R3000 will use to
filter the network, and the settings the R3000 will use for
“listening to” traffic and sending traffic. This window is also
used for configuring an R3000 to perform other operational
capacities. As a mobile R3000 server, the R3000 filters end
users whose machines are not located in house. As an
ICAP server, the R3000 off-loads specific content normally
handled by an R3000, such as filtering.

i HOME SYSTEM GROUFR LIBRARY REPORTING HELF QuIT —

B ;
& system Operation Mode
~-Cortrol System>Mode>Operation Mode
- Network Mode
Aclministrator
- Secure Logon & Irvisiole € Router 0 Firewall ' Mobile (7 1C2P
- Disgnostics
Alert Listening Device Block Page Device
-~ Patch

chronization Device |Lant = I Device to send block page |LANZ * I
de

- duthentication

Block Page Delivery Method

MIC Morle
- BackupRestore Protocol Methods:
- Reset (¥ Send Block Page via ARP Table ¢ Send Block to Specified Host MAC Address
-Radius Authertication Sefting Elock Pags Route T
- SPIMP oCH ‘age route Too
Hardware Failure Detection @ Detaul Gatzway

-3 Strikes Blocking

~yarn Option Setting € Aternate P Address [

Custamization

O Management Currert MAC Sddress 00021604 5200
- izuota Setting
Apphy
L |

Fig. 2:1-66 Operation Mode window
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Set the Operation Mode

A

The default Mode setting is “Invisible”. To change this
setting, click the radio button corresponding to “Router”,
“Firewall”, “Mobile”, or “ICAP”—either of the latter two
settings indicates this R3000 will function in a capacity other
than filtering users on the network.

WARNING: If using the router or firewall mode, 8e6 recommends
contacting one of our solutions engineers if you need any assis-
tance with setup procedures.

Specify the Listening Device

In the Listening Device frame, select the default listening
Device for the selected mode: “LAN1” or “LAN2".

If using the invisible mode, “LAN1” displays by default. If
using the router or firewall mode, you may need to select the
network card that will be used to “listen to’—as opposed to
“send”—traffic on the network.

Specify the Block Page Device

%

In the Block Page Device frame, “LAN2” displays as the
default device for sending block pages to client PCs in the
invisible mode.

TIP: For the invisible mode, the block page device should be a
different device than the one selected in the Listening Device
frame. For the router and firewall modes, the device should be
the same as the one selected in the Listening Device frame.

If using the router or firewall mode, at the Device to send
block page pull-down menu, you may need to choose the
network card that will be used to send the block page to
client PCs.

NOTES: After making all selections in this window, click Apply.

The LAN IP address saved for the Device to send block page will
display in the IP field at the bottom of the Administrator console.
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Invisible Option: Specify the Block Page Delivery

The Block Page Delivery Method frame displays if the Invis-
ible operation mode is selected. Specify the block page
delivery method by making the following selection(s):

Choose from either of the two Protocol Methods:

» “Send Block Page via ARP Table” - this option uses the
Address Resolution Protocol method to find the best
possible destination MAC address of a specified host,
usually the R3000 gateway.

+ “Send Block to Specified Host MAC Address” - using this
preferred method, the block page will always be sent to
the MAC address of a specified host, usually the R3000
gateway.

Using this option, choose from either of the two Block
Page Route To selections:

» “Default Gateway” - this option indicates that the
default gateway on your network will be used for
sending block pages. If the invisible mode is selected,
“‘Default Gateway” displays by default as the Block
Page Route To selection.

» “Alternate IP Address” - this option should be used if
block pages are not being served.

Enter the IP address of the router or device that will
serve block pages.

NOTES: The Current MAC Address displays if there is a resolu-
tion between the IP address and the MAC address of the router
or device used for serving block pages.

If an Alternate IP Address is used, that address must be resolved
with the MAC address in order for block pages to be served to
client PCs.
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Mobile Option: Specify the Mobile Client Control

The Mobile Client Control frame displays if the Mobile oper-
ation mode is selected. This option should be used if this
R3000 is designated to filter end user workstations physi-
cally located outside of the organization.

NOTE: See Appendix E: 8e6 Mobile Client for information on
setting up and using the 8e6 Mobile Client.

ICAP Option: Specify ICAP Server Settings

The ICAP Server Settings frame displays if the ICAP opera-
tion mode is selected. This option should be used if this
R3000 is designated to function with an Internet Content
Adaptation Protocol (ICAP) server to off-load specific
content normally processed by the R3000, such as Internet
filtering.

With an ICAP server, the R3000 will not capture any
network packets but will solely work with ICAP requests
from an ICAP client (proxy server). When an end user
makes a request for Internet content, this request is routed
to the proxy server, which then submits the request to the
ICAP server. The ICAP server sends back a response to the
proxy server—which may send the request to the original
R3000 server in some network setups, and then return a
response to the proxy server. Based on the end user's
filtering profile, the proxy server either fulfills the request or
returns a block page.

The ICAP Server Settings frame is used for configuring
options response settings for the ICAP R3000 server:

1. In the ISTAG field, enter the ISTag (ICAP Service Tag)
which is a 128-maximum alphanumeric quoted string of
data (including quotation marks but never the null char-
acter) used in the options response-header field. This tag
provides a way for ICAP servers to send a service-
specific “cookie” to ICAP clients so that the ICAP server
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can communicate with the ICAP client. For example:
"835nb0-20a5-3e52671"

2. In the URI field, enter the Uniform Resource Identifier
that must specify the complete hostname and path of the
resource being requested. For example: icap://
icap.logo.com:1344/services/icap-services

NOTE: This string must match what is set up on the ICAP server
in order for the ICAP client's request to be accepted by the ICAP
server.

3. In the Max Connections (4-150) field, enter the
maximum connections the ICAP server will allow for
ICAP clients. By default, 30 displays.

4. In the Options TTL in Sections (0-86400) field, enter
the time (in seconds) in which the options response is
valid. By default, 3600 displays.

5. In the Preview Bytes (0-4096) field, enter the number of
bytes to be included in the response header to be sent by
the ICAP client for preview by the ICAP server, before the
entire request is submitted to the ICAP server. By default,
1024 displays.

6. In the Port field, enter the port number to be used by the
ICAP server. By default, this port number is 7344.

NOTE: The port number must be the same one entered for the
URI.

& WARNING: Go to http://www.marshal8e6.com/software/8e6/
hip/r3000help/files/1system_opmode_icap.html to review a
list of items to be considered when using the ICAP mode.

Apply Operation Mode Settings
Click Apply to apply your settings in the Mode frame.
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Proxy Environment Settings window

The Proxy Environment Settings window displays when
Proxy Environment Settings is selected from the Mode
menu. This window is used for specifying whether the
R3000 is in a proxy environment, and if the default Web
server port number 80 will be enabled.

HOME SYSTEM GROUP LIBRARY REFORTING HELF QuIT )

-BackupRestore

Reset
- Radius Authentication Setting
- EMMP

Harchware Failure Detection
-3 Strikes Blocking
- WWarn Option Setting
-Customization

CMC Managemert
-guota Setting

I [ T

ﬁ System H 1
= 2 ‘ Proxy Environment Settings
”Ec'g'tm " System>Mode>Proxy Environment Settings
iRt Proxy Setting
Administrator
-+-SecUre Lagon  on & OFf
- Disgnostics
Alert Apply |
Patch Proxy Port 80 Setting
-Synchronization
" Enable (% Disable
- thertication
-NIC Mode Apply |

Fig. 2:1-67 Proxy Environment Settings window

NOTE: Basic Proxy Authentication must be used if using HTTPS
in a proxy environment. The R3000 has been tested with ISA,
Blue Coat, and Squid proxies.
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Use a Local Proxy Server

In the Proxy Setting frame, the default setting is “Off”. To
specify that a local proxy server is used in the environment:

1. Click the “On” radio button. This selection indicates that
the R3000 will perform a reverse lookup on packets to
detect the source address and origin of packets.

2. Click Apply to apply your setting.
Use Proxy Port 80

In the Proxy Port 80 Setting frame, the default setting is
“Disable”. To specify that the public proxy server will
channel “https” traffic through Port 80:

1. Click the radio button corresponding to “Enable”.

2. Click Apply to apply your setting.
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Authentication

Authentication includes options for configuring the R3000 to
authenticate and re-authenticate users on the network.
Click the Authentication link to view a menu of sub-topics:
Enable/Disable Authentication, Authentication Settings, and
Authentication SSL Certificate.

HOME SYSTEM GROUP LIBRARY REFORTING HELF QuIT

& system

--Control e

--Metwork >

administratar SYSTEM .‘ -

---Secure Logon

--Diagnostics
Alert

--Pakch The System section is comprised of windows used by the alobal administrator to =

- Gynchronization configure and rairtain the R3000 serer to authenticate users, and to filter, [og, o

hlock specified Internet content for each user based on an applied filtering profile.

Display Help Topics for the System section

catio s displays in the navigation panel atthe left ofthe screen. Main
tion Settings ion include the following: Control settings, Metwork settings,

--BackupjRestore  Authentica ! ’
ount inforrnation, Diagnostics, Alet setup, Pateh procedures,

et raeenteation 35 Certfiate [opsration Wods, Authentication sattings, NIC trode, Backup/Restore
P =l | operations, Reset settings, Radius Authentication Seftings, SMMP, Hardware Failure
Detection (for RF000H units only, X Strikes Blacking, Warn Optian Setting, and
Hardwars Failure Detection Customization. NOTE: Ifthe synchronization feature is used and an R3000 is setup
3 Strikes Blocking in the Target mode to synchronize both profile and library setting changes, the
- ¥aErn Option Setting following features will not he available: Authentication, Radius Authentication
~Customization Settings, X Strikes Blocking, orWarn Option Setting topics and any associatad
CMC Managemert sub-topics.
-Quota Setting

Clickyour selection to choose a rain topic fram this list, or to view a rmenu of
sub-topics, if applicahle. YWhen a topic or sub-topic is selected, the designated
window for that topic or sub-topic displays in the right panel

For help in any window, mouse-over the " symbaol to view information about that
wincow, of press F1. Press P4 to refresh the consale.

Far additiohal inforration about this current section ofthe console, click the link
beneath the System banner to view Help Topics.

4 ] Ta navigate 1o another section of the console, click the butian at the top ofthe screen [

Fig. 2:1-68 System screen, Authentication menu

NOTES: Information about these sub-topics can be found in the
R3000 Authentication User Guide.

The Authentication topic and sub-topics do not display if the
synchronization feature is used, and this server being configured
is set up in the Target mode to synchronize both profile and
library setting changes.
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NIC Mode

NIC Mode window

The NIC Mode window displays when NIC Mode is selected
from the navigation panel. This window lets you specify the
speed for the R3000’s Network Interface Card settings so

that the R3000 can communicate with the network switch or

hub.
— HOME | SYSTEM  GROUP | LIBRARY | REPORTING = HELF — QUIT ===
=
B system NIC Mode
"'E;”“D' ) System>NIC Mode
e LAN1 - Interface: Up - Link: Down

- Administrator

--Secure Logan

- Disgnostics
Blert

~Patch

- Synchronization
Macle

--Authertication

-BackupRestore

Reset
- Radius Authentication Setting
- EMMP

Harchware Failure Detection
-3 Strikes Blocking
- Warn Option Setting
-Customization

CMC Managemert
-guota Setting

O I—

7 10baseT-Ful Duplex

 100beseT-Full Duplex
& Auto

LAN? - Interface: Up
€ AihaseT-Full Duplex

 100baseT-Full Duplex
@ suto

Fig. 2:1-69 NIC Mode window

7 10baseT-Half Duplex

7 100baseT-Half Duplex

- Link: Up
€ 1haseT-Half Duplex

 100baseT-Half Duplex

“igww MIC Megatiation | Apply I

By default the NIC mode for LAN1 and LANZ2 is set to “Auto”.
The auto-negotiation setting indicates that both connected
devices will negotiate the fastest possible commonly shared

speed.

NOTE: The options available in this window depend on the hard-

ware components installed for the R3000 unit.
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View the NIC Negotiation

To verify or correct the negotiation for a NIC, click View NIC
Negotiation to open a window containing results from the
mii-tool and the ethtool about the status of the NIC mode(s):

NIC Megotiation x|
-

L&N1: na link

LANZ: negatisted 100baseTx-FD link ok

Funning ethitool...

Settings for LANT

Supported ports: [ TP MI]

Supported ink modes:  10baseTHalf 10baseTFul
100baseTHalf 100bazeTFul

Supports auto-negatistion: Yes

Advertized link modes: 10baseTHalf 10bazeTFul
100baseTHalf 100bazeTFul

Advertized auto-negotistion: Yes

Speed: 10Mbis

Duplex: Half

Fort: il

PHY&D: 1

Transceiver: internal

Auto-negotistion: on

Supports Wake-on: g

‘Wiake-on: g

Current message level: 0:x00000007 (71 fray

Link detected: na

Settings for LANZ.

Supported ports: [ TP MI]

Supported ink modes:  10baseTHalf 10baseTFul
100baseTHalf 100bazeTFul

Supports auto-negatistion: Yes

Advertized link modes: 10baseTHalf 10bazeTFul

100baseTHalf 100bazeTFul j

Java Applet Window

Fig. 2:1-70 NIC Negotiation window

Mii-tool checks or sets the status of a network interface's
Media Independent Interface (MIl) unit. Ethtool is a diag-
nostic and tuning tool that examines and tunes the NIC.
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Modify the NIC Mode Setting

& WARNING: If changing the NIC mode, be sure the hub/switch to
which the R3000 is connected will support the selected NIC
mode. An incorrect setting may prevent you from accessing the
R3000 console.

To modify the NIC setting, in the LAN1 or LANZ2 frame:

1. Click the radio button for the available option you wish to
select: 10baseT-Full Duplex, 10baseT-Half Duplex,
100baseT- Full Duplex, 100baseT-Half Duplex, or
1000baseT-Full Duplex, if available on your R3000
model (see NIC Mode Speeds Chart).

2. Click Apply to activate the new NIC mode setting.

NOTE: The status (Up or Down) of the Interface displays to the
right of the LAN1 and LANZ2 labels. For an Interface with an “Up”
status, the Link status (Up or Down) displays to the right of the
Interface status.
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NIC Mode Speeds Chart

Below are charts of NIC speeds for various R3000 models:

Year 2008 Models | LAN1 LAN2
R3000 HL platform 10, 100, 1000 10, 100, 1000
R3000 SL platform 10, 100, 1000 10, 100, 1000
R3000 MSA platform 10, 100, 1000 10, 100, 1000
(includes R3000IR)

Pre-2008 Models LAN1 LAN2
Standard R3000 10, 100 10, 100
R3000M 10, 100 10, 100
R3000G 10, 100, 1000 10, 100, 1000
R3000S 10, 100, 1000 10, 100, 1000
R3000H 10, 100, 1000 10, 100, 1000
R3000MSA (mini tower) | 10, 100, 1000 10, 100
R3000MSA (1U) 10, 100, 1000 10, 100, 1000
R3000IR (1U) 10, 100, 1000 10, 100, 1000
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Backup/Restore

Backup/Restore window

The Backup/Restore window displays when Backup/
Restore is selected from the navigation panel. This window
is used for saving configuration settings and/or custom
library additions/deletions on or off the server, and for
restoring these settings/modifications later, if necessary.

— HOME SYSTEM GROUP LIBRARY REPORTING HELF QUIT m—
=]
8 system BackupiRestore
::E:E'::ﬂk System>Backup/Restore
Administrator Backup
--Sacure Lagon Backup Options: [ Configuration [ Library
--Diagnostics
-dlert Restore
Patch Backup Configurations
- Synchronization Date Filename: Contert Comrment
- Mode Jun 28, 2004 (0628041459, tar.gz |CONFIG_AND_LIBRARY Backup on 06/28j04 2:59 pm
Authertication 7, 2004 070704kar.ge|CONFIG_AND_LIERARY Backup on 07,07/04
" TIC Mode ul 12, 2004 (070504, kar gz CONFIG_AND_LIERARY Backup on 07/12j04
g ckup/Restore Mo 5, 2004 1.5.0_bl7.tar.gz  |CONFIG_AND_LIBRARY Backup on 11/05/0+4
- Reset un 2, 2005 1.7.00_bi.tar.gz|CONFIG_AND_LIERARY Back up on 08/0Zj05
Radius Authentication Settin | 1, 7 “onge 1.5.00_bl11.tar gz |[CONFIG_AND_LIERARY Backup on 11/08/05
- SHMP ’ ) Diec 22, 2005 1.5.00_bl13.tar gz |CONFIG_AND_LIERARY Backup on 12/22/05
- Hardware Failure Dietection Jul 7, 2006 1.10.00_bI19.tar.gz|CONFIG_AND_LIBRARY Eackup on 07/07/06
¥, Strikes Blocking
- WWarn Option Setting
- Customization
-ChiC Managemert
Quata Setting
1| f ol
Upload | Download Restore Delete Refresh I Log |
K1 — |

Fig. 2:1-71 Backup/Restore window
& WARNING: A backup should be created and downloaded off the

R3000 server whenever a change is made to filtering settings on
the R3000 server.
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For each backup configuration created or uploaded via this
window, a row is added to the Backup Configurations grid in
the Restore frame. The newly added row includes the
following information: Date the backup was executed, File-
name of the backup file, general information about the
Content of the file, and a Comment about the file.

TIPS: The order in which columns display in the grid can be
changed by clicking the column header and sliding the column to
another position in the grid.

To change the sort order, click the header of a column. All rows
will sort in order by that column.

If text in any column displays truncated—followed by ellipses
(...)—place the cursor over the beginning or ending of the column
header. When the <—> character displays in place of the cursor,
you can expand the width of the column. You also can use the
scrollbar beneath the grid to view information to the right of the
last column.

Backup Procedures

8e6 recommends performing backup procedures whenever
changes are made to system configurations or to library
configurations. By creating backup files and saving these
files off the R3000 server, prior server settings can later be
retrieved and uploaded to the R3000 in the event that
current settings are incorrect, or if you wish to revert to
settings from a previous backup. Additionally, backup files
are useful if the current server fails. These backup files can
be uploaded to a new server, eliminating the need to re-
enter the same settings from the old R3000 in the console of
the new R3000.

NOTE: See Server Maintenance Procedures from the Introduc-
tory Section’s Chapter 3: Synchronizing Multiple Units, for an
overview on establishing backup procedures when using more
than one R3000 unit on the network.
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Perform a Backup

To back up configuration and/or library modifications:

1. In the Backup frame, click the Configuration and/or
Library checkbox(es) as appropriate.

2. Click Backup to open the R3000 Backup dialog box:

i
Filename I

Comment |
oK | cancel |

IJava Applet ‘Window

Fig. 2:1-72 R3000 Backup dialog box

3. Type in the Filename for the backup file.
4. Type in a descriptive Comment about that file.

5. Click OK to close the dialog box, and to open the Wait
alert box that informs you it may take some time to back
up configurations, based on the amount of data to be
saved.

6. Click OK to close the Wait alert box. After configurations
have been successfully saved, the Message alert box
opens to display a confirmation message.

7. Click OK to close the Message alert box, and to add a
new row to the Backup Configurations grid for that file.

NOTE: Once the file is added to the grid, it can be downloaded
and saved on another machine, if necessary.
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Download a File

To download a file to your machine:
1. Select the file from the Backup Configurations grid.

2. Click Download to open the alert box containing a
message on how to download the log file to your worksta-
tion, if using Windows XP.

3. Click OK to close the alert box.
In the File Download dialog box that opens, click Save:

File Download x|
Some files can harm your computer. If the file information below
looks suspicious, or you do not fully tust the source, do not open or

save this file,

File name: 1.10.00_bl3 tar gz
File type:  WirZip File:
From: 2001010075

‘wiould you liks ta open th file or save it to your computer?

pen | [ Save | Concel | Moelnno |

[V Always ask before apening tis tpe of file

Fig. 2:1-73 File Download box

This action opens the Save As window:

savens 2%
Savein: |3 _misc x| =@k E-

| specifications

Fie name: {[T70.00 MG ter o =l Save |
B Save as ype: [winzip Fiie = Cancel
2|

Fig. 2:1-74 Save As pop-up window
4. Find the folder in which to save the file, and then click

Save to begin downloading the “.gz” file to your worksta-
tion.
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After the file has completely downloaded, the Download
complete dialog box opens:

i
[a

- Download Complete
Saved:
1.10.00_bi 9.tar.gz from 200.10.100.75
AEEEEEENENNENENEENENENNENENENNENNENNNNENENN
Downloaded: J2B KB in5 sec
Download ta: H:\_products'r30...%1.10.00_bl19 tar. gz
Transfer rate: Ef £ KB/Sen

[~ Close this dialog bax when download completes

Open | Open Folder I Close I

Fig. 2:1-75 Download complete box

You can now open this file, open the folder where the file
was saved, or close this dialog box.
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Perform a Restoration

To restore backup data to the server, the backup file must be
listed in the Backup Configurations grid, and the restoration
function must be executed. If the backup file is not included
in the Backup Configurations grid, you must upload it to the

server.

m WARNING: Be sure the file you are restoring uses the same
version of the software currently used by the R3000 Administrator
console. Refer to the Local Patch window for available updates to
the R3000’s software. (See the Local Patch window for more

information about software updates.)

Upload a File to the Server

To upload a .gzip file to the server:

1. Click Upload to open the Upload Backup GZIP File pop-

up window:

File Edit Wiew Favortes Tools Help

ek - o= - @ [A | Qoearch [Favorites @redn 8 | By

/2 Upload Backup GZIP File - Microsaft Internet Explare ] 53

| Address [] http://200.10,100,75:66/servletfcom.r3000.server servlets. ¥ | ¥Ga HLunks ”|

=l
Upload Backup GZIP File
File Browse Upload File
Cormment |
Type CONFIG_ONLY -
-

[&] Upload Backup GZIF Fils [ [ [ mtemet

A

Fig. 2:1-76 Upload GZIP File pop-up window
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2. Click Browse to open the Choose file window:

2
Laok i Ia_misc ﬂ - £ BB

| specifications @'rSDDDfmtcwsr.]pg
@Llu.ﬂﬂfbllg.tar.gz ﬁrSUUUfrntcover.pdf
@emergencyl_lpdata.zwp @update.zip
@pat:hUpdate.zip

R3EIEIEI Presentation 11.03.03.ppt

B r3000authback. jpg

rBDDDauthback‘de
B{ r3000authfrat.jpg
T [Elranonauthfrnt.pdf
B{ r3000backcover.jpg
rSDDDbackcover.pdf

Open I
Cancel |

7

File name: I .10.00_bI19.tar. gz]

EINEN

" Flles of ype: IA\I Files [%]

Fig. 2:1-77 Choose file window

3. Select the file to be uploaded. After the file is selected,
the Choose file window closes.

4. In the pop-up window, type in a Comment about the file.

5. Select the Type of file to be uploaded (CONFIG_ONLY,
LIBRARY_ONLY, or both CONFIG_AND_LIBRARY).

6. Click Upload File to upload this file to the server. If the
file is successfully uploaded, the pop-up window’s
banner name says: “Upload Successful.” After a few
seconds, the pop-up window closes.

7. Click Refresh to display a new row for the uploaded file
in the Backup Configurations grid.

Restore Configurations to the Server

To restore configurations or library modifications from a
previous backup:

1. Select the file from the Backup Configurations grid.

2. Click Restore to overwrite the current settings.
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Remove a Backup File

To remove a file from the Backup Configurations grid:
1. Select the file.
2. Click Delete.

View Backup and Restoration Details

To view details on backup and/or restoration activities:

1. Click Log to open the Backup/Restore Log pop-up box:

4 Backup/Restore Log x|
V29007 2:20 PM [Message]. ...adding files f. fusriocalishadow librarykeyurl properties j‘
29007 2:20 PM [Message] ...adding library: fist aryiirlisl
29007 2:20 PM [Message] ...adding i library: List aryiirlial
29007 2:20 PM [Message] ...adding i library: List aryLirlial
20007 2:20 PM [Message]: ...adding it lirary: List aryLriaL
12907 2:20 PM [Message]: .. adding ined library: Aisr arylurlisl
120/07 2:20 PM [Message]. . adding ined liorary: st aryirlisl
/207 220 PM [Message] . adding library: sy aryrisl
29007 2:20 PM [Message] ...adding library: fist aryiirlial
29007 2:20 PM [Message] ...adding library: fist aryiLirlic:
29007 2:20 PM [Message] ...adding i library: List Ayl
29007 2:20 PM [Message] ...adding i library: List ary il
20007 2:20 PM [Message]: ...adding it lirary: List Ay
12907 2:20 PM [Message]: .. adding ined library: Aisr arylurliv
120/07 2:20 PM [Message]. . adding ined liorary: st aryirlim
/207 220 PM [Message] . adding library: sy Ay
29007 2:20 PM [Message] ...adding library: fist ary il
29007 2:20 PM [Message] ...adding library: fist aryiLiliv
29007 2:20 PM [Message] ...adding i library: List Ayl
20007 2:20 PM [Message]: ...adding it lirary: List Ay
20007 2:20 PM [Message]: ...adding it lirary: List Ay
12907 2:20 PM [Message]: .. adding ined library: Aisr arylurlih
/29/07 220 PM [Message] . creating directory: MsrAocalishadow fiorary/oustom_urlit
/207 220 PM [Message] finish deleting temp files
V2907 2:20 PM [Message] ============== Backup Finished ===
-
1 | »
OK
|Java Applet Window

Fig. 2:1-78 Backup/Restore pop-up box

The pop-up box includes rows of data about backup and
restore processes performed via the Backup/Restore
window.

The following information displays for each row: the date
and time a process was attempted to be executed, and a
Message indicating whether that process succeeded or
failed.

2. Click OK to close the pop-up box.
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Reset

Reset window

The Reset window displays when Reset is selected from the
navigation panel. This window is used for resetting the
server back to the default settings when the box was first

acquired.
= HOME | SYSTEM = GROUF | LIBRARY | REPORTING | HELP | QUIT —|
(=
@ System Reset
Conitrol System>Reset

- Network
--dhdministrator
--Secure Logan

Reset to Manufacture Default

Warmning! When you ciick Reset, aif seitings made on the RI000 server will be removed and
the box will be restored to s origingl state. Any palches applied to the server subsequent io

--Disgniostics y - y :
Alert racelving this box will need fo be reappiied,

--Patch

---Synchronization
Mode

--Authentication

- MIC Made
Backup/Restare

- Radius Authentication Setting
- SHMP

Hardware Failure Detection
-3 Strikes Blocking
-Wyarn Option Setting
-Customization
-CMC Managemert

Quaota Setting

T —— |
Fig. 2:1-79 Reset window

& WARNING: When Reset is clicked, all settings made on the

R3000 server will be removed and the box will be restored to its
original state. Any software updates applied to the server subse-
quent to receiving this box will need to be reapplied.

Reset All Server Settings

Click Reset to reset the box to the original default settings.
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Radius Authentication Settings

Radius Authentication Settings window

The Radius Authentication Settings window displays when

Radius Authentication Settings is selected from the naviga-
tion panel. This window is used for controlling filtering levels
of dial-up users.

i HOME SYSTEM GROUP LIBRARY REPORTING HELF GUIT —

ﬁ System il i i i
= 2 Radius Authentication Settings
ontrol System>Radius Authentication Settings
- Metwork,
-fdministrator Radius Made & B © off
-Secure Logon
Diagnastics Radius Authentication Settings
--Alert
-Patch Radius Server 200.10.150.34
Synchronization Radius Port 1813
--Mode
---Authentication
NI Mode Byte Order Mode € Metwork Byte Order (3 Host Byte Crder
BackupfRestore Forward Mods & on o off

[~ Use R3000 1P as Source IP

} . Reply Made & on 0 Off

-Hardware Failure Detection
-3 Bhrikes Blocking Authenticated Phrase  |j3ibizSipZ0savafe
Warn Option Setting Copy Proxy State  on = Off

Custamization
-CMC Managemernt
-Quota Setting

2| | Apply

Fig. 2:1-80 Radius Authentication Settings window

NOTE: The Radius Authentication Settings topic does not display
if the synchronization feature is used, and this server being
configured is set up in the Target mode to synchronize both
profile and library setting changes.
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The Radius feature uses an external Radius accounting
server that determines which accounts will be filtered and
how they will be filtered. The user profile in the Radius
accounting server holds the filter definition for the user.

Depending on your network setup, there may be more than
one accounting server. Also there may be a client (Network
Access Server or proxy server) that sends accounting
request packets to the external Radius accounting server.

Enable Radius

The Radius Mode is “Off’ by default. To use Radius, click
the “On” radio button. This action displays the Radius
Authentication Settings frame.

Specify Radius Authentication Settings

1. In the Radius Server field, 7.2.3.9 displays by default.
Enter the IP address of the Radius accounting server.

2. In the Radius Port number field, 1813 displays by
default. Change this number only if the Radius
accounting server uses a different port number.

3. Inthe Byte Order Mode field, specify the format in which
bytes will be transferred:

* Click the radio button corresponding to Network Byte
Order to transfer the most significant byte first.

* Click the radio button corresponding to Host Byte
Order to use the byte order stored in the server (big
endian or little endian order).

NOTE: The byte order should match the setting on the Radius
accounting server.
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4. In the Forward Mode field, specify whether accounting
request packets will be delivered from the client (NAS or
proxy server) to the Radius accounting server.

To enable the Forward Mode option:

Click the “On” radio button. The NAS will forward
accounting request packets to the Radius accounting
server.

Check the box for Use R3000 IP as Source IP, if the IP
address of the R3000 server (LAN1 or LAN2) should
be used when forwarding packets instead of the IP
address of the NAS.

To disable the Forward Mode option, click the “Off” radio
button. This action causes the Use R3000 IP as Source
IP field to display greyed out.

5. In the Reply Mode field, specify whether the server that
sent a request should receive a response.

To enable the Reply Mode option:

Click the “On” radio button. A reply and accounting
response packet will be submitted to the sender (NAS
or Radius server).

Enter an Authenticated Phrase to be shared by the
Radius server and NAS.

At the Copy Proxy State field, click the “On” radio
button if you wish to copy the proxy state attribute to
the packet.

NOTE: The copy proxy state attribute will only be added to the
response packet if the Reply Mode is “On”. If the Radius
accounting server is in the Forward Mode and the Reply Mode is
“Off”, the copy proxy state attribute will be forwarded to the desti-
nation server but will not reply back to the client.

Apply Settings

Click Apply to save your settings.
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Disable Radius

To disable the Radius feature:
1. At the Radius Mode field, click the “Off” radio button.
2. Click Apply.
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SNMP

SNMP window

The SNMP window displays when SNMP is selected from
the navigation panel. This feature lets the global adminis-
trator use a third party Simple Network Management
Protocol (SNMP) product for monitoring and managing the
working status of the R3000's filtering on a network.

a HOME SYSTEM GROUP LIBRARY REPORTING HELF GUIT —

ﬁ Syskem SNMP
ontrol System>SHMP
+ Hetwork Monitoring Mode
--dhdministrator
- Eecure Logon Monitoring mode: On Enable | Disable
--Disgniostics
Alert Monitoring Settings
--Pakch . ) -
...Synchronization Community token For public access public
Made Access control list
--Authentication 10.20.20.73 Delete |
-+ MIC Made
---BackupjRestore 10.20.20.71
Reset
-Radius Authentication Setting
Hardware Failure Detection
- Strikes Blocking
-~ Warn Option Setting Enter new IF to add l— Add
-Customization
CMC Managemernt Save Changes Cancel
- Euota Setting
O I—

Fig. 2:1-81 SNMP window

The following aspects of the R3000 are monitored by
SNMP: data traffic sent/received by a NIC, CPU load
average at a given time interval, amount of free disk space
for each disk partition, time elapse since the box was last
rebooted, and the amount of memory currently in usage.
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Enable SNMP

The Monitoring mode is “Off” by default. To enable SNMP,
click Enable in the Monitoring Mode frame. As a result, all
elements in this window become activated.

Specify Monitoring Settings

Set up Community Token for Public Access

Enter the password to be used as the Community token
for public access. This is the password that the manage-
ment R3000 console would use when requesting access.

Create, Build the Access Conftrol List

1. In the Enter new IP to add field, enter the IP address of
an interface from/to which the SNMP should receive/
send data.

2. Click Add to include the entry in the Access control list
box.

Repeat steps 1 and 2 for each IP address to be included
in the list.

3. After all entries are made, click Save Changes.

Maintain the Access Control List

1. To remove one or more IP addresses from the list, select
each IP address from the Access control list, using the
Ctrl key for multiple selections.

2. Click Delete.
3. Click Save Changes.
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Hardware Failure Detection

Hardware Failure Detection window

If using an R3000 H, SL, or HL unit, the Hardware Failure
Detection window displays when Hardware Failure Detec-
tion is selected from the navigation panel. This feature
shows the status of each drive on the RAID server.

B HOME S¥STEM GROUP LIBRARY REFORTING HELF auir

= N .
O System Hardware Failure Detection
- Cortrol System>Hardware Failure Detection
Metwork
- dglninistrator HD 1: 0K
"'Sfacure L.ugun HD 2: FAIL
Disghostics
et
~Patch

-Synchronization
POWER
Macle: SUPFLES
-duthentication SYSTEM
NI Made O HERBOARD 1. Identify the failed drive based on the
BackupRestore information pravided on the GU|
- Reset

- Radius Authentication Setting

i

Replace the failed drive with your spare
replacement dive

o3

Click on the "Rebuild" button on the GUI

-3 Strikes Blocking

-Wfarn Option Setting COOLING FANS
Customization

-G Management |

-Quota Setting

.

To return a failed drive to Se6 or to order
additional replacement drives, please
call 8e6 Technical Support

HE @ HD @ Rebuild

K1 —
Fig. 2:1-82 Hardware Failure Detection window
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View the Status of the Hard Drives

The Hardware Failure Detection window displays the
current RAID Array Status for the two hard drives (HD 1, HD
2). If both hard drives are functioning without failure, the text
“OK” displays to the right of the hard drive number, and no
other text displays on the screen.

If any of the hard drives has failed, the message “FAIL”
displays to the right of the hard drive number, and instruc-
tions for replacing the hard drive display below:

1. Identify the failed drive based on the information
provided on the GUI

2. Replace the failed drive with your spare replacement
drive

3. Click on the “Rebuild” button on the GUI

4. To return a failed drive to 8e6 or to order additional
replacement drives, please call 8e6 Technical Support

NOTE: For information on troubleshooting RAID, refer to
Appendix G: RAID Maintenance.
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X Strikes Blocking

X Strikes Blocking window

The X Strikes Blocking window displays when X Strikes
Blocking is selected from the navigation panel. This feature
lets a global administrator set criteria for blocking a user's
access to “unacceptable” Internet sites and locking a user’s
workstation, after the user makes a specified (“X”) number
of attempts to such sites. “Unacceptable’ Internet sites”
pertain to sites included in categories that are blocked in a

user’s profile.

HOME SYSTEM GROUP LIBRARY REFORTING HELF QuIT

Administrator
--Secure Logan
--Diagnostics
--dlert
Patch
- Synchronization
- Mode
---uthentication
MIC Mode
- Backup/Restore
--Reset
Radius Authentication Setting
- SHMP
--Hardware Failure Detection
i cking
- WWarn Option Setting
- Customization
-CMC Managemert
Quata Setting

I [ T

ﬁ System

= Corfiguration I Email lert | Logan Accounts | Categeries
--Control
- Network Configuration

Systemn>X Strikes Blocking>Configur ation

Reset the ¥-Strike count upon authentication € On (8 OFf

Mazimum Strikes Before "Locking" the Workstation IS—
Time Span in Minutes ko Track the Mo. Strikes Within Category IS‘D—
Flood Tolerance Delay |4—
Specify the "Locked” Life Time (Measured in Minutes):
' Unlimited

¥ Defined 30

Specify a Redirect URL
% Default "Alternate” Locked Black Page

© CustomURL |

Reset Al Strikes | Unlack &ll Locks Save

Go bo ¥ Strikes Unlock Workstation GUL

Fig. 2:1-83 X Strikes Blocking window, Configuration tab
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NOTES: The X Strikes Blocking topic does not display if the
synchronization feature is used, and this server being configured
is set up in the Target mode to synchronize both profile and
library setting changes.

X Strikes Blocking settings are effective only for filtering profiles
with the X Strikes Blocking filter option enabled. (See Filter
Options in the Group screen section for information on setting up
the X Strikes Blocking filter option.)

Configuration

Set up Blocking Criteria

1. AtReset the X-Strike count upon authentication, “Off”
is selected by default. To have all strikes reset before an
end user is authenticated, click “On”.

2. Enter the Maximum Strikes Before “Locking” the
Workstation. This is the number of attempts a user can
make to access an unacceptable site before that user is
prevented from using the Internet. The default is 5, and
the maximum limit is 1000.

3. Enter the Time Span in Minutes to Track the No. of
Strikes Within Category. This is the amount of time
between a given user's first strike and the strike that will
lock out that user from his/her Internet access. The
default setting is 5, and the maximum limit is 1440
minutes (24 hours).

4. Enter the number of seconds for the Flood Tolerance
Delay, which is the maximum amount of time that will
elapse before a user who accesses the same inappro-
priate URL will receive another strike. The default setting
and the maximum limit is 4 seconds.

5. Specify the “Locked” Life Time (Measured in
Minutes), which is the number of minutes a user's work-
station will be locked. Choose either “Unlimited”, or
“Defined”.
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If “Defined” is selected, enter the number of minutes in
the text box. The default setting is 5.

6. Specify a Redirect URL to be used when the end useris
locked out from his/her workstation. By default, “Default
"Alternate" Locked Block Page” is selected, indicating
that the standard lock out block page will display.

To specify a different page, click “Custom URL” and enter
the URL in the text box.

7. Click Save to save your configuration settings.

Reset All Workstations

The following buttons can be clicked to reset workstations:

¢ Click Reset All Strikes to remove all strikes from all
workstations, and to unlock all locked workstations.

* Click Unlock All Locks to remove locks on all locked
workstations.
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Lock Page

A user who receives the final strike that locks him/her out
the workstation will see the following lock page display on

/ - - (=]}
| Fle Edt Wew Favories Took Help ‘
| wBack - = - (@ 2] & | Qoearch GFsvorites fHistory | By S =
| adhess [€1 http:/f 200. 10, 100. 1 10:61 ogiflack, cai?URL=Pttp:fwnauw msn .com/81P=200, 10. 100, F78(AT=SEBLISER=DEF ALLT =] @a |
WARNING! HELP
Your Internet privileges have been temporarily suspended.
“fou have been denied access accarding to your organization's Intemet Usage Folicy. Ac a result, your Intemet privileges were
mporarily suspandad for 2 total of 1 hour
UserMachine: DEFALLT
IP: 200.10.100.77
For assistance, cortact your Administrator
56 RI000 Internet fitering pravided by 526 Technologiss . Copyright 2007, Al rights reserved

|&] pore | & | meemet Y.

Fig. 2:1-84 Sample lock page

The text informs the user: “Your Internet privileges have
been temporarily suspended. For assistance, contact your
Administrator.”

The following information might also display in the lock
page: “You have been denied access according to your
organization's Internet Usage Policy. As a result, your
Internet privileges were temporarily suspended for a total of
‘X’ (amount of time),” in which ‘X’ represents the number of
minutes/hours the user will be locked out from Internet
usage on that workstation.

@ NOTE: This message may differ, depending on whether or not

alternate text and settings were made in the Lock Page Customi-
zation window and the Common Customization window. (See
Customization in this chapter for more information.)

The user will not be able to access the Internet from that
workstation until the Defined amount of time specified in the
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“Locked” Life Time field passes, or unless an authorized
staff member manually unlocks that user’s workstation (see
Go to X Strikes Unlock Workstation GUI in this section).

Overblocking or Underblocking

NOTES: In order to prevent overblocking, unacceptable Internet
images/links are allowed to pass by if they display within the four-
second tolerance time range of a given strike. Thus, only one
strike will count against a user who visits a Web page embedded
with multiple, unacceptable images/links, if these images/links
load within four seconds of that strike. Banners and IM/P2P sites
included in the library are white listed and do not count as strikes.

If users are receiving too many strikes or too few strikes
within a given period of time, you may need to modify the
configuration settings.

Sample Settings:
* Maximum strikes = §

» Time span for the maximum number of strikes = 5
minutes

Within a five-minute period, if a user accesses five sites that
contain blocked material, that user will be locked out of his/
her workstation for five minutes. However, since the toler-
ance timer is set at four seconds, a user could potentially
receive five strikes within 16 seconds if he/she accesses a
page with multiple, inappropriate images and/or links that
load on each page within four seconds. In this scenario, the
first strike would be delivered at 0 seconds, the second at 4
seconds, the third at 8 seconds, the fourth at 12 seconds,
and the fifth at 16 seconds.

If the configuration settings for this example overblock too
many users too frequently:

» the time span for the maximum number of strikes may
need to be increased
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» the maximum number of strikes may need to be
increased

If these configuration settings do not block users often
enough

» the time span for the maximum number of strikes may
need to be reduced

» the maximum number of strikes may need to be reduced
Email Alert
Click the Email Alert tab to display Email Alert:

; HOME SYSTEM GROUP LIBRARY REPORTING HELF GUIT —

IE]
O System Configuration Email Alert I Logan Accountsl Categoriesl
Contral
- Network Email Alert
--dhdministrator System>¥X Strikes Blocking=Email Alert

Secure Logon

--Diagnostics Minutes Past Midnight Before Starting Time Interval (0-59) 0

--dlert

---Patch Interval Minutes to Wait Before Sending Alerts (24 hours) 1

Synchronization
- Mode If midnight accurs during the last interval, then any email slerts scheduled within that tme: period

will be sent at midnight instead of at the end of that interval.

---uthentication
MNIC Mode - | |
. BackupRestars Display Sending Time Save
- Reset
Radius Authentication Setting Current Email dlerts:
SN

--Hardware Failure Detection jsmith@logo,com Delete
cking

Wiarn Option Setting
- Customization

- CMC Management
Quota Setting
Email Address | Add
4 | _;I G0 bo ¥ Strikes Unlock Workstation GUT

Fig. 2:1-85 X Strikes Blocking window, Email Alert tab

8e6 TecHNoLoGlEs, R3000 INTERNET FILTER User GuiDE 201



GLOBAL ADMINISTRATOR SECTION CHAPTER 1: SYSTEM SCREEN

202

Set up Email Alert Criteria

1. In the Minutes Past Midnight Before Starting Time

Interval (0-59) field, enter the number of minutes past
midnight that a locked workstation email alert will first be
sent to the specified recipient(s).

. In the Interval Minutes to Wait Before Sending Alerts

(24 hours) field, enter the number of minutes within the
24-hour period that should elapse between email alerts.

For example, by entering 300 in this field and 30 in the
previous field, if there are any email alerts they will be

sent at 5:30:00 AM, 10:30:00 AM, 3:30:00 PM, 8:30:00
PM, and at midnight when the time interval is reset.

To check the time(s) the email alert is scheduled to occur,
click the Display Sending Time button to open The
Daily Schedule pop-up window that shows the alert time
schedule in the (HH:MM:SS) format:

x|
1:47:00 PM -]
1:45:00 Ph
1:48:00 Ph
1:50:00 Ph
1:51:00 PM
1:52:00 Ph
1:53:00 Ph
1:54:00 Ph
1:55:00 Ph
1:56:00 Ph
1:57:00 Ph
1:55:00 Ph
1:58:00 Ph
2:00:00 Ak j
-
Cloze |
Java Applet Window

Fig. 2:1-86 The Daily Schedule pop-up window

Click Close to close the pop-up window.

3. Click Save to save the field entries.
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Set up Email Alert Recipients

1. Enter the Email Address of an individual who will
receive locked workstation email alerts.

2. Click Add to include the email address in the Current
Email Alerts list box.

NOTE: The maximum number of email alert recipients is 50. If
more than 50 recipients need to be included, 8e6 recommends
setting up an email alias list for group distribution.

Remove Email Alert Recipients

1. Select the email address(es) from the Current Email
Alerts list box.

2. Click Delete to remove the email address(es) from list.
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; HOME SYSTEM GROUP LIBRARY REPORTING HELF GUIT —

Logon Accounts

Click the Logon Accounts tab to display Logon Accounts:

ﬁ Syskem
Contral
- Network
--dhdministrator
Secure Logon
--Diagnostics
--dlert
--Patch
Synchronization
- Mode
---uthentication
MNIC Mode
-Backup/Restore
- Reset
Radius Authentication Setting
- SAMP

ilure Detection

- Customization
-CMC Managemert
Quota Setting

[T E——

Configurat\onl Ermnail dlert  Logon Accounts Categoriesl
Logon Accounts
System>X Strikes Blocking>Logon Accounts
Current Users

Current Accessible Users: Currert Un-Accessible Users:

ryoung tiones

= Enakle |

Lisshle = |

Delete |

Add Account
Username Al
Pazsword
Confirtm Passward

Go ko ¥ Strikes Unlock Workstation GUT

Fig. 2:1-87 X Strikes Blocking window, Logon Accounts tab

Set up Users Authorized to Unlock Workstations

1. Enter the Username of a staff member who is authorized
to unlock workstations.

. Enter the user's password in the Password and Confirm

Password fields, using eight to 20 characters and at
least one alpha character, one numeric character, and
one special character. The password is case sensitive.

. Click Add to include the username in the Current Acces-

sible Users list box.
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NOTE: When an authorized staff member is added to this list, that
username is automatically added to the Current Un-Accessible
Users list box in the Logon Accounts tab of the Real Time Probe
window.

Deactivate an Authorized Logon Account

To deactivate an authorized user’s account:

1. Select the username from the Current Accessible Users
list box.

2. Click Disable to move the username to the Current Un-
Accessible Users list box.

Delete a Logon Account

To delete a user’s account:

1. Select the username from the Current Accessible Users
list box.

2. Click Delete.

& WARNING: By deleting a logon account, in addition to not being
able to unlock workstations, that user also will be removed from
the list of users authorized to create real time probes. (See
Chapter 4: Reporting screen, Real Time Probe for information on

setting up and using real time probes.)
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Categories

Click the Categories tab to display Categories:

; HOME SYSTEM GROUP LIBRARY REPORTING HELF GUIT —

ﬁ Syskem
= Configurat\onl Ernail Alertl Logon Accounts  Categories I
Contral
- HNetwork Categories
-ddministrator System>X Strikes Blocking>Categories
Secure Logon " et —
...Diagnostics Mo Strike" Categories ‘Strike" Categories
et Acct Traffic ﬂ Child Pornography
-Patch admin Pornographyfadul Content
Synchronization pdware
.Mode Alcohal
--futhentication Animals/Pets
MNIC Mode Anarexia Mervosaltech)
-Backup/Restore Art
- Reset Bad Stuff
Radius Authentication Setting BannerfwWeh Ads
- SHMP Books & Likerature/'Writings &
= ilure Detection 1| [
g
- Customization
-CMC Managemert
Quota Setting
K | Go to X Strikes Unlock YWorkstation GLIT

Fig. 2:1-88 X Strikes Blocking window, Categories tab

Set up Categories to Receive Strikes or No Strikes

1. Select library categories from the “No Strike” Categories
list box.

2. Click the right arrow (>) to move the selected library cate-
gories to the “Strike” Categories list box.

TIP: Use the left arrow (<) to move selected “Strike” Categories to
the “No Strike” Categories list box.

3. Click Apply to apply your settings.

NOTE: Library categories in the “Strike” Categories list box will
only be effective for filtering profiles with the X Strikes Blocking
Filter Option enabled.
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Go to X Strikes Unlock Workstation GUI

When the global administrator clicks Go to X Strikes
Unlock Workstation GUI, either the Re-login window or the
X Strikes Unlock Workstation pop-up window opens.

Re-login window

The Re-login window opens if the user’s session needs to
be validated:

£ R3000 Enterprise Fi — [

Please fill in the login infarmation

Username I
Pazzword I

Cancel |

Jawa Applet Window
Fig. 2:1-89 Re-login window

1. Enter your Username.
2. Enter your Password.

3. Click OK to close the Re-login window and to re-access
the R3000 console.
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X Strikes Unlock Workstation

The following information displays in the X Strikes Unlock
Workstation pop-up window: IP Address, User Name, and
Expire Date/Time of currently locked workstations.

£ R3000 Enterprise Filter - X Strikes Blocking

Current "Locked" Workstations:

X Strikes Unlock Workstation

IP Address

User Name

10104271

lishnson

1010127 2

fjackson

10104273

mhenr:

Email Addiress ta be SubscribedUnsubscribecd:

Java Applat Window

o
| Expire Dateime
07T DEAe S
A7AT D6 3D
Wever Expires
Unlock
Subserise Unsulsscrive

Fig. 2:1-90 X Strikes Unlock Workstation window

NOTE: An authorized staff member can click a link in an email
alert, or type in http://x.x.x.x:88/XStrike.html in the address field
of a browser window—in which “x.x.x.x” is the IP address of the
R3000—to view locked workstation criteria.

Unlock a Workstation

To unlock a specified workstation:

1. Select that workstation from the grid.
2. Click Unlock.
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Set up an Email Address to Receive Alerts

To send locked workstation information to a designated
administrator:

1. Enter the email address in the Email Address to be
Subscribed/Unsubscribed text box.

2. Click Subscribe.

Remove an Email Address from the Alert List

To remove an administrator's email address from the naotifi-
cation list:

1. Enter the email address in the Email Address to be
Subscribed/Unsubscribed text box.

2. Click Unsubscribe.

Close the Pop-up Window

Click the “X” in the upper right corner of the pop-up window
to close the window.
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Warn Option Setting

Warn Option Setting window

The Warn Option Setting window displays when Warn
Option Setting is selected from the navigation panel. This
feature lets a global administrator specify the number of
minutes for the interval of time in which a warning page will
redisplay for the end user who accesses a URL in a library
category with a Warn setting for his/her profile. If the end
user accesses another URL in a category with a Warn
setting, the warning page displays again and will continue to
redisplay for the interval of time specified, as long as the
end user's browser is open to any URL with a Warn setting.

I HOME SYSTEM GROUP LIBRARY REPORTING HELP auIT

ﬁ Sysh i i
S system Warn Option Setting
Cortrol System>Warn Option Setting
 hetwork Details
- Administrator
- Secure Logon Warn Lite Time (minutes) |1 0

- Disgnostics
Alert
-Patch
- Synchronization
Mods
- dthentication
- HIC Mode
--BackupiRestore
-~ Reset
Radiuz Authertication Setting
- ShMP
-~ Hardware Failure Detection

--CMC Management
--Guots Setting

. u
Fig. 2:1-91 Warn Option Setting window
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NOTES: If using the synchronization feature, the Warn Option
Setting window is available in the Stand Alone and Source mode.
This topic does not display if this server being configured is set up
in the Target mode to synchronize both profile and library setting
changes.

See the Warn Page Customization window in this chapter for
information on customizing text in the warning page that displays
for end users.

Specify the Interval for Re-displaying the Warn page

1. In the Warn Life Time (minutes) field, by default 70
displays. Enter the number of minutes (1-480) to be used
in the interval for re-displaying the warning page for the
end user.

2. Click Apply to enable your setting.
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Customization

Customization includes options to customize settings for
HTML pages that display for end users who execute a
command that triggers the associated pop-up window to
open. Click the Customization link to view a menu of sub-
topics: Common Customization, Authentication Form, Lock
Page, Block Page, Warn Page, Profile Control, Quota Block
Page, Quota Notice Page.

4;3} NOTE: All Customization windows display greyed-out if the
synchronization feature is used, and this server being configured
is set up in the Target mode to synchronize both profile and

library setting changes.

- HOME SYSTEM GROUP LIBRARY REFORTING HELF QUIT .

=
& system m . S ®
- Caontrol - S -
Metwark = e 1
- Aciinistrator SYSTEM B L .

- Secure Logon
- Diggnostics
Alert
Patch —
- Eynchronization
Made
~Authentication
- HIC Mode
BackupRestare
-~ Reset
~Radius Autherticstion Setting
ShiMP
-~ Hardwate Failure Detection
¥ Strikes Blocking

Display Help Topics forthe System section

Common Customization
- Guats Sefting Authertication Fortn
Lock Page
Block Page
Wiarn Page
Profile Cantrol
Guota Block Page
Guota Motice Page

KT [E— =
Fig. 2:1-92 System screen, Customization menu

NOTE: Refer to the R3000 Authentication User Guide for infor-
mation on using the Authentication Form Customization window.

212 8e6 TecHNoLoaIEs, R3000 INTERNET FILTER User GuUIDE



GLOBAL ADMINISTRATOR SECTION CHAPTER 1: SYSTEM SCREEN

Common Customization window

The Common Customization window displays when
Common Customization is selected from the Customization
menu. This window is used for specifying elements to be
included in block, lock, profile, and warning pages, and/or
the authentication request form the end user will see.

; HOME SYSTEM GROUP LIBRARY REPORTING HELF QUIT —

=
=] .
=) 5*’5“3”‘ Common Customization
- Control System>Ci ization>Common C
- Htwork Details
- doministrator
Secure Lagon Username Display = On i Off
- Disgnostics
At IP Address Display = on i OFf
~Patch Cateqary Display * on i Off
- Synchronization
Made Elocked URL Display * On i OFF
- Authertication "
Copyright Displa & 0n " off
- MIC Made P Ry
-~ BackupiRestore Title Display * on & Off
Reset "
- Radius Authentication Setting Help Display @ on O off
- SHMP Help Link Tesct |Hee
Hardwvare Falure Detection Help Link URL |http:Nwww.836.comitachsuppart)’daniadresponse‘htm\
-3 Strikes Blocking
- Yarn Option Setting Submission Review Display = on  off
pCustomization Submission Email Address Iadm\n@cumpany.:um
CMC Managemert
-guota Setting
_I Restore Default | Apphy I
4 I »

Fig. 2:1-93 Common Customization window

By default, in the Details frame all elements are selected to
display in the HTML pages, the Help link points to the FAQs
page on 8e6's public site that explains why access was
denied, and a sample email address is included for adminis-
trator contact information. These details can be modified, as
necessary.
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Enable, Disable Features

1. Click “On” or “Off” to enable or disable the following
elements in the HTML pages, and make entries in fields
to display customized text, if necessary:

Username Display - if enabled, displays “User/
Machine” followed by the end user’s username in block
and lock pages

IP Address Display - if enabled, displays “IP” followed
by the end user’s IP address in block and lock pages

Category Display - if enabled, displays “Category”
followed by the long name of the blocked category in
block pages

Blocked URL Display - if enabled, displays “Blocked
URL” followed by the blocked URL in block pages

Copyright Display - if enabled, displays 8e6 R3000
copyright information at the footer of block and lock
pages, and the authentication request form

Title Display - if enabled, displays the title of the page
in the title bar of the block and lock pages, and the
authentication request form

Help Display - if enabled, displays the specified help
link text in block and lock pages, and the authentica-
tion request form. The associated URL (specified in
the Help Link URL field described below) is accessible
to the end user by clicking the help link.

NOTE: If enabling the Help Display feature, both the Help Link
Text and Help Link URL fields must be populated.

Help Link Text - By default, HELP displays as the help
link text. Enter the text to display for the help link.
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* Help Link URL - By default, http.//www.8e6.com/tech-
support/deniedresponse.html displays as the help link
URL. Enter the URL to be used when the end user
clicks the help link text (specified in the Help Link Text
field).

« Submission Review Display - if enabled, displays in
block pages the email address of the administrator to
receive requests for a review on sites the end users
feel are incorrectly blocked. The associated email
address (specified in the Submission Email Address
field described below) is accessible to the end user by
clicking the click here link.

NOTE: If enabling the Submission Review Display feature, an

email address entry of the designated administrator in your orga-
nization must be made in the Submission Email Address field.

* Submission Email Address - By default, admin
@company.com displays in block pages as the email
address of the administrator to receive feedback on
content the end user feels has been incorrectly
blocked. Enter the global administrator's email
address.

2. Click Apply to save your entries.

TIP: Click Restore Default and then click Apply to revert to the
default settings in this window.
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Lock Page Customization window

The Lock Page Customization displays when Lock Page is
selected from the Customization menu. This window is used
with the X Strikes Blocking feature, and lets you customize
text in the lock page end users will see when attempting to
access Internet content blocked for their profiles, and their
workstations are currently locked. Entries saved in this
window display in the customized lock page, if these
features are also enabled in the Common Customization
window, and the X Strikes Blocking feature is enabled.

NOTE: See X Strikes Blocking window in this chapter for informa-
tion on using the X Strikes Blocking feature.

B HOME SYSTEM GROUP LIBRARY REPORTING HELP auIT

=
S system Lock Page Customization
Cortrol System>C ization>Lock Page C
 hetwork Details
- ddministrator
-'[s;a:ure s\{.ngnn Header [wsammne:
iagnostics
-Alagrt Description our Internet privieges have been temporarily suspended
- Patch
Synchronization
- hlode
~duthentication
PUIC Mo Explanation Display & on O Off

--BackupiRestore

Reset
-~-Radius Authertication Setting
- ShMP

Hardware Failure Detection
-3 Strikes Blocking
ion Setting
on

Quata Setting

Restore Default Preview | Apply |

1
Fig. 2:1-94 Lock Page Customization window

@ TIP: An entry in any of the fields in this window is optional.
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Edit Entries, Setting

1. Make an entry in any of the following fields:
* |n the Header field, enter a static header to be
displayed at the top of the lock page.

 In the Description field, enter a static text message to
be displayed beneath the lock page header.

Any entries made in these fields will display centered in
the customized lock page, using the Arial font type.

2. At the Explanation Display field, by default “On” is
selected. This setting displays the reason the workstation
is locked beneath the text from the Description field. Click
“Off” to not have the explanatory text display in the lock

page.
3. Click Apply.

@ TIP: Click Restore Default and then click Apply to revert to the
default settings in this window.
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Preview Sample Lock Page

1. Click Preview to launch a separate browser window

containing a sample customized lock page, based on
entries saved in this window and in the Common
Customization window:

/3 8e6 R3000 - Microsoft Internet Explorer _{a)x

Fle Edt View Favortes Tools Help ‘

dmtack - = - (@[3 A} | Qoearch [HFevorites veda (B | 5N S A - 5

Address |Ej http: /200, 10,100, 75:81 fegiflock.cgiPIP=111, 111,111,111 &5ER=Yaur%20NameaPreview=on | @ HLmbs ”|
WARNING! HELP
Your Internet privileges have been I ily

“ou have been denied aceess according to your organization's Intemet Usage Policy. A5 a result, your Intemet privileges were
temporarily suspended for a total of 30 minutes,

UserMachine: “vour Mame
[CREEREEREERET]

For assistance, contact your Administrator

6865 R3O0 Intermet fitsring provides by Be6 Technoloies . Copyright 2006. All rights reserved

SN

€] pone [ [ I mternet
Fig. 2:1-95 Sample Customized Lock Page

By default, the following data displays in the User/
Machine frame:

» User/Machine field - The username displays for the
NT/LDAP user. This field is blank for the IP group user.

 IP field - The user’s IP address displays.

By default, the following standard links are included in

the lock page:

« HELP - Clicking this link takes the user to 8e6’s Tech-
nical Support page that explains why access to the site
or service may have been denied.
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» 8e6 Technologies - Clicking this link takes the user to
8e6’s Web site.

2. Click the “X” in the upper right corner of the window to
close the sample customized lock page.

TIP: If necessary, make edits in the Lock Page Customization
window or the Common Customization window, and then click
Preview in this window again to view a sample lock page.

Block Page Customization window

The Block Page Customization window displays when Block
Page Customization is selected from the Customization
menu. This feature is used if you want to display customized
text and include a customized link in the block page end
users will see when attempting to access Internet content
blocked for their profiles. Entries saved in this window
display in the customized block page, if these features are
also enabled in the Common Customization window.

B HOME SYSTEM GROUP LIBRARY REPORTING HELP auIT

=
S syster Block Page Customization
Cortral System>C ization>Block Page C
- hietwork Details
- ddministrator
'EFDU"ES\EDQD” Header IACCESS DEMIED!
.AEgnnD - nternet access to the requested website has been denied based on
-Pgtch our user profile and organization's Internet Usage Policy.
Synchronization Description
- hlode
- duthentication
TIC Mode Link Tesxt |
--BackupiRestore
- Reset Link URL |
-~-Radius Authertication Setting
- SHMP
Hardwiare Faiure Detection
-3 Strikes Blocking
Quata Setting

_I Restore Default Preview | Apply I
<| »
Fig. 2:1-96 Block Page Customization window
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NOTE: See Appendix C: Create a Custom Block Page for infor-
mation on creating a customized block page using your own
design.

TIP: An entry in any of the fields in this window is optional, but if
an entry is made in the Link Text field, a corresponding entry must
also be made in the Link URL field.

Add, Edit Entries

1. Make an entry in any of the following fields:
* |In the Header field, enter a static header to be
displayed at the top of the block page.

 In the Description field, enter a static text message to
be displayed beneath the block page header.

* Inthe Link Text field, enter text for the link's URL, and
in the Link URL field, enter the corresponding hyper-
link in plain text using the http:// or https.// syntax.

Any entries made in these fields will display centered in
the customized block page, using the Arial font type.

2. Click Apply.

TIP: Click Restore Default and then click Apply to revert to the
default settings in this window.
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Preview Sample Block Page

1. Click Preview to launch a separate browser window
containing a sample customized block page, based on
entries saved in this window and in the Common
Customization window:

/J 8e6 R3000 - Microsoft Internet Explorer -10] x|
Fle Edt View Favortes Tools Help |
dmtack - = - (@[3 A} | Qoearch [HFevorites veda (B | 5N S A - 5

Address [{€] http:/J200.10.100 75:81 feqiblock. cqirURL=http: ffwiw. test.comfBIP=11 1111, 111,11 1BCAT=Block%20CateqoryBUSEF ¥] (¥ Go “Lmks ”‘
ACCESS DENIED! HELP.
Internet access to the requested website has been denied hased on your user profile and
organization's Internet Usage Policy.
UserMachine: Your Mame
P 11110111111
Category: Black Category
Blocked URL:  hitp: v 85t coms
For further options, click here.
To submit this blocked site for review, click here. For assi contact your
56 R3000 Internet filtering provided by Be6 Technologies. Copyright 2005. Al rights reserved
| &) Done [ [ |4 miemet v

Fig. 2:1-97 Sample Customized Block Page

By default, the following data displays in the User/
Machine frame:

» User/Machine field - The username displays for the
NT/LDAP user. This field is blank for the IP group user.

 IP field - The user’s IP address displays.

» Category field - The name of the library category that
blocked the user’s access to the URL displays. If the
content the user attempted to access is blocked by an
Exception URL, “Exception” displays instead of the
library category name.

* Blocked URL field - The URL the user attempted to
access displays.
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By default, the following standard links are included in
the block page:

* HELP - Clicking this link takes the user to 8e6’s Tech-
nical Support page that explains why access to the site
or service may have been denied.

» 8e6 Technologies - Clicking this link takes the user to
8e6’s Web site.

By default, these links are included in the block page
under the following conditions:

* For further options, click here. - This phrase and link
is included if any option was selected at the Re-
authentication Options field in the Block Page Authen-
tication window. Clicking this link takes the user to the
Options window.

NOTE: See the Options page in the Block Page Authentication
window sub-section for information on options that display in the
Options window.

+ To submit this blocked site for review, click here. -
This phrase and link is included if an email address
was entered in the Submission Email Address field in
the Common Customization window. Clicking this link
launches the user’s default email client. In the compo-
sition window, the email address from the Submission
Email Address field populates the “To” field. The user’s
message is submitted to the global administrator.

2. Click the “X” in the upper right corner of the window to
close the sample customized block page.

@ TIP: If necessary, make edits in the Block Page Customization
window or the Common Customization window, and then click
Preview in this window again to view a sample block page.
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Warn Page Customization window

The Warn Page Customization window displays when Warn
Page is selected from the Customization menu. This
window is used with the Warn Option Setting feature, and
lets you customize text in the pop-up window end users will
see if attempting to access a URL in a library category set
up with a Warn setting for his/her profile. Entries saved in
this window display in the warning page, if these features
are also enabled in the Common Customization window,
and the Warn setting is applied to any library category or
category group.

(j NOTE: See Warn Option Setting window in this chapter for more
information about this feature.

— HOME SYSTEM GROUP LIBRARY REFPORTING HELF QUIT —_—
@ —
S system Warn Page Customization
+ ontrol System>C| ization>¥Warn Page C
- Metwork. Details
Administratar etal
"'EECUTE Logon Header IWARNING!
...;;anomcs he website you are attempting to visit may violate your Acceptable
-Patch ze Policy. ou can click continue to vistt the site or click cancelto not
Synchronization Description coess the requested site. Al Internet traffic is logged and reported.
-Made:
-duthertication
-NIC Mode Link Text |
BackupRestore
- Reset Link URL |
- Radius Authentication Setting
ShMP
-Hardware Failure Detection
-3 Shrikes Blocking
Wiarn Option Setting
g _Lstomization
-CMC Managemert
-Quota Setting
. _DI Restore Default Preview | Apply I
X |

Fig. 2:1-98 Warn Page Customization window

@ TIP: An entry in any of the fields in this window is optional.
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Add, Edit Entries

1. Make an entry in any of the following fields:
* |n the Header field, enter a static header to be
displayed at the top of the warning page.

 In the Description field, enter a static text message to
be displayed beneath the warning page header.

* |n the Link Text field, enter text for the link's URL, and
in the Link URL field, enter the corresponding hyper-
link in plain text using the http:// or https.// syntax.

Any entries made in these fields will display centered in
the customized warning page, using the Arial font type.

2. Click Apply.

TIP: Click Restore Default and then click Apply to revert to the
default settings in this window.
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Preview Sample Warning Page

1. Click Preview to launch a separate browser window
containing a sample customized warning page, based on
entries saved in this window and in the Common
Customization window:

<2} 8e6 R3000 - Microsoft Internet Explorer ] 73

JE\'E Edit  Yiew Favorites Tools  Help ﬁ

J Bk - = - D fat | Qisearch  [GFavorkes  {HHistory ||%- =] - =

| Address [, tost comjatP=111,111, 11,1 118CAT=Warm®20Catagory&SER=Vourh20NameaPrevien=v | (@G0 |JLinks =

=l

WARNING! HELP

The website you are attempting to visit may violate your Acceptable Use Policy. You can click
continue to visit the site or click cancel to not access the requested site. All Internet traffic is
logged and reported.

UserMachine: ‘Your Name
IP: 111 111411 111

Category: WWarn Category
Blocked URL:  http: (e test.coms

Continue Cancel

To submit this warned site for review, click here. For assistance, contact your Administrator.
Gefi R3000 Internet fitering provided by Se6 Technologies. Copyright 2006. All rights reserved

N K

&1 l_’_|° Internet
Fig. 2:1-99 Sample Customized Warning Page

By default, the following data displays in the User/
Machine frame:

» User/Machine field - The username displays for the
NT/LDAP user. This field is blank for the IP group user.
 IP field - The user’s IP address displays.

» Category field - The name of the library category that
warned the user about accessing the URL displays.

* Blocked URL field - The URL the user attempted to
access displays.
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By default, the following standard links are included in
the warning page:

* HELP - Clicking this link takes the user to 8e6’s Tech-
nical Support page that explains why access to the site
or service may have been denied.

» 8e6 Technologies - Clicking this link takes the user to
8e6’s Web site.

The following buttons are included in the warning page:

» Continue - Clicking this button closes the warning
page and takes the user to the URL he/she requested.
The number of minutes specified in the Warn Option
Setting window determines when/if this warning page
will redisplay for the user. If the user has his/her
browser open to that URL for the number of minutes—
or more—specified for the time interval, this warning
page will redisplay, and the user must click this button
once more in order to continue accessing the URL.

NOTE: If using the Real Time Probe feature, in the Real Time
Information box the Filter Action column displays “Warn” for the
first time the user saw the warning window and clicked Continue,
and “Warned” for each subsequent time the warning window
opened for the user and he/she clicked Continue.

» Cancel - Clicking this button returns the user to the
previous URL.

By default, this link is included in the warning page under
the following conditions:

« To submit this warned site for review, click here. -
This phrase and link is included if an email address
was entered in the Submission Email Address field in
the Common Customization window. Clicking this link
launches the user’s default email client. In the compo-
sition window, the email address from the Submission
Email Address field populates the “To” field. The user’s
message is submitted to the global administrator.
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2. Click the “X” in the upper right corner of the window to
close the sample customized warning page.

TIP: If necessary, make edits in the Warn Page Customization
window or the Common Customization window, and then click
Preview in this window again to view a sample warning page.
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Profile Control window

The Profile Control window displays when Profile Control is
selected from the Customization menu. This window is used
with the Override Account feature, and lets you customize
text in the pop-up window end users with override accounts
will see when logging into their override accounts. Such
accounts give authorized users access to Internet content
blocked for other end users. Entries saved in this window
display in the profile control pop-up window, if these
features are also enabled in the Common Customization
window, and override accounts are set up for designated
end users.

NOTE: See Override Account window in the Group section for
more information about this feature.

B HOME SYSTEM GROUP LIBRARY REPORTING HELP auIT

EER
S system Profile Control
E::"m ; System>Customization>Profile Control
Hor Details
- Administrator
-Secure Logon Header Profile Cottral

-Disgnostics
e A fept &ep this window open for your override account to remain active
~Patch

Synchronization
- hlode
- duthentication

RIC Macle:
--BackupiRestore
-~ Reset
-~-Radius Authertication Setting
- ShMP

Hardwiare Faiure Detection
-3 Strikes Blocking

Warning Text

Quata Setting

Restore Default | Apply |

1 —
Fig. 2:1-100 Profile Control window

@ TIP: An entry in any of the fields in this window is optional.

8e6 TecHNoLocIEs, R3000 INTERNET FiLTER User GuIDE



GLOBAL ADMINISTRATOR SECTION CHAPTER 1: SYSTEM SCREEN

Edit Entries

1. Make an entry in any of the following fields:

* |n the Header field, enter a static header to be
displayed at the top of the profile control pop-up
window.

+ In the Warning Text field, enter a static text message
to be displayed at the bottom of the pop-up window.

2. Click Apply.

TIP: Click Restore Default and then click Apply to revert to the
default settings in this window.

NOTE: For a sample profile control pop-up window, see Option 3
from the Options page section of the Block Page Authentication
window.
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Quota Block Page Customization window

The Quota Block Page Customization window displays
when Quota Block Page is selected from the Customization
menu. This window is used for making customizations to the
quota block page the end user will see if he/she has a quota
time limit set for a passed category in his/her profile and has
attained or exceeded that limit.

HOME

SYSTEM

GROUP LIBRARY REPORTING HELF QuIT

ﬁ System
- iControl
Metwork
ddministratar
Secure Logon
- Diagnostics
Alert
Patch
- Synchronization
- hlode
Authentication
- MIC Mode
-Backup/Restore
Reset
~Radius Autherticstion Setting
ShMP
-~ Hardwate Failure Detection
- Strikes Blocking

--Guata Sefting

O 1

Quota Block Page Customization
System=>Customization>Quota Block Page Customization

Details

Header Jauora BLock
'ou have exceeded the category gquota for your current profile. The
ehsite you requested has been denied.

Description

Link Text |

Link URL |

Restore Detautt | Previgw: | Apphy I

Fig. 2:1-101 Quota Block Page Customization window

@ TIP: An entry in any of the fields in this window is optional.

NOTE: For more information about quotas, see the Quota Setting
window in this chapter.
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Add, Edit Entries

1. Make an entry in any of the following fields:
* In the Header field, enter a static header to display at
the top of the quota block page.

 In the Description field, enter a static text message to
be displayed beneath the header.

* |n the Link Text field, enter text for the link's URL, and
in the Link URL field, enter the corresponding hyper-
link in plain text using the http:// or https.// syntax.

Any entries made in these fields will display centered in
the customized quota block page, using the Arial font

type.
2. Click Apply.

TIP: Click Restore Default and then click Apply to revert to the
default settings in this window.
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Preview Sample Quota Block Page

1. Click Preview to launch a separate browser window

containing a sample customized quota block page,
based on entries saved in this window and in the
Common Customization window:

/) Be6 R3000 - Microsoft Intarnet Explorer —1al x|
Fle Edt WVew Favorltes Tools Help | o
) p | @ ) 3 I
€ RS lﬂ @ ;) | - search ¢ Favorites £7) ‘ = )
Audress [ hitp:}/200. 10, 100,755 fogifquata.cofURL=hitp:f v best. com{edP=111. 111,111 1118CAT=Cuota%20Categor 7 | (£ 60 ‘ Links >

QUOTA BLOCK

You have exceeded the category quota for your current profile. The website you requested
has been denied.

Category: Guota Category
Requested URL:  hitp: v test.com/

P A1 A1 11 111
UserMachine: “Your Name

For assi: contact your Admini: .
26 R3000 Enterprise Fitter provided by 526 Technologies. Copyright 2008. Al rights reserved.

~[EE

€] 0one [T T [ miernet
Fig. 2:1-102 Sample Customized Quota Block Page

By default, the following data displays in the Category
frame:

» Category field - The name of the library category that
blocked the user from accessing the URL displays.

* Requested URL field - The URL the user attempted to
access displays.

 IP field - The user’s IP address displays.

* User/Machine field - The username displays for the
NT/LDAP user. This field is blank for the IP group user.

By default, the following standard links are included in
the quota block page:

» HELP - Clicking this link takes the user to 8e6’s Tech-
nical Support page that explains why access to the site
or service may have been denied.
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» 8e6 Technologies - Clicking this link takes the user to
8e6’s Web site.

2. Click the “X” in the upper right corner of the window to
close the sample customized quota block page.

TIP: If necessary, make edits in the Quota Block Page Customi-
zation window or the Common Customization window, and then
click Preview in this window again to view a sample quota block
page.

Quota Notice Page Customization window

The Quota Notice Page Customization window displays
when Quota Notice Page is selected from the Customiza-
tion menu. This window is used for making customizations
to the quota notice page the end user will see if he/she has
a quota time limit set for a passed category in his/her profile
and has used 75 percent of the allotted time in that category.

HOME SYSTEM GROUP LIBRARY REPORTING HELF QuIT :

=
S systen Quota Notice Page Customization
'ﬁ;’“ml . System>Customization>Quota Notice Page Customization
o i O | .
ddministratar Details
Secure Lagon Header JenoTa nomice
- Diaghostics
dilart 'ou are nearing the category quota for your profile. “ou will
Pstch e blocked from further scoess to this category when the
- Synchronization Description uta is exceeded
- hiode
A thertication
- IC Made Link Text |
Backup/Restore
- Reset Link URL |
~Radius Autherticstion Setting
SHMP Guiots Percertage Display @ on O o
-~ Hardwate Failure Detection
- Strikes Blocking

- Guats Sefting

Restore Defaut | Preview | Apply I
T |

Fig. 2:1-103 Quota Notice Page Customization window
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@ TIP: An entry in any of the fields in this window is optional.

NOTE: For more information about quotas, see the Quota Setting
window in this chapter.

Add, Edit Entries

1. Make an entry in any of the following fields:

* In the Header field, enter a static header to display at
the top of the quota notice page.

* In the Description field, enter a static text message to
be displayed beneath the header.

* |n the Link Text field, enter text for the link's URL, and
in the Link URL field, enter the corresponding hyper-
link in plain text using the http:// or https.// syntax.

Any entries made in these fields will display centered in
the customized quota notice page, using the Arial font
type.

2. By default, the Quota Percentage Display is enabled,
indicating the percentage of quota used by the individual
will display in the quota notice page. Click “Off” to not
display this information in the quota notice page.

3. Click Apply.

TIP: Click Restore Default and then click Apply to revert to the
default settings in this window.
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Preview Sample Quota Notice Page

1. Click Preview to launch a separate browser window
containing a sample customized quota notice page,
based on entries saved in this window and in the
Common Customization window:

/) Be6 R3000 - Microsoft Intarnet Explorer —1al x|
Fle Edt WVew Favorltes Tools Help | o
\ N s N - i
€ RS B lﬂ @ ;) | - search < ¢ Favorites {}"e‘ = )
Address @ http1//200, 10,100, 75:8 L fegijquota,cqif IRL=http:fummy. test com/&CAT=Quata%20CategoryBQh=REPreview=on = | [£J G0 ‘ Links

You are nearing the category quota for your profile. You will be blocked from further access
o this category when the quota is exceeded.

75% of quota limit has been exceeded
Category: Guota Category
Requested URL:  hitp:fivvvvw test.com?

P:
UserMachine:

Cortinue

For assi: contact your .
26 R3000 Enterprise Fitter provided by 5e6 Technologies. Copyright 2008. ANl rights reserved.

~[EE

€] 0one [T T [ miernet
Fig. 2:1-104 Sample Customized Quota Notice Page

By default, the following data displays in the Category
frame:

» Category field - The name of the library category
containing a URL the user accessed—that triggered
the quota notice—displays.

* Requested URL field - The URL the user accessed—
that triggered the quota notice—displays.

 IP field - The user’s IP address displays.

» User/Machine field - The username displays for the
NT/LDAP user. This field is blank for the IP group user.

By default, the following standard links are included in
the quota notice page:
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» HELP - Clicking this link takes the user to 8e6’s Tech-
nical Support page that explains why access to the site
or service may have been denied.

» 8e6 Technologies - Clicking this link takes the user to
8e6’s Web site.

The following button is included in the quota notice page:
» Continue - Clicking this button closes the quota notice
page and takes the user to the URL he/she requested.

2. Click the “X” in the upper right corner of the window to
close the sample customized quota notice page.

TIP: If necessary, make edits in the Quota Block Page Customi-
zation window or the Common Customization window, and then
click Preview in this window again to view a sample quota block

page.
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CMC Management

CMC Management displays on an R3000 set up in the
Source mode, and includes Centralized Management
Console options for viewing the filtering statuses of this
source server and its target server(s), and managing soft-
ware updates on these servers.

HOME SYSTEM GROUP LIBRARY REPORTING HELF e ——

@ System 1
- Cantrol
- Metuwark ‘
-~ Administrator BSYSTEM o |
Secure Logon
- Disgnostics Display Help Topicsfor the System section
- lert
Patch The Systern section is comprised of windows used by the global administrator to =
- Synchronization configure and maintain the R3000 server to authentic ste users, and to fiter, log, or
- ode block specified Internet cantent for each user based on an applied filtering profile
A thertication
I Mods Alist of main topics displays in the navigation panel atthe left afthe screen. Main

BackupRestore topics in this section include the following: Control settings, Metwork settings,
Administrator account information, Secure Logon, Diagnostics, Alert setup, Patch

----Resgt o ) procedures, Synchronization, Operation Mode, Authertication setings, MIC Mode,

-~ Radius Authertication Setting Backup/Restore operations, Reset settings, Radius Authentication Settings, SMMP,

ShiMP Hardware Failure Detection (for R2000H units only), ¥ Strikes Blocking, Warn Option
- Hardware Failure Detection Setting, and Customization. MOTE: If the synchronization feature is used and an

¥ Sirikes Blocking R3000 is set up in the Target mode to synchronize both profile and library setting
~arn Option Setting changes, the following features will not be available: Authentication, Radius
~Customizati Authentication Settings, X Strikes Blocking, or Warn Option Setting topics and any

sub-topics
selection to choose a main topic frorn this list, orto view a menu of
SUB-TopIcs, it applicable. When atopic or sub-topic is selected, the designated
window for that topic or sub-topic displays in the right panel.

Far help in any window, mouse-over the " 7" syrnbol to view infarmation about that
window, or press F1. Press FS to refresh the cansole.

Far additional infarrmation about this current section of the cansole, click the link
beneath the System banner to view Help Topics.

‘l _’l Tn navigalg to another aecjinn ofthe cnnsn\e,FI\ck {he hutton atthe top ofthe screen Ll
Fig. 2:1-105 System screen, CMC Management menu
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Patch Management window

The Patch Management window displays when Patch
Management is selected from the CMC Management menu.
This window is used for viewing software updates currently
applied to the source and target servers and any available
software updates, and applying software updates to these
servers.

i HOME SYSTEM GROUP LIBRARY REPORTING HELF QuIT :

[@5a

S systerm Patch Management
~Cortrol System>CMC Patch
Patches

Metwork
ddministratar
Secure Logon HosthamelLacation Lpplied Date: Current Patch Version Mext Patch Wersic
- Digghostics Ingo cam [2007M 2520 R3000 Erterprise Fiter 2.015.4 A,
Alert 200101033 200712520 F:3000 Erterprise Fiter 2.0.15.4 M8
Patch 100.11.40.30
- Synchronization
- hlode
Authentication
- MIC Mode
-Backup/Restore
Reset
~Radius Autherticstion Setting
ShMP
-~ Hardwate Failure Detection
- Strikes Blocking
Wyarn Option Setting
-~ Customization
ol emert

--Guata Sefting 4 I _,I

Lpply. Unicla

1 R
Fig. 2:1-106 Patch Management window

238 8e6 TecHNoLoaIEs, R3000 INTERNET FILTER User GuUIDE



GLOBAL ADMINISTRATOR SECTION CHAPTER 1: SYSTEM SCREEN

View Software Update Information

The Patches frame displays the software update statuses of
the source and each target R3000: Hostname/Location
(information entered in the LAN Settings window for the
source server's hosthame, or the information entered for the
target server in the Target Location field in the Setup
window); Applied Date (date the software update was
applied to the server, using the YYYY/MM/DD format);
Current Patch Version (software update build name and
number); Next Patch version (name and number of the next
software update to be applied, or N/A if there is none avail-
able); Latest Patch Version (name and number of the latest
software update, or N/A if there is none available); Down-
load Date (date the latest software update was downloaded
to the server, or N/A if there is none available).

@ TIPS: The entire grid can be viewed by using the scroll bar at the
bottom of the Patches frame to scroll to the right and left.

The order in which columns display in the grid can be changed by
clicking the column header and sliding the column to another
position in the grid.

Columns can be resized by mousing over the line in the header
between two columns so that a double-ended arrow (<—>)
displays, and then clicking and dragging the cursor to the left or
right.
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Apply or Undo a Software Update

To apply a software update:

1. Click to select the row(s) corresponding to the servers to
be updated.

2. Click Apply.

NOTES: If the source server is selected for a software update,
the EULA displays when the software update is about to be
applied. See the sub-section for the Local Patches window for
information about the EULA and applying software updates.

Only a software update number that is lesser to, or equal to, the
source server's software update number can be applied to a
target server.

TIP: Multiple target servers can be selected to have a software
update applied, if these target servers are currently running the
same software version number.

To undo a software update:

1. Select the row(s) corresponding to the server(s) that
need(s) to have the last software update removed.

2. Clicking Undo to remove that software update from the
server(s).
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Status window

The Status window displays when Status is selected from
the CMC Management menu. This window is used for
viewing the filtering status of the source and target server(s)
for troubleshooting purposes.

- HOME SYSTEM GROUP LIBRARY REFORTING HELF QUIT .

=
S systern Status
~Cortrol System>CMC Management>Status

Metwork
ddministratar Status

- Secure Logon HostnamelLacation Fittering Status Last Library Upclate
Diagnostics logo com @ Ok 2007H 2526
Al 200101033 Ok 200707125
~Patch 100.11.40.30 FAIL
- Synchronization
- hlode
Authentication
- MIC Mode
-Backup/Restore
Reset
~Radius Autherticstion Setting
- ShP
- Hardware Failure Detection
- Strikes Blocking
Wiarn Option Setting
-~ Customization

5 gement
Quata Setting

KT [E—
Fig. 2:1-107 Status window, CMC Management menu
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View Filtering Status Information

The Status frame displays the following columns of informa-
tion:

* Hostname/Location - criteria entered in the LAN Settings
window for the source server's hostname, or the informa-
tion entered for the target server in the Target Location
field of the Setup window

» Filtering Status - OK displays if the server is being
filtered, or FAIL displays if the server is not being filtered

NOTE: Filtering Status information will only display if the
“Upstream Failover Detect” option is enabled in the Synchroniza-
tion > Setup window.

» Last Library Update - most recent date the library was
updated on the server, using the YYYY/MM/DD format, if
this information is available.

@ TIPS: The order in which columns display in the grid can be
changed by clicking the column header and sliding the column to
another position in the grid.

Columns can be resized by mousing over the line in the header
between two columns so that a double-ended arrow (<—>)
displays, and then clicking and dragging the cursor to the left or
right.
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Quota Setting

Quota Setting window

The Quota Setting window displays when Quota Setting is
selected from the navigation panel. This window lets a
global administrator configure URL hits that—along with
quotas specified in filtering profiles—determine when a user
will be blocked from further accessing URLs in a library
group/category. This window is also used for resetting
qguotas so that users who have maxed-out their quota time
will regain access to a library group/category with a quota

time limit.
I HOME SYSTEM GROUR LIBRARY REPORTING HELP QUIT
=
B Systemn Quota Setting
Contral System>Quota Setting
Metwork Details
“Administrator
Secure Logon Seconds Per Hit: 10
~Diagnostics
et Certralize Hits on Source: [
Patch
~Syhchronization Quota Reset

~hiode

- Authertication

< MIC Mode
BackupiRestore

~Reset

~-Radius Authentication Setting
ShMP

rHardware Failure Detection

W, Strikes Blocking

~\Wiarn Option Setting

Current Reset Time(s)

Reset Nawe
Remove

ey Reset Time (HH:MR) IDD 'I IDD 'I Al

. u
Fig. 2:1-108 Quota Setting window

@ TIP: After making all configuration settings in this window during
this session, click Apply.
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Configure Quota Hit Settings

1. Enter the number of Seconds Per Hit to indicate how
much time will be applied towards a “hit” (URL access) in
any category with a quota. The defaultis 70 seconds per
hit. The entry in this field combines with the minutes
entered in the quota from the filtering profile to determine
the amount of time the end user can access URLs in the
specified passed library group/category in that profile.

A quota can be set for an amount of time ranging from
one minute to 1439 minutes (one day minus one minute).
A hit can be set for an amount of time ranging from one
second to 3600 seconds (one hour).

As an example of how a quota works in conjunction with
hits, if a quota is set to 10 minutes and the number of
seconds per hit is set to 10 seconds, then the user will be
blocked from accessing URLs in the library group/cate-
gory when 60 hits are made to that category—i.e. 600
seconds (10 minutes) divided by 10 seconds.

NOTE: This field is greyed-out if the R3000 is set up as a target
server in the synchronization mode.

2. If this R3000 is set up with synchronization and is a
source server, enable Centralize Hits on Source only if
all hits should be made on this R3000.

NOTE: This field is greyed-out on an R3000 set up as either a
Standalone server or as target server in the synchronization
mode.

TIP: After making all configuration settings in this window during
this session, click Apply.
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Reset Quotas

Quotas are automatically reset at midnight, but also can be
manually reset on demand or scheduled to be reset at
specific times each day.

Reset Quotas Now

Click Reset Now to reset all quotas to zero (“0”). Users
currently blocked from accessing URLs because of a quota
time limit will now be able to access URLs in any library/
group category with a quota.

Set up a Schedule to Automatically Reset Quotas

A schedule can be set up to reset all quotas at the appointed
hour(s) / minute(s) each day.

1. At the New Reset Time (HH:MM) field:

» Select the hour at which the quota will be reset (“00” -
“23”)

» Select the minute at which the quota will be reset (“00”
- “59”)
2. Click Add to include this reset time in the Current Reset
Time(s) list box.

@ TIP: Repeat steps 1 and 2 for each quota reset time to be sched-
uled. After making all configuration settings in this window during
this session, click Apply.
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Delete a Quota Reset Time from the Schedule

1. Select the quota reset time from the Current Reset
Time(s) list box.

2. Click Remove to remove the quota reset time from the
list box.

TIP: After making all configuration settings in this window during
this session, click Apply.
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Quota Notice page

When the end user has spent 75 percent of time in a quota-
restricted library group/category, the quota notice page
displays:

3 Quota Notice - Microsoft Internet Explorer =] 3]
| Fle Edi vew Favories Took Help |

| dmeak - = - @D [A A | Disearch [aFavortes Wveda (B | By S = -

| Address I@http:ﬁZUD.10‘100‘75Jsquuatanotice.html | e “Llnks ”‘

|

You are nearing the category quota for your profile. You will be blocked from further access
to this category when the quota is exceeded.

75% of quota limit has been exceaded
Category: Health/Fitness
Requested URL:  http: v halyfitness.cam

IP: 2001010075
User Machine:

Ciortinue

For assi contact your
826 RI000 Enterpriss Fiter provided by 525 Technalogies. Copyright 2008. Al rights reserved

|&] Done [ | a4 meemet L/,I

Fig. 2:1-109 Sample Quota Notice Page

By default, the following fields display:

+ Category field - Name of the library category with the
most hits.

* Requested URL field - The URL that triggered the Quota
Notice page.

* [P field - The end user’s IP address.

» User/Machine field - The username displays for the NT/
LDAP user. This field is blank for the IP group user.

By default, the following standard links are included in the
quota notice page:
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» HELP - Clicking this link takes the user to 8e6’s Technical
Support page that explains why access to the site may
have been denied.

+ 8e6 Technologies - Clicking this link takes the user to
8e6’s Web site.

The end user can decide whether or not to access the
requested URL. By clicking Continue, the user is redirected
to the original requested site.

Quota Block page

When the end user has spent 100 percent of time in a
quota-restricted library group/category, the quota block
page displays:

S=IE]

| Fle Edi vew Favories Took Help |

| dmeak - = - @D [A A | Disearch [aFavortes Wveda (B | By S = -

| address [@] http:fr200. 10.100.75:81/quotablock htrl | e “Llnks ”‘
=
QUOTA BLOCK HELP

You have exceeded the category quota for your current profile. The website you requested
has been denied.

Category:  Gambling
Requested URL:  Hitp:ifwwrwv.gambling comi

IP: 2001010075
UserMachine:

For assi contact your
26 R3000 Entterprise Fiter provided by S Technologies. Copyright 2008. &1l rights reserved.

NIEN

|&] pore [ [ 4 mkernet
Fig. 2:1-110 Sample Quota Block Page

Once receiving a quota block page, the end user will not be
able to access content in that library group/category until the
quota is reset.
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By default, the following fields display:

» Category field - The name of the library category that
triggered the quota block page displays.

* Requested URL field - The URL the user attempted to
access displays.

» |P field - The user’s IP address displays.

* User/Machine field - The username displays for the NT/
LDAP user. This field may be blank for the IP group user.

By default, the following standard links are included in the
quota block page:

* HELP - Clicking this link takes the user to 8e6’s Technical
Support page that explains why access to the site or
service may have been denied.

+ 8eb6 Technologies - Clicking this link takes the user to
8e6’s Web site.
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Chapter 2: Group screen

The Group screen is comprised of windows and dialog
boxes used for adding IP groups and/or NT/LDAP domains,
and for creating filtering profiles for IP/NT/LDAP groups and
their members.

B HOME SYSTEM GROUP LIBRARY REPORTING HELP auIT

Eraup

A
Global Group i
% P N 'ﬁ"r"\ ‘
BGROUP A - N

Display Help Topicsforthe Group section

Fig. 2:2-1 Group screen

For the IP group branch, the global administrator creates
master IP groups. For each master IP group, the designated
group administrator creates sub-groups and individual IP
members, and adds and maintains their filtering profiles.

For the NT and LDAP domain branches, the global adminis-
trator must first set up authentication in order to enable the
NT/LDAP branch(es). For each domain, the administrator
then sets up and maintains groups, and creates filtering
profiles for groups and users.
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The navigation panel at the left of the screen contains a hier-
archical list of groups set up in a tree format. At the root of
this tree is Group. The main branches of this tree include:
Global Group and IP, followed by NT and LDAP if authenti-
cation is enabled.

Double-click the branch of your selection to display the list
of groups/domains previously added to that branch. Keep
double-clicking items in the tree list to view additional items.

Click an entity in the tree list to view a menu of topics or
actions that can be performed for that entity.

/\j NOTES: Information on NT and LDAP groups can be found in the
R3000 Authentication User Guide.

Information on creating filtering profiles for IP groups can be
found in the Group Administrator Section of this user guide.

If using the synchronization feature, if the R3000 server being
configured is set up in the Target mode to synchronize both
profile and library setting changes, the only branch that displays
in the tree is Global Group.
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Global Group

Global Group includes options for creating and maintaining
groups. Click the Global Group link to view a menu of sub-
topics: Range to Detect, Rules, Global Group Profile, Over-
ride Account, Minimum Filtering Level, and Refresh All.

HOME SYSTEM GROUP LIBRARY REPORTING HELF'_-QUIT se—

Rules

k| . \
\
Range to Detect |

Global Group Profile
Overtide Account

e Group section

Minirum Filkering Lewel

comprised of windows and dialog boxes used for adding and

Refresh all

IP groups or NT/LDAP domains, and for creating filtering profiles

Tar gqronp s ane neers andior containers, if using LDAP).

Forthe IP group option, the global administrator creates master IP groups. Within
each individual group, the desighated group administrator adds sub-groups and
individual IP mernbers, and creates their filtering profiles

Far NT andfior LDAF dornaing, the global administeator must first set up
authentication in the Systern section in order to enable NT/LDAF options. The
administrator then adds the domain in this section, sets up and maintains NTILDAP
groups, and creates fitering profiles for groups and users

The control panel atthe left ofthe screen contains a hierarchical list of groups setup
in & tree farmat. At the root of this tree is Group. The main branches ofthe tree
include: Global Group and IP group, followed by NT and LDAP if authentication is
enabled. NOTE: Ifthe synchronization feature is used, an R3000 setup in the Target
mode will only include the Global Group branch ofthe tree, and group administeators
will not have access to any hranches ofthe tree

Double-click the branch of your selection to display the list of groupsidomaing
previously added to that branch. Keep double-clicking items in the tree list to view
additional iterns

x

Fig. 2:2-2 Group screen, Global Group menu

NOTE: If the synchronization feature is used and this R3000
being configured is set up in the Target mode to synchronize both
profile and library setting changes, the only sub-topic that
displays is Range to Detect.

252
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Range to Detect window

The Range to Detect window displays when Range to
Detect is selected from the Global Group menu. This
window is used for defining segments of network traffic to be
detected by the R3000 in the invisible or router mode.
Service ports that should be open—ignored by the R3000—
are also defined in this window.

i HOME SYSTEM GROUP LIBRARY REFORTING HELF QUH )

Range to Detect Settings
Group=Glohal Group>Range to Detect Settings
Current Ranges

and dst net

lisrc or dst port 62))
lisrc net 200,10,150,63124 and dst net 200,10,160,43132 and not st host Add
200.10.150.22 and not dst net 200.10.150.63/24 and not dst port 64)

linot src host 100,10,130,22)

10.0.0{16 and not {dst port

if{src host 100.10.150.130)) Modify
ii(src host 5.4.3.2 or src host 5.4.3.3))

lisrcnet 210.50,11,33)

(src et 100.10.15,33) (RemEyR

Mandatory Settings I

Manciatary Settings

ot (host 1.2.3.4 or host 200.10.10075)
ot (host 1.2.3.5)
cp

Fig. 2:2-3 Range to Detect Settings window, main window

NOTES: Segments of network traffic should not be defined if
using the firewall mode.

This window is disabled if using the mobile mode.

The main window (Fig. 2:2-3) lets you add segments to the
network, or modify or remove existing segments. The
Current Ranges list box includes a list of segments previ-
ously added using this feature. The Mandatory Settings tab
provides examples of settings that can be made.
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NOTE: If this R3000 is using the Source mode and the Upstream
Failover Detect feature is enabled, if a downstream target server
fails—as detected by the 8e6 Appliance Watchdog—the Current
Ranges information from the failed downstream target “node”

displays in a Node tab following the Mandatory Settings tab in this
window.

Add a Segment to the Network

To add a segment to be detected on the network:
1. Click Add to go to the next page:

HOME SYSTEM GROUR LIBRARY REFPORTING HELP QuUIT —

Range te Detect Settings
Group>Global Group>Range to Detect Settings
Range to Detect Setup Wizard

This wizard will help guide yau through the steps needed ko establish
a filtering rule that the R3000 will use when filkering traffic, Click on
"Start the Setup Wizard" in order to begin the Setup Wizard,

Start the Setup Wizard

Advanced Settings Window

Opening the Advanced Settings Window allows a user to enter their settings manually,
This aption requires knowlege of topdump syntax. Mot recommended For thase users unfamiliar

with network settings.
Advanced Settings

Fig. 2:2-4 Range to Detect Settings, second window
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2. Click one of the following buttons to select the procedure
for adding the segment:

» Start the Setup Wizard - clicking this button takes you
to the Range to Detect Setup Wizard. Follow the
instructions in the Range to Detect Setup Wizard sub-
section to complete the addition of the segment on the
network.

¢ Advanced Settings - clicking this button takes you to
the Range to Detect Advanced Settings window.
Follow the instructions in the Range to Detect
Advanced Settings sub-section to complete the addi-
tion of the segment on the network.
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Range to Detect Setup Wizard

Click the Start the Setup Wizard button to display Step 1 of
the Range to Detect Setup Wizard. The Wizard is
comprised of six steps. An entry is required in Step 1, but
not in Steps 2 - 5. Settings made using the Wizard are saved
in Step 6.

Step 1

In this step you define the source IP address(es) to be
filtered.

HOME Y ETEM GROUP LIBRARY REFPORTING HELFP auIT

Range to Detect Setup Wizard
Group>Global Group>Range to Detect Setup Wizard
Step 1 - Source IPs to Detect

Source IP

10.10,10.0/24

Modify
Remave

IP | Netmask. | ! I

Calculakor |
Individual 1P Add

Mext Cancel |

Fig. 2:2-5 Range to Detect Setup Wizard, Step 1

Since the first four pages of the Wizard contain the same
fields and buttons, instructions provided for this step are not
repeated for Steps 2 - 4.

1. Choose the appropriate option for entering the IP
address(es):
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* IP/ Netmask - use these fields to specify a range of IP
addresses

* Individual IP - use this field to enter a single IP
address

2. Click Add to include the segment in the list box above.

NOTE: To modify the segment, select it from the list box and click
Modify to move the segment to the field(s) below for editing. To
remove the segment, select it from the list box and click Remove.

3. Click Next to go to the next page of the Wizard.

NOTE: Click Cancel to be given the option to return to the main
Range to Detect Settings window.
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Step 2: Optional

In this step you define the destination IP address(es) to be
filtered.

NOTE: By making entries in Destination IP fields, traffic will be
restricted to the range specified in the Source IP and Destination
IP frames. This reduces the load on the R3000, thus enabling it to
handle more traffic.

HOME SYSTEM GROUP LIBRARY REPORTING HELF GUIT

Range to Detect Setup Wizard
Group>Global Group>Range to Detect Setup Wizard
Step 2 - Destination IPs to Include for D
Destination IP
10.10.10.43/32
Madify
Remave
1P { Netmask !
Calculatar |
Individual IP Add
Back. | Mext | Cancel

Fig. 2:2-6 Range to Detect Setup Wizard window, Step 2

NOTE: For Steps 2-6, click Back to return to the previous page of
the Wizard.
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Step 3: Optional

In this step you define the source IP address(es) to be
excluded from filtering.

S —— HOME SYSTEM GROUP LIBRARY REFORTING HELF i]UIT me—

Range to Detect Setup Wizard
Group>Global Group>Range to Detect Setup Wizard
Step 3 - Source IPs to Exclude from Detection

Lse the text fields below in order to enter the Source IP(s) that the R3000 should =
exelude frorn filtering.

Ezample Input:

5.5.5.4030
5551628
5.5.5.90
[
Source IP
10.10.10.34
Madify
Remave
1P Nistmask | x| A
Calculator |
Individual IP
Back. I hext | Cancel

Fig. 2:2-7 Range to Detect Setup Wizard window, Step 3
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Step 4: Optional

In this step you define the destination IP address(es) to be
excluded from filtering. Any entries from the list box in Step
1 automatically display in the list box above.

NOTE: By making entries in Destination IP fields, traffic will be
restricted to the range specified in the Source IP and Destination
IP frames. This reduces the load on the R3000, thus enabling it to
handle more traffic.

HOME SYSTEM GROUP LIBRARY REPORTING HELF QUIT .

Range to Detect Setup Wizard
Group>=Global Group>Range to Detect Setup Wizard
Step 4 - Destination |IPs to Exclude from Detection

=

Destination IP
10.10.10.0/24

Madify

Remove
1P| Metmask [ |[ess.zsszssn = add

Calculator |

Individual IP add

Back. I et Cancel

Fig. 2:2-8 Range to Detect Setup Wizard window, Step 4
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Step 5: Optional

In this step you enter destination port numbers to be
excluded from filtering.

HOME SYSTEM GROUP LIBRARY REFORTING HELF QuIT

Range to Detect Setup Wizard
Group>Global Group>Range to Detect Setup Wizard
Step 5 - Destination Ports to Exclude from Detection

KN

Destination Port

Bt

Remove |

Individual Fort l—

Back. I hext | Cancel

Fig. 2:2-9 Range to Detect Setup Wizard window, Step 5

1. In the Individual Port field, enter the port number to be
excluded from filtering.

2. Click Add to include the entry in the list box above.

NOTE: To remove the port number, select it from the list box and
click Remove.

3. Click Next to go to the last page of the Wizard.
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Step 6

In this final step of the Wizard you review your entries and

make modifications, if necessary.

HOME SYSTEM GROUP LIBRARY REFORTING HELF QuIT

Range to Detect Setup Wizard

Step 6 - Recap

Group>Global Group>Range to Detect Setup Wizard

Source IP

Include 1P

10.10.10.0/24 Modify |

Destination IP
Include 1P

0101043132 | paadfy |

Destination Port
Exclude Port

Exclude IP

Exclude IP

IP / Netmask Calculator

|647 "y |IP,iNetmask|

l[zss.zsszssn x|

Caloulakor |

10.10.10.34 Modify |

10,10, 10.0/24 Modify |

2
i

Cancel

Fig. 2:2-10 Range to Detect Setup Wizard window, Step 6

1. Review the contents in all list boxes.

. Perform one of the following actions:

« click the Modify button to the right of the list box if you
need to make changes. This action takes you to that
page of the Wizard where you make your edits. Click

Next until you return to Step 6.

+ click Finish to accept all your entries. This action takes
you to the main Range to Detect Settings window
where the segment you entered now displays in the

Current Ranges list box.
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Range to Detect Advanced Settings

Click the Advanced Settings button to display the Range to
Detect Advanced Settings window:

; HOME SYSTEM GROUP LIBRARY REPORTING HELF QUIT —

Range to Detect Advanced Settings
Group>=Global Group>Range to Detect Advanced Settings
Range to Detect Advanced Settings

(srcnet 1010100024 and dst net 10.10.10.43/32 and not sre host 10.10.10.34 and not dst
net 10.10.10.0024 and not dst port 64)

1P} Hetmask [ f|255.255.255‘n | caleulator
Apply | Cancel

Fig. 2:2-11 Range to Detect Advanced Settings window

1. Enter the settings in the list box, using the correct syntax.
Refer to the examples above.

@ TIP: Use the Calculator to calculate IP ranges without any over-
laps. Enter the IP address, select the Netmask, and then click
Calculate to display results in the Min Host and Max Host fields.
Click Close to exit.

NOTE: Click Cancel to be given the option to return to the main
Range to Detect Settings window without saving your settings.

2. Click Apply to accept your entries and to return to the
main Range to Detect Settings window.
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Modify a Segment of the Network

To modify a segment:

1. In the main Range to Detect Settings window (see Fig.
2:2-3), select the segment from the Current Ranges list
box.

2. Click Modify to go to the second page (see Fig. 2:2-4).

3. Click one of the following buttons to select the procedure
for modifying the segment:

» Start the Setup Wizard - clicking this button takes you
to Step 6 of the Range to Detect Setup Wizard (see
Fig. 2:2-10). Follow the instructions in the Range to
Detect Setup Wizard sub-section for Step 6.

» Advanced Settings - clicking this button takes you to
the Range to Detect Advanced Settings window (see
Fig. 2:2-11). Follow the instructions in the Range to
Detect Advanced Settings sub-section.

Remove a Segment from the Network

To remove a segment:

1. In the main Range to Detect Settings window (see Fig.
2:2-3), select the segment from the Current Ranges list
box.

2. Click Remove.
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Rules window

The Rules window displays when Rules is selected from the
Global Group menu. This window is used for adding a
filtering rule when creating a filtering profile for an entity.

HOME SYSTEM GROUP LIBRARY REPORTING HELF mmem—

QUIT

Rules

Group>Global Group>Rules
Current Rules

Mew Rule | Delete Rule |
Rule1 BYPASS v I

Rule # IRu\m Save Rule
Rule Description IB‘HPASS

Rule Details

Category I Pass | Allow | Varn I Block Quulal
| Catenary Groups
-] Adutt Cortent

~ ] Banduwidth

;l Businessinvestments
-] CommunityiCraanizations
~|_] Educstion
|| Entertainment
_| GovernmentiLavwPolitics
-] HesfthFiness
-] llegaliuestionable
;l Infarmation Technolog
-] Internet Communication

-

-] Internetirtranet Misc.
|| Internet Procuctivit

Uncategorized Sites |Pass ™ Overall Quota [OFF IU i

Fig. 2:2-12 Rules window

By default, “Rule1 BYPASS” displays in the Current Rules
pull-down menu. The other choices in this pull-down menu
are “Rule2 BLOCK Porn”, “Rule3 Block IM and Porn”,
“‘Rule4 8e6 CIPA Compliance” (which pertains to the Chil-
dren’s Internet Protection Act), and the “Block All” rule. By
default, “Rule1” displays in the Rule # field, “BYPASS”

displays in the Rule Description field, and Uncategorized
Sites are allowed to Pass.
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View Criteria for a Rule

Select the rule from the Current Rules pull-down menu to
populate the Rule Details frame with settings made for that
rule. If this rule is not an 8e6 pre-defined rule it can be modi-
fied or deleted. A rule that does not yet exist can be added
using any rule in this list as a template, if necessary.

Add a Rule

To create a new rule:

1. Click New Rule to populate the Rule # field with the next
consecutive rule number available.

2. Enter up to 20 characters for a unique Rule Description
that describes the theme for that rule.

3. By default, in the Rule Details frame, all library categories
in the Category Groups tree are set to pass—indicating
that the end user can access URLs in all library catego-
ries. This filter setting is designated by the check mark
inside a green circle in the Pass column.

@ TIP: In the Category Groups tree, double-click the group enve-
lope to open that segment of the tree and to view library catego-
ries belonging to that group.

To change the filter setting for a category group/library
category, double-click the column (Allow, Warn, Block) in
the row corresponding to that category group/library
category to move the check mark to that column:

* Allow - URLs in this category will be added to the end
user’s white list.

* Warn - URLs in this category will warn the end user
that the URL he/she requested can be accessed, but
may be against the organization’s policies. The end
user can view the URL after seeing a warning
message and agreeing to its terms.

* Block - URLs in this category will be blocked.
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NOTE: If a category group does not display any filter setting (i.e.
the check mark does not display in any column for the category
group), one or more library categories within that group has a
filter setting in a column other than the filter setting designated for
all collective library categories within that group. For example, if
in the Adult Content category group some of the library catego-
ries have a block setting and other library categories have a warn
setting, there would be no category group filter setting, since all
library categories do not have the same filter setting.

(é) TIPS: Multiple categories can be assigned the same filter setting
by clicking each category while pressing the Ctrl key on your
keyboard, and then double-clicking in the appropriate column.

Blocks of categories can be assigned the same filter setting by
clicking the first category, and then pressing the Shift key on your
keyboard while clicking the last category, and then double-
clicking in the appropriate column.

4. Make a selection from the Uncategorized Sites pull-
down menu to specify how to handle a URL that has not
yet been categorized: “Pass”, “Warn”, or “Block”.

5. To use the quota feature to restrict the end user’s access
to a passed library group/category, do the following:

* In the Quota column, enter the number of minutes the
user will be able to access the library group/category.
The minimum number of minutes is “1” and the
maximum is “1439” (one day minus one minute). The
number of minutes entered here combines with the
seconds per hit (minimum one second to maximum
3600 seconds) defined in the Quota Settings window
to determine when the end user will be blocked from
further access to URLs in that library group/category.
@ TIP: If a quota entry is made for a category group, all library cate-
gories in that group will show the same number of quota minutes.

NOTE: See the Quota Settings window in Chapter 1: System
screen for more information on configuring quota settings and
resetting quotas for end users currently blocked by quotas.
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* The Overall Quota field becomes enabled if a quota is
entered for any library group/category. By default, the
enabled Overall Quota is turned “Off”. If turned “On”,
enter the number of minutes in the Min field to indicate
when the end user’s access to passed library groups/
categories with quotas will be blocked. If the end user
spends this amount of time at URLs in any quota-
marked library group/category, the Overall Quota over-
rides the number of minutes defined for each individual
quota.

6. Click Add Rule to include your rule to the list that
displays in the pull-down menu.

Modify a Rule

After a rule is added, it can later be modified. To make
changes to a rule:

1. Select the rule from the Current Rules pull-down menu.

2. Modify settings for library groups and categories in the
Rule Details frame.

3. Click Save Rule.
Copy a Rule

As a time saving practice, a rule can be used as a basis
when creating another similar rule. To copy a rule:

1. Select the rule to be copied from the list of Current
Rules.

2. Click New Rule to populate the Rule # field with the next
available rule number, and to activate the Rule Descrip-
tion field.

3. Enter up to 20 characters for a unique Rule Description
that describes the theme for that rule.

4. Modify settings for library groups and categories in the
Rule Details frame.
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5. Click Save Rule.
Remove a Rule

To delete a rule:
1. Select the rule from the Current Rules pull-down menu.
2. Click Delete Rule.
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Global Group Profile window

The Global Group Profile window displays when Global
Group Profile is selected from the Global Group menu. This
window is used for viewing/creating the global (default)
filtering profile that will be used by all users on the network
unless a unique filtering profile is created for an entity. Click
the following tabs in this window: Category, Port, Default
Redirect URL, and Filter Options. Entries in these tabs
comprise the profile string for the global group.

HOME

SYSTEM = GROUP | LIBRARY | RERFORTING | HELF | QUIT —

Category | port | Defaul Redirect URL | Fiker Optians

Category Profile
Group>Global Group>Category Profile
Group: Global Group Current Profile: Custam Profile

Available Filter Levels

Custom Profile = I

Rule Details

Category | Pass | Sllowe | Warn I Block | Quota
2 | Category Groups
[=1- ] Adult Contert
-4 Child Pornogragph
Explicit Art
Fe- @ Obscene/Tasteless
- _Pornographyftdutt Cordent
- R Rated
[F-__| Bandwicth
[#-__| Businessinvestiments
[¥1-__| Community/Organizations
| Education

-

[¥-__| Entertairiment
_| GovernmentiLavwPolitics
[#- | Health/Fitness

| Megaliguestionable

FA N ek bt Tm e

Uncategorized Sites Pasz ¥

L]
Owerall Quata [Off ¥ | |0 Miry
Apply

Fig. 2:2-13 Global Group Profile window, Category tab
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Category Profile

Category Profile displays by default when Global Group
Profile is selected from the Global Group menu, or when the
Category tab is clicked. This tab is used for assigning filter
settings to category groups/library categories for the global
group profile.

By default, “Custom Profile” displays in the Available Filter
Levels pull-down menu, and Uncategorized Sites are
allowed to Pass.

Create, Edit a List of Selected Categories

For the category portion of the global group filtering profile,
in the Rule Details frame all library categories in the Cate-
gory Groups tree are set to pass, except “Child Pornog-
raphy” and “Pornography/Adult Content”—indicating that
the end user can access URLs in all other library categories.
This filter setting is designated by the check mark inside a
green circle in the Pass column for all category groups
except Adult Content.

@ TIP: In the Category Groups tree, double-click the group enve-
lope to open that segment of the tree and to view library catego-
ries belonging to that group.

1. To change a category group/library category filter setting,
double-click the column (Allow, Warn, Block) in the row
corresponding to that category group/library category to
move the check mark to that column:

» Allow - URLs in this category will be added to the end
user’s white list.

* Warn - URLs in this category will warn the end user
that the URL he/she requested can be accessed, but
may be against the organization’s policies. The end
user can view the URL after seeing a warning
message and agreeing to its terms.
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* Block - URLs in this category will be blocked.

NOTE: If a category group does not display any filter setting (i.e.
the check mark does not display in any column for the category
group), one or more library categories within that group has a
filter setting in a column other than the filter setting designated for
all collective library categories within that group. For example, if
in the Adult Content category group some of the library catego-
ries have a block setting and other library categories have a warn
setting, there would be no category group filter setting, since all
library categories do not have the same filter setting.

@ TIPS: Multiple categories can be assigned the same filter setting
by clicking each category while pressing the Ctrl key on your
keyboard, and then double-clicking in the appropriate column.

Blocks of categories can be assigned the same filter setting by
clicking the first category, and then pressing the Shift key on your
keyboard while clicking the last category, and then double-
clicking in the appropriate column.

2. Make a selection from the Uncategorized Sites pull-
down menu to specify how to handle a URL that has not
yet been categorized: “Pass”, “Warn”, or “Block”.

3. To use the quota feature to restrict the end user’s access
to a passed library group/category, do the following:

* In the Quota column, enter the number of minutes the
user will be able to access the library group/category.
The minimum number of minutes is “1” and the
maximum is “1439” (one day minus one minute). The
number of minutes entered here combines with the
seconds per hit (minimum one second to maximum
3600 seconds) defined in the Quota Settings window
to determine when the end user will be blocked from
further access to URLs in that library group/category.

@ TIP: If a quota entry is made for a category group, all library cate-
gories in that group will show the same number of quota minutes.
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NOTE: See the Quota Settings window in Chapter 1: System
screen for more information on configuring quota settings and
resetting quotas for end users currently blocked by quotas.

» The Overall Quota field becomes enabled if a quota is
entered for any library group/category. By default, the
enabled Overall Quota is turned “Off”. If turned “On”,
enter the number of minutes in the Min field to indicate
when the end user’s access to passed library groups/
categories with quotas will be blocked. If the end user
spends this amount of time at URLs in any quota-
marked library group/category, the Overall Quota over-
rides the number of minutes defined for each individual
quota.

4. Click Apply to apply your settings at the global level.
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Port

Port displays when the Port tab is clicked. This tab is used
for blocking access to specified ports for the global filtering

profile.
B HOME SYSTEM GROUP LIBRARY REPQRTING HELP QUIT
g Grou - Category Port I Default Redirect URL | Filker Options

b ¥4 1clobal Group

-gi P Port

Group>Global Group>Port
Block Port(s)

60

Port Add Remove

Apply

Fig. 2:2-14 Global Group Profile window, Port tab

Create, Edit a List of Service Ports

All service ports are filtered by default. To block a service
port from being accessed by global filtering profile users:

1. Enter the port number in the Port field.

2. Click Add. Each port number you add displays in the
Block Port(s) list box.

3. Click Apply to apply your settings at the global level.
To remove a port number from the list box:

1. Select the port number.
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2. Click Remove.

3. Click Apply to apply your settings at the global level.
Default Redirect URL

Default Redirect URL displays when the Default Redirect
URL tabis clicked. This tab is used for specifying the URL to
be used for redirecting users who attempt to access a site or
service set up to be blocked for the global filtering profile.

B HOME Y ETEM GROUP LIBRARY REFPORTING HELFP auIT

Categary | Port Defauk Redrect URL | Fiker Optians

Default Redirect URL
Group>Global Group>Default Redirect URL

Specify aredirect URL:

= Default Elock Page

7 Authentication Request Form

' Custam URL: I

Fig. 2:2-15 Global Group Profile window, Default Redirect URL tab

Create, Edit the Redirect URL

1. Specify the type of redirect URL to be used: “Default
Block Page”, “Authentication Request Form”, or “Custom

URL".

If “Custom URL” is selected, enter the redirect URL in the
corresponding text box. Users will be redirected to the
designated page at this URL instead of the block page.
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2. Click Apply to apply your settings.

Filter Options

Filter Options displays when the Filter Options tab is clicked.
This tab is used for specifying which filter option(s) will be
applied to the global group filtering profile.

; HOME SYSTEM GROUP LIBRARY REPORTING HELF GUIT —

Categary | Port | Default Redirect LRL Fiter Options |

Filter Options
Group>Global Group=Filter Options

Filter Options
[¥ % Strikes Blocking
¥ Google/Yahoo! iAsk.comiA0L Safe Search Enforcement
[ Search Engine Keyword Filker Control
¥ URL Keyword Filter Control
I~ Extend URL Keyword Filter Contral

Fig. 2:2-16 Global Group Profile window, Filter Options tab

Create, Edit the Filter Options

1. Click the checkbox(es) corresponding to the option(s) to
be applied to the global group filtering profile: “X Strikes
Blocking”, “Google/Yahoo!/Ask.com/AOL Safe Search
Enforcement”, “Search Engine Keyword Filter Control”,
“URL Keyword Filter Control”. If URL Keyword Filter
Control is selected, the “Extend URL Keyword Filter
Control” option can be selected.

2. Click Apply to apply your settings.

8e6 TecHNoLocIEs, R3000 INTERNET FiLTER User GuIDE



GLOBAL ADMINISTRATOR SECTION CHAPTER 2: GROUP SCREEN

X Strikes Blocking

With the X Strikes Blocking option enabled, an end user who
attempts to access inappropriate sites on the Internet will be
locked out from his/her workstation after a specified number
of tries within a fixed time period.

@ NOTE: See the X Strikes Blocking window in Chapter 1: System
screen for information on setting up the X Strikes Blocking
feature.

Google/Yahoo!/Ask.com/AOL Safe Search Enforcement

With the Google/Yahoo!/Ask.com/AOL Safe Search
Enforcement option enabled, Google, Yahoo!, Ask.com,
and AOL’s “strict” SafeSearch Filtering option will be used
whenever end users perform a Google, Yahoo!, Ask.com, or
AOL Web search or Image search.

& WARNINGS: This feature is not compatible with the proxy envi-
ronment as it will cause overblocking.

An inappropriate image will only be blocked if that image is
included in 8e6’s library or is blocked by Google, Yahoo!,
Ask.com, or AOL.

If this option is used in conjunction with the X Strikes Blocking
feature and a user is performing an inappropriate Google,
Yahoo!, Ask.com, or AOL Image search, the number of strikes
that user will receive is based upon the amount of time it will take
for unacceptable Google, Yahoo!, Ask.com, or AOL images
returned by the query to load on the page. The user will receive
only one strike if all inappropriate images load within the toler-
ance time range of a given strike.
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Search Engine Keyword Filter Control

With the Search Engine Keyword Filter Control option
enabled, search engine keywords can be set up to be
blocked. When a user enters a keyword in the search
engine, if that keyword has been set up to be blocked, the
search will not be performed. Search engine keywords are
entered in the Search Engine Keywords window of 8e6
supplied library categories and custom library categories.

NOTES: Search engine keyword filtering relies on an exact
keyword match. For example, if the word “sex” is set up to be
blocked, but “sexes” is not set up to be blocked, a search will be
allowed on “sexes” but not “sex”. However, if the word “gin” is set
up to be blocked, a search on “cotton gin” will be blocked since
the word “gin” is blocked.

To set up search engine keywords in a Search Engine Keywords
window, see the following sections of this user guide for the spec-
ified library type:

» 8e6 Supplied Categories - see Chapter 3: Library screen,
Search Engine Keywords window in this section.

» Custom Categories - see the Group Administrator Section,
Chapter 2: Library screen, Search Engine Keywords window.
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URL Keyword Filter Control

With the URL Keyword Filter Control option enabled, URL
keywords can be set up to be blocked. When a user enters
a keyword in the address line of a browser window, if that
keyword has been set up to be blocked, the user will be
denied access to that site or service. URL keywords are
entered in the URL Keywords window of 8e6 supplied
library categories and custom library categories.

With the “Extend URL Keyword Filter Control” option
enabled, a URL keyword search will be extended after the
"?" character in a URL.

/\j NOTE: To set up URL keywords in a URL Keywords window, see
the following sections of this user guide for the specified library

type:

» 8e6 Supplied Categories - see Chapter 3: Library screen, URL
Keywords window, in this section.

» Custom Category - see the Group Administrator Section,
Chapter 2: Library screen, URL Keywords window.

& WARNING: If this feature is activated, use extreme caution when
setting up URL keywords for filtering. If a keyword that is entered
in a browser’s address window contains the same consecutive
characters as a keyword set up to be blocked, users will be
denied access to URLs that are not even within blocked catego-
ries. For example, if all URL keywords containing “sex” are
blocked, users will not be able to access a non-pornographic site
such as http:.//www.essex.com.

8e6 TecHNoLoGlEs, R3000 INTERNET FILTER User GuiDE 279



GLOBAL ADMINISTRATOR SECTION CHAPTER 2: GROUP SCREEN

280

Override Account window

The Override Account window displays when Override
Account is selected from the Global Group menu. This

window is used for creating an override account that allows
an IP group user to bypass settings at the minimum filtering
level. A user with an override account will be able to access

categories and service ports blocked at the minimum

filtering level.

HOME SYSTEM GROUP LIBRARY REFORTING

QuIT

Override Account
Group>Global Group=Override Account
Account Details

Name fomin
Password anwnm

Confirm Password Fﬂmnﬁm

Add

Current Accounts

tjones

ViewiModiFy |
Remave: |

Fig. 2:2-17 Override Account window
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NOTES: A user can have only one override account. If an over-
ride account was previously created for a user in a master IP
group, only that override account will be effective, unless that
account is deleted from the IP group. See the Override Account
window in Chapter 1 of the Group Administrator Section for infor-
mation on setting up an override account for a user in an IP

group.

See Appendix D: Override Pop-up Blockers for information on
how a user with an override account can authenticate if a pop-up
blocker is installed on his/her workstation.

Add an Override Account

To create an Override Account profile:

1.

In the Account Details frame, enter the username in the
Name field.

Enter the Password.

. Make the same entry again in the Confirm Password

field.

. Click Add to include the username in the list box of the

Current Accounts frame, and to open the pop-up window
containing the Current Accounts name as well as tabs to
be used for specifying the components of the override
account profile.

Click each of the tabs (Rule, Redirect, Filter Options) and
specify criteria to complete the override account profile.
(See Category Profile, Redirect URL, and Filter Options
in this sub-section for information on the Rule, Redirect,
and Filter Options tabs.)

. Click Apply to activate the override account.

. Click Close to close the pop-up window.
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Category Profile

The Rule tab is used for creating the categories portion of
the override account profile.

Modify Dverride Accounts x|
Override Account
Current Accounts
smith ﬂ
Rule | Redrect | Fiter options |

Category Profile

Group>Global Group>Category Profile
Available Filter Levels Minimum Filtering Level
Rule0 Mirirnutn Filtering Level ¥ l Child Pumugraphy =

Explicit Art
(Ohscene/Tasteless ;I
Rule Details
Category | Pass I Allowe | Warm | Block | Guota I

* | Category Groups -
[ Adult Content

-] Bandwidth

I _| Businesainvestments

Community /Organizations

- [ | Education

-] Entertainment

B ] GovernmentLavwiPoltics

- J HealthFitness

NegaliGuestionatle

-] Information Technolog

-] Internet Communication

B[] IrternetAntranet Misc j
Uncategorized Stes IPass VI Overall Quota l@ Riry

Apply Close
Java Applet Window

Fig. 2:2-18 Override Account pop-up window, Rule tab

To create the category profile:

1. Select a filtering rule from the available choices in the
Available Filter Levels pull-down menu. This action
automatically populates the Pass, Allow, Warn, and/or
Block columns in the Rule Details frame with filter
settings for each category group/library category in the
Category Groups tree.

TIP: In the Category Groups tree, double-click the group enve-
lope to open that segment of the tree and to view library catego-
ries belonging to that group.
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NOTE: If a category group does not display any filter setting (i.e.
the check mark does not display in any column for the category
group), one or more library categories within that group has a
filter setting in a column other than the filter setting designated for
all collective library categories within that group. For example, if
in the Adult Content category group some of the library catego-
ries have a block setting and other library categories have a warn
setting, there would be no category group filter setting, since all
library categories do not have the same filter setting.

2. To change the filter setting for a category group/library
category, double-click the column (Pass, Allow, Warn,
Block) in the row corresponding to that category group/
library category to move the check mark to that column:

* Pass - URLs in this category will pass to the end user.

* Allow - URLs in this category will be added to the end
user’s white list.

* Warn - URLs in this category will warn the end user
that the URL he/she requested can be accessed, but
may be against the organization’s policies. The end
user can view the URL after seeing a warning
message and agreeing to its terms.

* Block - URLs in this category will be blocked.

(é) TIPS: Multiple categories can be assigned the same filter setting
by clicking each category while pressing the Ctrl key on your
keyboard, and then double-clicking in the appropriate column.

Blocks of categories can be assigned the same filter setting by
clicking the first category, and then pressing the Shift key on your
keyboard while clicking the last category, and then double-
clicking in the appropriate column.

3. Make a selection from the Uncategorized Sites pull-
down menu to specify how to handle a URL that has not

” W

yet been categorized: “Pass”, “Warn”, or “Block”.

4. To use the quota feature to restrict the end user’s access
to a passed library group/category, do the following:
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* In the Quota column, enter the number of minutes the
user will be able to access the library group/category.
The minimum number of minutes is “1” and the
maximum is “1439” (one day minus one minute). The
number of minutes entered here combines with the
seconds per hit (minimum one second to maximum
3600 seconds) defined in the Quota Settings window
to determine when the end user will be blocked from
further access to URLs in that library group/category.

TIP: If a quota entry is made for a category group, all library cate-
gories in that group will show the same number of quota minutes.

NOTE: See the Quota Settings window in Chapter 1: System
screen for more information on configuring quota settings and
resetting quotas for end users currently blocked by quotas.

* The Overall Quota field becomes enabled if a quota is
entered for any library group/category. By default, the
enabled Overall Quota is turned “Off”. If turned “On”,
enter the number of minutes in the Min field to indicate
when the end user’s access to passed library groups/
categories with quotas will be blocked. If the end user
spends this amount of time at URLs in any quota-
marked library group/category, the Overall Quota over-
rides the number of minutes defined for each individual
quota.

5. Click Apply to apply your settings to the override account
profile.

6. Click another tab (Redirect or Filter Options) to continue
creating the override account profile, or click Close to
close the pop-up window and to return to the Override
Account window.
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Redirect URL

The Redirect tab is used for specifying the URL to be used
for redirecting the user if he/she attempts to access a site or
service set up to be blocked.

Modify Override Accounts x|

Override Account
Current Accounts
ismith

L]

Rule Redirect | Filter Optlunsl

Redirect URL
Group>Global Group>Redirect URL
Redirect URL

Specify a redirect URL:

i+ Default Block Page

& Authertication Request Form

7 Custom LRL:

Apply Close

Java Applet Window

Fig. 2:2-19 Override Account pop-up window, Redirect tab

1. Specify the type of redirect URL to be used: “Default

Block Page”, “Authentication Request Form”, or “Custom
URL".

If “Custom URL” is selected, enter the redirect URL in the
corresponding text box. The user will be redirected to the
designated page at this URL instead of the block page.

2. Click Apply to apply your settings to the override account
profile.

8e6 TecHNoLoGlEs, R3000 INTERNET FILTER User GuiDE 285



GLOBAL ADMINISTRATOR SECTION CHAPTER 2: GROUP SCREEN

3. Click the Filter Options tab to continue creating the over-
ride account profile, or click Close to close the pop-up
window and to return to the Override Account window.

Filter Options

The Filter Options tab is used for specifying which filter
option(s) will be applied to the override account profile.

Modify Dverride Accounts x|

Override Account
Current Accounts
ismith

KN

Fule | Redirect Filter Options |
Filter Options

Group>Global Group=Filter Options
Filter Options
¥ ¥ Strikes Blocking
¥ Google/¥ahoo! issk comiaol Safe Search Enforcement
[~ search Engine Keyword Filter Control
[~ URL Keyword Filker Control

[~ Extend URL Keyword Filter Contral

Apply Close

Jawva Applet Window

Fig. 2:2-20 Override Account pop-up window, Filter Options tab

1. Click the checkbox(es) corresponding to the option(s) to
be applied to the override account filtering profile:

» “X Strikes Blocking” - With the X Strikes Blocking
option enabled, if the user attempts to access inappro-
priate sites on the Internet, he/she will be locked out
from his/her workstation after a specified number of
tries within a fixed time period.
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NOTE: See the X Strikes Blocking window in Chapter 1: System
screen for information on setting up the X Strikes Blocking
feature.

* “Google/Yahoo!/Ask.com/AOL Safe Search Enforce-
ment” - With the Google/Yahoo!/Ask.com/AOL Safe
Search Enforcement option enabled, Google, Yahoo!,
Ask.com, and AOL’s “strict” SafeSearch Filtering
option will be used whenever the end user performs a
Google, Yahoo!, Ask.com, or AOL Web search or
Image search.

& WARNING: If this option is used in conjunction with the X Strikes
Blocking feature and a user is performing an inappropriate
Google, Yahoo!, Ask.com, or AOL Image search, the number of
strikes that user will receive is based upon the amount of time it
will take for unacceptable Google, Yahoo!, Ask.com, or AOL
images returned by the query to load on the page. The user will
receive only one strike if all inappropriate images load within the
tolerance time range of a given strike.

» “Search Engine Keyword Filter Control” - With the
Search Engine Keyword Filter Control option enabled,
search engine keywords can be set up to be blocked.
When the user enters a keyword in the search engine,
if that keyword has been set up to be blocked, the
search will not be performed. Search engine keywords
are entered in the Search Engine Keywords window of
8e6 supplied library categories and custom library
categories.
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NOTE: To set up search engine keywords in a Search Engine
Keywords window, see the following sections of this user guide
for the specified library type:

» 8e6 Supplied Categories - see Chapter 3: Library screen,
Search Engine Keywords window.

» Custom Categories - see the Group Administrator Section,
Chapter 2: Library screen, Search Engine Keywords window.

* “URL Keyword Filter Control” - With the URL Keyword
Filter Control option enabled, URL keywords can be
set up to be blocked. When the user enters a keyword
in the address line of a browser window, if that keyword
has been set up to be blocked, the user will be denied
access to that site or service. URL keywords are
entered in the URL Keywords window of 8e6 supplied
library categories and custom library categories.

With the “Extend URL Keyword Filter Control” option
enabled, a URL keyword search will be extended after
the "?" character in a URL.
NOTE: To set up URL keywords in a URL Keywords window, see
the following sections of this user guide for the specified library
type:

» 8e6 Supplied Categories - see Chapter 3: Library screen, URL
Keywords window.

» Custom Category - see the Group Administrator Section,
Chapter 2: Library screen, URL Keywords window.

2. Click Apply to apply your settings to the override account
profile.

3. Click Close to close the pop-up window and to return to
the Override Account window.
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Edit an Override Account

Change the Password

To change an override account’s password:

1.

6.
7.

In the Current Accounts frame, select the username from
the list box.

. In the Account Details frame, enter the username in the

Name field.

. Enter the new Password.

. Make the same entry again in the Confirm Password

field.
Click View/Modify to open the pop-up window.
Click Apply.

Click Close to close the pop-up window.

Modify an Override Account

To modify an override account:

1.

In the Current Accounts frame, select the username from
the list box.

. Click View/Modify to open the pop-up window.

. Click the tab in which to make modifications (Rule, Redi-

rect, Filter Options).

. Make your edits in this tab and in any other tab, if neces-

sary.
Click Apply.

. Click Close to close the pop-up window.
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Delete an Override Account

To delete an override account:

1. In the Current Accounts frame, select the username from
the list box.

2. Click Remove.

Minimum Filtering Level window

The Minimum Filtering Level window displays when
Minimum Filtering Level is selected from the Global Group
menu. This window is used for establishing the minimum
filtering level that will apply to all users who belong to a
group, and to any group using a filtering profile other than
the global (default) filtering profile.

The minimum filtering level is created by making selections
from the list of library categories and service ports. These
settings can be bypassed if a user has an override account.

NOTE: See the Override Account window in this chapter and in
Chapter 1 of the Group Administrator Section for more informa-
tion about override accounts.

Click the following tabs in this window: Category, Port, and
Min. Filter Bypass. Entries in the Category and Port tabs
comprise the profile string for the minimum filtering level.

Minimum Filtering Categories

Minimum Filtering Categories displays by default when
Minimum Filtering Level is selected from the Global Group
menu, or when the Category tab is clicked. This tab is used
for making selections from the list of library categories, and
specifying whether each of these selected categories will be
opened or blocked at the minimum filtering level.
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== HOME | SYSTEM | GROUF | LIBRARY | REPORTING | HELP | QUIT —]

G
R Groun Categery | port | Min. Fiter Bypess |

E-B P Minimum Filtering Categories
Group>Global Group>Minimum Filtering Categories

Rule Details

‘ Category I Pass I Block
_| Category Groups

wdult Content
- _Child Parnograph
- _Esplict At

#® ObscenefMasteless
- #_Pornography/Adult Cortent
--# R Rated
[F-_ | Bandwicth
[#- | Buginessinvestments
[ | CommunityfOrganizations
[#-__| Education
[+ _| Entertsinment
;l GovernmentiLawPoltics
[#-__| Health/Fithess
[#-__] MegaliQuestionabie
¥ ;llnfnrmat\nn Technology
[+ -;l Internet Comnunicstion
[+ J Internetintranst Misc
[¥- | Irternet Procuctivie
[+ _| MewsReports
_| ReligionBeliefs
-] Securit
B | Shapping

]
Apply |

Fig. 2:2-21 Minimum Filtering Level window, Min. Filtering Categories

By default, “Child Pornography” and “Pornography/Adult
Content” are assigned a Block filter setting, and all other
active library categories are set to Pass. Filter settings are
designated by the check mark inside a green circle in the
Pass or Block column.

TIP: In the Category Groups tree, double-click the group enve-
lope to open that segment of the tree and to view library catego-
ries belonging to that group.
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Create, Edit Minimum Filtering Categories

To create the categories portion of the minimum filtering
level profile:

1. Double-click the column (Pass, Block) in the row corre-
sponding to that category group/library category to move
the check mark to that column:

* Pass - URLs in this category will pass to the end user.

* Block - URLs in this category will be blocked.

TIPS: Multiple categories can be assigned the same filter setting
by clicking each category while pressing the Ctrl key on your
keyboard, and then double-clicking in the appropriate column.

Blocks of categories can be assigned the same filter setting by
clicking the first category, and then pressing the Shift key on your
keyboard while clicking the last category, and then double-
clicking in the appropriate column.

2. Click Apply to apply your settings for the minimum
filtering level.

292 8e6 TecHNoLoaIEs, R3000 INTERNET FILTER User GuUIDE



GLOBAL ADMINISTRATOR SECTION CHAPTER 2: GROUP SCREEN

Port

Port displays when the Port tab is clicked. This tab is used
for blocking access to specified ports at the minimum
filtering level.

i HOME SYSTEM GROUP LIBRARY REFORTING HELF QuIT

Category Port I Min. Filter Bypassl

Port
Group>Global Group>Port
Block Port(s)

113

Port Add Remove

Fig. 2:2-22 Minimum Filtering Level window, Port tab

Create, Edit a List of Service Ports

All service ports are filtered by default. To block a service
port from being accessed at the minimum filtering level:

1. Enter the port number in the Port field.

2. Click Add. Each port number you add displays in the
Block Port(s) list box.

3. Click Apply to apply your settings at the minimum
filtering level.

To remove a port number from the list box:
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1. Select the port number.
2. Click Remove.

3. Click Apply to apply your settings at the minimum
filtering level.

Minimum Filtering Bypass Options

Minimum Filtering Bypass Options displays when the Min.
Filter Bypass tab is clicked. This tab is used for specifying
whether users in a master IP group will be allowed to
bypass the minimum filtering level with an override account
or an exception URL.

; HOME SYSTEM GROUP LIBRARY REPORTING HELF QUIT

Category | Port  Min. Filter Bypass I

Minimum Filtering Bypass Options
Group:-Global Group:>Minimum Filtering Bypass Options
Override Account

Allowy an Orverride Account bo bypass the Minimum Filkering Level [~ On Save
Exception URL
Allowy an Exception URL to bypass the Minimur Filtering Level [ On Save

Fig. 2:2-23 Minimum Filtering Level window, Min. Filter Bypass tab

NOTE: See the Override Account window and Exception URL
window of the Group screen in the Group Administrator Section
of this user guide for information on setting up an override
account and exception URLs.
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Specify Minimum Filtering Bypass Options

To allow a user to override settings made at the minimum
filtering level:

1. In the Override Account frame, click the “On” checkbox.
Any user who has an override account will be able to
access content blocked at the minimum filtering level.

2. Click Save to apply your settings.

To allow users to bypass exception URLs set up to be
blocked at the minimum filtering level:

1. In the Exception URL frame, click the “On” checkbox.
Users will be able to bypass settings at the minimum
filtering level, if URLs blocked at the minimum filtering
level are set up to be accessed by users.

2. Click Save to apply your settings. (See the Exception
URL window in the Group Administrator Section for more
information.)
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Refresh All

Refresh All Main Branches

From the Global Group menu, click Refresh All to refresh
the main branches of the tree. This action should be
performed whenever authentication has been enabled or
disabled.

If authentication is enabled, when Refresh All is clicked, the
NT and LDAP branches of the tree display. When authenti-
cation is disabled, when Refresh All is clicked only the IP
branch of the tree displays.
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IP

IP includes options for adding a master IP group and to
refresh the tree list. Click the IP link to view a menu of sub-
topics: Add Group, and Refresh.

 HOME | SYSTEM | GROUP  LIBRARY | REPORTING | HELP | QUIT —

w ‘

Global Grau \ . \ 2
P iy )
2GROUP JJ;' *-‘ [ Y @

Display Help Topicsfoarthe Group section

Refresh

The Group section is comprised of windows and dialog boxes used for adding and 2
maintaining master IP groups or NT/LDAP domains, and for creating filtering profiles
for groups and users (andior containers, if using LDAP)

For the IP group option, the global administrator creates master IP groups. Within
each individual group, the designated group administrator adds sub-groups and
individual IP rmembers, and creates their iltering profiles.

Far NT andior LDAP domains, the global administrator rmust first set up
authentication in the Systern section in orderto enable NTILDAP options. The
administrator then adds the domain in this section, sets up and maintains NTILDAP
groups, and creates filtering profiles for groups and users.

The control panel atthe left of the screen contains a hierarchical list of groups setup
in & tree format. Atthe root ofthis tree is Group. The main branches of the tree
include: Global Group and IP group, followed by NT and LDAP if authentication is
enabled. MOTE: Ifthe synchranization feature is used, an R3000 set up in the Target
mode will only include the Glokal Group branch afthe tree, and group administrators
will not have access to any branches of the tree.

Double-click the branch of your selection to display the list of groupsidomainsg b
previously added to that branch. Keep double-clicking iterms in the tree list to view
additional iterns.

Click an entity in the tree listto view a menu of topics or actions that can be
performed for the selected entity.

Fig. 2:2-24 Group screen, IP menu
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Add Group

Add a Master IP Group

From the IP group menu:

1. Choose Add Group to open the Create New Group dialog
box:

x

Group Mame tech

Pazzword FEEREEEE

Canfirtm Passwoard EEETEELE

(603 I Cancel

|Java Applet Wwindow
Fig. 2:2-25 Create New Group box

2. Enter up to 20 characters for the Group Name.

NOTES: The name of the master IP group must be less than 20
characters; cannot be “IP”, “NT”, or LDAP”, and cannot contain
spaces. The first character cannot be a digit.

The following characters cannot be used in the name: “.” (period),
“” (comma), ":" (colon), ";" (semi-colon), “I” (exclamation point),
“?” (question mark), "&" (ampersand), "*" (asterisk), “““ (quotation
mark), "" (apostrophe), "" (grave accent mark), "~" (tilde), "A"
(caret), "_" (underscore), "|" (pipe), "/" (slash), "\", (backslash)",
"\\" (double backslashes), "(" (left parenthesis), ")" (right paren-
thesis), "{" (left brace), "}" (right brace), "[" (left bracket), "]" (right
bracket), "@" (at sign), "#" (pound sign), "$" (dollar sign), "%"
(percent sign), "<" (less than symbol), “>” (greater than symbol),
"+" (plus symbol), "-" (minus sign), "=" (equals sign).

3. Enter the Password, and re-enter it in the Confirm
Password field, using eight to 20 characters and at least
one alpha character, one numeric character, and one
special character. The password is case sensitive.
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4. Click OK to add the group to the tree.

NOTE: Information on defining the group and its members and
establishing their filtering profiles can be found in the Group
Administrator Section of this user guide.

Refresh

Refresh IP Groups

From the IP group menu, click Refresh whenever changes
have been made in this branch of the tree.
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Chapter 3: Library screen

The Library screen is comprised of windows and dialog
boxes used for adding and maintaining library categories.
Library categories are used when creating or modifying
filtering profiles.

HOME SYSTEM GROUP LIBRARY REPORTING HELP auIT

+Customer Feedback Module &S LIBRARY -
se-Categary Weight System
= NNTP Newwsgroup

i Display Help Topicsforthe Library section
Category Groups

Fig. 2:3-1 Library screen

A list of main topics displays in the navigation panel at the
left of the screen: Updates, Library Lookup, Customer Feed-
back Module, Category Weight System, NNTP Newsgroup,
and Category Groups.

NOTE: If the synchronization feature is used, an R3000 set up in
the Target mode to synchronize both profile and library setting
changes will only display the Updates, Library Lookup, Customer
Feedback Module, and NNTP Newsgroup topics.

Click Updates to display a menu of sub-topics: Configura-
tion, Manual Update, Additional Language Support, Library
Update Log, and Emergency Update Log.
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Click Library Lookup, Customer Feedback Module, Cate-
gory Weight System, or NNTP Newsgroup to select that
topic.

To view the list of category groups, double-click Category
Groups to open the tree list. Double-click a category group
envelope—any envelope except Custom Categories—to
view 8e6 supplied library categories for that group. Click a
library category topic to view a menu of sub-topics for that
library category item: Library Details, URLs, URL Keywords,
and Search Engine Keywords.

To add a custom category, click Custom Categories and
select Add Category.

/\\? NOTES: Information on creating and maintaining Custom Cate-
gories can be found in the Group Administrator Section of this
user guide.

See Appendix A in the Appendices Section for the URL to the
page that provides a list of 8e6 supplied library categories. See
Appendix B for information on messages that display in the
Library Update Log window.

Instant Messaging library categories only include Library Details
and URLs sub-topics.
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Updates

Updates includes options for making configurations for
library category activities. Click the Updates link to view a
menu of sub-topics: Configuration, Manual Update, Addi-
tional Language Support, Library Update Log, and Emer-
gency Update Log.

(<P Library

“Categary

HOME SYSTEM GROUF LIBRARY REPORTING HELF L —

Manual Update

Additional Language Support

Library Update Lag

- .
RARY® M. -“'2. ~

opicsforthe Librany section

Emetgency Update Log section is comprised ofwindows and dialog boxes used by the global

and group administrator to add and maintain library categories. Library categories
are used when creating or rmoditving filtering profiles. NOTE: [Tthe synchronization
feature is used, the administrator will only have access to the Updates, Library
Lookup, and CFM topics.

Alist of rmain topics displays in the control panel atthe left of the screen. Main topics
in this section include: Updates, Library Lookup, CFM, Category ¥Weight Systemn,
MNTP Mewsgroup, and Group Category. Group administrators will only see Library
Lookup and Custorn Categories created for that group.

Click Updates to display a menu of sub-topics: Configuration, Manual Update,
Additional Languzage Support, Likrary Update Log, and Emergency Update Log

Click Library Lookup, GFM, Category Weight System, or MNTP Mewsgroup to select
that topic.

Clickthe Group Category topic to open its tree [ist. Double-click 3 group category to
viewy its list of 826 Supplied library categories or customn categories added by the
group administratar. Click a library category to open a menu of sub-topics: Library
Details, URLs, URL Keywords, and Search Engine Keywards. NOTE: The Se6
Supplied Instant Messaging library categories only contain the sub-topics Likrary
Details and URLs.

To add a customn category, click Custorn Categories and select Add Category, A
custom category should be created ifyou need to add a unique library category that
does not exist in the Se6 Supplied cateqories |ist.

Fig. 2:3-2 Library screen, Updates menu
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Configuration window

The Configuration window displays when Configuration is
selected from the Updates menu. This window is used for
making settings to allow the R3000 to receive 8e6 supplied
library category updates on a daily basis.

; HOME SYSTEM GROUP LIBRARY REPORTING HELF QUIT —

(P Library Configuration
H Librany>Updates>Configuration

LLibrary Laokuy .

jrHbrany Logrup Schedule Time

i Customer Feedback Module

E'"'CETEQDI’\/' Weight System Current automatic update time: Il:DD AM - I Apply
S MNTP Hewsgroup

- Category Groups Proxy Setting

@ Enable (" Disable AD—D‘VI
Procy Server IW
Procey Server Port laosu—
Username IUSEHd—
Password IF

Confirm Password IF

Log Level

LogLevel |1 =

Fig. 2:3-3 Configuration window

Set a Time for Updates to be Retrieved

1. In the Schedule Time frame, by default “1:00 am”
displays for the Current automatic update time. At this
pull-down menu, specify the time at which library updates
will be retrieved.

2. Click Apply to apply your setting.
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Optional: Specify a Proxy Server

1.

5.

In the FTP Proxy Setting frame, by default “Disable” is
selected. Click “Enable” if the server is in a proxy server
environment. This selection activates the fields in this
frame.

. By default, proxy.company.com displays as the host

name of the Proxy Server. Enter the host name for the
proxy server in this field.

. By default, userid displays in the Username field. Enter

the username for the FTP account.

Enter the same password in the Password and Confirm
Password fields.

Click Apply to apply your settings.

Select the Log Level

1.

2.

304

In the Log Level frame, select the log level to be used for
specifying the log contents. Log Level 1 includes a
summary of library and software update activity. Log
Level 2 includes detailed information on library and soft-
ware update activity.

Click Apply to apply your settings.
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Manual Update window

The Manual Update to 8e6 Supplied Categories window
displays when Manual Update is selected from the Updates
menu. This window is used for updating specified 8e6
supplied library categories on demand from the update
server, if the R3000 has not received daily updates due to
an occurrence such as a power outage.

HOME SYSTEM GROUP LIBRARY REFORTING HELF QuIT )

- ”hr Manual Update to 8e6 Supplied Categories
{ Librany>Updates>Manual Update to 8e6 Supplied Categories
o Library Laokup N
Options
- Customer Feedback Module
- Category Weight System " Weekly Update € Patch Update

“MNTP Mewsgroup
Category Groups

€ Full URL Library Update

Update: Maw

Fig. 2:3-4 Manual Update window

NOTE: The Configuration window should be used for scheduling
the R3000 to automatically download libraries on a daily basis.
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Specify the Type of On Demand Update

1. Choose from the following service options by clicking the
corresponding radio button:

* Weekly Update - Select this option to update URL
library categories with additions and deletions, and to
update search engine keywords, newsgroup libraries,
and IM/P2P pattern files. Choose this option to force a
regular update.

* Full URL Library Update - Select this option to update
URL library categories with core library files, and to
update search engine keywords, newsgroup libraries,
and IM/P2P pattern files. Choose this option to replace
the core library files.

¢ Patch Update - Select this option to download new
software updates for the R3000, if available. Any soft-
ware updates that are downloaded can be found in the
System section of the console, in the Local Patch
window. Using that window, a software update can be
selected and applied.

2. Click Update Now to begin the update process.

TIP: To view update activity, select Library Update Log from the
Updates menu. See Appendix B: Traveler Log Messages for a list
of log file messages from “Traveler.” Traveler is 8e6’s executable
program that downloads updates to your server from 8e6’s main
server.

NOTES: For information on applying software updates, see the
Local Patch window in Chapter 1: System screen.

For information on viewing the status of downloaded software
updates, see the Patch Update Log window in Chapter 1, and the
Emergency Update Log window in this chapter.
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Additional Language Support window

The Additional Language Support window displays when
Additional Language Support is selected from the Updates
menu. This window is used for including additional 8e6-
supported languages in library downloads.

HOME S¥STEM GROUP LIBRARY REFORTING HELF auIr )

(3 Library Additional Language Support
p-pcctes Library>Updates>Additional Language Support
Library Lookup

~Customer Feedback Module Unselected Languages
Categary Weight System Chinese-Simplified

NNMTP Newsgroup
F-Category Groups

Selected Languages

Chinese-Traditional

(Optional) Select Primary Language: |Chinese-Traditional 'I

Fig. 2:3-5 Additional Language Support window

Select Additional Languages

1. Make a selection from the Unselected Languages list box
and click the right arrow to move that selection to the
Selected Languages list box.

2. Once the Selected Languages list box is populated, the
(Optional) Select Primary Language pull-down menu

includes the language selection(s) in addition to the
default “None” selection.
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To make an optional selection for a primary language,
choose the language from the (Optional) Select
Primary Language pull-down menu.

TIP: To move a language selection back to the Unselected
Languages list box, select the item and then click the left arrow.

3. Click Apply to have URLs from the selected language(s)
included in the library categories.
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Library Update Log window

The Library Update Log window displays when Library
Update Log is selected from the Updates menu. This
window is used for viewing transfer activity of library
updates from the update server to your R3000, and for
downloading the activity log.

HOME SYSTEM GROUF LIBRARY REPORTING HELF QuIT m—

(P Likrary Library Update Log
- T Library>Updates=Library Update Log
Libwary Lookup

‘Customer Feedback Module Download Log | Siene Log I
B

FrCategory Yeight System
L NNTP Newsgroup ue Feb 20 12:16:05 PST 2007 (18955) Start lbrary reload,

_ Catenory Groups ue Feb 20 12:18:13 PST 2007 {18955) Complete library reload.

ue Feb 20 12:23:08 PST 2007 {30340) Start library reload.

ue Feb 20 12:25:23 PST 2007 (30340) Complete library reload.

ue Feb 20 1<:26:09 PST 2007 {32481) Start library reload.

ue Feb 20 14;23:08 PST 2007 (9335) Start library reload.

ue Feb 20 14;30:32 PST 2007 (9335) Complete library reload,

ue Feb 20 14:54;:07 PST 2007 (28534) Stark lbrary reload,

ue Feb 20 14:57:09 PST 2007 (2121) Start library reload.

ue Feb 20 14:59:19 PST 2007 (2121) Complete library reload,

ue Feb 20 14:59:49 PST 2007 (3074) Downloading full library update:

ue Feb 20 14:59:59 PST 2007 (3074) Full library update has completed,

ue Feb 20 14:59:59 PST 2007 (3074) Final update status: Falled with the Following errors,
o messages encountered:

ailed ta login.

ailed to download impattern.impat. sind

ailed to download ptoppattern. ptoppat.ind

ailed to download proxypattern. proxypat.ind

ailed to download newslist, (Exception)

ue Feb 20 14:59:59 PST 2007 (3074) Traveler has finished running.

ue Feb 20 15:29:52 PST 2007 (8153) Downloading full library update:

ue Feb 20 15:30:03 PST 2007 (8153) Full library update has completed,

ue Feb 20 15:30:03 PST 2007 {5153 Final update status: Failed with the Following errors.
rror messages encountered:

ailed to login.

ailed to download impattern.impat, sind

ailed to download ptoppattern. ptoppat.ind

ailed to download proxypattern.proxypat.ind

ailed to download newslist, {Exception)

Fig. 2:3-6 Library Update Log window

View the Library Update Process

When performing a manual (on demand) library update,
click View Log to display contents from the log file with the
status of the library update. Keep clicking this button to
continue viewing log file data.

NOTE: See Appendix B: Traveler Log Messages for information
about messages that display in the log file.

8e6 TecHNoLoGlEs, R3000 INTERNET FILTER User GuiDE 309



GLOBAL ADMINISTRATOR SECTION CHAPTER 3: LIBRARY SCREEN

Download Log, View, Print Contents

Download the Log

1. Click Download Log to open the alert box containing a
message on how to download the log file to your worksta-
tion, if using Windows XP.

2. Click OK to close the alert box. Two pop-up boxes open:

» A second alert box asks you to confirm that the file was
successfully saved to your machine. Click OK in this
box after the download is completed.

* In the File Download dialog box, click Save:
x|

Some files can harm your camputer. If the fils infarmation below
lnoks suspicious. or you do not fully trust the source, do not apen ar
save this file.

File name:  update.zip
File type:  WinZip File
From: 2001010075

Woauld you like to open the file or save it to your computer?

Open | Save I Cancel | More Info |

[V Always ask bfors opening this typs of fle

Fig. 2:3-7 Download Log dialog box

This action opens the Save As window:
savens 2|
Savein: [ _mise s eEcE-
et

story EDpatchUpdate.2ip

File name; I j Save I
| Save as type IW\r\Zip File j Cancel |
v

Fig. 2:3-8 Save As pop-up window
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3. Find the folder in which to save the file, and then enter
the File name, retaining the “.zip” file extension. Click
Save to begin downloading the zip file to your worksta-
tion.

After the file has completely downloaded, the Download
complete dialog box opens:

=)
(I 2

— Download Complete

Saved:
update.zip from 200.10.100.75

EENENNNNNNNNNNNNENEEENNNEEENNNNNNNNNNNNEEEE
Downloaded: 435 bytes in 1 sec

Download to: H:%_productshr3000%_mischupdate. zip

Transfer rate: 435 bytes/Sec

[ Close this dialog box when download completes

Open | DpEnFDIdell Cloge I
Fig. 2:3-9 Download Complete box

4. You can now open this file, open the folder where the file
was saved, or close this dialog box.

NOTE: Proceed to View the Contents of the Log for information
on viewing or printing the contents of the log file.

5. Click OK to close the alert box asking you to verify that
the log file was successfully saved to your machine.

View the Contents of the Log

Once the log file has been downloaded to your workstation,
you can view its contents.

1. Find the log file in the folder, and right-click on it to open
the pop-up menu:
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M 1=

Fla ot ew Fwvortes Tods bl =
- - o - (]| fseach [iFddes (|15 8 ¥ | E3-
umes [ 5w _peoductsly 3000, mise =] e
L~ = - | Som [ Typm T exsfim [
(. Clspechesons Fie Faider 3112006 7206 PH
E [~ [RET AT TUNE Wi e TR0 410
_misc sl com 3000 server.upkoad cer SKD Seasky Certficate  G/ZS{ZD04 1:08FM
" (e yUgdate g 1K Wi Rl FIIE08 24T I
w Thes Fokder & Dwiline, = poroble cond 100 CONF Fie GRNI005 11:20 AM
A kagnenureproiie cond. 168 CONF e BRI 2047 AN
';"E':iv = ibearyconf 1ED N Fls BFELS008 204 P
. st cord 1KB CONFFie 10472008 4:27 1M
Madfiad: 71 HE006 222 P ) reraschanage b, conf 1El CONF Fis W2E004 10:17 AN
B Bpusipase s BIE WinZe Fie :
P AU o0 Prsanitation 10,008,003, pct SIS Pacroult PowerPin . T
Attrbutes: (rornal) F000sthback. g WOND PG Image
é. Sk, o 160K Ao Acrelsat Dex...
TI00sAHTE. B9 MEKD PLG Image
raogeatin g ATINE Aol Srobeh Do
*a0tEscksover g WD PEG nage
3000k cover o 15O KE  Adube Scrobeh Dec ..
irlll!m{mw ] WK PG bnags
S 3000F b b 16T HE  Adobe Srobak Dec..
umarchoraprmtary. cord 1KE  CONF Fie
148 Winlip Fle
[T —— 168 CONF Fie
Teen: Wil File Siow: 435 byt wiSbytes (O Loca et &

Fig. 2:3-10 Folder containing downloaded file

Choose “Open With” and then select a zip file executable
program such as “WinZip Executable” to launch that
application:

Winzi®--

THE ARCHIVE UTILITY FOR WINDOWS
THANK YOU FOR TRYING WINZIPI

Thisis & fully functional unregistered version for evaluation s only.
The registered version doss not display this notice:

Yau can arder the registered wersion anline, by phane, or by mail
Immediate anline delivery is available from v winzip. cam,

View Evaluation License | | Enter Begistation Code... |

1 understand that | may use WinZip only for evaluation
purposes, subiect to the terms of the Evaluation License, and
that any ather use requires payment of the registration fee.

[ lagee | | Quit | [ odeinairia |

Diays Using WirZip 23 Total Auchives Opened: 79

Fig. 2:3-11 WinZip Executable program

3. If using WinZip, click | Agree to open the window

containing the zip file:
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ip (Unregistered) - update.zip

Flle Actions Options  Help

= ]

e WP

HNew Open  Favorites  Add

CEeE 9

Extract  View

Checkout  Wizard

Hame:

[ Tvpe

[ Madified | Size | Ratio |__Packed | Attributes | Path

Open
Add...
Delete. .
Extract...
| ver. |
Select Al
Invert Selection

Virus Scan

Make .Exe File
Ullencode

Test

archive Comment..
CheckOut...

Install) .

File Properties

K|

Text Document

7/17/2006 3:22 PM 798 62% a1

View files In Hiupdate, 2ip

PP 4

Fig. 2:3-12 WinZip window

4. Right-click the zip file to open the pop-up menu, and

choose “View” to open the View dialog box:

Using
" Associated program [NOTEPAD)
% Interal ASCI| text viewsr

x|
Cancel

= Viewer: Help

| =

Fig. 2:2-13 View dialog box

5. Select “Internal ASCI|I text viewer”, and then click View to
open the View window containing the log file contents:

1 ¥iew: updatelog ]3]
on Jul 17 01:46:02 PDT 2006 (3237) Downloading library update: B
Mon Jul 17 01:50:14 FDT 2006 (3237) Library update has completed.

Mon Jul 17 01:50:14 FDT 2006 (4031) Start library reload.

Mon Jul 17 01:50:17 FDT 2006 (3237) Final update status: Update completed with the following

Error messages encountersd:
Checksum verification failed
Checksum verification failed

Mon Jul 17 01:50:17 PDT 2Z00&

for SELFDE.urlfile.7days.gz
for SELFDE.wldfile.7days.gz

(3237) Traveler has finished running.

Mon Jul 17 01:51:54 PDT 2006 (4031) Cowplete library reload.

Mon Jul 17 085:47:06 PDT 2006 (5147) Start library reload.

L Tial 17 N2 AR E1 DNT P00E PE1ARY Mammleta lihrares ralaad hd

i | 3
ok | viewtien | Cinboard Copy | Font Help

Fig. 2:3-14 View window
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Save, Print the Log File Contents

With the log file displaying correctly formatted in WinZip’s
View window, if you wish to save or print the contents of this
file:

1. Click Clipboard Copy, wait for the dialog box to open
and confirm that the text has been copied to the clip-
board, and then click OK to close the dialog box.

2. Open Notepad:

* in Windows XP: Start > All Programs > Accessories >
Notepad

* in Windows 2000: Start > Programs > Accessories >
Notepad

3. Paste the contents from the clipboard into the Notepad
file:

& untitled - Notepad —1al x|

File Edit Format Help

Mon Jul 17 01 4602 PDT 2006 (3237) Downloading library updats: =
Mon Jul 17 01:50:14 PDT 2006 (3237) Library update= has completsd

Mon Jul 17 01.50 .14 PDT 2006 (4031) Start library reload

Mon Jul 17 01°50°17 PDT 2006 (3237) Final update status: Update completed with the
following srrors

Error messages encountersd

Checksum verification failed for SELFDE,urlfile. 7days.gz

Checksum werification failed for SELFDE.wldfile. 7days.gz

Mon Jul 17 01:50:17 PDT 2006 (3237) Traveler has finished running
Mon Jul 17 01:51:54 PDT 2006 (40231) Complete library reload

Mon Jul 17 08:47:06 PDT 2006 (5147) Start library reload

Mon Jul 17 08:48:51 PDT 2006 ({5147) Complete library reload

Mon Jul 17 14:09:13 PDT 2006 ({6261) Start library reload

Mon Jul 17 14:10:51 PDT 2006 (6261) Complete library reload

Fig. 2:3-15 Notepad

The correctly formatted Notepad file can now be saved
and/or printed.
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Emergency Update Log window

The Emergency Update Log window displays when Emer-
gency Update Log is selected from the Updates menu. This
window is used for viewing transfer activity of emergency
software updates from the update server to your R3000,
and for downloading the activity log.

i HOME SYSTEM GROUF LIBRARY REPORTING HELF QuIT m—

(P Likrary Emergency Update Leg
M Library=Updates>Emergency Update Log
Libwary Lookup

Custotner Feedback Module Download Log | Siene Log I

Category YWeight System
L NNTP Newsgroup 'ed Feb 21 04:00:05 PST 2007 (4951) Login errar, :I
_ Catenory Groups 'ed Feb 21 05:00:03 PST 2007 {15477} Login errar.
'ed Feb 21 06:00:03 PST 2007 {25555) Login error.
'ed Feb 21 07:00:02 PST 2007 {3310} Login error.
'ed Feb 21 08:00:03 PST 2007 {13388) Login error.
'ed Feb 21 09:00;05 PST 2007 (23432} Login error,
'ed Feb 21 10:00;05 PST 2007 {1092) Login error,

'ed Feb 21 11:00;05 PST 2007 (11432} Login errar,
'ed Feb 21 12:00:05 PST 2007 (215000 Lagin errar,
'ed Feb 21 13:00:02 PST 2007 (31573) Login errar,
'ed Feb 21 14:00:06 PST 2007 (9337) Login error,

'ed Feb 21 15:00:05 PST 2007 (19432) FTP error 421
'ed Feb 21 16:00:23 PST 2007 (29505) Lagin errar,
'ed Feb 21 17:00:11 PST 2007 (7269) Login error,

'ed Feb 21 18:00:03 PST 2007 (17343) Login errar.
'ed Feb 21 19:00:05 PST 2007 (27416) Lagin errar.
'ed Feb 21 20:00:03 PST 2007 (5175) Login error.

'ed Feb 21 21:00:03 PST 2007 (15254) Lagin errar.
'ed Feb 21 22:00:05 PST 2007 (25327) FTP error 421
‘ed Feb 21 23:00:02 PST 2007 (3089) FTP errar 421
IThu Feb 22 00:00:12 PST 2007 (13170) FTP error 421
Thu Feb 22 01:00:05 PST 2007 {23296) Login error.
Thu Feb 22 02:00:02 PST 2007 (342) FTP errar 421
[Thu Feb 22 03:00:02 PST 2007 (11150) Lagin error,
[Thu Feb 22 04:00:05 PST 2007 (21224) Login error,
[Thu Feb 22 05:00:02 PST 2007 (31694) Login error,
[Thu Feb 22 06:00:03 PST 2007 (9461) Login error.
[Thu Feb 22 07:00:05 PST 2007 (19535) FTP error 421
Thu Feb 22 08:00:03 PST 2007 {29605) Login error,
Thu Feb 22 09;00:06 PST 2007 {7390) Login error,

Fig. 2:3-16 Emergency Update Log window

View the Emergency Software Update Process

Click View Log to display contents from the emergency
software update log file with the status of the software
update.

NOTES: See Appendix B: Traveler Log Messages for information
about messages that display in the log file.
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Download the Software Update Log File

NOTE: See Library Update Log window for screen shots
pertaining to downloading the software update log file.

1. Click Download Log to open the alert box containing a
message on how to download the log file to your worksta-
tion, if using Windows XP.

2. Click OK to close the alert box. Two pop-up boxes open:

» A second alert box asks you to confirm that the file was
successfully saved to your machine. Click OK in this
box after the download is completed.

* In the File Download dialog box, click Save; this action
opens the Save As window:

3. Find the folder in which to save the file, and then enter
the File name, retaining the “.zip” file extension. Click
Save to begin downloading the zip file to your worksta-
tion. After the file has completely downloaded, the Down-
load complete dialog box opens.

4. You can now open this file, open the folder where the file
was saved, or close this dialog box.

5. Click OK to close the alert box asking you to verify that
the log file was successfully saved to your machine.

NOTE: See Library Update Log window for information on
viewing the contents of the log file, and printing and/or saving the
log file contents.
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Library Lookup

Library Lookup window

The Library Lookup window displays when Library Lookup
is selected from the navigation panel. This window is used
for verifying whether a URL or search engine keyword or

keyword phrase exists in a library category, and to remove
it, if necessary.

HOME SYSTEM GROUP LIBRARY REPORTING HELF QUIT
Library Lookup
Library=Library Lookup
URL Lookup
atecory Weight Systerm URL
£ NNTP Mewesgroup Coors.cotn
[+ “Category Groups
Search Engine Keyword Lookup
Search Engine Keyword
Lookup
Lookup Result
Result Categ
Remove
Email Result
Reload Library

Fig. 2:3-17 Library Lookup window
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URL Lookup, Removal

Perform a URL Check

To see if a URL has been included in the library:

1.

In the URL Lookup frame, enter the URL. For example,
enter http://www.coors.com, coors.com, or use a wild-
card by entering *.coors.com. A wildcard entry finds all
URLs containing text that follows the period (.) after the
asterisk (*).

The following types of URL formats also can be entered
in this field:

* IP address - e.g. "209.247.228.221" in http://
209.247.228.221

» octal format - e.g. http://0106.0125.0226.0322

* hexadecimal short format - e.g. http://0x465596d2

» hexadecimal long format - e.g. http://
0x46.0x55.0x96.0xd2

» decimal value format - e.g. http://1180014290

» escaped hexadecimal format - e.g. http://
%57%57%57.%41%44%44%49%4 3%54%49%4E %4
7%47%41%4D%45%53.%43%4F %4D

* query string - e.g. http://www.youtube.com/
watch?v=3_Wfnj1lIMU

NOTES: The pound sign (#) character is not allowed in this entry.
The minimum number of wildcard levels that can be entered is
three (e.g. *.yahoo.com) and the maximum number of levels is six
(e.g. *.mail.attachments.message.yahoo.com).

2.

Click Lookup to open the alert box asking you to wait
while the search is being performed.

. Click OK to close the alert box and to display any results

in the Result Category list box, showing the long name of
the library category, followed by the URL.
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Remove a URL

To remove the URL:
1. Select the item from the Result Category list box.

2. Click Remove.

Submit an Email to the Administrator

If using a non-Web based email client such as Outlook, you
can send an email to the administrator at your organization
regarding a URL or search engine keyword that appears to
be incorrectly categorized.

1. Select the item(s) from the Result Category list box.
2. Click Email Result.
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Search Engine Keyword Lookup, Removal

Perform a Search Engine Keyword Check

To see if a search engine keyword or keyword phrase has
been included in any library category:

1. In the Search Engine Keyword Lookup frame, enter the
Search Engine Keyword or keyword phrase, up to 75
alphanumeric characters.

2. Click Lookup to display results in the Result Category
list box, showing the long name of all categories that
contain the search engine keyword/phrase.

Remove a Search Engine Keyword

To remove a search engine keyword/phrase from library
categories:

1. After performing the search engine keyword search,
select the categories from the Result Category list box.

2. Click Remove.
Reload the Library

Once all changes have been made to library windows, click
Reload Library to refresh.

NOTE: Since reloading the library utilizes system resources that
impact the performance of the R3000, 8e6 recommends clicking
Reload Library only after modifications to all library windows
have been made.
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Customer Feedback Module

Customer Feedback Module window

The Customer Feedback Module window displays when
Customer Feedback Module is selected from the navigation
panel. This window is used for enabling the Customer Feed-
back Module feature, in which the most frequently visited
non-categorized URLs in your R3000's filter log will be
FTPed to 8e6 on a daily basis. The URLs collected by 8e6
will be reviewed and added to 8e6's standard library catego-
ries, as appropriate, so they can be blocked.

I HOME SYSTEM GROUP LIBRARY REPORTING HELP auIT

ﬁlebrary Customer Feedback Module
Upclates

tary Lookug

Library=Customer Feedback Module
Custorer Feedback Module - Auto Learming Festure & on ot

= NNTP Newsgraoup
Category Groups

Fig. 2:3-18 Customer Feedback Module window

& WARNING: This feature is enabled by default. Please refer to the

sub-section Enable Customer Feedback Module to review the
contents of the disclaimer that applies when this feature is
enabled.
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Disable Customer Feedback Module

1. At the Customer Feedback Module - Auto Learning
Feature field, click “Off” to indicate that you wish to
disable the Customer Feedback Module.

2. Click Apply.
Enable Customer Feedback Module

1. At the Customer Feedback Module - Auto Learning
Feature field, click “On” to indicate that you wish to
enable the Customer Feedback Module.

2. Click Apply to open the Disclaimer dialog box:
x|

You are now activating the Custamer Feedhack Module -
Auto Learning feature.

This feature enables the uploading of summarized
infarmation to 8eb Technologies to help improve the quality
ofthe content filtering libraries.

Customer Feedback Module Disclosure Statement s

Customer Feedback Module shall mean the function installed
on Bef Technologies products used to transmit selective Web
request data or Internet uzage information to 8ef Technologies
enver for statistical analysis. 8e6 Technologies may gather
information relating to types of sites requested by end users at
our choice by enabling the Customer Feedback Module an Sef
Technologies products.

By activating the Customer Feedback Module, 8ef
Technologieswill be able to obtain the 'most viewed'
uncategorized URLs captured by the R3000 Filter. Sef
Technologieswill not intentionally collect any personal

information as part of this process. However, it is possible that j

| have read the above information and agree to
activate the Customer Feedback Module.

Cancel | Accept |

Java Applet Window

Fig. 2:3-19 Disclaimer box

3. Scroll down to read the text in this box:
“Customer Feedback Module Disclosure Statement

“Customer Feedback Module shall mean the function
installed on 8e6 Technologies’ products used to transmit
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selective Web request data or Internet usage information
to 8e6 Technologies’ server for statistical analysis. 8e6
Technologies may gather information relating to types of
sites requested by end users at your choice by enabling
the Customer Feedback Module on 8e6 Technologies’
products.

“By activating the Customer Feedback Module, 8e6
Technologies will be able to obtain the ‘most viewed’
uncategorized URLs captured by the R3000 Filter. 8e6
Technologies will not intentionally collect any personal
information as part of this process. However, it is
possible that some personal information may be
contained in the URLs collected by the Customer Feed-
back Module and sent to 8e6 Technologies. At no time
will any personal information collected be released
publicly, nor will the Web request data be used for any
purpose other than enhancing the URL library and
related categories used by 8e6 Technologies for the
purpose of filtering and reporting.

“8eb Technologies agrees to discuss the information
collected by the Customer Feedback Module only with
8e6 Technologies’ employees who have a need to know
and who have been informed of the confidential nature of
the information and of their personal obligation not to
disclose or use such information.

“8e6 Technologies may disclose personal Information if,
in its sole discretion, 8e6 Technologies believes that it is
reasonable to do so, including; to satisfy laws, or govern-
mental or legal requests for such information; to disclose
information that is necessary to identify, contact, or bring
legal action against someone who may be violating 8e6
Technologies’ Acceptable Use Policy or other user poli-
cies; or to protect 8e6 Technologies and its Customers.

“Your agreement to activate the Customer Feedback
Module will be transmitted back to 8e6 Technologies
once you click the ‘Accept’ button.”
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4. After reading this text, if you agree with the terms, click in
the checkbox to activate the Accept button.

5. Click Accept to close the Disclaimer box and to open the
Note dialog box:

rote x|

Inorder for the Customer Feedback
Module function to operate, you must
configure your firewall to allow outhound
FTP access to cfm.geb.com.

Cancel Accept

Java Applet Window
Fig. 2:3-20 Note dialog box

6. If you do not have a firewall, or if you agree to open your
firewall to cfm.8e6.com, click Accept to proceed.
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Category Weight System

Category Weight System window

The Category Weight System window displays when Cate-
gory Weight System is selected from the navigation panel.

This feature lets you choose which category will be logged

and reported for a URL request that exists in multiple cate-
gories (possibly both 8e6 supplied and custom library cate-
gories) with the same operational precedence.

; HOME SYSTEM GROUP LIBRARY REPORTING HELF QUIT —

ﬁ Library Category Weight System
. 'L!Ddates Library>Category Weight System
‘e Library Lookup
ustomer Feedback Module "o Weight" Categories "weight" Categories
rstem Acct Traffic B Videos(tech)
TP Mewsgroup adrnin Child Pornogeaphy
Hl-Category Groups Alcohel PornographyfAdult Content
AnimalsjPets ‘Web-based Proxiesfanonymizers
Anorexia Nervosaltech) Spyware =
Art Adware
Bad Stuff Z Phishing S
Barner/\Web Ads ObscenefTasteless
Books & Literature/writings $ Gambling A
Chat Terrorist Militant/Extramist
Comics Peer-to-peer/File Sharing ¥
Carmmunity Organizations
Crirninal Skills =
iy

Fig. 2:3-21 Category Weight System window
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View the Current Selections

This window contains two list boxes:

* “No Weight” Categories - Populated with 8e6 supplied
categories

+ “Weight” Categories - Pre-populated by default with cate-
gories 8e6 suggests you might want to use for this
feature.

The contents in each list box, combined with the end user’s
profile, help to determine what will appear in the log for the
end user’s Internet activity.

Method for Weighting Library Categories

The order of operational precedence is: Always Allowed,
Blocked, and Pass.

In the event that an end user attempts to access a URL that
exists in multiple categories, the highest operational prece-
dence would be logged.

If a URL exists in a category that is Always Allowed, as well
as a category set to be Blocked for that user, Always
Allowed would be logged because it holds the highest oper-
ational precedence.

However, if an end user attempts to access a URL set to be
Blocked in several categories, the category with the highest
weighting would be logged.

NOTE: If a URL exists in multiple un-weighted categories of the
same operational precedence, the category logged would be the
first one returned by the R3000 database. Since there is no
precedence given, the order in which the category is returned
would be random. While it is not necessary to weight all catego-
ries, it is recommended that the categories considered a threat
should be weighted according to your organization's threat
assessment for each category.
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Weighting Library Categories

1. Select the category from the "No Weight" Categories list
box.

TIP: Multiple categories can be selected by clicking each cate-
gory while pressing the Ctrl key on your keyboard. Blocks of cate-
gories can be selected by clicking the first category, and then
pressing the Shift key on your keyboard while clicking the last
category.

2. Use the right arrow to move the selection to the "Weight"
Categories list box.

TIP: To remove categories from the “Weight” Categories list box,
select the ones you wish to remove and use the left arrow to
move them to the “No Weight” Categories list box.

Once the “Weight” Categories list box is populated with
categories you wish to include, select a category and use
the arrow keys to "weight" it against other categories.

TIP: There are four arrow keys to the right of the “Weight” Cate-
gories list box. From top to bottom, the first arrow key moves the
selection to the top of the list. The second arrow key moves the
selection up one position higher in the list. The third arrow key
moves the selection down one position lower in the list. The
fourth arrow key moves the selection to the bottom of the list.

3. Click Apply. The category positioned at the top of the list
will receive the highest "weight" when ranked against
other categories, based upon an end user’s URL request
that appears in multiple library categories set up with the
same operational precedence in the end user’s filtering
profile.
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NNTP Newsgroup

NNTP Newsgroup window

The NNTP Newsgroup window displays when NNTP News-
group is selected from the navigation panel. This window is
used for adding or removing a newsgroup from the libraries.

HOME SYSTEM GROUP LIBRARY

REPQRTING HELP QUIT
- L‘b;a“’ NNTP Newsgroup
;Updates Librang=NNTP Newsgroup
;---Llhrary Lookup Hewsgroup
- Customer Fesdback Module
-Category Weight System Mewsgroup Remave

- Category Groups

Reload Library
Fig. 2:3-22 NNTP Newsgroup window

Add a Newsgroup to the Library
To add a newsgroup to the library:

1. In the Newsgroup frame, enter the Newsgroup address.

2. Click Add. If the newsgroup already exists, an alert box
will open to inform you that it exists.

328 8e6 TecHNoLoaIEs, R3000 INTERNET FILTER User GuUIDE



GLOBAL ADMINISTRATOR SECTION CHAPTER 3: LIBRARY SCREEN

Remove a Newsgroup from the Library

To remove a newsgroup from the library:
1. In the Newsgroup frame, enter the Newsgroup address.
2. Click Remove.

After all changes have been made to library windows, click
Reload Library to refresh.

NOTE: Since reloading the library utilizes system resources that
impact the performance of the R3000, 8e6 recommends clicking
Reload Library only after modifications to all library windows
have been made.
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Category Groups

Category Groups is represented by a tree of library category
groups, with each group comprised of 8e6 supplied library
categories. 8e6 supplied library categories are updated
regularly with new URLs via Traveler, 8e6’s executable
program that supplies updates to the R3000.

Category Groups also contains the Custom Categories
category group. Customized category groups and library
categories must be set up and maintained by global or
group administrators.

- HOME SYSTEM GROUP LIBRARY REFORTING HELF QUIT

- Category Weight System ;I

o hNTP Newesgroup

=] Category Groups
IEh-Adt Cortert GILIBRARY .
Banchwicth
[F-Businessinvestments
"'CDmmunilyiOrganizaii
Ecucstion :I
[#-Entertainment
"'Guvernmemﬂ_aw.fpulrl
Health/Fitness
- legaliQuestionakle

Display Help Topicsfarthe Libran section

Information Technoloc

[#-Internet Communicatio

[H-Internetdriranet Misc

Internet Productivity
[FH-MewsReports
[#1-Religion/Beliefs
Security

E-Shapping

URLs
: BED.kS & URL Heywords
- DatingP
“-Fashion Search Engine Keywaords
- Lifestyle
- Recresation -
i Self Defenze
~-Social Opinion
- Tobasco
o WWeapons b
4] £ | _>|—I I

Fig. 2:3-23 Library screen, Category Groups menu

NOTE: See the Custom Categories sub-section of the Group
Administrator Section for information on setting up customized
category groups and library categories.

& WARNING: The maximum number of library categories that can
be saved is 250. This figure includes both 8e6 supplied catego-
ries and custom categories.
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Double-click Category Groups to open the tree and to
display category groups.

Double-click a category group’s envelope to open that
segment of the tree and to view library categories belonging
to that group.

Click the 8e6 supplied category link to view a menu of sub-
topics: Library Details, URLs, URL Keywords, and Search
Engine Keywords. (Menus for Instant Messaging library
categories only include the sub-topics Library Details, and
URLSs).
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Library Details window

The Library Details window displays when Library Details is
selected from the library category’s menu of sub-topics. This
window is a view only window.

— HOME | SYSTEWM | GROUF | LIBRARY | REPORTING | HELF | QUT |~
coCategary Weight Systemn o . .
“NNTP Newsgroun Al Library Details - _ _
E} Category Groups Library>Category Groups>Society/Lifestyles>Alcohol>Library Details
[ Adult Cortent Library Details
[#-Banedidth

- Businessinvestments Group Mame Societylfestyles

[H-Community (Organizati N o
£ Education escription  [aiconal

HEntertainment
+1-GovernmentiLawPoli shert bame IALCO
H-HealthFitness
[H-llegaliGuestionable
"'\nfurmaliun Technoloc
[F-Internet Communicatio
[E-nternetdrtranet Misc
Internet Procuctivity
[FH-NewsReports
[#l-ReligionBeliefs
Security
[#-Shopping
F.I"'Suciﬁv.il_\iestyles

by ohol
~eAnimals Pets
i Books & Literatun
- DatingiPersonals
- Fashion
- Lifestyle
- Recreation
- Zelf Defense
- Social Opinion
- Tobaeco

o eapons hd
P I I _’l_l Apply

Fig. 2:3-24 Library Details window

View Library Details

This window displays the Group Name, Description, and
Short Name of the 8e6 supplied library category.
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URLs window

The URLs window displays when URLs is selected from the
library category’s menu of sub-topics. This window is used
for viewing, or adding and/or removing a URL from a library
category. A URL is used in a filtering profile for blocking a
user’s access to a specified site or service.

A URL can contain a domain name—such as “playboy” in
http://lwww.playboy.com—or an IP address—such as
“209.247.228.221” in http://209.247.228.221. A wildcard
asterisk (*) symbol followed by a period (.) can be entered in
a format such as *.playboy.com, for example, to block
access to all URLs ending in “.playboy.com”. A query string
can be entered to block access to a specific URL.

i HOME SYSTEM GROUP LIBRARY REPORTING HELF QUH :

Category YWWeight System ;I URLs

o PNTP Mewesgroup i R B

[ Category Graups Library=Category Groups=SocietylLifestyies=Alcohol>URLs
[#]-Adult Cortert it | view |
Banchict Edit URL List
B-Businessinvestments
"'CDmmunilyiDrganizaii

LURL Iboozacom P oAdd I Remave
[#-Education

"'Entertainmerﬂ axample | www, site, com, site. com, http:/ www. site. com.

GovernmertiLawePoli . . .
[-HeatthFiiness Edit WildCard URL List

"-\I\ega\@ues‘iiunable
Information Technolog URL Aol Remave |

[e-Internet Communicatio
H ample ¢ ¥osike,
Internetintranst Misc o R

[#-Internet Procuctivity
[-NewsReports Select URL{s) to apply action.
ReligionBeliefs
[F-Security
"-Shupp\ng
=] SocistylLitestyles

b ool
- Animalz Pets
- Books & Literatur
- DatingPersonals
- Fashion
- Lifestyle
i Recreation
- Self Defense Apply Action
- Socisl Opinion *ireual 1P
i Tobacco i

s \NEapOnS i Reload Library
4 I I »

Fig. 2:3-25 URLs window, Action tab
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View a List of URLs in the Library Category

To view a list of all URLs that either have been added or
deleted:

1.
2.

Click the View tab.

Make a selection from the pull-down menu for “Addition
List”, “Deletion List”, “Wildcard Addition List”, or “Wild-

card Deletion List”.

Select List list box:

B HOME SYSTEM GROUP LIBRARY REPORTING

HELP

. Click View List to display the specified items in the

QUIT m—

o Cate WWeight Sy sty -

egory Weight System _I URLs

- MMTP Meswrsgroup N - B

5 Category Groups Library=Category Groups>SocietyiLifestyles>Alcohol>URLs
Acult Cartert Action ViEW|

Bancwicth View URL Addition/Deletion List
Businezsinvestments

Community/Oraanizati IAdditinn List hd

Education

Select List
Ertertainment
GovernmentLaw/Polil HTTP: fie A COORS COMS
HealthFitness HTTF 65 58 164 14/
llegaliRuestionatle HTTP 4ICO0RS COMI

Information Technolog
Irternet Commmunicatio
Internetintranet Misc HTTR:I72.5.202.8/

Internet Procuctivity HTTR: fictif A GREYGOOSE COMI
MewvsReports HTTRI206.112.76 510
FeligionBelets HTTRUGREYVGOOSE COMF
Securty
Shopping HTTP.4194 21895 854
- SocietylLifestyles HTTP: 4206 207 85 33/

HTTP: fie Ay BOCZE COMY

HTTP4193 225 142 67/

-animats Pets

i Books & Literatun
i DatingPersonals
L Fashion
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- Tobacco

L \Weapans hd
i —

Fig. 2:3-26 URLs window, View tab
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Add or Remove URLs, Reload the Library

The Action tab is used for making entries in the URLs
window for adding or removing a URL, or reloading the
library.

Add a URL to the Library Category

To add a URL to the library category:

1. In the Edit URL List frame, enter the URL in a format
such as http://www.coors.com, www.coors.com, or
coors.com.

The following types of URL formats also can be entered
in this field:

IP address - e.g. "209.247.228.221" in http://
209.247.228.221

octal format - e.g. http://0106.0125.0226.0322
hexadecimal short format - e.g. http://0x465596d2

hexadecimal long format - e.g. http://
0x46.0x55.0x96.0xd2

decimal value format - e.g. http://1180014290

escaped hexadecimal format - e.g. http://
%57%57%57.%41%44%44%49%4 3%54%49%4E %4
7%47%41%4D%45%53.%43%4F%4D

query string - e.g. http://www.youtube.com/
watch?v=3_Wfnj1lIMU

NOTE: The pound sign (#) character is not allowed in this entry.

2. Click Add to display the associated URL(s) in the list box
below.

3. Select the URL(s) that you wish to add to the category.
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TIP: Multiple URLs can be selected by clicking each URL while
pressing the Ctrl key on your keyboard. Blocks of URLs can be
selected by clicking the first URL, and then pressing the Shift key
on your keyboard while clicking the last URL.

4. Click Apply Action.

Add a Wildcard URL to the Library Category

NOTE: Wildcards are to be used for blocking only. They are not
designed to be used for the always allowed white listing function.

To add a URL containing a wildcard to the library category:

1. Inthe Edit WildCard URL List frame, enter the asterisk (*)
wildcard symbol, a period (.), and the URL.

TIP: The minimum number of levels that can be entered is three
(e.g. *.yahoo.com) and the maximum number of levels is six (e.g.
*.mail.attachments.message.yahoo.com).

2. Click Add to display the associated wildcard URL(s) in
the list box below.

3. Select the wildcard URL(s) that you wish to add to the
category.

4. Click Apply Action.

NOTE: Wildcard URL query results include all URLs containing
text following the period (.) after the wildcard (*) symbol. For
example, an entry of *.beer.com would find a URL such as http://
virtualbartender.beer.com. However, if a specific URL was added
to a library category that is not set up to be blocked, and a sepa-
rate wildcard entry containing a portion of that URL is added to a
category that is set up to be blocked, the end user will be able to
access the non-blocked URL but not any URLs containing text
following the wildcard. For example, if http://www.cnn.com is
added to a category that is not set up to be blocked, and
*.cnn.com is added to a category set up to be blocked, the end
user will be able to access http://www.cnn.com since it is a direct
match, but will not be able to access http.//www.sports.cnn.com,
since direct URL entries take precedence over wildcard entries.
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Remove a URL from the Library Category

To remove a URL or wildcard URL from the library category:
1. Click the Action tab.

2. Enter the URL in the Edit URL List frame or Edit Wild-
Card URL List frame, as pertinent.

3. Click Remove to display the associated URLs in the list
box below.

4. Select the URL(s) that you wish to remove from the cate-
gory.
5. Click Apply Action.

Reload the Library

After all changes have been made to library windows, click
Reload Library to refresh.

NOTE: Since reloading the library utilizes system resources that
impact the performance of the R3000, 8e6 recommends clicking
Reload Library only after modifications to all library windows
have been made.
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URL Keywords window

The URL Keywords window displays when URL Keywords
is selected from the library category’s menu of sub-topics.
This window is used for adding and removing URL
keywords from a library category. A library category uses
URL keywords to block a user’s access to Internet
addresses containing keywords included in its list.

= HOME SYSTEN GROUP LIBRARY REPORTING HELP auIT
= "
- Categary Waight System ;l URL Keywords
- MINTP Newesgroup B N B
ET-Category Graups Llhra.nPCaiegury (.imups>SUC|EtyJ|_rfesly|es>Alcuhul>URL Kevwords
- Aelult Content Edit Keyword List
Banchavicth Keyword Add | Remove Reload

[#-Businesainvestments
"'CDmmunilyiDrganizaii
Education
E-Entertainment
GowernmentLawPali
[#-HealthFitness
"-\I\ega\.f@uesiiunable
Information Technoloc
[#-Internet Communicatio
"-\ntsmei.ilrrtranﬁ Misc
Internet Procuctivity
Bl-MewsReports
[#1-Religion/Beliefs
[FH-Security
"-Shupp\ng

1= Soci

- Books & Literatur
- DatinaiPersonals

i+ Fashion

- Lifestyle

- Recresation

i Self Defenze
~-Social Opinion
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4 I I »

View Keyword Addition/Deletion List

Select List

Addition List ¥ I

BOOIE
WODKA
BEER

COORS

Upload URL Keyword File

& pppend  © Overwrite

Upload To Adcdtion File Upload To Deletion File

Fig. 2:3-27 URL Keywords window

NOTE: If the feature for URL keyword filtering is not enabled in a
filtering profile, URL keywords can be added in this window but
URL keyword filtering will not be in effect for the user(s). (See the
Filter Options tab in the Group screen section for information
about enabling URL keyword filtering.)
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& WARNING: Use extreme caution when setting up URL keywords
for filtering. If a keyword contains the same consecutive charac-
ters as a keyword set up to be blocked, users will be denied
access to URLs that are not even within blocked categories. For
example, if all URL keywords containing “sex” are blocked, users
will not be able to access a non-pornographic site such as http./

WWW.EeSSex.com.

View a List of URL Keywords

To view a list of all URL keywords that either have been
added or deleted:

1. In the View Keyword Addition/Deletion List frame, make
a selection from the pull-down menu for “Addition List”, or
“Deletion List”.

2. Click View List to display the specified items in the
Select List list box.

Add or Remove URL Keywords

Add a URL Keyword to the Library Category

To add a URL keyword to the library category:
1. Enter the Keyword in the Edit Keyword List frame.
2. Click Add.

Remove a URL Keyword from the Library

To remove a URL keyword from the library category:
1. Enter the Keyword in the Edit Keyword List frame.

2. Click Remove.
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Upload a List of URL Keywords to the Library

Before uploading a text file with URL keyword additions or
deletions, in the Upload URL Keyword File frame, specify
whether the contents of this file will add to the current file, or
overwrite the current file on the server, by clicking the
“Append” or “Overwrite” radio button.

Upload a List of URL Keyword Additions

To upload a text file with URL keyword additions:

1. Click Upload To Addition File to open the Upload
Library Keyword pop-up window:

3 upload Library Keyword - Microsoft Internet Expl -1l x|
J File Edit “iew Favorites Tools  Help |
J d=Ezck - = - @) at | Qsearch  [GelFavarites  fMedia ®|
Jnddress I@ http:II’II'ZUD.10.IUU.TS:ESHSEI’\HEUCDm.I’3UUD.SENEI"Sej @Gn HLinks b
Upload Library Keyword
File I Browse... Upload File |
|§'| Upload Library Keywaord lili ’7 B Internst 4

Fig. 2:3-28 Upload Library Keyword pop-up window

2. Click Browse to open the Choose file window.
3. Select the file to be uploaded.
4. Click Upload File to upload this file to the server.

NOTE: A URL keyword text file must contain one URL keyword
per line.

& WARNING: The text file uploaded to the server will overwrite the
current file.

340 8e6 TecHNoLoaIEs, R3000 INTERNET FILTER User GuUIDE



GLOBAL ADMINISTRATOR SECTION CHAPTER 3: LIBRARY SCREEN

Upload a List of URL Keyword Deletions

To upload a text file with URL keyword deletions:

1. Click Upload To Deletion File to open the Upload
Library Keyword pop-up window (see Fig. 2:3-28).

2. Click Browse to open the Choose file window.
3. Select the file to be uploaded.
4. Click Upload File to upload this file to the server.

Reload the Library

After all changes have been made to library windows, click
Reload to refresh.

NOTE: Since reloading the library utilizes system resources that
impact the performance of the R3000, 8e6 recommends clicking
Reload only after modifications to all library windows have been
made.
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Search Engine Keywords window

The Search Engine Keywords window displays when
Search Engine Keywords is selected from the library cate-
gory’s menu of sub-topics. This window is used for adding
and removing search engine keywords/phrases to and from
a library category. A library category uses search engine
keywords to block searches on subjects containing
keywords included in its list.
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: MewsReports
+|-Religion/Beliefs
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"-Shupp\ng
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4 I I »

Search Engine Keywords
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Keywordd A | Remove

View Search Keyword Addition/Deletion List

Adeition List ¥ I

Reload

Select List
COORS!
COORS

CViewlist

Upload Add/Del Keyword

® append  © Overwrite

Upload To Addtion Upload To Deletion

Fig. 2:3-29 Search Engine Keywords window

NOTE: Master lists cannot be uploaded to any 8e6 supplied
library category. See the Custom Categories sub-section of the
Group Administrator Section of this user guide for information on
uploading a master list to the server.
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NOTE: If the feature for search engine keyword filtering is not
enabled in a filtering profile, search engine keywords can be
added in this window but search engine keyword filtering will not
be in effect for the user(s). (See the Filter Options tab in the
Group screen section for information about enabling search
engine keyword filtering.)

& WARNING: Use extreme caution when setting up search engine
keywords for filtering. If a non-offending keyword contains the
same consecutive characters as a keyword set up to be blocked,
users will be denied the ability to perform a search using
keywords that are not even in blocked categories. For example, if
all searches on “gin” are set up to be blocked, users will not be
able to run a search on a subject such as “cotton gin”. However, if
the word “sex” is set up to be blocked, a search will be allowed on
“sexes” but not “sex” since a search engine keyword must exactly
match a word set up to be blocked.

View a List of Search Engine Keywords

To view a list of all search engine keywords/phrases that
either have been added or deleted:

1. In the View Search Keyword Addition/Deletion List
frame, make a selection from the pull-down menu for
“Addition List”, or “Deletion List”.

2. Click View List to display the specified items in the
Select List list box.

Add or Remove Search Engine Keywords

Add a Search Engine Keyword to the Library

To add a search engine keyword/phrase to the library cate-
gory:

1. In the Edit Search Keyword List frame, enter up to 75
alphanumeric characters in the Keyword field.

2. Click Add.
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Remove a Search Engine Keyword from the Library

To remove a search engine keyword/phrase from the library
category:

1. In the Edit Search Keyword List frame, enter up to 75
alphanumeric characters in the Keyword field.

2. Click Remove.

Upload a List of Search Engine Keywords

Before uploading a text file with search engine keyword/
phrase additions or deletions, in the Upload Add/Del
Keyword frame, specify whether the contents of this file will
add to the current file, or overwrite the current file on the
server by clicking the “Append” or “Overwrite” radio button.

Upload a List of Search Engine Keyword Additions

To upload a text file with search engine keyword/phrase
additions:

1. Click Upload To Addition to open the Upload Library
Keyword pop-up window (see Fig. 2:3-28).

2. Click Browse to open the Choose file window. Select the
file to be uploaded.

3. Click Upload File to upload this file to the server.

NOTE: A search engine keywords text file must contain one
keyword/phrase per line.

WARNING: The text file uploaded to the server will overwrite the
current file.
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Upload a List of Search Engine Keyword Deletions
To upload a text file with search engine keyword/phrase
deletions:

1. Click Upload To Deletion to open the Upload Library
Keyword pop-up window (see Fig. 2:3-28).

2. Click Browse to open the Choose file window. Select the
file to be uploaded.

3. Click Upload File to upload this file to the server.
Reload the Library

After all changes have been made to library windows, click
Reload to refresh.

NOTE: Since reloading the library utilizes system resources that
impact the performance of the R3000, 8e6 recommends clicking
Reload only after modifications to all library windows have been
made.
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Chapter 4: Reporting screen

The Reporting screen contains options for transferring and/
or reviewing Internet usage data collected by the R3000.

HOME SYSTEM GROUP LIBRARY REPQRTING HELP QUIT m—
Repart —

+-Report Configuration
~Real Time Probe

- Shadow Log Format REPORTING \g

- -
-

-

Display Help Topies forthe Report section

Fig. 2:4-1 Reporting screen

From the navigation panel at the left of the screen, click
Report Configuration to display the Report Configuration
window, used if the R3000's log files will be transferred to a
reporting application. Click Real Time Probe to display
windows for configuring and maintaining real time probes.
This tool is used for monitoring Internet activities of speci-
fied users in real time. If using 8e6’s Enterprise Reporter
(ER) as the R3000’s reporting application, click Shadow Log
Format to specify the format in which R3000 logs will be
sent to the ER.
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NOTE: Information on configuring the Enterprise Reporter (ER) to
work with the R3000 can be found in Appendix F of the Appen-
dices Section.

& WARNING: A version of the Enterprise Reporter prior to 3.0
should not be configured to work with the R3000.
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Report Configuration

Report Configuration window

The Report Configuration window displays when Report
Configuration is selected from the navigation panel. This
window is used if a reporting application needs to be set up
to receive logs from the R3000.

; HOME SYSTEM GROUP LIBRARY REPORTING HELF GUIT m—

Report Configuration
Report>Report Configuration

Export [ et Enterprise Reporter [ Other Device

Fig. 2:4-2 Report Configuration window

Specify the Reporting Device
By default, no option is selected at the Export field.
If R3000 logs will be exported to a reporting application:

1. Click the checkbox corresponding to the reporter to be
used for transferring logs: “8e6 Enterprise Reporter”, or
“Other Device”.
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2. Click Save.
8e6 Enterprise Reporter

If “8e6 Enterprise Reporter” was selected, the 8e6 Enter-
prise Reporter tab displays by default. On this tab, you need
to specify criteria for the ER server that will receive logs
from the R3000.

; HOME SYSTEM GROUP LIBRARY REPORTING HELF GUIT —

Report Configuration
: Report>Report Configuration
... Shadow Log Format Export [ BedEn £ [ Other Device

Be Enterprise Reporter I LDgI
Log File Transfer Configuration
Remote Server

1.2.3.6

Server: Add
Remave

Initiating Loy Transfer
Click the button to infiate fog transfer now, Tnitiate

Fig. 2:4-3 Report Configuration window, 8e6 ER option, ER tab

Edit ER Server Information

In the Log File Transfer Configuration frame, by default the
IP address 1.2.3.6 displays in the Remote Server list box.

To add the IP address assigned to the ER server:
1. Enter the LAN 1 IP address in the Server field.

2. Click Add to include this IP address in the Remote
Server list box.
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To remove an IP address from the list box:
1. Select the IP address.

2. Click Remove.

Execute Log Transfer Now

In the Initiating Log Transfer frame, click Initiate to transfer
the log on demand.

View Transfer Activity to the ER

After the ER has been configured and logs have been trans-
ferred from the R3000 to the ER, you can view transfer
activity.

; HOME SYSTEM GROUP LIBRARY REPORTING HELF QUIT —

Report Configuration
Report>Report Configuration
\.-.Shadow Log Format Export [ B tef [ Other Device

8e6 Enterprise Reporter  LOg |

View Loy
Only show the last 300 lines
shadaow. 1og.003048511EC4. 060707055959 ;I

Thu Aug 24 10:00:09 2006 (7781) Success Lo receive
comand — PUOT shadow. log.003048511EC4. 060707085959

Thu Aug 24 10:00:08 2006 (7781) Success to receive
command - PUT info.shadow. log.0030438511BC4.060707085959
Thu Aug 24 10:00:09 2006 (7781) pur

Shadow. log.003048511BC4. 060707095953

Thu Aug 24 10:00:09 2006 (7781) Success Lo receive
comwand - PUOT shadow. log.003048511EC4. 060707095959

Thu Aug 24 10:00:08 2006 (7781) SJuccess Lo receive
command - PUT info.shadow. log.003043511BC4. 060707095959
Thu Aug 24 10:00:09 2006 (7781) Successfully ftp files!
Thu Aug 24 10:00:08 2006 (7781) RRftplog finished.

=
Yiew Log |

Fig. 2:4-4 Report Configuration window, 8e6 ER option, Log tab

1. Click the Log tab.
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2. Click View Log to view up to the last 300 lines of transfer
activity in the View Log frame.

Other Device

If “Other Device” was selected, the Other Device tab
displays by default. On this tab, you need to specify criteria
for the reporter that will receive logs from the R3000.

; HOME SYSTEM GROUP LIBRARY REPORTING HELF QUIT —

‘ o rr— Report Configuration

| el antguration Report>Report Configuration

i Real Time Probe J— —

*.-Shadow Lag Format Export [ et Enterprise Reporter [/ Diher Device: Save

Other Device | ng|
Server Configuration

Remote Server 111101525

FTF Directary W

User Authentication (' Anonymous (3 User

Username luserid—

Password lr

Confirm Password Save

FTP Log Update

Update Every (1 = | Hour Save

Fig. 2:4-5 Report Configuration window, Other Device option and tab

Enter or Edit Server Information

In the Server Configuration frame:

1. By default, ftpserver. company.com displays in the
Remote Server field. Enter the IP address of the remote
server.

2. In the FTP Directory field, /storage/r3000logs/ displays
by default. In this field, enter the path where log files will
be stored.
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3. At the User Authentication field, “User” is selected by

default, indicating that a username and password will be
required for FTP transfers. Click the “Anonymous” radio
button if no user authentication will be required for FTP
transfers.

. By default, the Username field is activated. For this

option, userid displays by default. Change the username
by entering a valid one for FTP transfers.

. Enter the same password in the Password and Confirm

Password fields.

/\ﬁ NOTE: If “Anonymous” is selected, these fields are deactivated.
6. Click Save.
In the FTP Log Update frame:

1. At the Hour field, make a selection from the pull-down

menu (1, 2, 3, 4, 6, 8, 12, 24) to specify the interval
between hours—in military time—when the update
should occur:

1 = updates occur each hour.

2 = updates occur every two hours, at these intervals of
time: 2, 4, 6, 8, 10, 12, 14, 16, 18, 20, 22, 24.

3 = updates occur every three hours, at these intervals of
time: 3, 6,9, 12, 15, 18, 21, 24.

4 = updates occur every four hours, at these intervals of
time: 4, 8, 12, 16, 20, 24.

6 = updates occur every six hours, at these intervals of
time: 6, 12, 18, 24.

8 = updates occur every eight hours, at these intervals of
time: 8, 16, 24.

12 = updates occur every 12 hours, at these intervals of
time: 12, and 24.

24 = updates occur every 24 hours.

2. Click Save.
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View Transfer Activity to the Reporting Device

After logs have been transferred from the R3000 to the
reporting device, the Log tab can be clicked to view transfer

activity.

On this tab, click View Log to view up to the last 300 lines of
transfer activity in the View Log frame.

353
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Real Time Probe

Real Time Probe window

The Real Time Probe window displays when Real Time
Probe is selected from the navigation panel. This feature
lets the probe administrator monitor a user's Internet usage
in real time to see if that user is using the Internet appropri-

ately.

; HOME

SYSTEM GROUP LIBRARY REPORTING HELF GUIT

ﬁ Report

L Report Corfiguration

“..Shadow Log Format

Configuration I Email Reepart | Logon Accounts |

Configuration
Report=Real Time Probe>Configuration

Real Tme Probes & On " OFf

Mazximum Probes to Run/Schedule Simultaneously llD—
Maximum Probes that can be Scheduled IS—
Maxirurn Run Time in Minutes llDUD—
Maximum Report Lifetime in Days l?—

Save

Current White list of IPs:

100.10.15.151 Delete |
100,10.15,123

120.10.20.130

Exrluded 1P address I Add

Go ko Real Time Probe Reports GUT

Fig. 2:4-6 Real Time Probe window, Configuration tab
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Configuration

Enable Real Time Probes

1. On the Configuration tab, click “On”.

2. Click Save to enable the Real Time Probes feature. As a
result, all elements in this window become activated.

Set up Real Time Probes

1. Enter the Maximum Probes to Run/Schedule Simulta-
neously, up to 99 probes. The default setting is 710
probes.

2. Enter the Maximum Probes that can be Scheduled,
equal to or less than the maximum probes that can run at
the same time. The default setting is 5 probes.

3. Enter the Maximum Run Time in Minutes the probe will
search for URLs, up to 1440 minutes (24 hours). The
default setting is 1000 minutes.

4. Enter the Maximum Report Lifetime in Days to keep a
saved report before deleting it. The default setting is 7
days.

5. Click Save.

Exclude an IP Address from Real Time Probing

1. Enter the Excluded IP Address of a machine to be
bypassed from real time probing.

2. Click Add to add the IP address in the Current White list
of IPs.
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Remove IPs from the White List

1. Select the IP address(es) from the Current White list of
IPs list box.

2. Click Delete to remove the IP address(es) from the white
list.

Report Recipients
Click the Report Recipients tab to display Email Report:

i HOME SYSTEM GROUP LIBRARY REFORTING HELF QuUIT ]

Report . Configuration  Emall Repart I Logon nccountsl
epart Canfiguration
[R8:c.al Tirne Probe: Email Report
+Shadow Log Format Report=Real Time Probe>Email Report

Email Format " Plain Text (8 HTML

Maximum File Size of an Email Report {MB) S ME -
Save

Current List of Completed Reports to be Emailed:

pichnson@company.com Delete

Email Address Add

G0 to Real Time Probe Reports GUT

Fig. 2:4-7 Real Time Probe window, Report Recipients tab

Specify Email File Criteria

1. Click the radio button corresponding the to the Email
Format to be used for the file: “Plain Text” or “HTML”. By
default, “HTML” is selected.

356 8e6 TecHNoLoaIEs, R3000 INTERNET FILTER User GuUIDE



GLOBAL ADMINISTRATOR SECTION CHAPTER 4: REPORTING SCREEN

2. Select the Maximum File Size of an Email Report (MB)
that can be sent, from 1MB increments up to 20MB. The
default is 5 MB.

3. Click Save.

Set up Email Addresses to Receive Reports

1. Enter the Email Address of an individual who will
receive completed probe reports.

2. Click Add to include the email address in the Current List
of Completed Reports to be Emailed list box.

NOTE: The maximum number of report recipients is 50. If more
than 50 recipients need to be included, 8e6 recommends setting
up an email alias list for group distribution.

Remove Email Addresses

1. Select the email address(es) from the Current List of
Completed Reports to be Emailed list box.

2. Click Delete to remove the email address(es) from list.
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Logon Accounts

Click the Logon Accounts tab to display Logon Accounts:

; HOME

SYSTEM GROUP LIBRARY REPORTING

HELF GUIT —

ﬁ Report

Reeport Configuration

t.Shadow Log Format

Corfiguration | Email Report  Logon Accounts
Logon Accounts
Report=Real Time Probe>Logon Accounts
Current Users

Current Accessible Users:

tiones

= Enable
Disahle =

Delete |
Add Account

Username
Password
Confirm Passward

Current Un-Accessible Users:

ryoung

Go to Real Time Probe Reports GUT

Fig. 2:4-8 Real Time Probe window, Logon Accounts tab

Set up Users Authorized to Create Probes

1. Enter the Username of a staff member who is authorized
to create real time probes.

2. Enter the user's password in the Password and Confirm
Password fields, using eight to 20 characters and at
least one alpha character, one numeric character, and
one special character. The password is case sensitive.

3. Click Add to include the username in the Current Acces-
sible Users list box.
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NOTE: When an authorized staff member is added to this list, that
username is automatically added to the Current Un-Accessible
Users list box in the Logon Accounts tab of the X Strikes Blocking
window.

Deactivate an Authorized Logon Account

To deactivate an authorized user’s account:

1. Select the username from the Current Accessible Users
list box.

2. Click Disable to move the username to the Current Un-
Accessible Users list box.

Delete a Logon Account

To delete a user’s account:

1. Select the username from the Current Accessible Users
list box.

2. Click Delete.

& WARNING: By deleting a logon account, in addition to not being
able to create real time probes, that user will also be removed
from the list of users authorized to unlock workstations. (See
Chapter 1: System screen, X Strikes Blocking for information on
reseting strikes and unlocking workstations.)
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Go to Real Time Probe Reports GUI

When the global administrator clicks Go to Real Time
Probe Reports GUI, either the Re-login window or the Real
Time Probe Reports pop-up window opens.

Re-login window

The Re-login window opens if the user’s session needs to
be validated:

£ R3000 Enterprise Fi — [

Please fill in the login infarmation

Username I
Pazzword I

Cancel |

Jawa Applet Window

Fig. 2:4-9 Re-login window

1. Enter your Username.
2. Enter your Password.

3. Click OK to close the Re-login window and to re-access
the R3000 console.
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Real Time Probe Reports

The Real Time Probe Reports window is comprised of the
View and Create tabs. The View tab displays by default (see
Fig. 2:4-11), showing the global administrator information on
all active probes.

NOTE: An authorized staff member can click a link in an email
alert or type in http://x.x.x.x:88/RtProbe.jsp in the address field
of a browser window—in which “x.x.x.x” is the IP address of the
R3000—to only see probes he/she created.

Create a Real Time Probe

Click the Create tab to enter and specify criteria for the
report you wish to generate:

< R3000 Enterprise Filter - Real Time Probe

Real Time Probe Reports

View Creste
Current Probe Count:

Total: 5

Created Uneler This Account: 5
Maziximum Probes to RuniSchedule Simuttaneously: 10
Display Mame: |
Search Option [P eddress =
Email Acidress to Mail the Completed Report: |
Start Date & Time & Mow

" Schedule at SEIEI?IEIEM‘\ | [ 800 |

Recurrence: I~ Daily

Total Run Time in Minutes: I

Apphy

Java Applet Window

Fig. 2:4-10 Real Time Probe Reports, Create tab
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The Current Probe Count displays the Total number of
active probes, and the number of probes Created Under
This Account. The Maximum Probes to Run/Schedule
Simultaneously entered on the Configuration tab displays.

1. Enter up to 40 characters for the Display Name. This
label will be used for the probe in the View tab and in the
email report to be sent to the designated recipient(s).

2. Select the Search Option: “IP Address”, “User Name”,
“URL”, or “Category”.

3. Enter or specify criteria for the selected Search Option:

* “IP Address”: Enter the IP address to be probed. This
selection generates a report with data for the specified
IP address.

* “User Name”: Enter the characters to be included in
the User Name(s) to be probed. The entry in this field
is case-sensitive. This selection generates a report
with data for all usernames containing the consecutive
characters you specified.

In this example, if ART is entered, “ART”, “GARTH?”,
and “MARTA” would be included in the report. But “Art”
or “BARRETT” would not be included, since the former
username does not contain all uppercase letters, and
the latter username does not contain consecutive
characters.

* “URL": Enter the characters to be included in the
URL(s) to be probed. The entry in this field is case-
sensitive and the asterisk (*) character is not allowed.
This selection generates a report with data for all URLs
containing the consecutive characters you specified.

In this example, if mail is entered, “http://
www.hotmail.com” and “http://loginnet.passport.com/
login.srf?id=2&svc=mail&cbid=24325&msppjph=1&tw
=0&fs=1&fsa=1&fsat=1296000&Ic=1033&_lang=EN”
would be included in the report.
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» “Category”: Select the library category to be probed.
This selection generates a report with data for the
specified library category.

NOTE: Up to 250 characters will be accepted for the IP Address,
User Name, or URL.

4. If you wish to send the completed report to a specified
email address, enter the Email Address to Mail the
Completed Report.

5. Specify the Start Date & Time by clicking the appropriate
radio button:
* “Now” - click this radio button to run the probe now.

» “Schedule at” - click this radio button to schedule a
time for running the probe. Select the date and time
from the pull-down menus.

A probe that is scheduled to run at a specified date and
time can be scheduled to run on a daily basis by
checking the “Daily” checkbox at the Recurrence field.

6. Enter the Total Run Time in Minutes.

7. Click Apply.
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View Real Time Probe Details

Click the View tab to view details about active probes:

£ R3000 Enterprise Filter -- Real Time Probe

Real Time Probe Reports

Wiew | Createl
ist of Probes/Reports:
Display Marne Start Date & Time | Recurrence Status

Cutts 200700611 00:00:00 | Daily Completed

Shopping 20070612 12:29:10 Completed

Entertainmert 2007/06/12 13:00:00  |Daily (Campleted

A coounting Group 200700613 13:00:00 | Daily Scheduled Wiz

Properties

Stop
Ernail

Java Applet Window

Fig. 2:4-11 Real Time Probe Reports, View tab

The Display Name shows the name assigned to the probe
on the Create tab. The Start Date & Time displays in the
YYYY/MM/DD HH:MM:SS format. “Daily” displays in the
Recurrence column if the probe is scheduled to run on a
daily basis. The Status of the probe displays: “Completed”,
“In Progress”, or “Scheduled”.
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By selecting a probe, buttons for the probe become acti-
vated, based on the state of the probe. The following
options are available for each of the probe statuses:

» Completed: View, Properties, Delete, Email
* In Progress: View, Properties, Stop

» Scheduled: Properties, Delete

View option

If a probe is Completed or In Progress, clicking View opens
the Real Time Information box:

i R3000 Enterprive Filter - Real Tine Probe xl
Real Time Information
un T Laft: § Mintes

[ waooess | uesrniwne | caegory | FEe acson | By Mettod | omwerd | L b [ Roncpamted 8L |
001010106 Gices TewcnErg. pass =) e P CODCAE oM g IR ocepe Coer et et
[0 1008 icws BeokeKite  (vawn SE Kmpd BOCKS s g g o dmages T
DOIE0I0I06  GiCan Books &.Lte._[WWarn SE Heyword BOCKS iz images google Conimages T
[0 e 1008 aces BoksSlte  [Weened  SEHepeod  BOOKS it e e ordmages
(10016010106 Gican [SearchEng..._Fass Vdcard Hetp i OO ol g bk g comdmages Taton |
001E010108  iCes Bocks SLte. Worned  SEHeyeind BOOKS iy e e v ol
[n et s Mokt (Wanad  SEMayesd DOOKS e
D01EDI0I0E_ iCen image Serve Pusa [ e IMACES, GODGLE COM itz iimages gosgie camipen 20470
[0 110008 icas BokeRlte  (Wwnsd  SEKmpsvd  BOOKE it i) g oy et
0016010106 (GiCan Books dLte. Woarned  SE Weyword BOOKS g o) ocee comdmages fastbrcid
|10 1010108 cicas Bocks Al [Weened S Hepword  BOOKS it e grengin ammlessages b
001010106 GiCes Bocks BLks.. (Wamed 5L Heyeord DOOKS g ok oceps comdeages Marton n
DOIEDADI06  GiCen Books 4Lte. Warned  SEWeyword  BOOKS g e pocepe coenese s Tt b
[0 1008 icws [mwinbry  Pase v M 7 GOOGLE CoM it ) g g e 1
DOIE0I0I06  GiCan Seawcn g puss Ve et I GOODGLE COMI g D ocgie Comisages Tt
[0 e 1008 aces e e — M I GOOGLE GO B
(10016010106 Gican [Search Eng..._Fass Vs Hetp P GO oM g s ocpe comdrages taton 3.
001E010108  iCes Bocks SLte. Worned  SEHeyeind BOOKS il e e v el b
[001E010106  GHCes BocksBlte.. (Wamed  SLHeyword DOOKS g k) et o atb K
D0IEDA0I06  oiCe Books SLte. Warned UL PR VAMALERARYTHING COMItip: Heni googge comimane Tetbn
[0 1008 icws Boke il [Wened  SEKepwonn  BOOKE ity i) g oy et N
D01E010106 GiCan Books dLte. [Warned SE Weyword BOCKS g i) ocepe comdmages Tastbroh
|10 1010108 cicas Bocks Al [Weened S Hepword  BOOKS ity e greagin oy et H
001010106 GiCes Bocks BLks.. (Wamed 5L Heyword DOOKS g ek ocepe comdenages taton L
DOIEDADI06  GiCen CewcnErg. Pass () e P GOOCAE COM) g o) yocege coemessesTaetbn 0
WIS iCa Books S0 Wened S Meywond  BOOKS ity ) g g b 1

.

_dm | |

[T ot windon
Fig. 2:4-12 Real Time Information box

This box displays the number of minutes left for the probe to
run (Run Time Left), and user details for each item in the
grid: Date & Time (in the YYYY/MM/DD HH:MM:SS format);
IP Address; User Name; library Category; Filter Action set
up in the profile (Pass, Block, reserved for ER, Warn,
Warned, X Strike, Quota); By Method—the method used in
creating the entry (SE Keyword, URL Keyword, URL, Wild-
card, Strict HTTPS, Filter Action, Pattern, File Type,
Moderate HTTPS); Keyword (displays the matching
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keyword if the method is an SE Keyword or a URL
Keyword); URL in Libraries, and Requested URL.

The following actions can be performed in this box:

» Click a URL to open a window that accesses the desig-
nated site.

» If the probe is currently in progress, clicking Stop halts
the real time probe and changes this button to “Email”.

» After the probe is completed, the Email button is avail-
able instead of the Stop button. Clicking Email opens the
Email option dialog box in which you specify an email
address to send the completed report (see Email option).

* Click Close to close the Real Time Information box.

Properties option

Clicking Properties opens the Probe Properties box:

R3000 Enterprise Filter - Real Tin x|
Probe Properties

Dizplay Matme: Ertertainmert
Email Address to Mail the Completed Report:  dot@logo.com
Search Option: Category Ertertainmert
Start Date & Time: 2005203 10:52
Recurrence: Mo
Fun Time: 60 minutes
Created by: ot

Java Applet Window

Fig. 2:4-13 Probe Properties box

This box includes the following information for the probe:
Display Name; Email Address to Mail the Completed
Report; Search Option criteria; Start Date & Time; Run
Time; and User ID of the creator of the probe (Created by).

Click Close to close this box.
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Stop, Delete options

Clicking Stop halts the probe and gives it a Completed
status. This option is also available in the Real Time Infor-
mation box via the “Stop” button.

Clicking Delete opens the following dialog box, asking if you
want to delete the probe:

R3000 Enterprise Filter - Real Time Pro x|

Are you sure that you want to delete this?

Display Marme: Ertertainmert
Etnail Address to Mail the Completed Report: dot@@logo.cotm
Search Option: Category Ertertainmert
Start Date & Time: 2005M 2103 10:52
Recurrence: Mo

Fun Tirne: B0 minutes
Created by: ot

Mo |
Java Applet Window

Fig. 2:4-14 Probe Properties deletion box

Click Yes to delete the probe and remove it from the View
tab.

Email option

Clicking Email opens the Email Address box:

R3000 Enterprise Filter -- Real Time Probe |

Email Address to Mail the Completed Report: ||

Cancel

Java Applet Yindow

Fig. 2:4-15 Email Address box

Enter the Email Address to Mail the Completed Report
and click Send to send the completed report to the desig-
nated email address.

8e6 TecHNoLoGlEs, R3000 INTERNET FILTER User GuiDE 367



GLOBAL ADMINISTRATOR SECTION CHAPTER 4: REPORTING SCREEN

Shadow Log Format

Shadow Log Format window

The Shadow Log Format window displays when Shadow
Log Format is selected from the navigation panel. If the
R3000's reporting device is the 8e6 Enterprise Reporter
(ER), this window is used for specifying the log format the
R3000 will use for sending logs to the ER.

HOME SYSTEM GROUFR LIBRARY REFORTING HELF GUIT m—

1@ Report Shadow Log Format
o Repart Configuration Report>Shadow Log Format
‘Feal Time Probe LDg Format

o) Format
 Auto-detect  Status: Inactive Lag Format: Post 2.0.10 log format

% Past 2010 Ing format (manua)
7 Post 2.0 log format Cranual
7 Post 1.9 log format (manual)

' Pre 1.9 log format (manual)

Apply |

Fig. 2:4-16 Shadow Log Format window
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Specify the Shadow Log Format

The window is comprised of the Log Format frame
containing radio buttons corresponding to the following
options: “Auto-detect”’, “Post 2.0 log format (manual)”, “Post

1.9 log format (manual)”, and “Pre 1.9 log format (manual)”.

& WARNING: When making a selection in this window, be sure to
first identify the software versions currently being used by the
R3000 and the ER. A correct selection in this window is critical,
since the table structure of the ER has changed since software
versions 4.0 and 3.50. The ER table structure in software release
4.1 and higher is compatible with R3000 software version 2.0 and
higher, and the ER table structure in software release 3.75 and
higher (up until 4.1) is compatible with R3000 software version
1.9 and higher (up until 2.0).

Auto-detect option

By default, “Auto-detect” is selected. Using this option, the
R3000 will search for a connection to an ER and identify the
software version of the software update applied to that appli-
ance.

Status:

» Active - displays by default, or if the ER is using a soft-
ware version prior to 4.1

* Inactive - displays by default if the ER is using software
version 4.1 or later, or if an ER is not connected to the
R3000

Log Format:

» Post 1.9 log format - displays by default if the ER is using
software version 3.75 or later (up until 4.1), orifan ER is
not connected to the R3000

* Post 2.0 log format - displays by default if the ER is using
software version 4.1 or later
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Post 2.0.10 log format option

If this R3000 currently has the 2.0.10 or higher software
version applied, the Post 2.0.10 log format option should be
selected, since the ER 4.1.20 software version uses
different logging methods for Medium and High HTTPS
filtering.

Post 2.0 log format option

If this R3000 currently has the 2.0 or higher software update
applied, the Post 2.0 log option should be selected, since
the ER 4.1 or higher software update uses the new log
structure.

Post 1.9 log format option

If this R3000 currently has the 1.9 or higher software update
applied, the Post 1.9 log option should be selected, since
the ER 3.75 or higher software update uses the new log
structure.

Pre 1.9 log format option

If this R3000 currently has a software update lower than 1.9
applied, the Pre 1.9 log option should be selected, since ER
software updates lower than 3.75 use the original ER log
structure.

Apply Setting
Click Apply to apply the setting for the shadow log format.
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GROUP ADMINISTRATOR SECTION

Introduction

The Group Administrator Section of this user guide is
comprised of two chapters that include information on func-
tions performed by the group administrator.

Chapter 1 includes information on setting up and main-
taining master IP groups and group members. Chapter 2
includes information on creating and maintaining Custom
Categories for libraries.

The group administrator performs the following tasks:
* defines members of a master IP group

e adds sub-group members and/or individual IP members
and creates their filtering profiles

» grants designated users access to Internet content
blocked at the global level—as appropriate—via an over-
ride account and/or exception URL setup

» creates and maintains customized library categories

+ uses the lookup tool to remove URLs or search engine
keywords from customized libraries
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Chapter 1: Group screen

Group administrators use group screen windows to add
members to a master IP group, create sub-groups and/or
individual IP members, and define and maintain members’
filtering profiles. A member is associated with an IP or MAC
address (the latter when using the mobile mode) and may
contain a netmask within a valid IP address range.

HOME SYSTEM GROUFR LIBRARY REPORTING HELF QuIT —

)
ZGROUP | - N

Display Help Topics forthe Group section

|»

Fig. 3:1-1 Group screen

The navigation panel at the left of the screen contains the IP
branch of the Group tree.

NOTE: If the synchronization feature is used, a server set up in
the Target mode to synchronize both profile and library setting
changes will not have branches of the tree accessible.

Double-click the IP branch of the tree to open it and to
display the master IP group. Double-click the master IP
group to open it and to display any IP sub-groups and/or
individual IP members previously set up in the tree list.
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Click an entity in the tree list to view a menu of topics or

actions that can be performed for that entity.

IP

Refresh

Refresh the Master IP Group, Member

Click Refresh whenever a change has been made to the

master IP group or member level of the tree.

Refresh |

HOME

SYSTEM GROUP LIBRARY REPORTING HELF QUIT

BGROUP ; J);\k‘ .

Display Help Topicsforthe Group section

The Group section is camprised ofwindows and dialog boxes used for adding and
rmaintaining master IP groups or NTILDAP domains, and for creating filtering profiles
for groups and users (andior containers, if using LDAR)

For the IP group option, the global administrator creates master IP groups. Within
each individual group, the designated group administrator adds sub-groups and
individual IP rembers, and creates their iltering profiles.

Far NT andior LDAR domains, the global administrator rmustfirst set up
authentication in the System section in orderto enable NTILDAP options. The
adrministrator then adds the domain inthis section, sets up and maintains NTILDAP
groups, and creates filtering profiles for groups and users

The control panel atthe left of the screen containg a hierarchical list of groups setup
in atree format. Atthe root of this tree is Group. The main branches of the tree
include: Global Group and 1P group, followed by NT and LDAP if authentication is
enabled. MOTE: Ifthe synchranization feature is used, an R3000 set up in the Target
mode will only include the Global Group branch ofthe tree, and group administrators
will not have access to any branches of the tree.

Double-click the branch of your selection to display the list of groupsidomains
previously added to that branch. Keep double-clicking items in the free listto view
additional iterns.

Click an entity in the tree list to view a menu of topics or actions that can be
performed for the selected entity.

Fig. 3:1-2 Group screen, IP menu
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Master IP Group

Master IP group includes options for defining and main-
taining group accounts, setting up an override account and/
or exception URLSs to bypass global settings, and uploading
or downloading IP profiles. Click the master IP group’s link
to view a menu of sub-topics: Group Details, Members,
Override Account, Group Profile, Exception URL, Time
Profile, Upload/Download IP Profile, Add Sub Group, Add
Individual IP, Delete Group, and Paste Sub Group.

S —— HOME SYSTEM GROUP LIBRARY REPORTING HELP_-QUIT

| LY

uP J»\ 1‘_“ [ Y

ics forthe Group section

Members

Override Account

Group Profile ectinn is comprised ofwindows and dialog boxes used for adding and (=
Exception URL master P groups or NTILDAP dormaing, and for creating filtering profiles
Time Proflle d users (andior containers, it using LDAR).

Uplnad/Download IP Profile up option, the global administrator creates master IP groups. Within

Add Sub Group al group, the designated group administrator adds sub-oroups and

add Individual 1P mernbers, and creates their iltering profiles

Delste Group 1 LDAP domains, the global administrator must first set up

Paste Sub Group hin the System section in order to enable NTILDAF options. The
TS then adds the domain inthis section, sets up and maintains NTILDAP

groups, and creates filtering profiles for groups and users.

The control panel atthe [eft ofthe screen containg a hierarchical list of groups setup
in atree format. Atthe root of this tree is Group. The main branches of the tree
include: Global Group and IF group, followed by NT and LDAR if authentication is
enabled. NOTE: Ifthe synchronization feature is used, an R3000 setup in the Target
mode will anly include the Global Group branch of the tree, and group administrators
will not have access to any branches ofthe tree

Couble-click the branch of your selection to display the list of groupsidomains
previously added to that branch. Keep double-clicking items in the free listto view
additional items.

Click an entity in the tree listto view a menu of topics or actions that can be
perfarrmed for the selected entity.

Fig. 3:1-3 Group screen, master IP group menu
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Group Details window

The Group Details window displays when Group Details is
selected from the menu. This window is used for viewing the
Group Name and for changing the password of the group
administrator.

HOME S STEN GROUP LIBRARY REPORTING HELF GUIT —

gf, Group Group Details
B I Group>IP>tech>Group Details
=cf Group Administrator
Group Mame Itech
Password FEEEREXRTT
Confirm Passward | srersmnses

Fig. 3:1-4 Group window

Change the Group Administrator Password

In the Group Administrator frame, the Group Name
displays.

To change the password for this group:

1. Enter the password in the Password and Confirm Pass-
word fields, using eight to 20 characters and at least
one alpha character, one numeric character, and one
special character. The password is case sensitive.

2. Click Apply to apply your settings.
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Members window

The Members window displays when Members is selected
from the menu. This window is used for adding and
managing members of a master IP group. For the invisible
and router modes, a member is comprised of an associated
IP address, and a sub-group may also contain a netmask.
For the mobile mode, a member’s MAC address is used for
obtaining the end user’s filtering profile.

4;3} NOTE: See Appendix E: 8e6 Mobile Client for information on
adding members when using the mobile mode.

HOME SYSTER GROUP LIBRARY REFORTING HELF QUIT —

g Stoup Members
B ' P Group=lP>tech>Members
& &

Add membershy & P SubGronp

IP/MAC Members

When using IP addresses to identify groups on the network, the IP address and netmask ar IP range
for the designated member must First be entered in the Range to Detect global group window, &
member IP is added in this frame by entering the IP address and netmask or IF start and IP end, and
then clicking Add, Use the Calculator to calculate IP ranges without overlaps, & member MAC is added in
this frame by entering the MAC address, and then dlicking Add. Once a member is added, & sub-group
can be created and defined.

Current Members

200.10.100.15032 ﬂ

100,10,150,150/32

200.11.101.10/32

20.10.5,5-20.10.5.5

00:34:45: 992316

00:34:45:99:23:1 7 =l

Remave |
New Members
& Source P [ ] | coloustor |

0 Source IP Start I Endl

' Source MAC

Fig. 3:1-5 Members window
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Add the IP Address of the Member

If using the invisible or router mode:

1. Specify whether to add an IP address range with or
without a netmask by selecting either “Source IP” or
“Source IP Start / End”.

« [f “Source IP” was selected, enter the IP address, and
specify the netmask in the Source IP fields.

« [f“Source IP Start / End” was selected, enter the Start
and End of the IP address range.

2. Click Add to include the IP address entry in the Current
Members list box.

@ TIP: Click Calculator to open the IP Calculator, and calculate IP
ranges without any overlaps. Enter the IP address, specify the
Netmask, and then click Calculate to display results in the Min
Host and Max Host fields. Click Close to exit.

Remove a Member from the Group

To remove an entry from the Current Members list box:
1. Select the member from the list box.

2. Click Remove.
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Override Account window

The Override Account window displays when Override
Account is selected from the menu. This window is used for
creating an override account that allows an end user from a
master IP group to bypass settings at the minimum filtering
level. A user with an override account will be able to access
categories and service ports blocked at the minimum
filtering level, if the option to bypass the minimum filtering
level is activated.

HOME

S STEN GROUP LIBRARY RERORTING HELF GUIT —

g iEroup
[ER=: 2
© B

Override Account
Group=IP=tech>=0verride Account
Account Details

Harme cpike
Password [wanansw
Confirm Password  [##assass

Add

Current Accounts

View/Madify |
Remove |

Fig. 3:1-6 Override Account window
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NOTES: Override accounts can be created for any authorized
user. In order for a user with an override account to access cate-
gories and ports set up to be blocked at the master IP group level,
the global administrator must first activate the option to allow an
override account to bypass minimum filtering level settings.

A user can have only one override account. See the Override
Account window in Chapter 2 of the Global Administrator Section
for information on setting up a global group user’s override
account.

See Appendix D: Override Pop-up Blockers for information on
how a user with an override account can authenticate if a pop-up
blocker is installed on his/her workstation.

Add an Override Account

To create an Override Account profile:

1. In the Account Details frame, enter the username in the
Name field.

2. Enter the Password.

3. Make the same entry again in the Confirm Password
field.

4. Click Add to include the username in the list box of the
Current Accounts frame, and to open the pop-up window
containing the Current Accounts name as well as tabs to
be used for specifying the components of the override
account profile.

5. Click each of the tabs (Rule, Redirect, Filter Options) and
specify criteria to complete the override account profile.
(See Category Profile, Redirect URL, and Filter Options
in this sub-section for information on the Rule, Redirect,
and Filter Options tabs.)

6. Click Apply to activate the override account.

7. Click Close to close the pop-up window.
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Category Profile

Rule | Redrect | Fiter options |

Category Profile

Group>IP=tech>Category Profile
Awvailable Filter Levels

Custom Profile - l

Rule Details

The Rule tab is used for creating the categories portion of
the override account profile.

Modify Dverride Accounts x|

Override Account

Current Accounts

cpike ﬂ

Minimum Filtering Level
Alcohol [
Chiled Parnography

Pornography/Acult Contert J

Category

* | Category Groups

B ) Acdutt Contert

Bandwvidth

Businessinvestments

Education

-] Entertainment

B-_| GovernmentLavwiPoltics

HealthFiness

| NegaliGuestionatle

Information Technolo:

| Irternet Communication

| Pass I Allawe | Warn | Block Qumal
-
[

1 Infernetntranet Misc

Uncategorized Sites IPass VI Overall Quota IOff ¥ I Min
Apply Close

Java Applet Window

Fig. 3:1-7 Override Account pop-up window, Rule tab

To create the category profile:

1. Select a filtering rule from the available choices in the

Available Filter Levels pull-down menu. This action
automatically populates the Pass, Allow, Warn, and/or
Block columns in the Rule Details frame with filter
settings for each category group/library category in the
Category Groups tree.

TIP: In the Category Groups tree, double-click the group enve-
lope to open that segment of the tree and to view library catego-
ries belonging to that group.
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NOTE: If a category group does not display any filter setting (i.e.
the check mark does not display in any column for the category
group), one or more library categories within that group has a
filter setting in a column other than the filter setting designated for
all collective library categories within that group. For example, if
in the Adult Content category group some of the library catego-
ries have a block setting and other library categories have a warn
setting, there would be no category group filter setting, since all
library categories do not have the same filter setting.

2. To change the filter setting for a category group/library
category, double-click the column (Pass, Allow, Warn,
Block) in the row corresponding to that category group/
library category to move the check mark to that column:

* Pass - URLs in this category will pass to the end user.

* Allow - URLs in this category will be added to the end
user’s white list.

* Warn - URLs in this category will warn the end user
that the URL he/she requested can be accessed, but
may be against the organization’s policies. The end
user can view the URL after seeing a warning
message and agreeing to its terms.

* Block - URLs in this category will be blocked.

(é) TIPS: Multiple categories can be assigned the same filter setting
by clicking each category while pressing the Ctrl key on your
keyboard, and then double-clicking in the appropriate column.

Blocks of categories can be assigned the same filter setting by
clicking the first category, and then pressing the Shift key on your
keyboard while clicking the last category, and then double-
clicking in the appropriate column.

3. Make a selection from the Uncategorized Sites pull-
down menu to specify how to handle a URL that has not

” W

yet been categorized: “Pass”, “Warn”, or “Block”.

4. To use the quota feature to restrict the end user’s access
to a passed library group/category, do the following:
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* In the Quota column, enter the number of minutes the
user will be able to access the library group/category.
The minimum number of minutes is “1” and the
maximum is “1439” (one day minus one minute). The
number of minutes entered here combines with the
seconds per hit (minimum one second to maximum
3600 seconds) defined in the Quota Settings window
to determine when the end user will be blocked from
further access to URLs in that library group/category.

TIP: If a quota entry is made for a category group, all library cate-
gories in that group will show the same number of quota minutes.

NOTE: See the Quota Settings window in Chapter 1: System
screen for more information on configuring quota settings and
resetting quotas for end users currently blocked by quotas.

* The Overall Quota field becomes enabled if a quota is
entered for any library group/category. By default, the
enabled Overall Quota is turned “Off”. If turned “On”,
enter the number of minutes in the Min field to indicate
when the end user’s access to passed library groups/
categories with quotas will be blocked. If the end user
spends this amount of time at URLs in any quota-
marked library group/category, the Overall Quota over-
rides the number of minutes defined for each individual
quota.

5. Click Apply to apply your settings to the override account
profile.

6. Click another tab (Redirect or Filter Options) to continue
creating the override account profile, or click Close to
close the pop-up window and to return to the Override
Account window.
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Redirect URL

The Redirect tab is used for specifying the URL to be used
for redirecting the user if he/she attempts to access a site or
service set up to be blocked.

Modify Override Accounts x|

Override Account
Current Accounts

cpike ﬂ

Rule Redirect | Filter Optlonsl

Redirect URL
Group=IP>tech=Redirect URL
Redirect URL

Specify a redirect URL:

" Default Block Page

& Suthertication Recuest Forrm

i Custom URL: Ihttp:f,l’www.msn.cnm

Apply Close

Java Applet Window

Fig. 3:1-8 Override Account pop-up window, Redirect tab

Specify the type of redirect URL to be used: “Default Block
Page”, “Authentication Request Form”, or “Custom URL”.

If “Custom URL” is selected, enter the redirect URL in the
corresponding text box. The user will be redirected to the
designated page at this URL instead of the block page.
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Filter Options

The Filter Options tab is used for specifying which filter
option(s) will be applied to the override account profile.

Modify Dverride Accounts x|

Override Account
Current Accounts

cpike ﬂ
=

Rule | Redirect Filter Options |

Filter Options

Group=IP=tech>Filter Options
Filter Options
[ % Strikes Blocking
[T Google/vahoo! itsk comiaOL Safe Search Enforcement
¥ search Engine Keyword Filker Control
¥ URL Keyword Filker Control

[¥ Extend URL Keyword Filter Contral

Apply Close |

Java Applet Window

Fig. 3:1-9 Override Account pop-up window, Filter Options tab

Click the checkbox(es) corresponding to the option(s) to be
applied to the override account filtering profile:

» “X Strikes Blocking” - With the X Strikes Blocking option
enabled, if the user attempts to access inappropriate
sites on the Internet, he/she will be locked out from his/
her workstation after a specified number of tries within a
fixed time period.

NOTE: See the X Strikes Blocking window in Chapter 1: System
screen of the Global Group Section for information on setting up
the X Strikes Blocking feature.
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* “Google/Yahoo!/Ask.com/AOL Safe Search Enforce-
ment” - With the Google/Yahoo!/Ask.com/AOL Safe
Search Enforcement option enabled, Google, Yahoo!,
Ask.com, and AOL’s “strict” SafeSearch Filtering option
will be used whenever the end user performs a Google,
Yahoo!, Ask.com, or AOL Web search or Image search.

& WARNING: If this option is used in conjunction with the X Strikes
Blocking feature and the user is performing an inappropriate
Google, Yahoo!, Ask.com, or AOL Image search, the number of
strikes that user will receive is based upon the amount of time it
will take for unacceptable Google, Yahoo!, Ask.com, or AOL
images returned by the query to load on the page. The user will
receive only one strike if all inappropriate images load within the
tolerance time range of a given strike.

» “Search Engine Keyword Filter Control” - With the
Search Engine Keyword Filter Control option enabled,
search engine keywords can be set up to be blocked.
When the user enters a keyword in the search engine, if
that keyword has been set up to be blocked, the search
will not be performed. Search engine keywords are
entered in the Search Engine Keywords window of
custom library categories.

NOTE: To set up search engine keywords in a Search Engine
Keywords window, see Search Engine Keywords window in
Chapter 2.

+ “URL Keyword Filter Control” - With the URL Keyword
Filter Control option enabled, URL keywords can be set
up to be blocked. When the user enters a keyword in the
address line of a browser window, if that keyword has
been set up to be blocked, the user will be denied access
to that site or service. URL keywords are entered in the
URL Keywords window of custom library categories.

With the “Extend URL Keyword Filter Control” option
enabled, a URL keyword search will be extended after
the "?" character in a URL.

8e6 TecHNoLoaIES, R3000 INTERNET FILTER UserR GuiDE

385



GROUP ADMINISTRATOR SECTION CHAPTER 1: GROUP SCREEN

386

NOTE: To set up URL keywords in a URL Keywords window, see
the URL Keywords window in Chapter 2.

Edit an Override Account

Change the Password

To change an override account’s password:

1.

6.
7.

In the Current Accounts frame, select the username from
the list box.

. In the Account Details frame, enter the username in the

Name field.

. Enter the new Password.

Make the same entry again in the Confirm Password
field.

Click View/Modify to open the pop-up window.
Click Apply.

Click Close to close the pop-up window.

Modify an Override Account

To modify an override account:

1.

In the Current Accounts frame, select the username from
the list box.

. Click View/Modify to open the pop-up window.

Click the tab in which to make modifications (Rule, Redi-
rect, Filter Options).

. Make your edits in this tab and in any other tab, if neces-

sary.
Click Apply.

. Click Close to close the pop-up window.
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Delete an Override Account

To delete an override account:

1. In the Current Accounts frame, select the username from
the list box.

2. Click Remove.

8e6 TecHNoLoGlEs, R3000 INTERNET FILTER User GuiDE 387



GROUP ADMINISTRATOR SECTION CHAPTER 1: GROUP SCREEN

388

Group Profile window

The Group Profile window displays when Group Profile is
selected from the group menu. This window is used for
viewing/creating the group’s filtering profile. Click the
following tabs in this window: Category, Redirect URL, and
Filter Options. Entries in these tabs comprise the profile

string for the group.

NOTE: The Group Profile window is similar to the Sub Group
Profile window and the Individual IP Profile window, except the
latter windows are configured and maintained by the group

administrator.

Category Profile

Category Profile displays by default when Group Profile is

selected from the group menu, or when the Category tab is
clicked. This tab is used for assigning filter settings to cate-
gory groups/library categories for the group’s filtering profile.

| — HOME S STEN GROUP LIBRARY RERORTING HELF auT

%L:E Categary | Redirect URL | Filter Options |
e Yiech | Category Profile

Group>IP>tech>Category Profile
Group: tech  Current Profile: Custom Profile

Awvailable Filter Levels
Custorm Profile - l

Rule Details

Minimum Filtering Level
Chilet Pornography
Pornography iSdult Cortent

Category

| Pass | Allane | WErn | Block Qumal

| Category Groups

-

[ | Adult Content

| Bandwicth

@

¥ ] BusinessAnvestments

@

[e-|_ ] CommunitysiOrganizations

] Education

[¥-_| Ertertaintment

[¥-__] GovernmentLaw Poltics

[#-_ | Heslth/Fitness

legaliQuestionable

[¥-_] Information Technolog

[¥- | Internet Communication

| Internetintranet Misc.

[¥- ] Internet Productivit

-] NewsReports

®

Uncstegorized Sites IPass 'l

=
Crverall Quota | D1 'I 0 Min
Apply

Fig. 3:1-10 Group Profile window, Profile tab
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NOTE: In order to use this tab, filtering rules profiles must already
have been set up by the global administrator.

By default, “Rule0 Minimum Filtering Level” displays in the
Available Filter Levels pull-down menu, and the Minimum
Filtering Level box displays “Child Pornography” and
“Pornography/Adult Content”. By default, Uncategorized
Sites are allowed to Pass.

/\\3 NOTE: By default, the Available Filter Levels pull-down menu

also includes these five rule choices: Rule1 BYPASS”, “Rule2
BLOCK Porn”, “Rule3 Block IM and Porn”, “Rule4 8e6 CIPA
Compliance”, and “Block All’.

Create, Edit a List of Selected Categories

To create the category profile:

1. Select a filtering rule from the available choices in the
Available Filter Levels pull-down menu. This action
automatically populates the Pass, Allow, Warn, and/or
Block columns in the Rule Details frame with filter
settings for each category group/library category in the
Category Groups tree.

@ TIP: In the Category Groups tree, double-click the group enve-
lope to open that segment of the tree and to view library catego-
ries belonging to that group.

[‘% NOTE: If a category group does not display any filter setting (i.e.

the check mark does not display in any column for the category
group), one or more library categories within that group has a
setting in a column other than the filter setting designated for all
collective library categories within that group. For example, if in
the Adult Content category group some of the library categories
have a block setting and other library categories have a warn
setting, there would be no category group filter setting, since all
library categories do not have the same filter setting.

2. To change the filter setting for a category group/library
category, double-click the column (Pass, Allow, Warn,
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Block) in the row corresponding to that category group/
library category to move the check mark to that column:

* Pass - URLs in this category will pass to the end user.

* Allow - URLs in this category will be added to the end
user’s white list.

* Warn - URLs in this category will warn the end user
that the URL he/she requested can be accessed, but
may be against the organization’s policies. The end
user can view the URL after seeing a warning
message and agreeing to its terms.

* Block - URLs in this category will be blocked.

@ TIPS: Multiple categories can be assigned the same filter setting
by clicking each category while pressing the Ctrl key on your
keyboard, and then double-clicking in the appropriate column.

Blocks of categories can be assigned the same filter setting by
clicking the first category, and then pressing the Shift key on your
keyboard while clicking the last category, and then double-
clicking in the appropriate column.

3. Make a selection from the Uncategorized Sites pull-
down menu to specify how to handle a URL that has not

” W

yet been categorized: “Pass”, “Warn”, or “Block”.

4. To use the quota feature to restrict the end user’s access
to a passed library group/category, do the following:

* In the Quota column, enter the number of minutes the
user will be able to access the library group/category.
The minimum number of minutes is “1” and the
maximum is “1439” (one day minus one minute). The
number of minutes entered here combines with the
seconds per hit (minimum one second to maximum
3600 seconds) defined in the Quota Settings window
to determine when the end user will be blocked from
further access to URLs in that library group/category.

@ TIP: If a quota entry is made for a category group, all library cate-
gories in that group will show the same number of quota minutes.
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NOTE: See the Quota Settings window in Chapter 1: System
screen for more information on configuring quota settings and
resetting quotas for end users currently blocked by quotas.

5. Click Apply to apply your settings to the override account
profile.

6. Click another tab (Redirect or Filter Options) to continue

creating the override account profile, or click Close to
close the pop-up window and to return to the Override
Account window.

Redirect URL

Redirect URL displays when the Redirect URL tab is

clicked. This tab is used for specifying the URL to be used
for redirecting users who attempt to access a site or service

set up to be blocked at the group level.

S ST ER GROUP LIBRARY RERORTING

gGruup
g7 P

..

Category Redirect URL | Filter Options

Redirect URL

Group>IP>tech>Redirect URL
Specify a redirect URL:

" Authentication Request Form

% Custom URL: Ihttp:,i,iwww‘\ngn‘tnmftech

Apply

Fig. 3:1-11 Group Profile window, Redirect URL tab
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Create, Edit the Redirect URL
1. Specify the type of redirect URL to be used: “Default

Block Page”, “Authentication Request Form”, or “Custom
URL".

If “Custom URL” is selected, enter the redirect URL in the
corresponding text box. Users will be redirected to the
designated page at this URL instead of the block page.

2. Click Apply to apply your settings.

Filter Options

Filter Options displays when the Filter Options tab is clicked.
This tab is used for specifying which filter option(s) will be
applied to the group’s filtering profile.

; HOME SYSTER GROUP LIBRARY REFORTING HELF QUIT —

% L:E Category | Redrect URL  Filter Options |
-
ey ech | Filter Options

Group=IP>tech=Filter Options
Filter Options
[ ¥ Strikes Blocking
[T Google/¥ahoo! issk comia0l Safe Search Enforcement
¥ Search Enging keyword Filter Contral
¥ URL Keyword Filter Control
I~ Extend URL Keyword Filter Contral

Fig. 3:1-12 Group Profile window, Filter Options tab
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Create, Edit the Filter Options

1. Click the checkbox(es) corresponding to the option(s) to
be applied to the sub-group filtering profile: “X Strikes
Blocking”, “Google/Yahoo!/Ask.com/AOL Safe Search

Enforcement”, “Search Engine Keyword Filter Control”,
“URL Keyword Filter Control”.

2. Click Apply to apply your settings.

X Strikes Blocking

With the X Strikes Blocking option enabled, an end user who
attempts to access inappropriate sites on the Internet will be
locked out from his/her workstation after a specified number
of tries within a fixed time period.

NOTE: See the X Strikes Blocking window in Chapter 1: System
screen of the Global Group Section for information on setting up
the X Strikes Blocking feature.

Google/Yahoo!/Ask.com/AOL Safe Search Enforcement

With the Google/Yahoo!/Ask.com/AOL Safe Search
Enforcement option enabled, Google, Yahoo!, Ask.com,
and AOL’s “strict” SafeSearch Filtering option will be used
whenever end users perform a Google, Yahoo!, Ask.com, or
AOL Web search or Image search.

& WARNINGS: This feature is not compatible with the proxy envi-
ronment as it will cause overblocking.

An inappropriate image will only be blocked if that image is
included in 8e6’s library or is blocked by Google, Yahoo!,
Ask.com, or AOL.

If this option is used in conjunction with the X Strikes Blocking
feature and a user is performing an inappropriate Google,
Yahoo!, Ask.com, or AOL Image search, the number of strikes
that user will receive is based upon the amount of time it will take
for unacceptable Google, Yahoo!, Ask.com, or AOL images
returned by the query to load on the page. The user will receive
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only one strike if all inappropriate images load within the toler-
ance time range of a given strike.

Search Engine Keyword Filter Control

With the Search Engine Keyword Filter Control option
enabled, search engine keywords can be set up to be
blocked. When a user enters a keyword in the search
engine, if that keyword has been set up to be blocked, the
search will not be performed. Search engine keywords are
entered in the Search Engine Keywords window of custom
library categories.

NOTES: Search engine keyword filtering relies on an exact
keyword match. For example, if the word “sex” is set up to be
blocked, but “sexes” is not set up to be blocked, a search will be
allowed on “sexes” but not “sex”. However, if the word “gin” is set
up to be blocked, a search on “cotton gin” will be blocked since
the word “gin” is blocked.

To set up search engine keywords in a Search Engine Keywords
window for Custom Categories, see Chapter 2: Library screen,
Search Engine Keywords window.

URL Keyword Filter Control

With the URL Keyword Filter Control option enabled, URL
keywords can be set up to be blocked. When a user enters
a keyword in the address line of a browser window, if that
keyword has been set up to be blocked, the user will be
denied access to that site or service. URL keywords are
entered in the URL Keywords window of custom library
categories.

With the “Extend URL Keyword Filter Control” option
enabled, a URL keyword search will be extended after the
"?" character in a URL.

NOTE: To set up URL keywords in a URL Keywords window for
Custom Categories, see Chapter 2: Library screen, URL
Keywords window.
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WARNING: If this feature is activated, use extreme caution when
setting up URL keywords for filtering. If a keyword that is entered
in a browser’s address window contains the same consecutive
characters as a keyword set up to be blocked, users will be
denied access to URLs that are not even within blocked catego-
ries. For example, if all URL keywords containing “sex” are
blocked, users will not be able to access a non-pornographic site

such as http://www.essex.com.

Exception URL window

The Exception URL window displays when Exception URL
is selected from the group menu. This window is used for

blocking group members’ access to specified URLs and/or
for letting group members access specified URLs blocked at

the minimum filtering level.

NOTE: This window is identical to the window by the same name
in the Sub Group and Individual IP sections of the Group tree.

; HOME SYSTER GROUP LIBRARY REFORTING HELF QUIT —
gG“D Exception URL
sdie Group>IP>tech>Excention URL
= e Block URL
Block URLs:
Add |
= vinualbartender beer.cam/
* youtube corms ﬂl
ttp: oy espn.cotn)
ByPass URL
ByPass URLs:
Add |
* logo.comi -
http: oewvwy google.comi SOV

Fig. 3:1-13 Exception URL window
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NOTE: Settings in this window work in conjunction with those
made in the Override Account window and in the Minimum
Filtering Level window maintained by the global administrator.
Users with an override account will be able to access URLs set
up to be blocked in this window, if the global administrator acti-
vates bypass settings in the Minimum Filtering Bypass Options
tab. (See the Override Account window in this section for informa-
tion on setting up an override account to allow a user to bypass
group settings and minimum filtering level settings, if allowed.)

URL entries

The following types of URL entries are accepted in this
window:

formats such as: http://www.coors.com,
WWW.COOrs.com, Or coors.com

IP address - e.g. "209.247.228.221" in http://
209.247.228.221

octal format - e.g. http://0106.0125.0226.0322
hexadecimal short format - e.g. http://0x465596d2

hexadecimal long format - e.g. http://
0x46.0x55.0x96.0xd2

decimal value format - e.g. http://1180014290

escaped hexadecimal format - e.g. http://
%57%57%57.%41%44%44%49%43%54%49%4E %47
%47%41%4D%45%53.%43%4F %4D

query string - e.g. http://www.youtube.com/
watch?v=3_Wfnj1lIMU

@ NOTE: The pound sign (#) character is not allowed in this entry.

396

wildcard entry format that uses an asterisk (*) followed by
a period (.) and then the URL, such as: *.coors.com
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TIP: The minimum number of levels that can be entered for a
wildcard entry is three (e.g. *.yahoo.com) and the maximum

number of levels is six (e.g. *.mail.attachments.message.yahoo
.com).

Block URL frame

To block the group’s access to a URL:

1. In the Block URL field, enter the URL.

2. Click Add to include the URL in the Block URLs list box.
To allow the URL to be accessed by the group again:

1. Select the URL from the Block URLSs list box.

2. Click Remove.

ByPass URL frame

To allow a URL that is blocked at the minimum filtering level
to be accessed by the group:

1. In the ByPass URL field, enter the URL.

2. Click Add to include the URL in the ByPass URLs list
box.

To block the group’s access to the URL again:
1. Select the URL from the ByPass URLSs list box.

2. Click Remove.
Apply Settings

Click Apply to apply your settings after adding or removing
a URL.
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Time Profile window

5

The Time Profile window displays when Time Profile is
selected from the group menu. This window is used for

setting up or modifying a filtering profile to be activated at a
specified time.

HOME S STEN GROUP LIBRARY REPORTING HELF GUIT —

gf, Group Time Profile
E P Group=IP>tech>Time Profile
.

Current Time Profiles

Mame Description

Tech time profile Daily: Every 1 day(s), Duration: 03:30 P 2008/05/01 - 04:30 P 20080501
ech2 timeprofile Daily: Every 1 dayis), Duration: 11:15 A 20080506 - 12:15 PM 20050506

4 | i

Add Wieneodify | Remove |

Fig. 3:1-14 Time Profile window

The Current Time Profiles list box displays the Name and

Description of any time profiles previously set up for the
entity that are currently active.

NOTE: This window is similar to the one used for Sub Group and
Individual IP profiles.

Add a Time Profile

398

To create a time profile:

1. Click Add to open the Adding Time Profile pop-up box:
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Adding Time Profile X|
'E Pleaze enter profile name:
LJ ItechStimeprofile
oo |

Java Applet Window
Fig. 3:1-15 Adding Time Profile

2. Type in three to 20 alphanumeric characters—the under-
score ( _ ) character can be used—for the profile name.

3. Click OK to close the pop-up box and to open the Adding
Time Profile pop-up window that displays the name of
this profile at the top of the Time Profile frame:

Adding Time Profile |

Time Profile: techStimeprofile

Recurrence | Ruke | Resivect | Fiter Options | Exception |
Recurrence duration time
start: [IBE 7] [ =] [p5ioems = ere [iz1s | [ =] srcee 7]

Recurrence pattern

& Daity Every |1 day(s)

© weekly

© Monthly
 Yearly

Range of recurrence

Start: (D806 | & o end date:
C Endby: [DSOBI0E v

Apply | Close |

Java Applet window
Fig. 3:1-16 Time Profile window Recurrence tab
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4. In the Recurrence duration time frame, specify Start and
End time range criteria:

a. Select from a list of time slots incremented by 15
minutes: “12:00” to “11:45”. By default, the Start field
displays the closest 15-minute future time, and the End
field displays a time that is one hour ahead of that time.
For example, if the time is currently 11:12, “11:15”
displays in the Start field, and “12:15” displays in the
End field.

b. Indicate whether this time slot is “AM” or “PM”.

c. Today’s date displays using the MM/DD/YY format. To
choose another date, click the arrow in the date drop-
down menu to open the calendar pop-up box:

1 April 2008 L4
SuMo TuWe Th Fr 5a
i1 4 5
6 7 & 9 10 11 12
15 14 15 16 17 18 1%
20 21 22 23 24 25 26
27 28 29 30

Today |

In this pop-up box you can do the following:

» Click the left or right arrow at the top of this box to
navigate to the prior month or the next month.

« Double-click a date to select it and to close this
box, populating the date field with that date.

» Click Today to close this box, populating the date
field with today’s date.

5. In the Recurrence pattern frame, choose the frequency
this time profile will be used:
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» Daily - If this selection is made, enter the interval for
the number of days this time profile will be used. By
default, “1” displays, indicating this profile will be used
each day during the specified time period.

If 5is entered, this profile will be used every five days
at the specified time.

» Weekly - If this selection is made, enter the interval for
the weeks this time profile will be used, and specify the
day(s) of the week (“Sunday” - “Saturday”). By default,
“1” displays and today’s day of the week is selected. If
today is Tuesday, these settings indicate this profile
will be used each Tuesday during the specified time
period.

If 2 is entered and “Wednesday” and “Friday” are
selected, this profile will be used every two weeks on
Wednesday and Friday.

* Monthly - If this selection is made, first enter the
interval for the months this time profile will be used,
and next specify which day of the month:

+ If Day is chosen, select from “1” - “31”.

» If a non-specific day is chosen, make selections
from the two pull-down menus for the following:

- week of the month: “First” - “Fourth”, or “Last”

- day of the month: “Sunday” - “Saturday
“Weekday”, “Weekend”.

“By default, “1” displays and today’s Day of the month
is selected. If today is the 6th, these settings indicate
this profile will be used on the 6th each month during
the specified time period.

, ‘Day”,

If 3 is entered and the “Third” “Weekday” are selected,
this profile will be used every three months on the third
week day of the month. If the month begins on a
Thursday (for example, May 1st), the third week day
would be the following Monday (May 5th in this
example).
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» Yearly - If this selection is made, the year(s), month,
and day for this time profile’s interval must be speci-
fied:

First enter the year(s) for the interval. By default “71”

displays, indicating this time profile will be used each
year.

Next, choose from one of two options to specify the
day of the month for the interval:

» The first option lets you choose a specific month
(“January” - “December”) and day (“1” - “31”). By
default the current month and day are selected.

* The second option lets you make selections from
the three pull-down menus for the following:

- week of the month: “First” - “Fourth”, or “Last”

- day of the month: “Sunday” - “Saturday”, “Day”,
“Weekday”, “Weekend”

- month: “January” - “December”.

By default, the “First” “Sunday” of “January” are
selected.

If 2 is entered and the “First” “Monday” of “June” are
selected, this profile will be used every two years on
the first Monday in June. For example, if the current
month and year are May 2008, the first Monday in
June this year would be the 2nd. The next time this
profile would be used will be in June 2010.

6. Inthe Range of recurrence frame, the Start date displays
greyed-out; this is the same date as the Start date shown
in the Recurrence duration time frame. Specify whether
or not the time profile will be effective up to a given date:

”

* No end date - If this selection is made, the time profile
will be effective indefinitely.
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* End by - If this selection is made, by default today’s
date displays using the MM/DD/YY format. To choose
another date, click the arrow in the date drop-down
menu to open the calendar pop-up box. (See the infor-
mation on the previous pages on how to use the
calendar box.)

7. Click each of the tabs (Rule, Redirect, Filter Options,
Exception) and specify criteria to complete the time
profile. (See Category Profile, Redirect URL, Filter
Options, and Exception URL in this sub-section for infor-
mation on the Rule, Redirect, Filter Options, and Excep-
tion tabs.)

8. Click Apply to activate the time profile for the IP group at
the specified time.

9. Click Close to close the Adding Time Profile pop-up
window and to return to the Time Profile window. In this
window, the Current Time Profiles list box now shows the
Name and Description of the time profile that was just
added.

& WARNING: Ifthere is an error in a time profile, the Description for
that time profile displays in red text. Select that time profile and
click View/Modify to make any necessary corrections.
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Category Profile

The Rule tab is used for creating the categories portion of

the time profile.

Adding Time Profile x|

Time Profile: tech3timeprofile

Recurrence  Rule | Redirect | Fitter Optlonsl Excepﬂonl

Category Profile
Group>IP=tech=Category Profile
Available Filter Levels

Rule Details

Minimum Filtering Level
Child Pornography
Pornographyfdcult Cortert

Categary

| Pass |AIIOW Warn | Block Quotal

z | Catenory Groups

| »

F- ] Adult Cortent

|| Bandwvicth

| Businessinvestments

Community/Organizations
| Education

| Ertertainment

Gaovernmert Lavy Poltics
__| HeatthFitness

| Megalituestionable

| Infarmation Technalog:

| Internet Communication

| Internetirtranet bisc.

| Internet Productivity

| MewsReports

B[] ReliciorBeliets

Uncategorized Sites IPass hd

[
Overall Guota IOff hd IEI Miry

Apply | Close

Java Applet Window

Fig. 3:1-17 Time Profile pop-up window, Rule tab

NOTE: See the Override Account window, Category Profile sub-
section in this chapter for information about entries that can be
made for this component of the filtering profile.
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Redirect URL

The Redirect tab is used for specifying the URL to be used
for redirecting users who attempt to access a site or service
set up to be blocked.

Adding Time Profile x|

Time Profile: techStimeprofile

Recurrencel Rule Redirect I Fitter Opﬁonsl Excapﬁonl

Redirect URL
Group>IP>tech>Redirect URL
Redirect URL

Specify & redirect URL:

" Default Block Page

" Buthertication Reguest Form

% Custom URL: [t fhwears logo com

Apply | Close

Java Applet Window

Fig. 3:1-18 Time Profile pop-up window, Redirect URL tab

NOTE: See the Override Account window, Redirect URL sub-
section in this chapter for information about entries that can be
made for this component of the filtering profile.
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Filter Options

The Filter Options tab is used for specifying which filter
option(s) will be applied to the time profile.

Adding Time Profile x|

Time Profile: tech3timeprofile
Recurrencel Rulel Redirect  Filter Options | Excepﬂonl
Filter Options
Group>IP=tech:Filter Options

Filter Options

™ Google/vahoo! itsk.comiaoL Safe Search Enforcement
™ search Engine Keyword Filter Control
I~ URL Keyword Fiter Control

[~ Extend URL keyweord Fiter Contral

Apply | Close

Java Applet Window

Fig. 3:1-19 Time Profile pop-up window, Filter Options tab

NOTE: See the Override Account window, Filter Options sub-
section in this chapter for information about entries that can be
made for this component of the filtering profile.
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Exception URL

The Exception tab is used for allowing users to be blocked
from accessing specified URLs and/or to be allowed to
access specified URLs blocked at the minimum filtering
level.

Adding Time Profile x|

Time Profile: techStimeprofile

Recurrencel Rulel Rediredl Fiter Optians: EXCEDﬁDHI

Exception URL

Group>IP>tech>Exception URL
Elock URL
EBlock URLs:
hittp: fharnewy manga .coms Acdd |
* youtube.com/ R
bt S mangs coms Emnave
ByPass URL

ByPass URLs:

Add |

Remove

Lpply | Close

Java Applet Window

Fig. 3:1-20 Time Profile pop-up window, Exception tab

@ NOTE: Settings in this window work in conjunction with those

made in the Override Account window and in the Minimum
Filtering Level window maintained by the global administrator.
Users with an override account will be able to access URLs set
up to be blocked in this window, if the global administrator acti-
vates bypass settings in the Minimum Filtering Bypass Options
tab. (See the Override Account window in this section for informa-
tion on setting up an override account to allow a user to bypass
group settings and minimum filtering level settings, if allowed.)
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To block the group’s access to a URL:

1. In the Block URL field, enter the URL.

2. Click Add to include the URL in the Block URLSs list box.
To allow the URL to be accessed by the group again:

1. Select the URL from the Block URLs list box.

2. Click Remove.

To allow a URL that is blocked at the minimum filtering level
to be accessed by the group:

1. In the ByPass URL field, enter the URL.

2. Click Add to include the URL in the ByPass URLs list
box.

To block the group’s access to the URL again:
1. Select the URL from the ByPass URLSs list box.
2. Click Remove.

TIP: See the URL entries sub-section in the Exception URL
window from this chapter for a list of URL formats that can be
entered in this window.
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Modify a Time Profile

To modify an existing time profile:

1. Select the time profile from the Current Time Profiles list
box.

2. Click View/Modify to open the Modify Time Profiles pop-
up window.

3. Make modifications in the default Recurrence tab and/or
click the tab in which to make modifications (Rule, Redi-
rect, Filter Options, Exception).

4. Make edits in this tab and in any other tab, if necessary.
5. Click Apply.

6. Click Close to close the Modify Time Profiles pop-up
window, and to return to the Time Profile window.

Delete a Time Profile

To delete a time profile:

1. Select the time profile from the Current Time Profiles list
box.

2. Click Remove.

8e6 TecHNoLoGlEs, R3000 INTERNET FILTER User GuiDE 409



GROUP ADMINISTRATOR SECTION CHAPTER 1: GROUP SCREEN

410

Upload/Download IP Profile window

The Upload/Download IP Profile window displays when
Upload/Download IP Profile is selected from the group
menu. This window is used for uploading or downloading a
text file containing filtering profiles of multiple users or sub-
groups.

HOME S STEM GROUP LIBRARY REFRORTING HELF QuIT m—

&g Sroup UploadiDownload IP Profile
g Group>IP>tech=UploadDownload IP Profile
IP Profile Management

[

Upload File:

This text file upload is used to define any I or range of IPs or MAC, the filkering rules, and a redirect
block page, if one is desired, The filtering rules will override the R3000 default filtering rules only For
the IP or range of IPs or MAC, Cwverlapping definitions For IP ranges will cause unpredictable results,

Mote: The uploaded file will overwrite the existing profile and IP file, System will also remove time
profile and exception URL, Each entry of this file should contain an IP or IP/Mask or IP-IP or MAC, &
comma {,) Followed by a space, then a rule {or definition of the rule), If a redirect black page is
desired, place another comma after the rule, then a space, Followed by a redirected URL in plain text
Format. Filkering options can be specified by a comma after the redirected URL, a space, and then
the desired optians. If quota is desired, append a semicolon §;) Followed by quota string.

Synkax: <name, <IP ar IP Mask or IF range or MAC >, <rule>{, <redirect URL>, =filtering
options = H; <quota string=}

Syntax: <name:=, <IP or IP Mask or IP range or MAC >, <Port filkering definition >, <Category
filkering definition =, <flag For traffic bypassifilker /block =4, <redirect URL>, <filtering options=H;
<quota string >}

Filtering options:

0x1 = Query Exception URL

0x2 = ¥-Strike option on

0x4 = GooglejYahoo! jAsk, comfA0L Safe Search Enforcement option on
0x100 = Search Engine Keyword option on

0x200 = Keyword in URL option on

Click here to zee examples,

Upload File | Download File |

Fig. 3:1-21 Upload/Download IP Profile window
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Upload IP Profiles

1. Click Upload File to open both the refresh message
dialog box and the Upload IP Profiles pop-up window:

/3 Upload 1P Profiles - Microsoft Internet Explorer

| Fle gt view Todls  Help ‘

| ek - = - @[ A | Qoeach GFavorites @ivedia 4 | By

| Address I@;]http:HZDD.lll1EIIJ‘75:EEﬂservletﬂtnm.rSDDD.servEr‘up\Dad‘U[j @ee HLinks ”|
=

Upload IP Profiles
File Browse... Upload File
I
[&] Upload P Profiles [ [ [ meemet 4

Fig. 3:1-22 Upload IP Profiles pop-up window

NOTE: Leave the message dialog box open until the file
containing the profile has been uploaded.

2. Click Browse to open the Choose file window in which
you find and select the file containing the IP profiles to be
uploaded. This text file of user/group profiles must be
entered in a specific format.

NOTE: For examples of entries to include in a profile file, go to

http://www.marshal8e6.com/software/8e6/hip/r3000help/files/
2group_ipprofiles.html.

Once the file is selected, the path displays in File field.

m WARNING: Any existing profiles will be overwritten by the
contents of the uploaded file.

3. Click Upload File in this pop-up window to display the
message “Upload IP Profiles Successfully.”

4. Click the “X” in the upper right corner of the Upload IP
Profiles pop-up window to close it.
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5. Click OK in the message dialog box to refresh the IP
groups branch of the tree.

Download Profile

If profiles have been created and/or uploaded to the server:

1. Click Download Profile to open a browser window
containing the profiles:

/3 http://200.10.100.75:88,/servlet /com.r3000.server.upload.DownloadBin =] ]
| Fle Edi vew Favortes Tooks Help |

| ek - o= - @ [2) 2| Qumeach [Fevortes Chvedn (B | 5 S = =]

JAddress I@http:tIZDD‘ID.IDDJE:Eﬂﬂsew\ettmm.rSDIJIJ‘servev.up\nad‘annlnadBmaryServ\at?nm:IFPmFMasj 6>Gu |JLm>6|

testers,100.10.150.150/32, Ruled, ,0x1;0, LCOMN:15S, COMORG:1S -
cpike,20.10.5.5, Rule0, ,0x103

cpike, 00:04:21:AF:33:E1,Fuled, ,0x103

support,10.10.10.3-10.10.10.5,4,J R KDPORN EXART OBSC GPORN RRATED MI, 1, ,Oxl

NI

| &) pone [ [ |4 meermet
Fig. 3:1-23 Download IP Profiles window

The contents of this window can viewed, printed, and/or
saved.

2. Click the “X” in the upper right corner of the window to
close it.

412
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Add Sub Group

Add an IP Sub Group

From the group menu:

1. Click Add Sub Group to open the Create Sub Group
dialog box:

4. Create Sub Group x|

Group Marme Itesters
ol's I Zancel |

|Java Applet wWindow

Fig. 3:1-24 Create Sub Group box

2. Enter the Group Name for the sub-group.

NOTES: The name of the sub-group must be less than 20 char-
acters; cannot be “IP”, “NT”, or LDAP”, and cannot contain
spaces. The first character cannot be a digit.

The following characters cannot be used in the name: “.” (period),
“” (comma), ":" (colon), ";" (semi-colon), “I” (exclamation point),
“?” (question mark), "&" (ampersand), "*" (asterisk), “““ (quotation
mark), "" (apostrophe), "" (grave accent mark), "~" (tilde), "A"
(caret), "_" (underscore), "|" (pipe), "/" (slash), "\", (backslash)",
"\\" (double backslashes), "(" (left parenthesis), ")" (right paren-
thesis), "{" (left brace), "}" (right brace), "[" (left bracket), "]" (right
bracket), "@" (at sign), "#" (pound sign), "$" (dollar sign), "%"
(percent sign), "<" (less than symbol), “>” (greater than symbol),
"+" (plus symbol), "-" (minus sign), "=" (equals sign).

3. Click OK to close the dialog box and to add the sub-
group to the master IP group tree.
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A

WARNING: When adding a sub-group to the tree list, sub-group
users will be blocked from Internet access until the minimum
filtering level profile is defined via the Minimum Filtering Level
window. The minimum filtering level is established by the global
administrator.

Add Individual IP

Add an Individual IP Member

From the group menu:

1. Click Add Individual IP to open the Create Individual IP
dialog box:

Member Mame Icpike
Ok I Cancel |

|.Java Applet wWindaw
Fig. 3:1-25 Create Individual IP box

2. Enter the Member Name for the Individual IP address.

NOTES: The name of the individual IP address must be less than
20 characters; cannot be “IP”, “NT”, or LDAP”, and cannot
contain spaces. The first character cannot be a digit.

The following characters cannot be used in the name: “.” (period),
“” (comma), ":" (colon), ";" (semi-colon), “I” (exclamation point),
“?” (question mark), "&" (ampersand), ™" (asterisk), “““ (quotation
mark), " (apostrophe), ™" (grave accent mark), "~" (tilde), "A"
(caret), "_" (underscore), "|" (pipe), "/" (slash), "\", (backslash)",
"\" (double backslashes), "(" (left parenthesis), ")" (right paren-
thesis), "{" (left brace), "}" (right brace), "[" (left bracket), "" (right
bracket), "@" (at sign), "#" (pound sign), "$" (dollar sign), "%"
(percent sign), "<" (less than symbol), “>” (greater than symbol),
"+" (plus symbol), "-" (minus sign), "=" (equals sign).

ssssss
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3. Click OK to close the dialog box and to add the individual
IP member to the master IP group tree.

& WARNING: When adding an Individual IP member to the tree list,

the user will be blocked from Internet access until the minimum
filtering level profile is defined via the Minimum Filtering Level
window. The minimum filtering level is established by the global
administrator.

Delete Group

Delete a Master IP Group Profile

To delete a group profile, choose Delete Group from the
group menu. This action removes the master IP group from
the tree.
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Paste Sub Group

The Paste Sub Group function is used for expediting the
process of creating sub-groups, if the sub-group to be
added has the same configuration settings as one that
already exists.

A sub-group can be “pasted”—or copied—to a group if the
Copy Sub Group function was first performed at the sub-
group level.

Paste a Copied IP Sub Group

From the group menu:

1. Select Paste Sub Group to open the Paste Sub Group
dialog box:

Paste Sub Group x|

Input sub group name

I
(] 4 I Cancell

Java Applet Window
Fig. 3:1-26 Paste Sub Group dialog box

2. Inthe Input sub group name field, enter the name of the
sub-group.

3. Click OK to add the sub-group to the group tree.
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Sub Group

Sub Group includes options for creating and maintaining the
filtering profile for the sub-group. Click the sub-group’s link
to view a menu of sub-topics: Sub Group Details, Members,
Sub Group Profile, Exception URL, Time Profile, Delete Sub
Group, and Copy Sub Group.

HOME S STEM GROUP LIBRARY RERORTING HELF e ——

—Z W T \ 3
@cEROUP «J*’ k‘ 1 Y = |

Sub Group Details

Group

Members opics for the Group section
Sub Group Prafile

section is camprised of windows and dialog hoxes used for adding and =4
Exception LRL o master IP groups or NTILDAP dormains, and for creating filtering profiles
Time Profile and users
R S G roup option, the global administrator creates master IP groups. Within
Copy 5ub Group dual group, the desighated group administrator adds sub-groups and
individual [P members, and creates their filtering profiles.

Far NT andior LDAR domains, the global administrator rmustfirst set up
authentication in the System section in orderto enable NTILDAP options. The
adrministrator then adds the domain inthis section, sets up and maintains NTILDAP
groups, and creates filtering profiles for groups and users

The control panel atthe left of the screen containg a hierarchical list of groups setup
in atree format. Atthe root of this tree is Group. The main branches of the tree
include: Global Group and 1P group, followed by NT and LDAP if authentication is
enabled. MOTE: Ifthe synchronization feature is used, an R3000 set up in the Target
mode will only include the Global Group branch ofthe tree, and group administrators
will not have access to any branches of the tree.

Double-click the branch of your selection to display the list of groupsidomains =
previously added to that branch. Keep double-clicking items in the free listto view
additional iterns.

Click an entity in the tree list to view a menu of topics or actions that can be
performed for the selected entity.
[

Fig. 3:1-27 Group screen, Sub Group menu
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Sub Group (IP Group) window

The Sub Group (IP Group) window displays when Sub
Group Details is selected from the menu. This window is
used for viewing and adding or editing details on an IP

group member.

; HOME

SYSTER GROUP LIBRARY REFORTING HELF QUIT —

Sub Group (IP Group)
Group=IP=tech>testers=Sub Group (IP Group)
Sub Group Details

Sub Group Mame  |testers

IP Address

IP Range Im[

wemper P | o] =
& froanana - frona0ao

MAC Address

Member MAC(S)

0:34.45:00:23:14
00:34:45:99: 2313
00:34.45.98:23:18
00:34:45:99: 2317
00:34.45:99:23:18
00:34:45:90:2319 =

Apply

Fig. 3:1-28 Sub Group (IP Group) window, view only

View IP Sub-Group Details

If the sub-group was previously defined, the fields in the Sub
Group Details frame cannot be edited. The following infor-
mation displays:

e Sub Group Name

* |IP Range

* Member IP address and netmask or IP address range,
and MAC Address(es) if using the mobile mode.
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NOTE: See Appendix E: 8e6 Mobile Client for information on
using the mobile mode.

Add IP Sub-Group Details

If the sub-group was not previously defined, the fields in the
IP Address frame and the Apply button remain activated.

HOME 5% ST EM GROUP LIBRARY RERORTING HELF auir

gGUD Sub Group {IP Group)
= 'P h Group>IP>tech>testers>Sub Group (IP Group)
= tec r Sub Group Details
=Y s

. cpike Sub Group Name  |testers

IP Address

IP Ranoe |1EIEI1EI1EI1-1EIEI1EI1EIZEI LI

Member P & | o =l

o -
MAC Address

Member MAC(E)

Please define members for this group

Fig. 3:1-29 Sub Group (IP Group) window, fields activated

1. In the IP Address frame, click the appropriate radio
button corresponding to the type of Member IP address
range to be entered: IP address with netmask, or IP
address range.

TIP: Use the IP Range pull-down menu to view the IP
address(es) that can be entered in these fields.

2. Corresponding to the selected radio button:

» enter the IP address and specify the netmask, or
» enter the IP address range in the text boxes.
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3. Click Apply to save your entries. Once applied, the

Member fields become greyed-out and the Apply button
becomes deactivated (see Fig. 3:1-28).

Members window

The Members window displays when Members is selected
from the menu. This window is used for modifying the sub-
group’s Member IP address, if using the invisible or router
mode. If using the mobile mode, MAC address(es) can be
selected for inclusion in the sub-group.

NOTE: See Appendix E: 8e6 Mobile Client for information on
modifying members when using the mobile mode.

HOME 5% ST EM GROUP LIBRARY RERORTING HELF auir

% Gulg Members
TR Group>IP>tech>testers>Members
S} tech P

- Add membersbhy ¢ IF % SubGroup
LB cpike
Modify Sub Group Member
To add or modify & member IP, enter the IP address and netmask ar IP range in the Member fields. Use
the Calculstor to calculate IP ranges without any overlaps. To add member MAC(s), highlight the MAC

address(es) from the "Available MAC{s)" list and click the left arrow. To remove member MACS),
highlight the MAC address{es) and click the right arrow, To save changes, click Modify,

IP Address
C Mermber P | | 7| cooustor |
& Mermber I Start [10.40.104 End fi040.040
MAC Address
Member MAC(s) Byailable MACTE)
N0E4amag2E1e - a4 asEE IR -
00344509, 2315 00344509, 2513
0034 4500, 2318 0034 4500, 23 82
00:34:45:08: 2317 € [o0:34 4500 2303
00344508, 2318 0034 4500, 25 A5

00:34:45:99 2318 | P 003445892387 |

Moddify |

Fig. 3:1-30 Members window
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Modify Sub-Group Members

The Modify Sub Group Member frame is comprised of the IP
Address and MAC Address frames.

1. Inthe IP Address frame, specify whether to add or edit an
IP address range with or without a netmask by selecting
either “Member IP” or “Member IP Start / End”.

* [f “Member IP” was selected, enter the IP address and
specify the netmask in the Member IP fields.

* [f “Member IP Start / End” was selected, enter the
Member IP Start and End of the IP address range.

@ TIP: Click Calculator to open the IP Calculator, and calculate IP
ranges without any overlaps.

2. Click Modify to apply your settings.

Sub Group Profile window

The Sub Group Profile window displays when Sub Group
Profile is selected from the sub-group menu. This window is
used for viewing/creating the sub-group’s filtering profile.
Click the following tabs in this window: Category, Redirect
URL, and Filter Options. Entries in these tabs comprise the
profile string for the sub-group.

NOTE: See the Group Profile window in this chapter for informa-
tion about entries that can be made for the following components
of the filtering profile: Category Profile, Redirect URL, Filter
Options.
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Exception URL window

The Exception URL window displays when Exception URL
is selected from the sub-group menu. This window is used
for blocking sub-group members’ access to specified URLs
and/or for letting sub-group members access specified
URLs blocked at the minimum filtering level.

NOTE: See the Exception URL window in the group tree section
of this chapter for information on entries that can be made in this
window.

Time Profile window

The Time Profile window displays when Time Profile is
selected from the sub-group menu. This window is used for

setting up or modifying a filtering profile to be activated at a
specified time.

NOTE: See the Time Profile window in the group tree section of
this chapter for information on entries that can be made for the
following components of the filtering profile: Category Profile,
Redirect URL, Filter Options, Exception URL.

Delete Sub Group

Delete an IP Sub-Group
To delete a sub-group, choose Delete Sub Group from the

sub-group menu. This action removes the sub-group from
the tree.
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Copy Sub Group

The Copy Sub Group function is used for expediting the
process of creating sub-groups, if the sub-group to be
added has the same configuration settings as one that
already exists.

Copy an IP Sub-Group

To copy configurations made for a specified sub-group:
1. Choose Copy Sub Group from the sub-group menu.

2. Select the group from the tree and choose Paste Sub
Group from the group menu to paste the sub-group to the
group. (See Paste Sub Group dialog box in the Group
section of this chapter.)
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Individual IP

Individual IP includes options for creating and maintaining
the filtering profile for the Individual IP member. Click the
individual IP member’s link to view a menu of sub-topics:
Members, Individual IP Profile, Exception URL, Time
Profile, Delete Individual IP.

HOME S ST EM GROUF LIBRARY REPORTING HELF L —

. \
. \ i ?
BGROUP 42*"&‘ [ Y ==

opicsforthe Group section

Individual 1P Profile <
Exception URL section is comprised of windows and dialog boxes used for adding and =
o o master IP groups or NT/LDAP domains, and for creating filtering profiles

Time Profile and users.

Delete Individual [P
rorrreoroup option, the global administrator creates master IP groups. Within
each individual group, the designated group adrinistrator adds sub-groups and
individual IP rmembers, and creates their iltering profiles.

For NT andior LDAP domains, the global administrator rmust first set up
authentication in the Systern section in orderto enable NTILDAP options. The
administrator then adds the domain in this section, sets up and maintains NTILDAP
groups, and creates filtering profiles for groups and users.

The control panel atthe left of the screen contains a hierarchical list of groups setup
in & tree format. Atthe root of this tree is Group. The main branches of the tree
include: Global Group and IP group, followed by NT and LDAP if authentication is
enabled. MOTE: Ifthe synchranization feature is used, an R3000 set up in the Target
mode will only include the Glokal Group branch afthe tree, and group administrators
will not have access to any branches of the tree.

Double-click the branch of your selection to display the list of groupsidomainsg
previously added to that branch. Keep double-clicking iterms in the tree list to view
additional iterns.

Click an entity in the tree listto view a menu of topics or actions that can be
performed for the selected entity.

Fig. 3:1-31 Group screen, Individual IP menu
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Member window

The member window displays when Members is selected
from the menu. This window is used for modifying the indi-
vidual IP member’s IP address, if using the invisible or
router mode. If using the mobile mode, the member’'s MAC
address can be selected for inclusion in the sub-group.

NOTE: See Appendix E: 8e6 Mobile Client for information on
modifying members when using the mobile mode.

HOME 5% ST EM GROUP LIBRARY RERORTING HELF auir

g Sraup Member
= ' ch Group>IP>tech>cpike>Member
maglic . .
£ tosters Modify Individual Group Member
_ To add or modify member criteria, enter an IP address and/or select a MAC address and click Modify,
IP Address  |2010.55
MAC Address |Mone ¥

Fig. 3:1-32 Member window

Enter the IP Address of the Member

In the Modify Individual Group Member frame:
1. Enter the IP address in the Member field.
2. Click Modify to apply your changes.
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Individual IP Profile window

The Individual IP Profile window displays when Individual IP
Profile is selected from the individual I[P member menu. This
window is used for viewing/creating the member’s filtering
profile. Click the following tabs in this window: Category,
Redirect URL, and Filter Options. Entries in these tabs
comprise the profile string for the member.

NOTE: See the Group Profile window in this chapter for informa-
tion about entries that can be made for the following components
of the filtering profile: Category Profile, Redirect URL, Filter
Options.

Exception URL window

The Exception URL window displays when Exception URL
is selected from the individual IP member menu. This
window is used for blocking the member’s access to speci-
fied URLs and/or for letting the member access specified
URLSs blocked at the minimum filtering level.

NOTE: See the Exception URL window in the group tree section
of this chapter for information on entries that can be made in this
window.

Time Profile window

The Time Profile window displays when Time Profile is
selected from the individual IP member menu. This window
is used for setting up or modifying a filtering profile to be
activated at a specified time.

NOTE: See the Time Profile window in the group tree section of
this chapter for information on entries that can be made for the
following components of the filtering profile: Category Profile,
Redirect URL, Filter Options, Exception URL.
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Delete Individual IP

Delete an Individual IP Member

To delete an individual IP member, choose Delete Individual
IP from the individual IP member menu. This action
removes the member from the tree.
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Chapter 2: Library screen

Group administrators use windows and dialog boxes in the
Library screen to look up URLs and to add and maintain
custom library categories for a group. Library categories are
used when creating or modifying filtering profiles.

HOME S STEM GROUP LIBRARY RERORTING HELF QuIT :

T Library
‘Library Lookug
Category Groups o

&ILIBRARY -

Display Help Topicsforthe Library section

Fig. 3:2-1 Library screen

A list of main topics displays in the navigation panel at the
left of the screen. Main topics in this section include the
following: Library Lookup and Category Groups, the latter
topic containing the Custom Categories sub-topic.

NOTE: If the synchronization feature is used, a server set up in
the Target mode will only have the Library Lookup topic available.
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Library Lookup

Library Lookup window

The Library Lookup window displays when Library Lookup
is selected from the navigation panel. This window is used
for verifying whether or not a URL or search engine keyword
or keyword phrase exists in a library category.

HOME S ST E GROUP LIBRARY REPORTING HELP auIT

ﬁ' Library Library Lookup
ry Lookup Liby Lihi Look:
[F-Category Groups Iu:iy:n:ﬂr(zr: -

URL

Coors.com

Lookup

Search Engine Keyword Lookup
Search Engine Keyword

Lookup

Lookup Result

Result Category

[nicohol, iAWY CODRE. COM

Eanneritieh Adz WY COORS COM Rernove
Eianneritieh Lds: * COCORS.COM

[tlcohol:  * COORE .COM

Eanneritieh Aoz 199 228 142 67

[tlcohol: 19922814267

Fianneritieh Ads: B3.35.184.14
lticohol 6538164 14

Reload Library

Fig. 3:2-2 Library Lookup window

NOTE: This window is also used by global administrators, except
their permissions let them remove URLs and search engine
keywords/phrases. The reload library function is used after
making changes to the library.
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Look up a URL

1.

In the URL Lookup frame, enter the URL. For example,
enter http://www.coors.com, coors.com, or use a wild-
card by entering *.coors.com. A wildcard entry finds all
URLSs containing text that follows the period (.) after the
asterisk (*).

The following types of URL formats also can be entered
in this field:

IP address - e.g. "209.247.228.221" in http://
209.247.228.221

octal format - e.g. http://0106.0125.0226.0322
hexadecimal short format - e.g. http://0x465596d2

hexadecimal long format - e.g. http://
0x46.0x55.0x96.0xd2

decimal value format - e.g. http://1180014290

escaped hexadecimal format - e.g. http://
%57%57%57.%41%44%44%49%4 3%54%49%4E %4
7%47%41%4D%45%53.%43%4F %4D

query string - e.g. http://www.youtube.com/
watch?v=3_Wfnj1lIMU

NOTES: The pound sign (#) character is not allowed in this entry.
The minimum number of wildcard levels that can be entered is
three (e.g. *.yahoo.com) and the maximum number of levels is six
(e.g. *.mail.attachments.message.yahoo.com).

2.

Click Lookup to open the alert box asking you to wait
while the search is being performed.

Click OK to close the alert box and to display any results
in the Result Category list box, showing the long name of
the library category, followed by the URL.
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Look up a Search Engine Keyword

To see if a search engine keyword or keyword phrase has
been included in any library category:

1. In the Search Engine Keyword Lookup frame, enter the
Search Engine Keyword or keyword phrase, up to 75
alphanumeric characters.

2. Click Lookup to display results in the Result Category
list box, showing the long name of all categories that
contain the search engine keyword/phrase.
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Custom Categories

Custom Categories includes options for adding a custom
category to the tree list and to refresh the menu. Click the
Custom Categories link to view a menu of topics: Add Cate-
gory, and Refresh.

O — HOME

@ Likwary

soLibrary Lookug
SR

SYSTEM |- GROUP | LIBRARY | REPORTING | HELP | QUIT— ——

B

-
&1LIDRARY M. g

Refresh opics forthe Library section

The Library section is comprised of windows and dialog hoxes used by the global =t
and group administrator to add and maintain library categories. Library categories
are used when creating or modifving filtering profiles. MOTE: Ifthe synchronization
feature is used, the administratar will only have access to the Updates, Library
Lookup, and CFM topics

Alist of main topics displays in the control panel atthe left of the screen. Main topics
inthis section include: Updates, Library Lookup, CFM, Category Weight System,
NMTP Mewsgroup, and Group Category. Group administrators will only see Library
Lookup and Custom Categories created for that group.

Click Updates to display a menu of sub-topics: Configuration, Manual Update,
Additional Language Support, Library Update Log, and Emergency Update Log

Click Library Lookup, CFM, Category Weight Systerm, or MNTP MNewsgroup to select
that topic.

Click the Group Category topic to open its tree st Double-click 3 group category to
view its list of 826 Supplied library categories or custom categories added by the
group adrninistrator. Click a library category to open a menu of sub-topics: Library
Details, URLs, URL Keywords, and Search Engine Keywards. NOTE: The &6
Supplied Instant Messaging library categories only contain the sub-topics Library
Details and URLs

To add a custom category, click Customn Categaries and select Add Category, A
custorm categary should be created ifyou need to add a unique library category that
does not exist in the 886 Supplied categories list. =l

Fig. 3:2-3 Custom Categories menu

NOTE: Since custom categories are not created by 8e6, updates
cannot be provided. Maintaining the list of URLs and keywords is
the responsibility of the global or group administrator.

& WARNING: The maximum number of categories that can be
saved is 250. This figure includes both 8e6 supplied categories
and custom categories.
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Add Category

A unique custom library category should be created only if it
does not exist in the Category Groups tree, and if any sub-
group needs to use that library category. Custom library
categories for a group must be maintained by the group
administrator.

Add a Custom Library Category
1. Select Add Category to open the Create Category dialog

box:

Create Category ll
Group Mame (Custom Categories
Description “ideos
Shart Mame WIDEC

Spply I Cancel

Jawa Applet wWindow

Fig. 3:2-4 Create Category dialog box

The Group Name field displays Custom Categories
greyed-out.

2. In the Description field, enter from three to 20 charac-
ters for the long name of the new category.

3. In the Short Name field, enter up to seven characters
without any spaces for the short name of the new cate-

gory.

NOTE: Once the short name has been saved it cannot be edited.

4. Click Apply to add the category to the Custom Catego-
ries tree list. Upon saving this entry, the long name
displays in the tree list. For group administrators adding a
new custom category, the group name displays in paren-
theses after the long name.
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@ TIP: If this is the first custom category you are adding, you may
need to double-click “Custom Categories” to open the tree list.

NOTE: The category must have URLs, URL keywords, and/or
search keywords added to its profile in order for it to be effective.

Refresh

Refresh the Library

Click Refresh after uploading a file to a customized library
category.
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Custom library category

When a custom library category is created, its long name
displays in the Custom Categories tree list. Click the custom
library category link to view a menu of sub-topics: Library
Details, URLs, URL Keywords, Search Engine Keywords,
and Delete Category.

HOME SYSTEM GROUP LIBRARY REPORTING HELF’irQUlT
(<P Library
- Likrary Lockup - ‘
[ Categery Groups A ~
[=l-Custarm Categnrles =FLIBRARY '\Y "

_ UharyDetals b {ibwansection
URLs

is comprised ofwindows and dialog boxes used by the global 2
URL Keywvords . .
ratar to add and maintain library categories. Library categories
Bting of rodifying filtering profiles. NOTE: ITthe synchronization
Delete Category adrninistrator will only have access to the Updates, Library
TR, ST =T o pics.

Search Engine Keywords

Alist of rmain topics displays in the control panel atthe left of the screen. Main topics
in this section include: Updates, Library Lookup, CFM, Category ¥Weight Systemn,
MNTP Mewsgroup, and Group Category. Group administrators will only see Library
Lookup and Custorn Categories created for that group.

Click Updates to display a menu of sub-topics: Configuration, Manual Update,
Additional Languzage Support, Likrary Update Log, and Emergency Update Log

Click Library Lookup, GFM, Category Weight System, or MNTP Mewsgroup to select
that topic.

Clickthe Group Category topic to open its tree [ist. Double-click 3 group category to
viewy its list of 826 Supplied library categories or customn categories added by the
group administratar. Click a library category to open a menu of sub-topics: Library
Details, URLs, URL Keywords, and Search Engine Keywards. NOTE: The Se6
Supplied Instant Messaging library categories only contain the sub-topics Likrary
Details and URLs.

To add a customn category, click Custorn Categories and select Add Category, A
custom category should be created ifyou need to add a unique library category that
does not exist in the Se6 Supplied cateqories |ist. =l

Fig. 3:2-5 Library screen, custom library category menu
NOTE: Since custom categories are not created by 8e6, updates

cannot be provided. Maintaining the list of URLs and keywords is
the responsibility of the global or group administrator.
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Library Details window

The Library Details window displays when Library Details is
selected from the library category’s menu of sub-topics. This
window is used for editing the long name of the custom

library category, and for viewing name criteria previously
entered.

HOME S ST EM GROUF LIBRARY REPORTING HELF QuIT —

(<P Library
- Likrary Lockup
=] Category Groups

Library Details
Librany=Category Groups>Custom Categories>Videos{techj>Library Details
Library Details

Group Natme: Icusmm Categories

Desaription IV’ideoS

Shart Mame: IVIDEO

Apply

Fig. 3:2-6 Library Details window

View, Edit Library Details

The following display and cannot be edited: Custom Cate-
gories Group Name and library category Short Name.

1. The long Description name displays and can be edited.

2. After modifying the description for the library category,
click Apply to save your entry.
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URLs window

The URLs window displays when URLs is selected from the
custom library category’s menu of sub-topics. This window
is used for viewing, adding and/or removing a URL from a
custom library category’s master URL list or master wildcard
URL list. A URL is used in a filtering profile for blocking a
user’s access to a specified site or service.

A URL can contain a domain name—such as “playboy” in
http://lwww.playboy.com—or an IP address—such as
“209.247.228.221” in http://209.247.228.221. A wildcard
asterisk (*) symbol followed by a period (.) can be entered in
a format such as *.playboy.com, for example, to block
access to all URLs ending in “.playboy.com”. A query string
can be entered to block access to a specific URL.

= HOME | SYSTEM | GROUP | LIBRARY | REPORTING | HELP | QUIT———=

[ﬁ' Library URLs
oo Librany>Category Groups>Custom Categories>Videositech)>URLs
= Categary Graoups act | |
[=-Custom Categories 180 Wigw
g ostech) Edit URL List

LURL Ihﬂp..l’vaw porn.com

Remove

axample | www. site, com, site. com, Bt/ www. site. corm.

Edit WildCard URL List

URL Add Remove |

example ! *.site, com

Select URL(s) to apply action.

Apply Action

Upload Wildcard Master Uplosd Master | Reload Library |

*yirtual 1P

Fig. 3:2-7 URLs window, Action tab
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View a List of URLs in the Library Category

To view a list of all URLs that either have been added or
deleted from the master URL list or master wildcard URL
list:

1. Click the View tab.

2. Make a selection from the pull-down menu for “Master
List”, or “Wild Card Master List”.

3. Click View List to display the specified items in the
Select List list box:

HOME SYSTEM GROUP LIBRARY REFORTING HELP QUIT i

(S Library URLs

oLibrary Lookup Library=Category Groups>Custom Categories>Videositech)>URLs
[=F-Category Groups

[=)-Custom Categaries Action  View I
) View URL Addition/Deletion List
Select List

HTTP:4207 59.100.500

HTTP: 4206 207 85 334

HTTP: fiei WA PORKYIDEOS COMI
HTTP:4207 39100 504

HTTR APORNYIDEOS COMF
HTTRUSEXYIDEOS COMF

HTTP: fie A SEXVIDEOS COMI
HTTPANUDEYIDEDS COM!

HTTP: fiet A MUDEYIDEQS COMF

Fig. 3:2-8 URLs window, View tab
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Add or Remove URLs or Wildcard URLs

The Action tab is used for making entries in the URLs
window for adding or removing a URL or wildcard URL,
uploading a master URL list or master wildcard URL list, or
reloading the library.

Add a URL to the Library Category

To add a URL to the library category:

1. In the Edit URL List frame, enter the URL in a format
such as http://www.coors.com, www.coors.com, or
coors.com.

The following types of URL formats also can be entered
in this field:

IP address - e.g. "209.247.228.221" in http://
209.247.228.221

octal format - e.g. http://0106.0125.0226.0322
hexadecimal short format - e.g. http://0x465596d2

hexadecimal long format - e.g. http://
0x46.0x55.0x96.0xd2

decimal value format - e.g. http://1180014290

escaped hexadecimal format - e.g. http://
%57%57%57.%41%44%44%49%4 3%54%49%4E %4
7%47%41%4D%45%53.%43%4F %4D

query string - e.g. http://www.youtube.com/
watch?v=3_Wfnj1lIMU

NOTE: The pound sign (#) character is not allowed in this entry.

2. Click Add to display the associated URL(s) in the list box
below.

3. Select the URL(s) that you wish to add to the category.
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@

TIP: Multiple URLs can be selected by clicking each URL while
pressing the Ctrl key on your keyboard. Blocks of URLs can be
selected by clicking the first URL, and then pressing the Shift key
on your keyboard while clicking the last URL.

4. Click Apply Action.

Add a Wildcard URL to the Library Category

NOTE: Wildcards are to be used for blocking only. They are not
designed to be used for the always allowed white listing function.

To add a URL containing a wildcard to the library category:

1. Inthe Edit WildCard URL List frame, enter the asterisk (*)
wildcard symbol, a period (.), and the URL.

TIP: The minimum number of levels that can be entered is three
(e.g. *.yahoo.com) and the maximum number of levels is six (e.g.
*.mail.attachments.message.yahoo.com).

2. Click Add to display the associated wildcard URL(s) in
the list box below.

3. Select the wildcard URL(s) that you wish to add to the
category.

4. Click Apply Action.

NOTE: Wildcard URL query results include all URLs containing
text following the period (.) after the wildcard (*) symbol. For
example, an entry of *.beer.com would find a URL such as http://
virtualbartender.beer.com. However, if a specific URL was added
to a library category that is not set up to be blocked, and a sepa-
rate wildcard entry containing a portion of that URL is added to a
category that is set up to be blocked, the end user will be able to
access the non-blocked URL but not any URLs containing text
following the wildcard. For example, if http://www.cnn.com is
added to a category that is not set up to be blocked, and
*.cnn.com is added to a category set up to be blocked, the end
user will be able to access http://www.cnn.com since it is a direct
match, but will not be able to access http.//www.sports.cnn.com,
since direct URL entries take precedence over wildcard entries.
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Remove a URL from the Library Category

To remove a URL or wildcard URL from the library category:

1.
2.

Click the Action tab.

Enter the URL in the Edit URL List frame or Edit Wild-
Card URL List frame, as pertinent.

. Click Remove to display the associated URLs in the list

box below.

. Select the URL(s) that you wish to remove from the cate-

gory.

. Click Apply Action.
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Upload a Master List to the Library

Upload a Master List of URLs

To upload a master file with URL additions:

1. Click Upload Master to open the Upload Custom Library
URL pop-up window:

i
J File Edit View Favorites Tools Help |
| d=geck - =& - @ [ @ | Qocach [EFavortes GMeda £F | By
| address [&] hetp:fizo0.10. 160.75:08/fservietjcom.ra000.server serv 7| | @G0 Hunks »
B
Upload Custom Library URT
File Browse... Upload File |
|®:| Upload Custom Library URL ,_,_,_‘. Internat ¥

Fig. 3:2-9 Upload Custom Library URL window

2. Click Browse to open the Choose file pop-up window.

3. Select the file to be uploaded.
@ TIP: A URL text file must contain one URL per line.

& WARNING: The text file uploaded to the server will overwrite the
current file.

NOTE: Before the file is uploaded to the server, it will first be vali-
dated.
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4. Click Upload File to display the results of the library file
content validation in the Library File Content/IP Lookup
Options pop-up window:

; Upload Custom Library URL - Microsoft Internet Explo - Ellil

File Edit Wiew Favorites Tools Help ‘ (','

Q- Q- ¥ B

Address |:§] http:/f200.10. lIJIZI‘75:83I)’serv\etjcnm‘VSDDEI‘server‘servlets.hlj Go

Valid URL Invalid URL
hitpifwww pornvideos. com/

httpf207.89.100, 50/

hitpfpormwdecs. com)

hitpedisexvideos. com/

hitpf206.207.85 33/

httpedfwranar, sexvideos. comf
hitpinudevideos. com/

httpedfwrwne nudevideos comf

>

- n
) search % Favorites  40<)
# 1§

Links >

|

IP Lookup Options

@ Upload the file with IP Lookup
© Upload the file without IP Lookup

Upload

Mote: Invalid URLs will not be uploaded. Correct these URLs and click
"Back" to attempt uploading these URLs again

Back |
=

|&] Dane [T lemkemee
Fig. 3:2-10 Library File Content/IP Lookup Options

URLSs contained in the file are listed under the column for
either Valid URL or Invalid URL.

5. If the file contains invalid URLs, click Back to return to
the Upload URL window. Another attempt to validate the
file can be made after corrections have been made to the
file.

If the file contains valid URLs:

a. Go to the IP Lookup Options section and click the
radio button corresponding to the option to be used
when uploading the file:

* “Upload the file with IP Lookup” - If this option is
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selected, IP addresses that correspond to URLs in
the uploaded file will be blocked along with the
URLs.

¢ “Upload the file without IP Lookup” - If this option is
selected, an IP lookup for IP addresses that
correspond to URLs in the uploaded file will not be
performed.

b. Click Upload to open the Upload Successful pop-up
window.

NOTE: In order for the URLs to take effect, library categories
must be reloaded.

Upload a Master List of Wildcard URLs

To upload a master file with wildcard URL additions:

1. Click Upload Wildcard Master to open the Upload
Custom Library WildCard URL pop-up window:
~lojx]

Fis FEdt ‘iew Favortes Tooks Help ‘ i

(€ L \_) - \ﬂ lELI ;‘J | /..-\: Search \;W'\}’Favorltes €‘?|

Address [{E] http://200. 10, 100, 75:88servlet/com.ra000 server.ser ¥ | [ Go |Links »

Upload Custom Library WildCard TRT.
File Browse... | Upload File |

I |
| €] Upload Custom Library WildCard URL ’7 ,7 ,7 ,7 ’7 4 Internst 4

Fig. 3:2-11 Upload Custom Library WildCard URL window

2. Click Browse to open the Choose file pop-up window.
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3. Select the file to be uploaded.

TIP: A wildcard URL text file must contain one wildcard URL per
line.

& WARNING: The text file uploaded to the server will overwrite the
current file.

NOTE: Before the file is uploaded to the server, it will first be vali-
dated.

4. Click Upload File to display the results of the library file
content validation in the Library File Content/IP Lookup
Options pop-up window:

/3 Upload Custom Library URL - Microsoft Internet Exp 10 x|
File Edit Wiew Favortes Tools  Help ‘ ’,’
GBack - J - |_L| |§| 4 ;\J ‘ /.-jSearch \j‘\'.\/ Favorites {‘;{ | i
Address I@I http:,l’;’ZDD.10.IDD.75:Bﬂ,ffservlet)’cum.rSDDD.sarvar‘ser\,j Go | Links **
=l
Library File Content/TP Lookup Options
Valid URL Invalid URL
* sexvideos. com
* portvidens. com
* sextapes.com
* porntapes. com
Upload
Wote: Invalid URLs will not be uploaded. Correct these URLs and click
"Back" to atternpt uploading these URLs again
Back |
[
| Done ’_’_’_I_’_ # Internet v

Fig. 3:2-12 Library File Content/IP Lookup Options

Wildcard URLSs contained in the file are listed under the
column for either Valid URL or Invalid URL.

5. If the file contains invalid wildcard URLs, click Back to
return to the Upload WildCard URL window. Another
attempt to validate the file can be made after corrections
have been made to the file.
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If the file contains valid wildcard URLSs, click Upload to
open the Upload Successful pop-up window.

NOTE: In order for the URLs to take effect, library categories
must be reloaded.

Reload the Library

After all changes have been made to library windows, click
Reload Library to refresh.

NOTE: Since reloading the library utilizes system resources that
impact the performance of the R3000, 8e6 recommends clicking
Reload Library only after modifications to all library windows have
been made.
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URL Keywords window

The URL Keywords window displays when URL Keywords
is selected from the custom library category’s menu of sub-
topics. This window is used for adding or removing a URL
keyword from a custom library category’s master list. A
library category uses URL keywords to block a user’s
access to Internet addresses containing keywords included
in its list.

HOME S STEM GROUP LIBRARY RERORTING HELF QuIT

ﬁ Library URL Keywords
- Library Lookup Library=Category Groups>Custom Categories>videositechj>URL Keywords

EhCategory Groups Edit Keyword List
[Eh-Custom Categories

Videasitech) Keyword Add Retnove

View Keyword Addition/Deletion List

IMaster List VI
Select List
PORM
SEXVIDEOS
{ViewList
Upload Master URL Keyword File Reload URL Keywords
Upload Master | Reload

Fig. 3:2-13 URL Keywords window

NOTE: If the feature for URL keyword filtering is not enabled in a
filtering profile, URL keywords can be added in this window but
URL keyword filtering will not be in effect for the user(s). (See the
Filter Options tab in the Group screen section for information
about enabling URL keyword filtering.)
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& WARNING: Use extreme caution when setting up URL keywords
for filtering. If a keyword contains the same consecutive charac-
ters as a keyword set up to be blocked, users will be denied
access to URLs that are not even within blocked categories. For
example, if all URL keywords containing “sex” are blocked, users
will not be able to access a non-pornographic site such as http./

WWW.EeSSex.com.

View a List of URL Keywords

To view a list of all URL keywords that either have been
added or deleted:

1. In the View Keyword Addition/Deletion List frame, make
a selection from the pull-down menu for “Master List”.

2. Click View List to display the specified items in the
Select List list box.

Add or Remove URL Keywords

Add a URL Keyword to the Library Category

To add a URL keyword to the library category:
1. Enter the Keyword in the Edit Keyword List frame.
2. Click Add.

Remove a URL Keyword from the Library

To remove a URL keyword from the library category:
1. Enter the Keyword.

2. Click Remove.

448 8e6 TecHNoLoaIEs, R3000 INTERNET FILTER User GuUIDE



GROUP ADMINISTRATOR SECTION CHAPTER 2: LIBRARY SCREEN

Upload a List of URL Keywords to the Library

To upload a text file containing URL keyword additions:

1. In the Upload Master URL Keyword File frame, click
Upload Master to open the Upload Library Keyword
pop-up window:

a Upload Library Keyword - Microsoft Internet Exple - |EI|£|
J File Edit ‘iew Favorites Tools Help |

J d=Eack - = - @) fat | Q5earch G Favorites  iMedia ®|

J Address I@ http:ff200.10, 1DD.?S:BBHSBrVIet,I’com.rSDDD.server.sej R |J Links **

El

Upload Library Keyword

File I Erowse... Upload File |

-]
|@ Upload Library Keyword l_ l_l_ & Internet S

Fig. 3:2-14 Upload Library Keyword pop-up window

2. Click Browse to open the Choose file window.
3. Select the file to be uploaded.
4. Click Upload File to upload this file to the server.

NOTE: A URL keywords text file must contain one URL keyword
per line.

& WARNING: The text file uploaded to the server will overwrite the
current file.

Reload the Library

After all changes have been made to library windows, in the
Reload URL Keywords frame, click Reload to refresh.

NOTE: Since reloading the library utilizes system resources that
impact the performance of the R3000, 8e6 recommends clicking
Reload only after modifications to all library windows have been
made.
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Search Engine Keywords window

The Search Engine Keywords window displays when
Search Engine Keywords is selected from the custom
library category’s menu of sub-topics. This window is used
for adding and removing search engine keywords and
phrases to and from a custom library category’s master list.
A library category uses search engine keywords to block
searches on subjects containing keywords included in its
list.

HOME S ST E GROUP LIBRARY REPORTING HELP auIT

[_ﬁ' Library

Library Lookup

[E-Category Groups
[=-Custom Categories

h) Keyweord Add Remove

View Search Keyword Addition/Deletion List

Search Engine Keywords
Library=Category Groups=>Custom Categories=Videositech)>Search Engine Keywords
Edit Search Keyword List

IMaster List VI

Select List
SEXWIDECS
SEX TAPES
PORM VIDEOS
PORM TAPES
Upload Search Keywords File Reload Search Keywords

Uplosd Master Reload |

Fig. 3:2-15 Search Engine Keywords window

NOTE: If the feature for search engine keyword filtering is not
enabled in a filtering profile, search engine keywords can be
added in this window but search engine keyword filtering will not
be in effect for the user(s). (See the Filter Options tab in the
Group screen section for information about enabling search
engine keyword filtering.)
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& WARNING: Use extreme caution when setting up search engine

keywords for filtering. If a non-offending keyword contains the
same consecutive characters as a keyword set up to be blocked,
users will be denied the ability to perform a search using
keywords that are not even in blocked categories. For example, if
all searches on “gin” are set up to be blocked, users will not be
able to run a search on a subject such as “cotton gin”. However, if
the word “sex” is set up to be blocked, a search will be allowed on
“sexes” but not “sex” since a search engine keyword must exactly
match a word set up to be blocked.

View a List of Search Engine Keywords

To view a list of all search engine keywords that either have
been added or deleted:

1. In the View Search Keyword Addition/Deletion List
frame, make a selection from the pull-down menu for
“Master List”.

2. Click View List to display the specified items in the
Select List list box.

Add or Remove Search Engine Keywords

Add a Search Engine Keyword to the Library

To add a search engine keyword or keyword phrase to the
library category:

1. In the Edit Search Keyword List frame, enter up to 75
alphanumeric characters in the Keyword field.

2. Click Add.
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Remove a Search Engine Keyword

To remove a search engine keyword or keyword phrase
from a library category:

1. In the Edit Search Keyword List frame, enter up to 75
alphanumeric characters in the Keyword field.

2. Click Remove.
Upload a Master List of Search Engine Keywords

To upload a master list containing search engine keyword/
phrase additions:

1. In the Upload Search Keywords File frame, click Upload
Master to open the Upload Library Keyword pop-up
window (see Fig. 3:2-14).

2. Click Browse to open the Choose file window.
3. Select the file to be uploaded.

TIP: A search engine keyword text file must contain one keyword/
phrase per line.

& WARNING: The text file uploaded to the server will overwrite the
current file.

4. Click Upload File to upload this file to the server.
Reload the Library

After all changes have been made to library windows, in the
Reload Search Keywords frame, click Reload to refresh.

NOTE: Since reloading the library utilizes system resources that
impact the performance of the R3000, 8e6 recommends clicking
Reload only after modifications to all library windows have been
made.
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Delete Category

Delete a Custom Category

To delete a custom library category, choose Delete Cate-
gory from the menu. This action removes the library cate-
gory from the Custom Categories list.
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TECHNICAL SUPPORT / PRODUCT
WARRANTIES

Technical Support

For technical support, visit 8¢6 Technologies’s Technical
Support Web page at http://www.marshal8e6.com/
Support/ or contact us by phone, by email, or in writing.

Hours

Regular office hours are from Monday through Friday, 8
a.m. to 5 p.m. PST.

After hours support is available for emergency issues only.
Requests for assistance are routed to a senior-level techni-
cian through our forwarding service.

Contact Information

Domestic (United States)

1. Call 1-888-786-7999
2. Select option 3

International

1. Call +1-714-282-6111
2. Select option 3

E-Mail

For non-emergency assistance, email us at
support@marshal8e6.com
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Office Locations and Phone Numbers

8e6 Corporate Headquarters (USA)

828 West Taft Avenue

Orange, CA 92865-4232

USA

Local 1 714.282.6111

Fax : 714.282.6116

Domestic US : 1.888.786.7999

International o +1.714.282.6111
8e6 Taiwan

7 Fl., No. 1, Sec. 2, Ren-Ai Rd.

Taipei 10055

Taiwan, R.O.C.

Taipei Local : 2397-0300

Fax ;. 2397-0306

Domestic Taiwan : 02-2397-0300

International ;. 886-2-2397-0300
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Support Procedures

When you contact our technical support department:

* You will be greeted by a technical professional who will
request the details of the problem and attempt to resolve
the issue directly.

» If your issue needs to be escalated, you will be given a
ticket number for reference, and a senior-level technician
will contact you to resolve the issue.

» If your issue requires immediate attention, such as your
network traffic being affected or all blocked sites being
passed, you will be contacted by a senior-level techni-
cian within one hour.

* Your trouble ticket will not be closed until your permission
is confirmed.
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Product Warranties

Standard Warranty

8e6 Technologies warrants the medium on which the 8e6
product is provided to be free from defects in material and
workmanship under normal use for period of one year (the
“Warranty Period”) from the date of delivery. This standard
Warranty Period applies to both new and refurbished equip-
ment for a period of one year from the delivery date. 8e6
Technologies’ entire liability and customer’s exclusive
remedy if the medium is defective shall be the replacement
of the hardware equipment or software provided by 8e6
Technologies.

8e6 Technologies warrants that the 8e6 product(s) do(es)
not infringe on any third party copyrights or patents. This
warranty shall not apply to the extent that infringement is
based on any misuse or modification of the hardware equip-
ment or software provided. This warranty does not apply if
the infringement is based in whole or in part on the
customer’s modification of the hardware equipment or soft-
ware.

8e6 Technologies specifically disclaims all express warran-
ties except those made herein and all implied warranties;
including without limitation, the implied warranties of
merchantability and fitness for a particular purpose. Without
limitation, 8e6 Technologies specifically disclaims any
warranty related to the performance(s) of the 8e6
product(s). Warranty service will be performed during 8e6
Technologies’ regular business hours at 8e6 Technologies’
facility.
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Technical Support and Service

8e6 Technologies will provide initial installation support and
technical support for up to 90 days following installation. 8e6
Technologies provides after-hour emergency support to 8e6
server customers. An after hours technician can be reached
by voice line.

Technical support information:

Online: http://www.marshal8e6.com/Support/
Toll Free: 888-786-7999, press 3

Telephone: 1+714-282-6111, press 3

E-mail: support@marshal8e6.com

Have the following information ready before calling tech-
nical support:

Product Description:

Purchase Date:

Extended warranty purchased:
Plan #

Reseller or Distributor contact:

Customer contact:
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Extended Warranty (optional)

The extended warranty applies to hardware and software of
the product(s) except any misuse or modification of the
product(s), or product(s) located outside of the United
States. The extended warranty does not include new
product upgrades. Hardware parts will be furnished as
necessary to maintain the proper operational condition of
the product(s). If parts are discontinued from production
during the Warranty Period, immediate replacement
product(s) or hardware parts will be available for exchange
with defective parts from 8e6 Technologies’ local reseller or
distributor.

Extended Technical Support and Service

Extended technical support is available to customers under
a Technical Support Agreement. Contact 8e6 Technologies
during normal business hours, 8 a.m. to 5 p.m. PST, at (888)
786-7999, or if outside the United States, call 1+(714) 282-
6111.
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APPENDICES SECTION

Appendix A

Filtering Profile Format and Rules
A filtering profile must be set up in a specified format,
containing the following items:
1. The username or group name
2. IP address or MAC address
3. Filtering profile criteria:
* Rule number (Rule0, Rule1, etc.), or
* rule criteria:
a. Ports to Block or Filter
b. Categories to Block or Open

c. Filter Mode
4. Redirect URL (optional)

5. Filter Options (optional). For IP profiles, the code 0x1
should be placed at the end with all filter options
disabled.

6. Quotas (optional).

NOTE: Each filtering profile should be entered on a separate line
in the file.
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Rule Criteria

Rule criteria consists of selections made from the following
lists of codes that are used in profile strings:

« Port command codes:

A = Filter all ports

B = Filter the defined port number(s)

I = Open all ports

J = Open the defined port number(s)

M = Set the defined port number(s) to trigger a warn
message

Q = Block all ports

R = Block the defined port number(s)

¢ Port Numbers:

FTP (File Transfer Protocol)

HTTP (Hyper Text Transfer Protocol)
NNTP (Network News Transfer Protocol)
HTTPS (Secured HTTP Transmission)

¢ Filter Mode Values:

1

4

Default, Block Mode
Monitoring Mode
Bypassing Mode
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462

Category command codes:

Category command codes must be entered in the
following order: J, R, M, |. “PASSED” should either be
entered after J, R, or M, or after a string of category
codes following J, R, or M.

J = Positioned before the category/categories defined as
"always allowed."

R = Positioned before the category/categories defined as
"blocked."

M = Positioned before the category/categories defined
as containing URLs potentially against the organiza-
tion’s policies, and accompanied by a warning
message.

| = Positioned at the end of a profile string, indicating that
all other categories should “pass.”

PASSED = When positioned at the end of a string of
categories or after a category command code, this
code indicates that unidentified categories will follow
suit with categories defined by that code: J (pass), R
(block), or M (receive warning message).

Category Codes:

For the list of category codes (short names) and their

corresponding descriptions (long names), go to http://
www.marshal8e6.com/software/8e6/hlp/r3000help/
files/2group_textfile_cat.html#cat

NOTE: The list of library category codes and corresponding
descriptions is subject to change due to the addition of new cate-
gories and modification of current categories. For explanations
and examples of category items, go to http://www.8e6.com/
database-categories.html
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* Filter Option codes:

*0x1 = Exception URL Query (always enabled)
+0x2 = X Strikes Blocking

*+0x4 = Google/Yahoo!/Ask.com/AOL Safe Search
Enforcement

* 0x100 = Search Engine Keyword
* 0x200 = URL Keyword
* 0x1000= Extend URL Keyword Filter Control

NOTE: To enable multiple filter codes, add the codes together.
For example, to enable all features for an IP profile, add 1+ 2 + 4
+ 100 + 200 + 1000 = 1307, which means that 0x1307 should be
entered at the end of the profile string (unless the quota option is
used, in which case the quota should be entered at the end of the
profile string). To disable all filter codes for an IP profile, enter 0x1
for the filter option.

* Quota format

To include quotas in a profile string, enter them after the
filter options using this format: A semicolon ( ; ), Overall
Quota minutes, a comma (, ), the first library category
code, a colon ( : ), the number of quota minutes, and a
comma between each quota. For example: ;10,
EMPL:30, FINAN:30, GENBUS:30, TRADING:30,
ESTATE:30

NOTES: See http://www.marshal8e6.com/software/8e6/hlp/
r3000help/files/2group_ipprofiles.html for examples of filtering
profile entries.
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Appendix B

Traveler Log Messages

Your R3000 receives 8e6 supplied library category updates
and software updates via Traveler, 8e6’s executable
program for updating the R3000 server. You can run Trav-
eler on demand via the Manual Update to 8e6 Supplied
Categories window, or schedule Traveler to launch at a
specified time via the Configuration window. (See the
Library screen’s Configuration window and Manual Update
window in the Global Group Section for more information
about updating 8e6 supplied library categories.)

@ NOTE: In the Global Administrator Section: Library screen, see
the Library Update Log window for information about viewing the
library update log.

Messages in this Appendix are grouped according to the
type of activity Traveler attempts to perform:

* General Activity

* Weekly Update (7 Days Library)

* Full URL Library Update

« All Library Updates (includes all other messages)
» Patch Update

« Emergency Update
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General Activity

Startup, Finish
* Logging to: <log file>
» Start running Traveler
+ Traveler has finished running.
Command Executed More than Once
» Traveler is running, cannot start another traveler.

+ Installscript is running, cannot start another traveler.

» Traveler_Full_Download is running, cannot start another
traveler.

System Command Execution
* Run system command: <killCmd>
+ Failed in executing : <killCmd>
Temp Files
» Create tmp file.
+ getpid().
*  Write pid to tmp file.
» Traveler failed to create the tmp file:
<ServerConstants. TRAVELER_TEMP>
» Temp file deleted.

» Fail to rename <szFileUrITemp> to final <szFileUrl>
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Library Download Process

» <filename> needs to be updated.

» <filename> does not need to be updated.

* Preparing for download

* Prepare for download -- Fail

» Downloading files

* Processing downloaded files

* Processing downloaded files -- Fail

» Decrypting file...

+ Decryption success.

* A problem occurred while deleting: <filename>

* HTTPS download complete: <filename> <--For HTTPS
downloads

* File does not exist on the update server.
* Login error.
« Could not write history file! (exception)

* Could not read emergency date from: <emergency
update file>.

+ Failed to download <filename> (Exception)

* Finished updating libraries!
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Customer Feedback Module Option

+ To start CFM
+ Torun CFM
» Starting usage feedback/reporting upload

* Running usage feedback/reporting upload
Library Update Process

* Wrong Argument!

» Error occurred during the Traveler process!
» Connection is lost.

+ Finished updating library!

» Fail to download all libraries

» Failed to sort the library files!

+ Started reloading library!

* Finished reloading library!

» Library <filename> does not exist!

+ Fail to encrypt <category> library!

Printstack Trace

» PrintstackTrace - Fail to back up file for <FileUrl>
* PrintStackTrace - <java error message>
» PrintstackTrace - Fail to back up file for <category>.sew

» PrintstackTrace - Fail to copy file for merging
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Error Messages

* Running Traveler encounters an exception.

» Alert emails could not be read. "<email alert configuration
file>" does not exist.

* Reloading library encounters an exception

» Send alert encountered an exception

» Traveler exits after reaching time limit: <time limit> mins
* Log file could not be set. (Exception)

» List could not be read from file.
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Weekly Update (7 Days Library)

Download library update:

Download thread interrupted during retries.
Successfully downloaded <deleted category>
Failed to download <deleted category>
Failed to download <category> library
Successfully downloaded <category> library
Fail to unzip <category>

Weekly Update has completed.

Summary Messages

Failed to download.

File does not exist.

Failed to unzip.

Was not a primary language deletion file.
Failed to sort the library files.

Failed to merge files for <category>

File is the most current version.
Successfully updated.

Checksum verification failed.
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Full URL Library Update (URLs, URL Keywords)

» Download full library:

» Failed to download <category> library

» Successfully download <category> library!
+ Failed to unzip <category>

* Full URL Library Update has completed.

All Library Updates (includes all other msgs.)

» Download full library & keyword library all categories:
» Successfully download <category> deletion library!
» Fail to download <category> deletion library!

» Trial <itotal>: Fail to download <category> deletion
library!

* Complete Update has successfully completed.

IM and P2P Pattern File Update

» Successfully downloaded <pattern>

» Failed to download <pattern>

* IM and P2P Update has successfully completed.
Newsgroup Library Update (News)

* Download newsgroup:
* Successfully downloaded newslist
» Failed to download newslist

* Newsgroup Library Update has successfully completed.
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Search Engine Keywords Library Update

Download keyword library:

Fail to download <category> keyword library due to
connection fail!

Successfully downloaded <category>
Fail to download <category>

Search Engine Keyword Library Update has successfully
completed.

Patch Update

Download patch:

Downloading patch - Dated: <patchdate>
The patch has been downloaded already!
Successfully processed <patch>

Failed to download <patch>

Patch Update has completed.

Emergency Update

Emergency update:

Could not read emergency date from: <emergency
update file>.

Emergency Update has completed.
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472

Appendix C

Create a Custom Block Page

8e6 offers ways for you to customize the block page so that
the page can have a different look while retaining the infor-
mation/functionality provided in 8e6’s default block page.

NOTE: The solutions provided in this appendix will only let you
customize the Block page, not the Options page.

Part I: Modify the R3000

1. Enable block page redirection

Select either of the following options to modify the R3000.
Option 1 lets you modify the back end, and Option 2 lets you
modify the R3000 console.

Option 1: Modify the back end

* PROS: No need to set up the redirect URL for each

group.
* CONS: Redirect URL must be set up in the back end.

LDC_http_default_redirecturl http://<server for
block_page>[:<port for block page>]/<blockpage>

LDC_fother_default_redirecturl http://<server for
block_page>[:<port for block page>]/<blockpage>

LDC proxy_default_redirecturl http://<server for
block_page>[:<port for block page>]/<blockpage>
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Option 2: Modify the R3000 console

« PROS: Can be done from the R3000 console.
* CONS: Must be set up for each sub-group.

1. Make modifications in one of the redirect URL tabs:

* Go to: Group > IP > “Group Name” > “Sub-Group
Name” > Sub Group Profile > Redirect URL

* Go to: Group > Global Group > Global Group Profile >
Default Redirect URL

2. Set the redirect URL to: http://<server for
block _page>[:<port for block page>]/<blockpage>

NOTE: As of R3000 Version 1.1.6 or earlier, the R3000 console
does not accept the URL with a port setting (-<port for block
page>), so to get around this the block page must be placed at
the default HTTP port, which is 80. Since the console may not
allow certain characters (e.g. “_”), if such characters are used in
the URL a modified name must be used instead for the

<blockpage>.

As a result, the R3000 will redirect the block page to the
customized one with the following link format:

http://<server for block_page>[:<port for block page>]/
<blockpage>?URL=<blocked url>&IP=<client
IP>&CAT=<URL category>&USER=<client User Name>

2. Exclude filtering <server for block page> IP

1. Go to: GUI: Group > Global Group > Range to Detect

2. Input the IP address under “Destination IP” > "Exclude
IP”

Without excluding this IP address, the R3000 may
captureffilter/block the following redirect link:

http://<server for block_page>[:<port for block page>]/
<blockpage>?URL=<blocked url>&IP=<client
IP>&CAT=<URL category>&USER=<client User Name>
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Part ll: Customize the Block Page

1. Set up a Web server

A Web server must be set up to hold the customized block

page.

2. Create a customized block page

The customized block page must be accessible via this link:

http://<server for block_page>[:<port for block page>]/
<blockpage>

Show 8eb6’s information in the block page
(optional)

The following information is passed to the <blockpage>
through the query string:

Name

Description: Value

URL

Blocked URL: From the query string of the block page URL

P

IP that accessed the blocked URL: (see URL)

CAT

Category of the blocked URL: (see URL)

USER

User Name that accessed the blocked URL: (see URL)

474
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Implement the “further option” (optional)

The “further option” is included in 8e6’s default block page. If
used, the <block page> needs to provide a link back to
R3000’s Options page and post the required hidden form
data (shown in the table below):

Name Description: Value

SITE Optional value: _BLOCK_SITE _

URL Blocked URL: From the query string of the block page
URL

IP IP that accessed the blocked URL: (see URL)

CAT Category of the blocked URL: (see URL)

USER User Name that accessed the blocked URL: (see URL)

STEP Required value: STEP 2

Customized block page examples

The examples in the Reference portion of this appendix
illustrate how form data is parsed and posted in the custom-
ized block page. Examples include:

1. HTML (using Java Script to parse/post form data)
2. CGl written in Perl
3. CGl writtenin C

See the Reference portion of this appendix for coding
details.

NOTE: Don't forget to replace <R3000 IP> with the real IP in the
HTML/CGI before using these samples.

Part lll: Restart the R3000

You must restart the R3000 to make your changes effective.
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Reference

HTML

<!-- Description: Sample HTIML for R3000 customized block page -->
<!-- Replace <R3000 IP> with real IP before using -->

<!-- Revision: 1 -->

<!-- Date: 03/08/2004 -->

<html>
<head>
<script language=javascript>
function parseData(str, start, end)
{
result = "";
i = str.indexOf (start);
if (1 >= 0) {
len = str.length;
substr = str.substr(it+start.length, len -
start.length);

j = substr.indexOf (end);
it (3 >0) {
result = substr.substring (0, j);

if (3 1=0) 1
len = substr.length;
result = substr.substr(0, len);

}
return result;
}
function getData() {
str = document.location.href;
len = str.length;
i = str.indexOf ("?");
if (i>= 0) |
query = str.substr(i+l, len-i-1);
url = parseData(query, "URL=", "&");
document.block.URL.value = url;
ip = parseData(query, "IP=", "&");
document.block.IP.value = ip;
cat = parseData(query, "CAT=", "&");
document.block.CAT.value = cat;
user = parseData(query, "USER=", "&");
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}

document.block.USER.value = user;

function showData () {

document.write ("URL:" + document.block.URL.value + "<br>");

document.write ("CAT:" + document.block.CAT.value + "<br>");

(

document.write ("IP:" + document.block.IP.value + "<br>");
(
(

document.write

"prs") ;
}

"USER:" + document.block.USER.value +

function do_options() {

document.block.action="http://<R3000 IP>:81/cgi/block.cgi"

document.block.submit () ;

}

</script>
</head>

<body>

<form method=post name=block >

<input
<input
<input
<input
<input
<input
</form>

type=hidden name="SITE" value="_BLOCK_SITE ">
type=hidden name="URL" value="">

type=hidden name="IP" value="">

type=hidden name="CAT" value="">

type=hidden name="USER" value="">

type=hidden name="STEP" value="STEP2">

<br>R3000 Customized Block Page (HTML using Java Script to
parse and post form data)<br>

<script language=javascript>
getData();
showData () ;

</script>

<br>For further options, <a
href="javascript:do_options()">click here</a><br>

</body>
</html>
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CGl written in Perl

There are two methods for CGl written in Perl: One lets you
embed data in the query string to pass data to the Options
CGil, and the other lets you use Java Script to post form data
to the Options CGlI.

Embed data in query string

#!/usr/bin/perl

Original Filename: cusp blockl.cgi

File Type: CGI

Description: Sample Perl script for R3000 customized block page
Replace the <R3000 IP> with the real IP before using.

This script provide data to the options CGI through query string
Revision: 1

Date: 03/08/2004

P . e

$method = $ENV{'REQUEST METHOD'};

if ($method=~ /post/i) {

$string = <STDIN>;
} else {

Sstring= SENV{"QUERY_STRING"};
}

Surl = $1 if ($string =~ /URL=(\S+)&IP=/1);
Sip = $1 if ($string =~ /IP=(\S+)&CAT=/1);
Scat = $1 if ($string =~ /CAT=(\S+)&USER=/1);
Suser = $1 if ($string =~ /USER=(\S+)/1i);

print "Content-type: text/html\n\n";
print "<html>\n";
print "<head>\n";
print "</head>\n";
print "<body>\n";

print "<br>R3000 Customized Block Page (CGI written with
Perl) <br>\n";

print "URL: S$url<br>\n";
print "IP: $ip<br>\n";
print "CAT: S$cat<br>\n";
print "USER: S$Suser<br>\n";

print "<br>For further options, <a href=\"http://<R3000 IP>:81/cgi/
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block.cgi?URL=$url&IP=$ip&CAT=S$cat&USER=Suser&STEP=STEP2\">click
here</a><br>\n";

print "</body>\n";
print "</html>\n";

Use Java Script to post form data

#!/usr/bin/perl
# Original Filename: cusp block2.cgi

# File Type: CGI
# Description: Sample Perl script for R3000 customized block
page

# Replace the <R3000 IP> with the real IP before using.
This script uses Java Script to post form data to
options CGI

Revision: 1

Date: 03/08/2004

S S S e

Smethod = $ENV{'REQUEST METHOD'};

if ($Smethod=~ /post/i) {
$string = <STDIN>;
} else {
$string= $ENV{"QUERY STRING"};

Surl = $1 if ($string =~ /URL=(\S+)&IP=/1);
$ip = $1 if ($string =~ /IP=(\S+)&CAT=/1i);
Scat = $1 if ($string =~ /CAT=(\S+)&USER=/1);
Suser = $1 if ($string =~ /USER=(\S+)/1i);

print "Content-type: text/html\n\n";
print "<html>\n";

print "<head>\n";

print "<script language=\"JavaScript\">\n";

print "function do options()\n";

print "{\n";

print "document.block.action=\"http://<R3000 IP>:81/cgi/
block.cgi\"\n";

print "document.block.submit () \n";

print "}\n";

print "</script>\n";

print "</head>\n";

print "<body>\n";
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print "<form method=post name=block>\n";

print "<input type=hidden name=\"SITE\"

value=\" BLOCK_SITE \">\n";

print "<input type=hidden name=\"IP\" value=\"$ip\">\n";
print "<input type=hidden name=\"URL\" value=\"$url\">\n";
print "<input type=hidden name=\"CAT\" value=\"S$cat\">\n";
print "<input type=hidden name=\"USER\" value=\"$user\">\n";
print "<input type=hidden name=\"STEP\" value=\"STEP2\">\n";

print "<br>R3000 Customized Block Page (CGI written with Perl
using Java Script to post form data)<br>\n";

print "URL: $url<br>\n";
print "IP: S$ip<br>\n";
print "CAT: S$cat<br>\n";
print "USER: S$user<br>\n";

print "<br>For further options, <a
href=\"javascript:do options()\">click here</a><br>\n";

print "</form>";

print "</body>\n";
print "</html>\n";
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CGl written in C

* cusc_block.c

* Description: sample C source code of CGI for customized block page
* Replace <R3000 IP> with real IP and recompile before using

* Revision: 1

* Date: 03/08/2004

*/

#include <stdio.h>

struct {
char *name;
char *val;
} entries[20];

char szIP[16];

char szURL[1024];

char szUserName[1024];
char szCategoryl[8];

/*function prototypes*/

void printhtml () ;

void unescape url (char *url);

char x2c(char *what);

char *makeword(char *line, char stop);

void plustospace(char *str);

char *fmakeword(FILE *f, char stop, int *cl);
int to upper (char *string);

void getquery(char *paramd, char **paramv);
void getnextquery(char **paramv);

int main(int argc, char **argv)
{
int data size; /* size (in bytes) of POST input */
int index;
char *paramd, *paramn, *paramv;
char step[120];

printf ("content-type: text/html\n\n");

/* If using the GET method */
if (strcmp((char *)getenv("REQUEST METHOD"), "GET") == 0)
{
paramd = (char *)strdup((char *)getenv("QUERY STRING"));
getquery (paramd, &paramv);
while (paramv)
{

plustospace (paramv) ;
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unescape url (paramv) ;
paramn = (char *)makeword(paramv, '=');
to_upper (paramn) ;

if (strcmp(paramn, "IP") == 0)
strcpy (szIP, paramv);
else if (strcmp(paramn, "URL") == 0)

strcpy (szURL, paramv);
else if (strcmp(paramn, "CAT"

strcpy (szCategory, paramv);
else if (strcmp(paramn, "USER") == 0)

strcpy (szUserName, paramv);

) == 0)
)

getnextquery (&paramv) ;

}
free (paramd) ;

}

else

{
/*
Read stdin and convert form data into an array; set
a variety of global variables to be used by other
areas of the program

*/
data_size = atoi(getenv ("CONTENT LENGTH"));
for (index = 0; data size && (!feof(stdin)); index++)
{
entries[index].val = (char *)fmakeword(stdin, '&',
&data size);
plustospace (entries[index].val);
unescape_url (entries[index].val);
entries[index].name = (char
*)makeword (entries[index].val, '=");

if (strcmp(entries[index].name, "IP") == 0)
strcpy (szIP, entries[index].val);

else if (strcmp(entries[index].name, "URL") == 0)
strcpy (szURL, entries[index].val);

else if (strcmp(entries[index].name, "CAT") == 0)
strcpy (szCategory, entries[index].val);
else if (strcmp(entries[index].name, "USER") == 0)

strcpy (szUserName, entries[index].val);

printhtml();

void printhtml ()
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printf ("<html>\n");

printf ("<head>\n");

printf ("<script language=\"JavaScript\">\n");

printf ("function do_options()\n");

printf ("{\n");

printf ("document.block.action=\"http://<R3000 IP>:81/cgi/
block.cgi\"\n");

printf ("document.block.submit () \n");

printf ("}\n");

printf ("</script>\n");

printf ("</head>\n");

printf ("<form method=post name=block >\n");

printf ("<input type=hidden name=\"SITE\"
value=\" BLOCK SITE \">\n");

printf ("<input type=hidden name=\"IP\" value=\"%s\">\n", szIP);

printf ("<input type=hidden name=\"URL\" value=\"%s\">\n",
szURL) ;

printf ("<input type=hidden name=\"CAT\" value=\"%s\">\n",
szCategory) ;

printf ("<input type=hidden name=\"USER\" value=\"$%$s\">\n",
szUserName) ;

printf ("<input type=hidden name=\"STEP\"
value=\"STEP2\">\n");

printf ("<br>R3000 Customized Block Page (CGI written with C
using Java Script to post form data)<br>\n");

printf ("URL: %s<br>\n", szURL);
printf ("IP: %s<br>\n", szIP);

printf ("CAT: %s<br>\n", szCategory);
printf ("USER: $%$s<br>\n", szUserName);

printf ("<br>For further options, <a
href=\"javascript:do options()\">click here</a><br>\n");

printf ("</form>\n");
printf ("</body>\n");
printf ("</html>\n");

/* functions to get the CGI parameters */
void unescape url (char *url)
{

register int x,y;
for (x=0,y=0;url(y];++x,++y)

{
if ((url(x] = urllyl) == '%")
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url [x]
y+=2;
}
}
url[x] = "\0"';

char x2c(char *what)

{

register char digit;

x2c (&urlly+1]);

digit = (what[0] >= 'A' ? ((what[0] & Oxdf) - 'A')+10
(what[0] - '0'));

digit *= 16;

digit += (what[l] >= 'A' ? ((what[1l] & Oxdf) - 'A')+10
(what[1] - '0'));

return (digit);
}
char *makeword(char *line, char stop)

{

int x = 0, y;
char *word = (char *) malloc(sizeof(char) * (strlen(line) +
1));
for (x=0; ((line[x]) && (line[x] != stop));x++)
word[x] = line[x];
word[x] = '\0';
if (line[x]) ++x;
y=0;
while (line[y++] = line[x++]);
return word;
}
void plustospace(char *str)
{
register int x;
for (x=0;str[x];x++)
if (str[x] == "+'")
str(x] =" ";

char *fmakeword(FILE *f,
{

int wsize;

484

char stop, int *cl)
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char *word;
int 11;

wsize = 102400;

11=0;
word = (char *) malloc(sizeof (char) * (wsize + 1));
while (1)
{
word[1l1l] = (char)fgetc(f);

if (1l==wsize)
{
word[11+1] = '"\0"';
wsize+=102400;
word = (char
*)realloc (word, sizeof (char) * (wsize+l));

}

-=(*cl);
if ((word[1l] == stop) || (feof(f)) || (!(*cl))
{
if (word[11l] != stop)
11++;
word[11] = '\0';

return word;
++11;

}
/* to_upper:
* Change the string to upper case
*/
int to upper (char *string)
{
int len;
int 1i;
char *tmp=NULL;

if (string && strlen(string))
{
if (! (tmp=(char*)strdup(string)))
return 0;
len=strlen(string);
for (i=0; i<len; i++)
{
string[i]=toupper (tmp[i]);
}
free (tmp) ;
}

return 1;
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void getquery(char *paramd, char **paramv)
{
if (paramd == NULL)
*paramv = NULL;
else

*paramv = (char *)strtok(paramd, "&");

void getnextquery(char **paramv)
{
*paramv = (char *)strtok(NULL, "&");

486 8e6 TecHNoLoaIEs, R3000 INTERNET FILTER User GuUIDE



APPENDICES SECTION APPENDIX D

Appendix D

Override Pop-up Blockers

An override account user with pop-up blocking software
installed on his/her workstation will need to temporarily

disable pop-up blocking in order to authenticate him/herself
via the Options page:

< 8e6 R3000 - Microsoft Internet Explorer =101

J File Edt Wiew Favorites Tools Help |

J GBack v = - (D ﬁ| Qsearch  [GFavorites £ 4History | B\ S -

| address |1 hetp:/fz00.10.100.75:81 fegifblock.cgi | @6 |JL\nks B
Bl
OPTIONS HELP

UserMachine: LOGOWDomain Admins\GLANG
IP: 20010101 140

Categony:  Alcohol
Blocked URL:  http: fiswewyy coors.comd

Option 1: Click here for secure Web-hased authentication.

Option 2:  If the above profile iz incorrect or there has been an error, you can:

» Re-gtart your =y=tem and re-login or
= Iry re-authenticating your user profile

Option ¥ If you have an override account, enter your username and password.

Username: I

Pagsword: I Owerride

I¥armingt The overvide accadnt aption will not fanction i antbpapap software s instalied an
your system.

Kl

|&7 pone l_l_lo Inkernet
Fig. D-1 Options page

This appendix provides instructions on how to use an over-
ride account if typical pop-up blocking software is installed,
as in the following products: Yahoo! Toolbar, Google
Toolbar, AdwareSafe, Mozilla Firefox, and Windows XP
Service Pack 2 (SP2).
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Yahoo! Toolbar Pop-up Blocker

If Pop-up Blocking is Enabled

1. Inthe Options page (see Fig. D-1), enter your Username
and Password.

2. Press and hold the Ctrl key on your keyboard while
simultaneously clicking the Override button—this action
opens the override account pop-up window.

Add Override Account to the White List

If the override account window was previously blocked by
the Yahoo! Toolbar, it can be moved from the black list and
added to the white list so that it will always be allowed to
pass. To do this:

1. Go to the Yahoo! Toolbar and click the pop-up icon to
open the pop-up menu:

2} ¥ahan! Tralbar: Dverview - Micrasolt Tnbernet Explares =1l x|
Fia Edl Vew Faodes Took Helo =
ek - = - D3 | Qoewch Girsvortes Beeds (F | - Sl - =

subdvwss. (] bl comparion. yshoo. comicer il r— | e s

Xt -2 00000 s -l=3- Civad » @y varoet [ Gomes = 5" Porsonats = »
Pop-Lip Bincker =
YaEHoO! Toolhar Play S o P i T B tabor gk
Mext >
Ovirrvitw Swarch Amelrars L | AR P
More He...

Save time online with Yahoo! Toolbar _ Tela Friend about Pop-Lip Blacker

Fig. D-2 Select menu option Always Allow Pop-Ups From

2. Choose Always Allow Pop-Ups From to open the Yahoo!
Pop-Up Blocker dialog box:
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Yahoo! Pop-Up Blocker x|
Sources of Recently Blocked Pop-Ups:
=dit, companion, yahao,com H Allav I
Always Allow Pop-Ups From These Sources:
el com Eemave I
Help Close I

Fig. D-3 Allow pop-ups from source

3. Select the source from the Sources of Recently Blocked
Pop-Ups list box to activate the Allow button.

4. Click Allow to move the selected source to the Always
Allow Pop-Ups From These Sources list box.

5. Click Close to save your changes and to close the dialog
box.
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Google Toolbar Pop-up Blocker

If Pop-up Blocking is Enabled

1. Inthe Options page (see Fig. D-1), enter your Username
and Password.

2. Press and hold the Ctrl key on your keyboard while
simultaneously clicking the Override button—this action
opens the override account pop-up window.

Add Override Account to the White List

To add the override account window to the white list so that
it will always be allowed to pass, go to the Google Toolbar
and click the # blocked icon:

=icix]

Fle  Edt Vew  Favortes  Took el
Bk v+ - (@D [ | Dsewh [afFavortes Freda F | - S 0 - (o]

¥ T S —————— ey ]

T — ——
GOUS[E Ay

Toolbar

) o e

Clicking this icon toggles to the Site pop-ups allowed icon,

adding the override account window to your white list:

=loix]
Ex

Fle  Edt Vew  Favortes  Took el

wnk v - @ D) | Dot (aiFortes Greto 3| Dy B - )

[Chck: tris bathon b abveary's 3w POPLPS O BeE. Com

Fig. D-4 # blocked icon enabled

¥ T S —————— ey ] B
Google - ]| msenchwet « | G | BRG] Dnsee pooups showea fdoions #
N—— Fy
[ﬂo»mrxwk-uebcor
Google N
Toalbar

Fig. D-5 Site pop-ups allowed icon enabled
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AdwareSafe Pop-up Blocker

If Pop-up Blocking is Enabled

1. Inthe Options page (see Fig. D-1), enter your Username
and Password.

2. Press and hold the Ctrl key on your keyboard while
simultaneously clicking the Override button—this action
opens the override account pop-up window.

Temporarily Disable Pop-up Blocking

AdwareSafe’s SearchSafe toolbar lets you toggle between
enabling pop-up blocking (# popups blocked) and disabling
pop-up blocking (Popup protection off) by clicking the pop-
up icon.

1. In the IE browser, go to the SearchSafe toolbar and click
the icon for # popups blocked to toggle to Popup protec-
tion off. This action turns off pop-up blocking.

2. Inthe Options page (see Fig. D-1), enter your Username
and Password.

3. Click the Override button to open the override account
pop-up window.

4. Go back to the SearchSafe toolbar and click the icon for
Popup protection off to toggle back to # popups blocked.
This action turns on pop-up blocking again.
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Mozilla Firefox Pop-up Blocker

Add Override Account to the White List

1. From the browser, open the Preferences dialog box.

2. Go to the Category list box and select Privacy & Security
> Popup Windows to display the Popup Windows page:

]

Cat .
CAEY Popup Windows
Appearance |

I Navigator - Popup ‘Windows
- Histary
 Languages ¥ Block unrequested popup windows Allawed Sites, . |
Helper Applica... When a popup window has been blocked:
- Smart Browsing I Flay a sound:
i-Internet Search =, —
Tabbed Browsing J —I_-g N —I[EVIEW
*-Dawnlaads [V Display an icon in the Navigator status bar
Composer Mote: Blocking 2l popuUps may prevent important Features of some web
Mail & Newsgroups sites From working, such &= login windows For banks and shopping sites.
For detais of how to sllow spedific sites to use popups while blocking all
others, click Help. Even if blocked, sites may use other methods ko show
popups.

i Passwords

Master Passw...
=
- Certificates

O I Cancel | Help
Fig. D-6 Mozilla Firefox Popup Windows Preferences

3. With the “Block unrequested popup windows” checkbox
checked, click Allowed Sites and enter the URL to allow
the override account window to pass.

4. Click OK to save your changes and to close the dialog
box.
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Windows XP SP2 Pop-up Blocker

Set up Pop-up Blocking

There are two ways to enable the pop-up blocking feature in
the |IE browser.

Use the Internet Options dialog box

1. From the IE browser, go to the toolbar and select Tools >
Internet Options to open the Internet Options dialog box.

2. Click the Privacy tab:

S

Internet Options E]

General | Secuity | Privacy | Content | Connections || Programs | Advanced

Settings

P Move the slider to select a privacy sefting for the Internet

S zone

Medium

- Blocks third-party cookies that do not have a compact

privacy policy

- Blocks third-party cookies that use personally identifiable
L information withaut your implicit consent

- Restricts first-party cookies that use personally identifisble

information withaut implicit consent

[ Sites... ][ Impart... ][Advancad..

Pop-up Blocker
Prevent most pop-up windows from appearing.

Block pop-ups Settings.

[ oK ][ Cancel ][ Apply ]

Fig. D-7 Enable pop-up blocking

3. In the Pop-up Blocker frame, check “Block pop-ups”.
4. Click Apply and then click OK to close the dialog box.
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Use the IE Toolbar

In the IE browser, go to the toolbar and select Tools > Pop-
up Blocker > Turn On Pop-up Blocker:

‘@ Microsoft Office Online: Installation Troubleshooter - Microsoft Internet Explorer

: File Edit View Favorites | Tools  Help

: Mail and News [ » -

i G Back ~ (g Iﬂ Pap-up Blacker ¥ Turn On Pop-up Blocker ogle - ] @poeachven -
Manage Add-ons F

Address [{@] http:foffica.microse) .

Synchronize... =
Links @&]8e6 @&]Source @&]{  Windows Update {&] et Channel Partners Newsletter & &) TurboPipe  &] 8e6 Website User Management

Inited State Windows Messenger

) QL
93 Office Online Sun Java Console

Internet Optians. .

Larch: Downloads ] )

Fig. D-8 Toolbar setup

When you click Turn On Pop-up Blocker, this menu selec-
tion changes to Turn Off Pop-up Blocker and activates the
Pop-up Blocker Settings menu item.

You can toggle between the On and Off settings to enable or
disable pop-up blocking.

Temporarily Disable Pop-up Blocking

1. Inthe Options page (see Fig. D-1), enter your Username
and Password.

2. Press and hold the Ctrl key on your keyboard while
simultaneously clicking the Override button—this action
opens the override account pop-up window.
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Add Override Account to the White List

There are two ways to disable pop-up blocking for the over-

ride account and to add the override account to your white
list.

Use the IE Toolbar

1. With pop-up blocking enabled, go to the toolbar and
select Tools > Pop-up Blocker > Pop-up Blocker Settings
to open the Pop-up Blocker Settings dialog box:

Pop-up Blocker Settings

Exceptions

Pop-ups are cunently blocked. You can allow pop-ups from specific
‘wieb sites by adding the site to the list below.

Address of Web site to allow:

Alloveed sites:
*.8eB.com

Femove Al
Notifications and Filter Level
Play a sound when a pop-up is blocked.
Shaw Infarmation Bar when a pop-up is blocked.
Filter Level:
Medium: Black mast automatic pop-ups £V
Pop-up Blocker FAD

Fig. D-9 Pop-up Blocker Settings

2. Enter the Address of Web site to allow, and click Add
to include this address in the Allowed sites list box. Click
Close to close the dialog box. The override account
window has now been added to your white list.

3. Inthe Options page (see Fig. D-1), enter your Username
and Password.

4. Click the Override button to open the override account
pop-up window.
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Use the Information Bar

With pop-up blocking enabled, the Information Bar can be
set up and used for viewing information about blocked pop-
ups or allowing pop-ups from a specified site.

Set up the Information Bar

1.

3.

Go to the toolbar and select Tools > Pop-up Blocker >
Pop-up Blocker Settings to open the Pop-up Blocker
Settings dialog box (see Fig. D-9).

. In the Notifications and Filter Level frame, click the

checkbox for “Show Information Bar when a pop-up is
blocked.”

Click Close to close the dialog box.

Access your Override Account

1.

In the Options page (see Fig. D-1), enter your Username
and Password.

. Click the Override button. This action displays the

following message in the Information Bar: “Pop-up
blocked. To see this pop-up or additional options click
here...”:

3 Beb Technologies :: Internet Filtering and Reporting for the Enterprise - Microsoft Internet Explorer
Fle Edt Vew Favorites Toos Heb

(€N W) B 6| P Jrrons @ (-2 E A B

L

@ Pop-up blacked. To see ths pop-up or addtonal sptons dick here...

e e s The Internet Filtering and Reparting Solution
for the Enterprise.
Contact Us | 1.BBE.786.7999

Home . Poducts- i Solutions. 3 Suppart i -Press Genter & Partners . About 86 $ Searct

Fig. D-10 Information Bar showing blocked pop-up status
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3. Click the Information Bar for settings options:

A Beb Technologies :; Internet Filtering and Reporting for the Enterprise - Microsoft Internet Explorer
Fie Edit Vew Favortes Toos  Help

B Tempararly Alow Pop-ps
Alsays Ao Fop-ups from This Site....
Sattings 3

The Internet Filtering and Reporting Selution
for the Enterprise.
Contact Us | 1.BBE.786.7999

Information Bar Help

1 -Sclubons 3. Suppart Press Center 2 Pasiners 2 Abaub 8af | & Search

Fig. D-11 Information Bar menu options

4. Select Always Allow Pop-ups from This Site—this action
opens the Allow pop-ups from this site? dialog box:

Allow pop-ups from this site?

a ‘Would vou ke to allow pop-upa from ‘www Bab com 7

Fig. D-12 Allow pop-ups dialog box

5. Click Yes to add the override account to your white list
and to close the dialog box.

NOTE: To view your white list, go to the Pop-up Blocker Settings
dialog box (see Fig. D-9) and see the entries in the Allowed sites
list box.

6. Go back to the Options page and click Override to open
the override account window.
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Appendix E

8e6 Mobile Client

8e6 Mobile Client performs Internet filtering and blocking on
mobile PCs physically located outside your organization.
This product is comprised of an “external” mobile R3000
filtering appliance and Administrator console configured in
the mobile mode, profiles of end users—working at home or
on the road—uploaded to the R3000 set in the mobile
mode, and Mobile Client software installed on end users’
workstations. 8e6 Mobile Client ensures Internet activity of
all end users located outside the organization will be tracked
and filtered in the same manner as end users on the R3000
filtering appliance used in house, thereby giving you, the
administrator, assurance that your organization will be
protected against lost productivity, network bandwidth
issues, Internet security threats, and possible legal prob-
lems that can result from the misuse of Internet resources
on an unfiltered, remote, laptop computer.

498 8e6 TecHNoLoaIEs, R3000 INTERNET FILTER User GuUIDE



APPENDICES SECTION APPENDIX E

Environment Requirements

Workstation Requirements

Minimum system requirements for the administrator include
the following:

*  Windows 2000 or XP operating system running IE 6.0 or
higher, or Firefox 1.0 or higher

* Macintosh OS X Version 10.4 running Safari, Firefox 1.0
or higher, or IE 6.0 or higher

» JavaScript enabled
» Pop-up blocking software, if installed, must be disabled

& WARNING: The filtered end user must be set up with user level
rights only—these users should not have Power User, Adminis-
trator, or root level access.

Network Requirement

* High speed connection from the external mobile R3000
server to mobile PCs

Remote Filtering Components

* Mobile Client software installed on each end user’s
mobile PC

+ External mobile R3000 filtering appliance configured in
the mobile mode, to be used by mobile PCs located
outside of the organization
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Work Flow Overview

Mobile Client Installed on a Mobile PC

For mobile PCs located outside of the organization:

» amobile R3000 filtering appliance set in the mobile mode
is used for obtaining the end user’s profile and for logging
his/her Internet activity

» the Mobile Client application is used on the remote PC
for filtering the end user’s Internet activity

When these two components are installed, the following
scenario occurs on the network:

1. The end user logs into his/her mobile PC located outside
of the organization, and then makes a URL request.

2. The Mobile Client detects the mobile R3000 appliance,
and that external R3000 appliance grants the URL
request or blocks the request, based on the end user’s
profile supplied by the Mobile Client.

3. If the end user comes into the organization and is
authenticated on the internal network, the end user’s
profile now comes from the internal R3000, which also
filters and logs the end user’s Internet activity.

Inside the
R3000 { R3000IR
234.123.123.1 Rﬁ“gg : m'ﬁ Company Metwork
EXTERNAL IP b
e 172.16.1.X
Firewall = . PROXYIP
Tranglation b '\\
PO
- g
Outside the | '*— l
Company Network 10431 104%2 10423

Fig. E:1-1 Sample diagram of work flow overview, including a proxy
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Network Operations Overview

8e6 Mobile Client on the Network

The following diagram illustrates the functionality of the 8e6
Mobile Client product in conjunction with an existing,
internal R3000 filtering appliance and an 8e6 ER (Enter-
prise Reporter) reporting appliance on the network:

Mobile Laptop with
8eé Mobile Client Installed

Remote Se6 R3000 Mobile
located in DMZ

L! 8ef ER Client
Fig. E:1-2 Diagram showing 8e6 Mobile Client with R3000 and ER

8e6 Mobile Client

1. A URL request is made from an end user’s mobile PC to
access inappropriate content on the Internet.

2. The Mobile Client installed on the end user’s workstation
sends a parallel request to the mobile R3000 appliance.

3. The mobile R3000 appliance searches its 8e6 database
for a match to the request. If a match to the requested
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URL is found and the site is disallowed, the Mobile Client
software blocks the connection to the Web server.

Enterprise Reporter

A. The mobile R3000 appliance sends logs to the local
Enterprise Reporter (ER) for processing.

B. Using the ER Web Client, an administrator can generate
customized reports on the remote end user in minutes.
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Mobile Server Section

The Mobile Server Section of this user guide contains infor-
mation on how to set up and configure this mobile R3000’s
hardware and software to be used with the Mobile Client.

Initial Setup

To initially set up your mobile R3000 server, follow the
instructions in the R3000 Quick Start Guide, the booklet
packaged with your R3000 unit. This guide explains how to
configure the server so that it can be accessed via an IP
address on your network.

NOTE: If you do not have the R3000 Quick Start Guide, contact
8e6 Technologies immediately to have a copy sent to you.

The basic requirements for initial network setup are as
follows:

*  The mobile R3000 server should be set up on the WAN
network’s DMZ

» Port 81 must be open on the network for block page
requests

* Port 443 must be open on the network for the client to
communicate with the mobile R3000 server.
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Configure the R3000 to use the Mobile Mode

The Operation Mode window is used for setting up the
external mobile R3000 to use the mobile mode for filtering
mobile PCs.

1. In the Mode frame, select “Mobile” to display frames
used for configuring the R3000 in the mobile mode:

' HOME SYSTEM GROUP LIBRARY REFORTING HELF @UIT

ﬁ System i
= =y Operation Mode

Control System>Mode>Operation Mode

~Netwark Mode

e Administrator

~~Secure Logon © nvisivle  © Rauter ¢ Frewsll % Mobile 7 1cap

- Diagnostics

et Listening Device Elock Page Device
Patch
Synchronization Device ILAM — Device to send block page |LANT ¥
Mode

- Authertication . .

- IC Mode Mobile Client Control

~-BackupRestore Client Resynchronization Time (minutes) [

~Reset

~-Radius Suthentication Setting

- ENMP
Harchurare Failure Detection
X Strikes Blocking
Warn Option Sefting

Customization

_I Apply
4 »
Fig. E:2-1 Operation Mode window, mobile mode

2. In the Listening Device frame, select the default listening
Device for the selected mode: “LAN1” or “LANZ2”.

3. In the Block Page Device frame, at the Device to send
block page pull-down menu, select the device for
sending block pages to client PCs.

4. In the Mobile Client Control frame, in the Client Resyn-
chronization Time field, specify the interval of minutes
for the external R3000 to resynchronize the profile on the
end user's workstation with the profile set up for him/her
on the internal R3000. By default, 60 minutes displays.
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NOTES: The following features are not available when using the
mobile mode: Minimum Filtering Level, Time Profile, Override
Account, Exception URL, NT/LDAP Authentication, and the Warn
filter setting. (An end user with categories blocked in his/her
profile will be blocked from categories with a Warn setting instead
of receiving a warning page. If his/her profile does not contain
blocked categories but instead contains categories with Warn
settings, the global group profile will be assigned instead.)

5. Click Apply to apply your settings.
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Add MAC Addresses to the Master IP Group

In the mobile mode, the master IP group Members window
is used for adding mobile PC MAC addresses. MAC
addresses are used for obtaining mobile PC members’

filtering profiles.

i HOME SYSTEM GROUP LIBRARY REPORTING HELF QuIT

@germ Members
g Glokal Group Group>IP>Tech>Members

Add membersby & F " SukGroup

IP/MAC Members

o EEI Lbap When using IP addresses to identify groups on the netwark, the IP address and netmask or IP range
far the designated member must first be entered in the Range to Detect global group window, &
member IP is added in this frame by entering the IP address and netmask or IP start and IP end, and
then clicking Add. Use the Calculator to calculate IP ranges without overlaps. & member MAC is added in
this frame by entering the MAC address, and then clicking Add. Once a member is added, a sub-group
can be created and defined.

Current Members

10101010024 -
102.108.202 6132

00.03:12:4E:25:C3

00:04:21:AF:33:E1

00:34:45:99:23:11

00, 34:52:98 2312 =l

Remave
New Members
 source P | i | LI Calculatar

€ Source P Start | End |

* Source MAC IEIEI'EI& 23 AF22D2

Add

Fig. E:2-2 Members window, master IP group with MAC addresses

1. In the New Members frame, select “Source MAC”.
2. Enter the member’s MAC address.

3. Click Add to include the MAC address entry in the
Current Members list box.

(j NOTES: Follow steps 2-3 for each MAC address to be added.

To remove a member from the Current Members list box, select
the MAC address from the list box, and then click Remove.
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Select MAC Addresses for a Sub Group

In the mobile mode, the sub-group Members window is
used for selecting MAC addresses for inclusion in the sub-

group.
i HOME SYSTEM GROUP LIBRARY REPORTING HELP QUIT
% 0“9 Members
E| ' i'”ba‘ Graup Group>IP>Tech>programming>Members
SRE

Add membersby P F SubGroup

Modify Sub Group Member

To add or modify a member IP, enter the IP address and netmask o 1P range in the Member fields, Use
the Calculator ta calculate IP ranges without any overlaps. Ta add member MAC(s), highlight the MaC
address(es) from the "Available MAC(s)" list and click the left arrow. Ta remove member MAC(S),
highlight the MAC address{es) and click the right arrow. To save changes, click Modify,

IP Address
& Merber P [to2.108 2026 ¢ s asszssass x| calcustor |
 Wernher P Start | Enct |
MAC Address
Member MACTs) Available MACTS)
0033 46:97:24.07 00:031 ZAE25.C3
00:34:45:99:231 00:04:25:48: 2202
03452982312
€
2

Moty

Fig. E:2-3 Members window, sub-group with MAC addresses

The Modify Sub Group Member frame is comprised of the IP
Address and MAC Address frames.

1. In the MAC Address frame, Source MAC addresses
previously added in the master IP group’s Members
window display in the Available MAC(s) and/or Member
MAC(s) list box(es). Specify whether or not to add/
remove MAC addresses to/from the sub-group:

» To add MAC addresses to the sub-group, select each
sub-group by highlighting it in the Available MAC(s) list
box, and then clicking the left arrow to move the
item(s) to the Member MAC(s) list box.

8e6 TecHNoLoGlEs, R3000 INTERNET FILTER User GuiDE 507



APPENDICES SECTION APPENDIX E

» Toremove MAC addresses from the sub-group, select
each sub-group by highlighting it in the Member
MAC(s) list box, and then clicking the right arrow to
move the item(s) to the Available MAC(s) list box.

TIPS: Multiple MAC addresses can be moved to a list box by
clicking each MAC address while pressing the Ctrl key on your
keyboard, and then clicking the arrow key pointing to that list box.

Blocks of MAC addresses can be moved to a list box by clicking
the first MAC address, and then pressing the Shift key on your
keyboard while clicking the last MAC address, and then clicking
the arrow key pointing to that list box.

2. Click Modify to apply your settings.
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View Sub Group MAC Addresses

When using the mobile

mode, the Sub Group (IP Group)

window is used for viewing this sub-group’s MAC addresses

previously added in the

HOME SYSTEM

GROUP

sub-group’s Members window.

LIBRARY REPORTING HELF QuIT

g Graup

Global Group
E R P

Sub Group Marme

IP Address

Sub Group {IP Group)
Group=IP>Tech>programming>Sub Group (IP Group)
Sub Group Details

prograrmming

tember IP

o

MAC Address

IP Range |102 108.202 6132

& fi02108202 5

[

r |255255 255 255 > |

Mermber MAC()

I00:33 46:97:24.07
00:34:45:99: 2311
I00:34:52:98:23.12

Fig. E:2-4 Sub Group (IP Group) window, view MAC Addresses

MAC addresses display in the Member MAC(s) list box in

the MAC Address frame.

If the sub-group has been completely defined, IP address
criteria was entered in the IP Address frame and saved in

this window.
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Add a MAC Address to an Individual Member

When using the mobile mode, the Individual IP’s Member

window is used for selecting the member’s MAC address for
inclusion in the sub-group.

- techwriter
wehalth

g NT
g Lpap

Fig. E:2-5 Member window with MAC Address

B HOME SYSTEM GROUP LIBRARY REPORTING HELP QUIT ‘
§0Up Member

E| ' ‘C;'”ba‘ Group Group>IP>Tech>engineer>Member

T B £ Maodify Individual Group Member

To add or modify member criteria, enter an I address andjor select a MAC address and click Modify,

IP Address

MAC Address IUU:U4:23:AE:22 D2 w
Modify

1. In the Modify Individual Group Member frame, select the
member’s MAC Address from the pull-down menu.

2. Click Modify to apply your changes.
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Upload MAC Address File for IP Group

A file containing multiple MAC addresses can be uploaded
to the master IP group using the Upload/Download IP
Profile window.

HOME S ST ER GROUP LIBRARY RERORTING HELFP auIT —

gfi Sraup Upload/Download IP Profile
Eem E Group>IP>tech>UploadDownload IP Profile

IP Profile Management

Upload File:

This text file upload is used ta define any IP or range of IPs or MAC, the filkering rules, and a redirect
block page, if one is desired. The filtering rules will owverride the R3000 default filkering rules only for
the IP or range of IPs or MAC, Overlapping definitions For IP ranges will cause unpredictable results,

Mote: The uploaded file will overwrite the existing profile and IP file. System will also remave time
profile and exception URL. Each entry of this file shauld contain an IP or IPfMask or IP-IP ar MAC, &
comma {, ) Followed by a space, then a rule {or definition of the rule). If a redirect block page is
desired, place another comma after the rule, then a space, followed by a redirected URL in plain text
Format, Filkering options can be specified by 2 comma after the redirected URL, a space, and then
the desired options, If quota is desired, append a semicalon ¢;) Followed by quota string.

Syntax: <name=, <IP or IP Mask or IP range or MAC S, <rule>{, <redirect URL>, <filtering
options=}H; <quota string}

Syntax: <name=, <IP or IP Mask or IP range or MAC, <Port filkering definition >, <Category
filkering definition =, <flag for traffic bypassifiter/block>{, <redirect URL:>, =filtering options=}{;
<quota string =}

Filtering options:

0x1 = Query Exception URL

0x2 = ¥-Strike option on

0x4 = GooglejYahoo! jask, comfAOL Safe Search Enforcement option on
0x100 = Search Engine Keyword option an

0x200 = Keyword in URL option on

Click here to see examples.

Upload File I Download File I

Fig. E:2-6 Master IP group’s Upload/Download IP Profile window

& WARNING: Any existing profiles will be overwritten by the
contents of the uploaded file.

If the end user has both an IP address and a MAC address,
each profile should be entered on a separate line in the file.

For example, if end user “tlind” has the IP address
150.100.30.2 and MAC address 00:04:21:AF:33:E1, the
following entries for that user’s profile would be made on
two separate lines in the master IP group’s profile file:

tlind,150.100.30.2,A,J CHAT R GPORN M 1,1, ,0x103
tlind, 00:04:21:AF:33:E1,A,J CHAT R GPORN M 1,1, ,0x103
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NOTE: For other examples of entries to include in the profile file,
go to http://www.marshal8e6.com/software/8e6/hip/
r3000help/files/2group_ipprofiles.html.

Troubleshoot MAC Addresses

When using the mobile mode, the Active Profile Lookup is
used for verifying whether an entity has an active filtering
profile for his/lher MAC address. This window also is used
for troubleshooting synchronization on "target" R3000
servers, to verify whether settings for user profiles match
the ones synced over from the "source" R3000 server.

HOME SYSTEM GROUP LIBRARY REPORTING HELF QuIT

[@5a ;
= =ystem Active Profile Lookup
- Cantrel System>Diagnostics>active Profile Lookup

User PMAC Address IDU:D3:12:AE 2503 Lookup I

Metwork
--dydministrakor

ostics
- dlert
Patch
- Synchronization
- Mode
Authentication
NI Mocle
--BackupfRestore
- Reset
-Radius Authentication Setting
SMMP
--Hardware Failure Detection
- Strikes Blocking
Wyarn Option Setting
-~ Customization
--CWC Management
--Guata Sefting

KT ——
Fig. E:2-7 Active Profile Lookup window with MAC Address

NOTE: See Active Profile Lookup window in Chapter 1: System
screen from the Global Administrator Section for information on
using the Active Profile Lookup window.
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Mobile Client Section

The Mobile Client Section of this user guide contains infor-
mation on how the Windows network administrator uses the
8e6 Mobile Client Windows Deployment Kit to install the 8e6
Mobile Client on the network, configure the Mobile Client via
the 8e6 Mobile Client Configuration Editor, deploy the
Mobile Client to Windows and Macintosh OS X end user
workstations, and uninstall the Mobile Client.

The 8e6 Mobile Client Windows Deployment Kit is
comprised of the following resources:

» Unconfigured packages containing the Mobile Client
software (the "distributor," 8e6client.msi for Windows,
and 8e6clientinstaller.mpkg.tar for Macintosh OS X)

» A tool for setting or modifying the configuration of the
Mobile Client packages (the configuration editor,
CfgClient.exe)

* An .msi package that can be assigned via Group Policy
to workstations to remove a previously-installed Mobile
Client package (the "remover," 8e6purge.msi)

* Online help instructions for configuring, deploying, and
removing the Mobile Client.

NOTE: The 8e6 Mobile Macintosh Deployment Kit should be
used in a “Macintosh only” environment. The unconfigured
8eébclientinstaller.mpkg.tar package in this kit contains Mobile
Client software for Macintosh OS X.
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Download and Install the Deployment Kit

To download the 8e6 Mobile Client Windows Deployment
Kit to your machine:

1. Insert the CD-ROM that was sent with your R3000 server
into your machine.

2. Open the 8e6MobileClient folder and find the .msi file for
the 8e6 Mobile Client application.

@_ NOTES: If you do not have this CD-ROM or the 8e6MobileClient
folder does not contain the .msi file, contact technical support.

If you have a “Macintosh only” environment, you will need to
download the Macintosh file from the 8e6MobileClient folder and
install it on your machine. If the 8e6MobileClient folder does not
contain the file for a “Macintosh only” environment, contact tech-
nical support.

3. Click the .msi file for the 8e6 Mobile Client application to
download that file to your Windows machine.

4. After the .msi file is downloaded to your machine, click
that file to launch the 8e6 Mobile Client Windows Deploy-
ment Kit Installation Wizard:

i 8e6 Mobile Client Windows Deployment Kit Setup =10 x]

Welcome to the 8e6 Mobile
Client Windows Deployment Kit
Installation Wizard

It iz strongly recommended that you exit all Windows programs
before unning this setup pragram.

Click. Cancel to guit the setup program, then cloge any programs
you have running. Click Mest to continue the installation.

WARMING: This program iz protected by copyright law and
international treaties

Unautharized repraduction or distribution of this program, ar ang
portion of it, may result in severe civil and criminal penalties, and
will be prosecuted to the maxzimum extent possible under law.

< Back | Mext > I Cancel |

Fig. E:3-1 Windows Deployment Kit Installation Wizard
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5. Click Next to proceed in specifying the Destination
Folder into which the downloaded file will be installed:

i'é‘a 8eb Mobile Client Windows Deployment Kit Sebup o =] |

Destination Folder
Select a folder where the application will be installed h A

N

The Wige Installation Wizard will install the files for 826 Mobile Client \Windows
Deplayment Kit in the following folder.

Toirstal inta a different folder, click the Browse button, and select anather folder
Y'ou can chooge not to install 826 Mobile Client ‘Windows Deployment Kit by clicking
Cancel to exit the Wise Installation 'Wizard.

Destination Folder
(E:\ngram Files'8e6 Technologies'Mabile Client Deplaymen... Browse | ‘

‘Wize Installation ‘Wizard [R]

< Back | Mext > I Cancel

Fig. E:3-2 Destination Folder step of wizard

6. Specify the destination folder to be used, and then click
Next to go to the page that confirms the installation
process is ready to begin:

i'\{‘“ 8eb Mobile Client Windows Deployment Kit Setup o [ 5

Ready to Install the Application
Click Mext to bagin installation h A

Click the Black button to reenter the installation information or click Cancel to exit
the wizard

Wise Installation “Wizard (R

< Back | Mext > I Cancel

Fig. E:3-3 Installation process ready to begin
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7. Click Next to begin the installation process:

i'fa 8eb Mobile Client Windows Deployment Kit Setup o ] |
Updating System
The features you selected are cumently being installed.
N

‘Wize Installation ‘Wizard [F]

Cancel

Fig. E:3-4 Installation process in progress

The following page displays when the installation
process is complete:

{& 8e6 Mobile Client Windows Deployment Kit Setup =101 x]

8e6 Mobile Client Windows
Deployment Kit has been
successfully installed.

— 2 Click the Finizh buttan to exit this installation

< Back | Finish I Canece|

Fig. E:3-5 Installation complete

8. Click Finish to close the wizard dialog box.
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Access the Mobile Client Configuration Editor

Once the 8e6 Mobile Client has been installed, the Mobile
Client Configuration Editor should be used for specifying
parameters to be used by the Mobile Client on your network.

The 8e6 Mobile Client Configuration Editor can be found at
Start > Programs > 8e6 Mobile Client Deployment Kit >
Mobile Client Configuration Editor:

.BEB Mobile Client Configuration Editor o ]

Filz Tools Help

—Metwork Settings
Mobile Filker hosk(s): I

s

Inkernal filker hostis): I

Proxy address or

host name: I Fort: I

I Precey. authentication requited:

Username: I
Password: I
Passuord: I

™| Block all URLs if Mobile Server cannot be found,

I™ | Force auto-reboot even it user is [zgged in during installation,

Fig. E:3-6 8e6 Mobile Client Configuration Editor

Upon first launching the Configuration Editor, all fields,
checkboxes, and buttons are deactivated.

To begin using the Configuration Editor, consult the help
topics at Start > Programs > 8e6 Mobile Client Deploy-
ment Kit > Online Help, or via the Help link in the Configu-
ration Editor. Or, refer to the instructions in this appendix.
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Select the Package: Windows or Macintosh OS X
1. In the Mobile Client Configuration Editor pop-up window,

select File > Open... to open the Open dialog box:

open 21|
ook in; ty Documenl ts - - -
[=] H «®ckE

|2 Adobe

|5 AdobestockPhotos
{2 Corel User Files
|5 Links

[C2)My eBooks

Aty wusic
|25 My PaperPart Documents
My Pictures
My Videos
Updater
Beficlient.msi
@Ee&chentlnsta\ler.mpkg‘tar
Befpurge.msi

5 File name: I | Open |
= Cancel

Files of type: IInslaIIatinn Redistributables{" msi, * tar)

Fig. E:3-7 Open dialog box

. Select the file to be configured, based on the end users’

type of machine:

+ 8ebclient.msi - for Windows machines

» 8eb6clientinstaller.mpkg.tar - for Macintosh OS X
machines

. Click Open to load the specified file. As a result of this

action, the path and filename of the opened package
displays at the bottom of the window, and some fields
and checkboxes now become activated, including the
Proxy address or host name and Port fields, and the
“Proxy authentication required” and “Block all URLs if
Mobile Server cannot be found checkboxes.”—the latter
which is populated with a check mark. For Windows, the
“Force auto-reboot even if user is logged in during instal-
lation.” checkbox also is activated. This checkbox
displays greyed-out for Macintosh packages.
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.8&6 Mobile Client Configuration Editor

File Tools Help

=10l x]

—Metwark Settings
Mabhile filter hostis): I

Inkernal filter hostis): I

Proxy address or I Part: I
host name: ’

I Procey authentication reaquired:

Username: I
Passwiord: I
Password: I

[+ Black all URLs if Mabile Server cannat be Faund,

I Force auto-rebont even iF user is lngged in during installation.

Package loaded: C:\Documents and SettingsidotaiMy Documentsietclient. msi | Windows

Fig. E:3-8 Windows package opened

.8&6 Mobile Client Configuration Editor

File Tools Help

=10l x]

—Metwark Settings
Mabhile filter hostis): I

Inkernal filter hostis): I

Al

Proxy address or I Part: I
host name: ’

I Procey authentication reaquired:

Username: I
Passwiord: I
Password: I

[+ Black all URLs if Mabile Server cannat be Faund,

I™ | Force autn-rebont even iF user s logged in during installation.

Package loaded: C:\Documents and SettingsidotaiMy Documents\SetclientInstaller. mpkig. tar

| Apple Mac

Fig. E:3-9 Macintosh package opened
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Configure the Mobile Client for Deployment

NOTE: Before exiting the 8e6 Mobile Client Configuration Editor,
be sure to go to File > Save as... to save your entries.

Add, remove mobile R3000

1.

Click the ellipses (...) button to the right of the Mobile
filter host(s) field to open the Add/Remove Mobile Filter
Host(s) dialog box:

Add/Remove Mobile Filter Host{s) 5'
IP o Host Name: IQUD.1SD.1UD.EU Part: |443 Add
logao.comn: 443
Hosts: Delete |
Cancel | oK

Fig. E:3-10 Add/Remove Mobile Filter Host(s)

. Inthe IP or Host Name field, enter the public IP address

or hostname of your mobile filter host.

. By default, 443 displays in the Port field and should not

be modified unless the server is on another port.

. Click Add to include the entry in the list box below.

After entering each mobile R3000, click OK to close the
dialog box and to display your entries in the Mobile filter
host(s) field of the 8e6 Mobile Client Configuration Editor.

NOTE: To remove a mobile R3000, select the entry from the
Hosts list box, and then click Delete.
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Add, remove internal R3000

1. Click the ellipses (...) button to the right of the Internal
filter host(s) field to open the Add/Remove Internal Filter
Host(s) dialog box:

Add/Remove Internal Filter Host{s) |
IF ar Host Marme: ||09088f\'ef-00m Port: IE‘I Add
100.10.10.10:81
Hosts: Delete |
Cancel | oK

Fig. E:3-11 Add/Remove Internal Filter Host(s)
2. Inthe IP or Host Name field, enter the public IP address
or hostname of your internal filter host.

3. By default, 81 displays in the Port field and should not be
modified unless the R3000 is using a different port.

4. Click Add to include the entry in the list box below.

5. After entering each internal R3000, click OK to close the
dialog box and to display your entries in the Internal filter
host(s) field of the 8e6 Mobile Client Configuration Editor.

NOTE: To remove an internal R3000, select the entry from the
Hosts list box, and then click Delete.
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Add proxy address or host name

1. If your organization is using a proxy server on the
network, in the Proxy address or host name field, enter
the IP address or host name of your proxy server.

2. In the Port field, enter the port number for this proxy
server:

.8&6 Mobile Client Configuration Editor i =] 4|

File Tools Help

—Metwork Settings
Mabils Filker hast(s): | loge, comis3,

Internal filker host(s): I 100.10.10.10:81 logoserver .com:E1,

Prowy address or Ilogoproxyserver.com Part; I 3128
hiost name:

I Proxy authentication required:

Username: I
Passward: I
Password: I

[V Black all URLS if Mokbile Server cannat be found.

™ Force auto-rehoot even if user is logged in during installation,

Package loaded: C:\Documents and SettingsidotalMy DocumentsiSetdient.msi | Windows

Fig. E:3-12 Proxy address fields

3. If authentication is required for the Mobile Client to
communicate with this proxy server, do the following:

a. Click the “Proxy authentication required” checkbox;
this action activates the Username and Password
fields.

b. Enter the proxy server Username.
c. Enter the proxy server Password twice:
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.Beﬁ Mobile Client Configuration Editor o ] 4
File Tools Help
—Metwork Settings
Mobile: Filker host(s): I loga. cam; 443, .
Internal filker host(s): I 100.10,10,10:51 lagoserver com:&1,
Provy address or I logoprosyserver . com Park: I 3128
host narne:

¥ Proxy authentication required:

Username: I tjoness7
Password: I okttt
Password: I btk

[V Block all URLS if Mobile Server cannat be found.

¥ Force auto-reboot even if user is logged in during installation,

Package loaded: C:\Documents and Settingsdokalfy Documents|Setclient.msi | Windows

Fig. E:3-13 Proxy address fields populated

Option: Block all URLs if filter cannot be found

The “Block all URLSs if filter cannot be found” checkbox is
checked by default. This setting indicates that if the Mobile
Client cannot detect the mobile R3000, all URLs requested
by the end user will be blocked.

Uncheck this box if the end user’s workstation should be
permitted unrestricted Internet access when the mobile
R3000 is unavailable.

ﬁh WARNING: By deselecting this option, technically savvy end
users may bypass filtering permanently by disrupting communica-
tions between the workstation and the mobile R3000.
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Windows option: Force reboot with user logged in

Normally, the Mobile Client is installed during the worksta-
tion boot cycle when the Windows Group Policy manager
runs a software assignment policy. However, if another
mechanism is used to deploy the installation, the end user
may be logged in at the time of the installation and thus will
be presented with a reboot prompt.

By checking the “Force auto-reboot even if user is logged in
during installation” checkbox, the reboot prompt is
suppressed and an immediate reboot of the workstation is
forced, thus ensuring the Mobile Client will be loaded and
active as soon as possible.

NOTE: The forced reboot option does not provide the end user
with an opportunity to save files and close applications.

Save settings

Select File > Save as... and choose a filename, or select
“Bebclient.msi” or “8e6clientinstaller.mpkg.tar” to overwrite
the original file.
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Mobile Client Deployment to Windows Computers

Deployment to a group

The modified 8e6client.msi file is distributed to multiple
Windows workstations using Windows Group Policy by
creating a Group Policy Object (GPO) that assigns this soft-
ware to the required computers on the network.

NOTE: The procedure suggested below presumes that you are
using the free add-on Group Policy Management Console
(GPMC) provided by Microsoft.

1. Make the distribution .msi file available to the target
workstations on a network share (e.g. \\{server-
name}\8e6MobileClient\8e6client.msi) .

2. Create a new Group Policy Object (GPO):

a. in the GPMC, select Group Policy Management >
Forest > Domains > {domain name} > Group Policy
Objects.

b. Right-click and choose "New", then create a name for
the policy (suggested name: "8e6 Mobile Client
Deployment"). Click OK.

c. In the Group Policy Object Editor, open the {policy
name} > Computer Configuration > Software
Settings > Software installation node.

d. Click the right panel and choose New > Package.
Navigate to the distribution .msi file you shared in step
1, and then click “Open”. When prompted, select
"Assigned" for the deployment method. Click OK.

e. Right-click the new package and choose Properties >
Deployment, and then check the "Uninstall this appli-
cation when it falls out of the scope of management"
box. Click OK.

f. Close the Group Policy Object Editor.
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3. Link the new policy:

a. In the GPMC, select the domain or organizational unit
for which the policy should be applied.

b. Right-click, choose "Link an existing GPO", and then
select the new policy you created in step 2. Click OK.

c. Right-click the new policy in the tree, and then deselect
the "Link Enabled" menu checkmark. (The link will be
re-enabled later in this procedure.)

. Create a filter for the policy:

A GPO filter limits the scope of the policy so that the
Mobile Client is only installed on the appropriate
computers. For example, you may want to install it on all
workstations but not servers. There are two types of
filters: Security filters and WMI filters.

To create a Security filter:

a. Select the new policy link. Note the "Security Filtering"
section in the Scope panel to the right.

b. Click "Authenticated Users" and then "Remove".

c. Click "Add...", and then click "Object Types". Check the
"Computers" type and uncheck the "Users" type. Click
OK.

d. Enter the names of all the computers to receive the
Mobile Client installation, separated by semicolons.
(Alternatively, you can select a User or Computer
group created previously—details of group creation
are beyond the scope of this procedure. Click OK.

To create a WMI filter:

WNMI filters are capable of applying very sophisticated
selection criteria to set the scope of a policy. See
Microsoft Knowledgebase article #555253 for details on
creating WMI filters: http://support.microsoft.com/kb/
555253
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5. Enable the policy link:

Return to the new policy link in the GPMC for the target
domain or Organizational Unit, right-click, and then
choose "Link Enabled".

6. Test the deployment:

a. Select one of the workstations within the scope of the
policy and refresh its policies by running gpup-
date.exe.

NOTE: By default, Windows periodically refreshes the group
policy automatically. Using gpupdate allows you to force an
immediate refresh for test purposes—this is not something all
users on the network should be required to do.

b. Reboot the workstation and log in.

NOTE: In some cases involving Windows XP workstations, it may
be necessary to reboot twice for Group Policy processing to
occur.

c. Verify the Mobile Client is blocking access to unautho-
rized Web sites, and is allowing access to other sites.
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Installation on a single computer

The 8e6 Mobile Client is manually installed on an single
Windows workstation by following these procedures:

1. Go to the folder in which the modified 8e6client.msi file
was downloaded, and click the .msi file icon to launch the
automatic installation process on the current workstation:

8eb Mobile Client Distributor

Fig. E:3-14 Begin Mobile Client installation

After the application has been installed, the workstation
automatically shuts down and restarts if the “Force auto-
reboot even if user is logged in during installation” option
was specified. If this option was not selected, a dialog
box opens asking if you wish to complete the installation
process now or later:

8e6 Mobile Client Distributor x|

The installer must restark your system before
configuration of Bef Mobile Client Distributor can
continue. Click v'es to restart now or Mo if you plan ta
ranually restart later.

Yes Ma |

Fig. E:3-15 Finish installation process

2. To complete the installation process now, save any appli-

cations—if necessary, and then click Yes to shut down
and restart the computer. Or, click No to complete the
installation process later.
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Mobile Client Removal from Computers

Uninstallation from a Windows group

If the Group Policy that was used for installing the Mobile
Client on workstations is removed, the Mobile Client will still
remain installed on target workstations. In order to use the
Group Policy framework to uninstall the Mobile Client, the
Mobile Client Remover (8e6purge.msi) must be deployed
using the Group Policy, just as the installer was deployed.
Follow the instructions for deploying the Mobile Client, but
substitute 8e6purge.msi as the package to be deployed.
When the Remover is deployed on the workstation, the
Mobile Client will be uninstalled from end users’ machines.

[‘% NOTE: The Remover does not require configuration prior to distri-
bution.

You will probably want to change the name of the policy
(e.g. "Remove 8e6 Mobile Client"). Once the new policy has
been processed on all target machines and the Mobile
Client has been removed, you can delete or unlink the
removal policy with GPMC.

Uninstallation from an individual computer

The Mobile Client can be removed from individual Windows
or Macintosh OS X workstations.

To remove the Mobile Client from a Windows computer,
follow these procedures:

1. On the Windows workstation that needs to have the
Mobile Client removed, go to the taskbar and do the
following, based on the type of Windows operating
system:

* Windows Vista: Start icon > Control Panel >
Programs: Uninstall a program
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* Windows XP: Start > Control Panel > Add or
Remove Programs

* Windows 2000: Start > Settings > Control Panel >
Add/Remove Programs

2. Find the 8e6 Mobile Client program and click Remove in
Windows XP, and Change/Remove in Windows 2000 to
open the Uninstall 8e6 Mobile Client dialog box:

Uninstall 826 Mobile Client x|

This application is part of your organizations Internet security policy and provides Internet filtering. Attempts ta
circumyvent this software may lead ko a loss of Internet connectivity,

Due to its secure nature this application requires a password priar ta uninstallation. This passwaord can be obtained
From the administrator of your Internet filter,

Click UININSTALL ko cantinue.

@ UMINSTALL I CAMCEL |

Fig. E:3-16 Uninstall 8e6 Mobile Client dialog box

3. Click UNINSTALL to close the Uninstall 8e6 Mobile
Client dialog box, and to open the Uninstall dialog box:

uninstall x|

To uninstall this application please contact your arganizations Internet Filtering
adminiztrator and provide the D number given below. ‘You cannot proceed with the
removal of thiz software without a key.

Key: I
oK. I Cancel |
Fig. E:3-17 Second Uninstall dialog box

4. Copy the eight-digit number displayed in the ID field. In
this example: 23526528
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5. Access the 8e6 Mobile Client Configuration Editor, and
go to Tools > Create uninstall key... to open the Create
Uninstall Key pop-up window:

Create Uninstall Key x|

This feature generates individual uninstall keys For workstations. “When the user
attempts to uninstall the Mobile Client, they are provided with a machine ID and
prompted For an uninstall key, Enter their machine ID here to produce the uninstall
key.

When you click "Generate”, the resulting uninstall key is automatically copied
ko the Windows clipboard.

Machine ID: I 23526525
Uninskall key: I

Close

Fig. E:3-18 Generate a key

In the Machine ID field, enter or paste the eight-digit ID
number from the Uninstall dialog box. In this example:
23526528

6. Click the Generate button to display the generated six-
character Uninstall key:

Create Uninstall Key x|

This feature generates individual uninstall keys For workstations, When the user
attempts ko uninstall the Mobile Client, they are provided with a machine ID and
prompted For an uninstall key. Enter their machine ID here to praduce the uninstall
ke,

‘When you click "Generate", the resuling uninstall key is automatically copied
ko the Windows clipbaard.

Machine 10 23526525
Uninstall key: I 0d72dd

Close:

Fig. E:3-19 Generate a key

Copy this Uninstall key. In this example: 0d72dd

NOTE: Click Close to close the Create Uninstall Key pop-up
window.
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7. Access the Uninstall dialog box again, and enter the
generated password key in the Key field. In this example:
0d72dd

uninstall x|

To uninstall this application please contact your organizations Internet Filtering
administrator and provide the 1D number given below. You cannot proceed with the
removal of thiz software without a key.

8 |2352552B

Key: IDd?2dd

QK. I Cancel |
Fig. E:3-20 Uninstall the Mobile Client

8. Click OK to begin the uninstallation process. When the
Mobile Client has been uninstalled, a message displays
asking you to restart the machine:

™ 5e6 Mobile Client X|

8eb Mobile Client has been remaoved from your spstern. Pleaze close all
other applications and press restart to reboot your computer.

Fig. E:3-21 Restart message

9. Click Restart to restart the machine.

532 8e6 TecHNoLoaIEs, R3000 INTERNET FILTER User GuUIDE



APPENDICES SECTION APPENDIX F

Appendix F

Configuring the R3000 for ER Reporting

When configuring the R3000 to be used with an ER unit, the
following procedures must be completed in order for the ER
to receive logs from the R3000.

Entries in the R3000 Administrator console

1. Choose Reporting > Report Configuration to display the
Report Configuration window.

2. Click the “8e6 Enterprise Reporter’ checkbox to display
the 8e6 Enterprise Reporter tab:

HOME SYSTEM GROUP LIBRARY REFORTING HELF QUIT

Reort Report Configuration
Corfiguration Report>Report Configuration

Export [v 5 Erterorise Reporter [ Other Device
@ef Enterprise Reporter | Log|

Loy File Transfer Configuration
Remote Server

1.2.3.6

Server: Add
Remove

Initiating Log Transfer
Click the button to initizte iog fransfer now. Initiate

Fig. F-1 Report Configuration window, ER tab

3. In the Log File Transfer Configuration frame, enter the
LAN 1 IP address assigned to the ER Server, and then
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click Add to include this IP address in the Remote Server

list box.

NOTE: To remove an IP address from the list box, select it and
click Remove.

4. After the ER has been configured, and logs have been

transferred from the R3000 to the ER, click the Log tab to
view transfer activity.

lines of transfer activity in the View Log frame.

o HOME

NOTE: It is recommended you wait one to two hours after the
initial configuration so sufficient data is available for viewing.

SYSTEM GROUP LIBRARY REFORTING HELP QuIT

5. On the Log tab, click View Log to view up to the last 300

“Shadow Log Farmat

Report Configuration
Report>Report Configuration

Export [¥ Bsé Enterprice Reparter [~ Other Device

86 Enterprise Reporter  Log |
View Log
Orly show the last 300 lines
=hadow, log. 003048511EC4, 060707085959 =]

Thu Aug 24 10:00:09 2006 (7781) Success to receive
comwand - PUT shadow. log.003045511BC4. 060707085353

Thu Aug 24 10:00:09 2006 (7781) Success to receive
cormand - PUT info.shadow. log.0030483511BC4.060707055950
Thu Aug 24 10:00:09 2006(7781) put

shadow. log.003045511EC4. 060707095959

Thu iug 24 10:00:09 2006 (7781) Success Lo receive
comwand - PUT shadow. log.0030458511BC4, 060707085959

Thu Aug 24 10:00:09 2006 (7781) Success to receive
comwand - PUT info.shadow. loy.003045511BC4.060707095353
Thu Aug 24 10:00:09 2006 (7781) Successfully frp files!
Thu Aug 24 10:00:09 2006 (7781) RREftployg finished.

=
iess Log

Fig. F-2 Report Configuration window, Log tab
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Entries in the ER Administrator console

To see if log files have transferred:
1. Access the ER’s Administrator console.

2. From the Database pull-down menu, choose Tools to
display the Tools screen.

3. From the Database Status menu, choose File Watch Log.

4. Click View to open the File Watch Status pop-up box. If
logs are being transferred, you will see an entry that
includes the date, time, and IMPORTING:
shadow.log.machine1. Once you see an entry, reporting
information will be available one hour after the timestamp
of the import listing.

@ NOTE: Transfers occur each hour.
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Appendix G

RAID Maintenance

This appendix pertains to R3000 “H”, “SL”, and “HL” servers
and is divided into three parts: Hardware Components,
Server Interface, and Troubleshooting—in the event of a
failure in one of the drives, power supplies, or fans.

NOTE: As part of the ongoing maintenance procedure for your
RAID server, 8e6 recommends that you always have a spare
drive and spare power supply on hand.

Contact 8e6 Technical Support for replacement hard drives
and power supplies.

Part 1: Hardware Components

The R3000 “H”, “SL”, and “HL” RAID server contains two
hard drives, two power supplies, and five sets of dual
cooling fans (10 in total). These components are depicted in
the diagram below:

FOWER
SUFFLES
STSTEM
WO THERBOARD

CODOLING FANS

HD @ HD @

Fig. G-1 R3000 RAID Server components
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Part 2: Server Interface

LED indicators in SL and HL units

On an “SL” and “HL” unit, the following LED indicators for
software and hardware status monitoring display on the left
side of the front panel:

(O FLTR
O LIBR
(O RAID
O upDT

* FLTR = Filtering Status

» LIBR = Library Update Status

* RAID = Hard Drive Status

* UPDT = Software Update Status
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LED Indicator Chart

Below is a chart of LED indicators in the “SL” and “HL” unit:

LED e e
. Color | Condition | Description
Indicator
FLTR Green On Filtering traffic
Amber On Library being uploaded or
one or more processes
being started
Red On Not filtering traffic
LIBR Green On Library updated within the
past two days or less
Amber On Library updated more
than two days ago, but
within the past three days
Red On Library updated more
than three days ago
RAID Green On RAID mode enabled and
running
-- Off RAID mode is inactive
Red On Hard drive fault or failure
UPDT Amber On Software update detected
- Off No software update
detected

538
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Front control panels on H, SL, and HL units

Control panel buttons, icons, and LED indicators display on
the right side of the front panel. The buttons let you perform
a function on the unit, while an LED indicator corresponding
to an icon alerts you to the status of that feature on the unit.

mw@© 4 & & 8 /7
800000

But/ton \LED “H” chassis front panel
£ A& 0 A
O O O O O reser
2zz33
8 9 3 “SL” chassis front panel
mO 4 & & 8
ONORORONORO®
TEEER:
v 8 9 A “HL” chassis front panel

The buttons and LED indicators for the depicted icons func-
tion as follows:

/,/f‘\\\\ UID (button) — On an “H” or “HL” server, when the
( l-\\:jl ; UID button is pressed, a steady blue LED displays
=" on both the front and rear of the chassis (see also
Rear of chassis). These indicators are used for
easy location of the chassis in a large stack config-
uration. The LED remains on until the button is
pressed a second time.
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‘ E \
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Overheat/Fan Fail (icon) — This LED is unlit
unless the chassis is overheated. A flashing red
LED indicates a fan failure. A steady red LED (on
and not flashing) indicates an overheating condi-
tion, which may be caused by cables obstructing
the airflow in the system or the ambient room tem-
perature being too warm.

NIC2 (icon) — A flashing green LED indicates net-
work activity on LAN2. The LED is a steady green
with link connectivity, and unlit if there with no link
connectivity.

NIC1 (icon) — A flashing green LED indicates net-
work activity on LAN1. The LED is a steady green
with link connectivity, and unlit if there with no link
connectivity.

HDD (icon) — In addition to displaying in the control

] panel, this icon also displays on the front panel on

each hard drive carrier. Hard drive activity is indi-
cated by a green LED on an “H” or “HL” server,
and by an amber LED on an “SL” server. An unlit
LED on a drive carrier may indicate a hard drive
failure. (See Hard drive failure in the Troubleshoot-
ing sub-section for information on detecting a hard
drive failure and resolving this problem.)

Power (icon) — The LED is unlit when the server is

- turned off. A steady green LED indicates power is

being supplied to the unit’s power supplies. (See
also Rear of chassis.) (See Power supply failure in
the Troubleshooting sub-section for information on
detecting a power supply failure and resolving this
problem.)

Power (button) — When the power button is
pressed, the main power to the server is turned on.
When the power button is pressed again, the main
power to the server is removed but standby power
is still supplied to the server.
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Rear panels on H and HL units

UID (LED indicator) — On the rear of the “H” or “HL” chassis,
to the left of the power supplies, a steady blue UID LED indi-
cator displays when the UID button on the control panel is
pressed. This LED remains lit until the UID button is pressed
again.

VGA Port Button/LED

Power Supplies (LED indicators) — The power supplies are
located at the right on the rear of the chassis. An LED indi-
cator is located above each of the power plugs. (See Power
supply failure in the Troubleshooting sub-section for infor-
mation on detecting a power supply failure and resolving
this problem.)

Power Supplies

Power Plug Power Plug
‘ LED
11 NG = KT~ TAkalpie 3
1118 == i_! b e P

8e6 TecHNoLoGlEs, R3000 INTERNET FILTER User GuiDE 541



APPENDICES SECTION APPENDIX G

542

Part 3: Troubleshooting

The text in this section explains how the server alerts the
administrator to a failed component, and what to do in the
event of a failure.

Hard drive failure

Step 1: Review the notification email

If a hard drive fails, a notification email is sent to the admin-
istrator of the server. This email identifies the failed hard
drive by its number (HD 1 or HD 2). Upon receiving this
alert, the administrator should verify the status of the drives
by first going to the Hardware Failure Detection window in
the Administrator console.

& WARNING: Do not attempt to remove any of the drives from the

unit at this time. Verification of the failed drive should first be
made in the Administrator console before proceeding, as data on
the server will be lost in the event that the wrong drive is removed
from the unit.
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Step 2: Verify the failed drive in the Admin console

The Hardware Failure Detection window in the Adminis-
trator console is accessible via the System > Hardware
Failure Detection menu selection:

i HOME SYSTEM GROUP LIBRARY REFORTING HELF QuIT

ﬁ System

- Control

- Metarork
Administratar

Hardware Failure Detection
System>Hardware Failure Detection

HD1: 0K
-SECUNe Logan HD Z: FAIL
- Disgnostics
Blert
-Patch

- Synchronization
POWER

Mode SUPPLIES
- ALthertication STSTEM
NG Mode B - OOARY 1. Identiy the failed diive based on the
- Backup/Restare information provided on the GU|
Reset
- Radius Authentication Setting
- EMMP

r

Replace the failed drive with your spare
replacement drive

lardware Failure Detection
-3 Strikes Blocking
~~¥arh Option Setting COOLING FANS
-Customization
CMC Managemernt |
-guota Setting

i

Click on the "Rebuild” button on the GUI

=

To return a failed drive to Se6 or to order
additional replacement drives, please
" call 886 Technical Support

HD @ Rebuild

T I— |
Fig. G-2 Hardware Failure Detection window

The Hardware Failure Detection window displays the
current RAID Array Status for the two hard drives (HD 1 and
HD 2) at the right side of the window.

Normally, when both hard drives are functioning without
failure, the text “OK” displays to the right of the hard drive
number, and no other text displays in the window.

However, if a hard drive has failed, the message “FAIL”
displays to the right of the hard drive number.

Before taking any action in this window, proceed to Step 3.
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Step 3: Replace the failed hard drive

After verifying the failed hard drive in the Administrator
console, go to the server to replace the drive.

Hard Drive lcon

Carrier Release Button

Press the red release button to release the handle on the
carrier, and then extend the handle fully and pull the carrier
out towards you. Replace the failed drive with your spare
replacement drive.

Release Button

NOTE: Contact Technical Support if you have any questions
about replacing a failed hard drive.
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Step 4: Rebuild the hard drive

Once the failed hard drive has been replaced, return to the
Hardware Failure Detection window in the Administrator
console, and click Rebuild to proceed with the rebuild
process.

& WARNING: When the RAID array reconstruction process begins,
the Administrator console will close and the hard drive will
become inaccessible.

Step 5: Contact Technical Support

Contact Technical Support to order a new replacement hard
drive and for instructions on returning your failed hard drive
to 8e6.

Power supply failure

Step 1: Identify the failed power supply

The administrator of the server is alerted to a power supply
failure on the chassis by an audible alarm and an amber
power supply LED—or an unlit LED—on the front and rear
of the chassis.

NOTE: A steady amber power supply LED also may indicate a
disconnected or loose power supply cord. Verify that the power
supply cord is plugged in completely before removing a power

supply.

WARNING: Be sure the correct failed power supply has been
identified. Removing the wrong power supply will cause the
system to crash.

Step 2: Unplug the power cord

To prevent electrical shock to yourself and damage to the
unit, unplug the power cord from the failed power supply.
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Step 3: Replace the failed power supply

Remove the failed power supply by locating the red release
tab (1) and pushing it to the right (2), then lifting the curved
metal handle and pulling the power supply module towards
you (3).

Note that an audible alarm sounds and the LED is unlit
when the power supply is disengaged. Replace the failed
power supply with your spare replacement power supply.
The alarm will turn off and the LED will be a steady green
when the replacement power supply is securely locked in
place.

Step 4: Contact Technical Support

Contact Technical Support to order a new replacement
power supply and for instructions on returning your failed
power supply to 8e6.
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Fan failure

Identify a fan failure

A flashing red LED indicates a fan failure. If this displays on
your unit, contact Technical Support for an RMA (Return
Merchandise Authorization) number and for instructions on
returning the unit to 8e6.

A steady red LED (on and not flashing) indicates an over-
heating condition, which may be caused by cables
obstructing the airflow in the system or the ambient room
temperature being too warm. Check the routing of the
cables and make sure all fans are present and operating
normally. The LED will remain steady as long as the over-
heating condition exists.
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Appendix H

Glossary

This glossary includes definitions for terminology used in
this user guide.

8e6 supplied category - A library category that was
created by 8e6, and includes a list of URLs, URL keywords,
and search engine keywords to be blocked.

always allowed - A filter category or port given this desig-
nation will be included in the white list.

block setting - A setting assigned to a service port or library
category when creating a rule, or when setting up a filtering
profile or the minimum filtering level. If an item is given a
block setting, users will be denied access to it.

custom category - A unique library category that is created
by an administrator, and can include URLs, URL keywords,
and search engine keywords to be blocked. Group adminis-
trators create and manage custom library categories for
their own group.

filter setting - A setting made for a service port. A service
port with a filter setting uses filter settings created for library
categories (block, open, or always allow settings) to deter-
mine whether users should be denied or allowed access to
that port.

firewall mode - An R3000 set up in the firewall mode will
filter all requests. If the request is appropriate, the original
packet will pass unchanged. If the request is inappropriate,
the original packet will be blocked from being routed
through.

global administrator - An authorized administrator of the
network who maintains all aspects of the R3000, except for
managing master IP groups and their members, and their
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associated filtering profiles. The global administrator config-
ures the R3000, sets up master IP groups, and performs
routine maintenance on the server.

group administrator - An authorized administrator of the
network who maintains a master IP group, setting up and
managing members within that group. This administrator

also adds and maintains customized library categories for
the group.

group name - The name of a group set up for a domain on
an NT server. For example: “production” or “sales”.

individual IP member - An entity of a master IP group with
a single IP address.

instant messaging - IM involves direct connections
between workstations either locally or across the Internet.
Using this feature of the R3000, groups and/or individual
client machines can be set up to block the use of IM
services specified in the library category.

invisible mode - An R3000 set up in the invisible mode will
filter all connections on the Ethernet between client PCs and
the Internet, without stopping each IP packet on the same
Ethernet segment. The unit will only intercept a session if an
inappropriate request was submitted by a client.

keyword - A word or term used for accessing Internet
content. A keyword can be part of a URL address or it can
be a search term. An example of a URL keyword is the word
“essex” in http://www.essex.com. An example of a search
engine keyword is the entry “essex”.

library category - A list of URLs, URL keywords, and
search engine keywords set up to be blocked.

LDAP - One of two authentication method protocols used by
the R3000. Lightweight Directory Access Protocol (LDAP) is
a directory service protocol based on entries (Distinguished
Names).
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machine name - Pertains to the name of the user’s work-
station machine (computer).

master IP group - An IP group set up in the tree menu in
the Group section of the console, comprised of sub-groups
and/or individual IP filtering profiles.

master list - A list of additional URLs that is uploaded to a
custom category’s URLs window.

minimum filtering level - A set of library categories and
service ports defined at the global level to be blocked or
opened. If the minimum filtering level is established, it is
applied in conjunction with a user’s filtering profile. If a user
does not belong to a group, or the user’s group does not
have a filtering profile, the default (global) filtering profile is
used, and the minimum filtering level does not apply to that
user.

mobile mode - The operations mode used on an R3000
configured for filtering end users on machines located
outside of the in-house network.

name resolution - A process that occurs when the R3000
attempts to resolve the IP address of the authentication
server with the machine name of that server. This contin-
uous and regulated automated procedure ensures the
connection between the two servers is maintained.

net use - A command that is used for connecting a
computer to—or disconnecting a computer from—a shared
resource, or displaying information about computer connec-
tions. The command also controls persistent net connec-
tions.

NetBIOS - Network Basic Input Output System is an appli-
cation programming interface (API) that augments the DOS
BIOS by adding special functions to local-area networks
(LANs). Almost all LANs for PCs are based on the NetBIOS.
NetBIOS relies on a message format called Server
Message Block (SMB).
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Network Address Translation (NAT) - Allows a single real
IP address to be used by multiple PCs or servers. This is
accomplished via a creative translation of inside “fake” IP
addresses into outside real IP addresses.

open setting - A setting assigned to a service port or library
category when creating a rule, or when setting up a filtering
profile or the minimum filtering level. If an item is given an
open (pass) setting, users will have access to it.

override account - An account created by the global group
administrator or the group administrator to give an autho-
rized user the ability to access Internet content blocked at
the global level or the group level.

PDC - A Primary Domain Controller functions as the authen-
tication server on a Windows NT domain. This server main-
tains the master copy of the directory database used for vali-
dating users.

peer-to-peer - P2P involves communication between
computing devices—desktops, servers, and other smart
devices—that are linked directly to each other. Using this
feature of the R3000, groups and/or individual client
machines can be set up to block the use of P2P services
specified in the library category.

profile string - The string of characters that define a
filtering profile. A profile string can consist of the following
components: category codes, service port numbers, and
redirect URL.

protocol - A type of format for transmitting data between
two devices. LDAP and SMB are types of authentication
method protocols.

proxy server - An appliance or software that accesses the
Internet for the user’s client PC. When a client PC submits a
request for a Web page, the proxy server accesses the page
from the Internet and sends it to the client. A proxy server
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may be used for security reasons or in conjunciton with
caching for bandwidth and performance reasons.

quota - The number of minutes configured for a passed
library category in an end user’s profile that lets him/her
access URLs for a specified time before being blocked from
further access to that category

Radius - This feature is used for controlling the filtering
levels of dial-up users. The Radius accounting server deter-
mines which accounts will be filtered and how they will be
filtered. The user profile in the Radius accounting server
holds the filter definition for the user.

Real Time Probe - On the R3000, this tool is used for moni-
toring the Internet activity of specified users in real time. The
report generated by the probe lets the administrator know
whether end users are using the Internet appropriately.

router mode - An R3000 set up in the router mode will act
as an Ethernet router, filtering IP packets as they pass from
one card to another. While all original packets from client
PCs are allowed to pass, if the R3000 determines that a
request is inappropriate, a block page is returned to the
client to replace the actual requested Web page or service.

rule - A filtering component comprised of library categories
set up to be blocked, opened, or always allowed. Each rule
created by the global administrator is assigned a number
and a name that should be indicative of its theme. Rules are
used when creating filtering profiles for entities on the
network.

search engine - A program that searches Web pages for
specified keywords and returns a list of the pages or
services where the keywords were found.

service port - Service ports can be set up to blocked.
Examples of these ports include File Transfer Protocol
(FTP), Hyper Text Transfer Protocol (HTTP), Network News
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Transfer Protocol (NNTP), Secured HTTP Transmission
(HTTPS), and Other ports such as Secure Shell (SSH).

SMTP - Simple Mail Transfer Protocol is used for transfer-
ring email messages between servers.

SNMP - For the R3000, a Simple Network Management
Protocol is a third party product used for monitoring and
managing the working status of the R3000’s filtering on a
network.

sub-group - An entity of a master IP group with an associ-
ated member IP address, and filtering profile.

synchronization - A process by which two or more
machines run in parallel to each other. User filtering profiles
and library configurations can be set up to be synchronized
between multiple R3000 servers. The clock on the R3000
server can be set up to be synchronized with a server on the
Internet running Network Time Protocol (NTP) software.

time profile - A customized filtering profile set up to be
effective at a specified time period for designated users.

Traveler - 8e6’s executable program that downloads
updates to your R3000 on demand or at a scheduled time.

URL - An abbreviation for Uniform Resource Locator, the
global address of Web pages and other resources on the
Internet. A URL is comprised of two parts. The first part of
the address specifies which protocol to use (such as "http").
The second part specifies the IP address or the domain
name where the resource is located (such as
“203.15.47.23” or "8e6.com").

virtual IP address - The IP address used for communi-
cating with all users who log on the network.

VLAN - Virtual Local Area Network is a network of
computers that may be located on different segments of a
LAN but communicate as if they were on the same physical
LAN segment.
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warn setting - A setting assigned to a library category or
uncategorized URLs when creating a rule, or when setting
up a filtering profile. This designation indicates URLs in the
library category or uncategorized URLs may potentially be
in opposition to the organization’s policies, and are flagged
with a warning message that displays for the end user if a

URL from that library category or an uncategorized URL is
requested.

white list - A list of approved library categories for a speci-
fied entity’s filtering profile.
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Sub Group Profile window 421
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sub-topic 62
terminology 7
synchronization 151
backup procedures 48
definition 553
delays 42
overview 37
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