M86 Web Filter

USER GUIDE

Models: HL, SL, MSA / Software Version: 4.2.00
Document Version: 10.10.11



M86 WEB FILTER USER GUIDE (HL, SL, MSA)

© 2011 M86 Security
All rights reserved.

Version 1.01, published October 2011 for software release
4.2.00

Printed in the United States of America

This document may not, in whole or in part, be copied, photo-
copied, reproduced, translated, or reduced to any electronic
medium or machine readable form without prior written con-
sent from M86 Security.

Every effort has been made to ensure the accuracy of this
document. However, M86 Security makes no warranties with
respect to this documentation and disclaims any implied war-
ranties of merchantability and fitness for a particular purpose.
M86 Security shall not be liable for any error or for incidental
or consequential damages in connection with the furnishing,
performance, or use of this manual or the examples herein.
Due to future enhancements and modifications of this product,
the information described in this documentation is subject to
change without notice.

The latest version of this document can be obtained from
http://www.m86security.com/support/R3000/documenta-
tion.asp

Trademarks

Other product names mentioned in this manual may be trade-

marks or registered trademarks of their respective companies
and are the sole property of their respective manufacturers.

Part# R3000-UG_v1.01-1110

M86 SecuriTy User Guibe


http://www.m86security.com/support/R3000/documentation.asp

CONTENTS

INTRODUCTORY SECTION .vtvvvuuuenssssseseeeeessessesseesssssnssnsnnnns 1
WED FILEI e e 1
About this User GUIde ......coooviiiiiii e 1
How to Use this User Guide .......cccccvviviiiiii 3

L0709 1V7=T o1 1T0] o 1RSSR 3
TeIMINOIOQY .ttt e e e e e e e e e e e naees 4
OVEIVIEBW .ttt e e e e e e et e e e e e e eeeeaaaans 9
Environment REQUIrEMENTS ......cooviiiiiiiiiiiiiiie e 10
Workstation REqUIFEMENTS .........covvciviiiiiiiiieece e 10
AAMINISTFALOr oo 10

BN USET oot 11
NEetWork REQUIFEMENTS ......uvviiiiiieeieeeie et r e s e e 11
Chapter 1: Filtering Operations ........ccccccoiieiiiiiiiiiiieiinns 12
Operational MOUES .........coceciiiiiiiiiie e e e 12
INVISIDIE MOOE ... 13

ROULEN MO . ..eeiiiiiiiieiie e 15
Firewall MOde .......ccvviiiiiiiiii e 16

L] (o 10 I 1N = 18
(€110] o= N €] {0 11 ]« JR PRSP 18

| €1 (0T UT o 1 19
Filtering Profile TYPES ...viviiiiieiiiee e 20
Static Filtering Profiles . .......cccoeeeiiiiiiieeee e 22

Master IP Group Filtering Profile............ccooveiiiiiivieeeneee, 22

IP Sub-Group Filtering Profile ...........cccccoiiiiiii s 22

Individual IP Member Filtering Profile ........ccccccvvveieiiiiinns 22

Active Filtering Profiles . ... 23

Global Filtering Profile..........ccocociiiiiiiieee e 23

Override Account Profile ..........cccceeiiiiieiiiiiiiee e 23

TIME Profile .....eeeeiii i 23

LOCK Profile ....ccooiiiiiiiiiiiiee e 23

Filtering Profile COMPONENtS ........ccoooiviiiiiiiieieeeeeeee e 24
(o] = 1V O (Yo [0 1 =TSR 25

M86 SecuriTy User GUIDE



CONTENTS

M86 Supplied Categori€S......cccceeveeieieieeeeeieeeeeeeeeeeeen 25
(O1UES 0] 0 (I OF= 1 (=10 (o] 111 25
SEIVICE POITS . i 26
RUIES e 26
Minimum Filtering Level ..., 26
Filter SEttNGS ..uveiieii i e 27
FIering RUIES ...ooeeeeeeee e 28
Filtering Levels Applied .........ooovviiiiciiii e, 28
Chapter 2: Logging and BIOCKING ......ccccuvivivieieiiiiiiiiiieeeees 31
WED ACCESS LOGUING wvvvvriiiiiiiieeeeieiisiciiiieee e e e e e e e e s e s ereeeeeee s 31
Instant Messaging, Peer-to-Peer BlIOCKiNg ............ooevecvvvvviieennennnn. 31
How IM and P2P Blocking WOrKS .......cccccceeeiviiiiiiciiiiiieieeeeeeee, 31

IM BIOCKING....ceeieeiieiie e a e 31

P2P BIOCKING .. ttvieiiieiieee e e sttt e e e s e e e e e e 32

Setting UP IM @and P2P .....ooiiiiiiiiie e 33
USING IM @Nd P2P ..ottt 33
Block IM, P2P for All USErS .......ccoovviiiiiiiiiiiiiiee e 34

Block IM for All USEIS ......ocuvveeiiiiiiiiiee e 34

Block P2P for All USErS........ccoovviiiiieeiiiiiiieeeiieee e 34

Block Specified Entities from Using IM, P2P ...................... 35

Block IM for a Specific Entity ..........cccccvvvveirieieeeeeiiiins 35

Block P2P for a Specific Entity .......cccccvvvvvveveiieeeeeiiiins 35

Chapter 3: Synchronizing Multiple Units ..........cccovvveiiiinnnnns 36
Web Filter Synchronization ............ccccccviiiiiiieiie e 36
Synchronization SELUP .....oooveiciiiiieeiie e 38
Setting UP @ SOUICE SEIVEL ....cvviviiiieeeeeiiiiiiiiieeeeeeeeee e e s essnnnnes 38
Setting Up @ Target SEIVEL .....uuviiiiiieeeeeeiesicciiireireee e e e e e e e 38
Types of Synchronization ProCeSSES ..........cccccvvviierieerieeeeeeeisiiiienns 39
Filtering Profile Synchronization Process .........cccccvcccevveeeeeennn. 39
Library Synchronization ProCess .......ccccccccvieeeeiiiiiicciiiiinneeeeenn 40
Delays in Synchronization ..........cccccceeeiiiiiiiiiiiiiireeee e 41
Synchronized, Non-Synchronized Items .......ccccccccveeeiiiiiivcciiiiieenn, 42
Synchronize All IEMS . ....evviiiiiiiiee e 43
Synchronized Items (All) ..o 43
Functionally Synchronized Items ............ccccccvviiiiveeieeneeen, 43
Non-synchronized ItemMS ........cccccvviiiieiieeee e 44
Synchronize Only Library tems .......cccccvveeeivieieeeeee e 45
Synchronized Items (Library Only) .........ccooevvciiiivinneneee, 45
Functionally Synchronized Items ............cccccciiiiiieeieeeeee, 45

iv M86 SecuriTy User GuiDE



CONTENTS

Non-synchronized ItemMS ..........cccooviiiiiiiiieee 45

Server Maintenance ProCeAUIES ..........ccoieeiiiiiiiiiiiiiiieeee e e 47
Source Server Failure SCenarios ...........ccccvvveeeieiiiieeeneeiiiiene a7
Establish Backup Procedures ..........ccccvvveiiiiiiiiiiiiiii e, a7

Use a Backup File to Set up a Source Server ...........ccceeeeeee. 48

Set up a Target Server as a Source Server...........ccoevvvvnnnn. 48

Set up a Replacement Target Server .........ccccccceceeeeeeeeeennnn. 49

Set up a New Source Server from Scratch ...........cccoeevvvviivvnnnes 49

Set up a Target Server as a Source Server..........covvevvennnn. 49

Chapter 4: Getting Started ........ccccceeiiiiiiiiiiiiee s 50
1= LIRS = (U] o R 50
Access the Administrator Console .........cccovviieeeiiiiiieee e 50
10T X USSR 50

Last Library Update mesSage ......cccccveeeeveiiicceniiiiieeneeeaeeen 52

N E= 1Y/ T oo N T 01 S 54

ACCESS MaIN SECLONS ....ccoviiiiiiieiiiiiiiee e 54

HEIP FEALUIES ...vevvivieie e 56

Access Help TOPICS ..vvvviveeeeeeiieicciiiiieeeee e 56

LI L] L] o 57

Screen and Window Navigation ..........c.ccoeeecvvvivieeeeeneeneenn, 59

L] oo ] S 59

Select SUD-TOPICS.......coivieviiieeeee e 60

Navigate a Tree LiSt........ceevvieeeeiiiiiiiiiiiieeeee e 61

Tree List Topics and Sub-topiCS ........ccceevvvvvivivivvvinnnnen. 62

Navigate a Window with Tabs ..........ccccccvvevieeeniiiinnns 63

Console Tips and ShOrtCUts .........ccvevvveeeeiiiiiiiciiieieeeee e, 64

Navigation Path ..., 64

Refresh the Console.........ccccceiiiiiiiiiie e, 64

Select Multiple HEMS........vvviiiiiie e, 65

Copy and Paste TeXt..........uuvuruiiiiiiiiiiieeeeeeeeeeeeeeeeieininnns 65

Calculate IP Ranges without Overlaps..........cccccevveeens 66

Re-size the User Interface...........oooeviiiieiieis 67

LOg Off i ————— 68
Technical Support / Product Warranties .............ccieiiiiiniiieeeeeenn, 68
GLOBAL ADMINISTRATOR SECTION ...cvvvvvvvrrrnnnnnninieeniesaenns 69
INTrOdUCTION .o e 69
Chapter 1: SYyStem SCre€N .....cccoieevieeieiiiiiie e e e e e eeeans 70

M86 SecuriTy User GUIDE Vv



CONTENTS

CONLIOL e 72
FIlter WINAOW ......oooiiiieeeee e 72
(o Tor= N 11 (=TT o P 73
Disable Local Filtering OptionS.......ccccceveviiiiiieeieeeeeeen, 73

Enable Local Filtering OptionS........cccceeveiiiiiieeeiiiiiieeeens 74

L I I 11 (=T [ T 74
Enable HTTP Packet Splitting Detection ...................... 74

Disable HTTP Packet Splitting Detection ..................... 74

HTTPS FIltEerNG ..ooevveeieeiiiiciies e 75
Service CONMIOL........uuuiiiiiiiiiiie e 76
Enable Pattern Blocking .........coovvvviviiiiiiiiiiiiieieeeeeeee, 76

Disable Pattern Blocking..............ouuvviviiiiciiiiiiiiieeeeeee, 77
Target(s) FItering ..o 77
Disable Filtering on Target Servers ........ccccceveveeieeeeeennn. 77

Enable Filtering on Target Servers........cccceeeveviiieeeeeenn. 77

Block Page Authentication WiNdOW ...............evvviiiiiiiiiiiineeeeeeenn, 78
Enter, Edit Block Page Options ..........ccccevvvvvvvvvvviiinicceennn, 79
BIOCK PAJE ... 80

(@] o1 0] g E- o= Lo [ 82
OPLION 2 .. 83

OPLION 3 .. 84
ShutDOWN WINAOW ...ttt 85
Shut Down the Server ... 85
REDOOt WINAOW . ...t 86
Reb00t the Server ... 86
NEEWOTK . e e e 88
LAN Settings WINAOW .......cccoeiiiiiiiiiiieeeiere e e e 88
Specify LAN Settings ..cccooovviiieeeeeeeeeeee 89
NTP Servers WiNAOW . .......ccooiiiiiiiiiiiiiiieeteee e 90
Specify Network Time Protocol Servers ..........cccceceeeeeeennnnn. 91
Add an NTP SeIVer......ccciiiiiiiiiiiiiiiieee s 91
Remove an NTP Server........ccvieiieeeeee 91
Regional Setting WiINdOW . .......c.ooiiriiiiiiice e, 92
Specify the Time Zone, Language Set..........ccccevvvvvvvvnnnnnnn. 92
Block Page Route Table Window .............couvvviiiiiiiiiiiiieeeeeeee, 93
Add @ ROULET ..o 94
REMOVE 8 ROULET .....cceeiiiiiiiiieee e 94
AAMINISTFALOr .oiiiiiiiiii e 95
Administrator WiNdOW ..........oooiiiiiiiiiiii e 95
View Administrator ACCOUNES .........oovviiiiiiiiiiiieiieeee e 96
Add an Administrator ACCOUNt..........coooviiiiiiiiiiiieiieeeee e 96

vi M86 SecuriTy User GuiDE



CONTENTS

Edit an Administrator ACCOUNt ............ccoovvvviviveiieiiiieen, 97
Delete an Administrator ACCOUNL.............ccevvvvvvvivniiiiininiennnn. 97

ST =Tol N ] (= o o [o] o HR PSSP PPRTTRPUPIN 98
Logon Settings WINAOW .......cccoeeiviiiiiieeeeeiee e 98
Enable, Disable Password Expiration ............cccccceeeeeeinennnn. 99
Enable, Disable Account Lockout ............ccceevvvivivivnvnnnnnnn, 100
LOgon Management ........covviiieiiiinieeiiiiii e e 102
View User Account Status, Unlock Username ................. 103
View Account StatusS.........ooeeeeeeeiiiiirieeeee 103

Unlock a USername ............cooovvvvveviiiiciiinieieeeeeeeeeeeeeaes 104

View Locked IP Address, Unlock IP Address.................... 104
View LOCKEd IPS .....cooiiiiiiii e 104

Unlock an IP Address ..........coevvvevviviiiiiiiiiiiiee e, 104

View Admin, Sub Admin User Interface Access .............. 105

[ =T | L0 ] 1 o1 106
System Command WINAOW ..........uuvveiiiiiinieiieeeeeeeeeeeeeeeeeeeieinens 106
Perform a Diagnostic Test, View Data ..........c.cc.oevvvvvnnnne. 107
Command SeleCtionS .......cccoeviiiiiiei e 108
PiNg i 108

Trace ROULE.......ocuviiiiiiiiiiiin e 108
Process liSt ....coooeeeii i 108

TOP CPU PrOCESSES ....ccevvviiiiiiiiiiiinieeeeeri e eeiii s 109

NIC configuration............ccooovviieiiiircr e, 109

ACtIVE CONNECLIONS.....cciiiiiiee e 109
Routing table............coooiiiir e, 109

CUurrent MEeMOrY USAJE ......cuuvuieiieriiiiinieereiiiineeeseniiinns 110

CPU USAJE ..vuiiiiiietiee ettt 110
System performancCe.........ccccccceeeeeeiieiiee e, 110

ReCeNt 10gins ... e, 110

SYStEM UPLIME ....ooieiiiieeeeeeere e e e e e e e e e e e e 111

(01 (0115 SV Y= To =) PRt 111
dmesg(print kernel ring buffer)............ccccrrnnnns 111

View Log File WINAOW . .....ccooviiiiiiiiiiieei e 112
View LOg RESUILS ......covvvviiiiiiiiiieiei e 112
Troubleshooting Mode WINdOW .......ccccoeeeveeeiiiiiiieiceeeie, 114
Use the Troubleshooting Mode .............ccoovvvvvviiiiiiiieennn. 115
Active Profile Lookup Window ............ccovvviiiiiiiiiiiiie e, 116
Verify Whether a Profile is Active .........cccoevvvvvviiiiiinnnnn 117
Admin Audit Trail WindOW ..........ccoooiiiiiics e, 120
Admin Audit Trail...........oovvvmiic e, 120
SpecCify FTP Criteria.........uuuvuiiiiiieiiieieieeeeeeeeeeeeeeeeienanns 121

M86 SecuriTy User Guibe Vii



CONTENTS

FTP the Logon Demand .............covvvviiviiiiiiieiiieeeeeen, 121

VIBW ittt 122
View the Log of Administrator Changes ..................... 122

ALBIT e 123
Alert Settings WINAOW ......ccoooveieiiiiierereeeeeres e 123
Enable the Alert Feature ...........cccoeveeiviiiiiiiniiiieeeee 125
Modify Alert Settings ........cceeeeeiiiiii e 125
Disable the Alert Feature ..........ccccccveeiiiiiiiiiiiiiiieeeeeeeen 125
SMTP Server Settings WiNdOW . .........cocoeeveeeiieiiiiiiiceceeeeeiiies 126
Enter, Edit SMTP Server Settings..........covvvvvvvvieviiiieeinenn. 126
Verify SMTP SettingS ......covvvvvvviiiiiiiiiiiie e, 127
Software Update ..........euvveiiiiiiiiiiiii e 128
Local Software Update Window .............ouvvvveiiiiiiiiiiieiiieeeeeenn, 128
Read Information about a Software Update...................... 129
Select and Apply a Software Update .........ccccccvvvevcennnnn. 130
General Software Installation Procedures.................. 130
Enable/Disable Software Update Type Downloads.... 132

First Time LA/Beta Software Install Procedures......... 133

Undo an Applied Software Update..........cccccevvvvvnecieennnnn. 134
Software Update Log WINAOW ............evvveiiiininiiineeeeeeeeeeeeeeiinnns 135
View LOg CONtENTS ......ccevvviiiiiiiiiicinie e e e ee e e e e eeeeeaevaanees 135
Download Log, View, Print Contents ............ccccccvvvvvvvnnnnnn. 136
Download the LOg........ccoovviiiriieecres e, 136

View the Contents of the Log...........coovvvvvviiiiiiininnnnnnn. 137

Save, Print the Log File Contents...............ccceevvvvinnnes 139
SYNCNIONIZALION .vvviieiiiiiecce e e 140
SEetUP WINAOW . ..o e e e e e 141
Using Only One Web Filter on the Network ...................... 141
Using More than One Web Filter on the Network ............. 142

Set up a Web Filter to be a Source Server................. 142

Sync All Target Servers with the Same Settings ........ 145

Set up a Web Filter to be a Target Server.................. 145

Status WINAOW ....coooiiiiiiieeeee e 147
View the Sync Status of Targets from the Source ........... 148
View Items in the QUEUE..............coovrvirveeveivii, 148

View Items Previously Synced to the Server.............. 149

Place Items in Queue for Syncing..........ccccevvvvvvvvvvvvnnnnennn. 150
View the Sync Status of the Target Server ...................... 150
MO e 152
Operation Mode WINAOW ...........cevvviviiimeiiiinieieieeeeeeeeeeeeeeeenennnns 152
Set the Operation Mode .............eeeeeeviiiiviveee 153

viii M86 SecuriTy User GuiDE



CONTENTS

Specify the Listening Device............cccoevevivieveeiviviviiinn, 153
Specify the Block Page Device ...........ccoovevevvvevviviviviinnnnn, 153
Invisible Option: Specify the Block Page Delivery............. 154

ICAP Option: Specify ICAP Server Settings ..................... 155

Mobile Options: Specify the Mobile Client Control ........... 157

Apply Operation Mode Settings ......cccceeevveieiieeeeieiieeieeeeenns 157

Proxy Environment Settings window . ...........cccceeeeeiiiiiiieeeeeenn, 158
Use a Local ProXy Server ......ccccccceeeeeeeieieeeeeeeee e 158

Use Proxy POrt 80 ......ooovveiiiiiiiiiiiiiin e 159

Enable HTTPS Filtering .........cccooeeviiiiiieeeee e 159
AULNENTICALION ..o 160
BaCKUP/RESIOIE .....coeeeeeeeeiiicie st 161
Backup/Restore WindOW ...........cccovviviivieiiiiiiiicceen e 161
Backup ProCedures........cceeeiieieiii e 162
Perform a Backup on Demand ..............cccovvvvvviviviininnnnnnn, 163
Schedule a Backup ....ccccooevviiiiiieiiiie 164
Configure FTP Server SettingS......cccoeevvveveeeeveiiineinnnns 164

Create a Backup Schedule..........ccccooeeeiiiiiiiiiiiiiniinnnn, 165

Remove a Backup Schedule .........ccccoeeviiiiiiiininnnnnnn. 168

Download a File ... 169
Perform a Restoration ...........ccccceeeveiieieiiiiiiiiieeeeee e 170

Upload a File to the Server..........cvcicciiiiiiiieeeeee, 170

Restore Configurations to the Server ..., 171

Remove a Backup Fil€ ..., 171

View Backup and Restoration Details ..............ccccevvveeeens 172

RESEL ... s 173
RESEE WINAOW ... 173
Reset All Server Settings .....ccceevvveieieeie e, 173

Radius Authentication Settings ........cccceeeeeeeeie v, 174
Radius Authentication Settings Window ...........ccccceeveiiiiiieneenn. 174
Enable RAdiUS........ccooiiiiiiiiiiiiiieee e 175
Specify Radius Authentication Settings...................... 175

APPIY SettiNGS...uvceiee i 176

Disable RadiUS .........cooviiiiiiiiiiee e 176

SNIMP e 177
SNMP WINAOW oot 177
ENable SNMP ... 177
Specify Monitoring Settings ...........ccoee e, 178

Set up Community Token for Public Access............... 178

Create, Build the Access Control LiSt ..........cccceeeeennn. 178

Maintain the Access Control List ..........ccccuvveeeeieeeeeenn. 178

M86 SecuriTy User GUIDE



CONTENTS

Hardware Failure DeteCtion ..........ccccoceeiiiiiiiiiiiiiiiiieeee e 179
Hardware Failure Detection WindOW ..............oooociiiiiiiieennenenn. 179
View the Status of the Hard Drives ..........cccccceeiiiiiiniiinnnns 179

X Strikes BIOCKING ...ccooieiiiiiecc e 181
X Strikes Blocking WindOW .........cccccoeveeeeeiiiiiiiceeeeen 181
Configuration..........ueeiiiiie e 182

Set up Blocking Criteria........cccceeeeeiiiiiiieceeeeeeeeeeeeeiiians 182

Reset All WOrkstations...........cceveeeiiiininiiiiiiiiieeeeeeeeennn 183

LOCK Page.....coo oo 183
Overblocking or Underblocking..........ccccoeeeeieiiiiiiinnnnns 184

EMail AlEIt........eeiiieiieiiie e 185

Set up Email Alert Criteria ........cccceeeviiieiieeeeiiiiieeeeieeans 186

Set up Email Alert Recipients ...........ccccceeeeviviviviveiinnns 187
Remove Email Alert Recipients .......ccccceeeveveeeeeeenenn, 187

LOQON ACCOUNES ..ovviiiiiiiiiiiiie ettt 188

Set up Users Authorized to Unlock Workstations....... 188
Deactivate an Authorized Logon Account................... 189

Delete a Logon ACCOUNL .........ccevvvvvivviiiiiiiieieeeeeeeeeeen, 189

LOF> 1 (=T (o] 1 1= 190

Set up Categories to Receive Strikes or No Strikes ... 190

Go to X Strikes Unlock Workstation GUI ..............cc.eeveeeee. 191
Re-10gin WINAOW ........coooviiiiiere e 191

X Strikes Unlock Workstation ...........ccccevveviiiiiiieiininnnns 192
Unlock a WOrKStation............ccceeeeeiniiiniiiiiiiiieeeceeeeenn 192

Set up an Email Address to Receive Alerts................ 194
Remove an Email Address from the Alert List............ 194

Close the Pop-up WIiNdOW ............coceeeeeviiiiviieeeeeeiieas 194

Warn Option SEHiNG .....coovvvvirieeeeercsr e 195
Warn Option Setting WiINdOW ..........coooviriiiiiiiicccieee e, 195
Specify Interval for Re-displaying the Warn page.............. 196
CUSTOMIZALION ...ttt 197
Common Customization WiNdOW . ...........ccceveeeiiiiiiiniiiiiinenen. 198
Enable, Disable Features ..........ccccooiiiiiiniiiiiiiiiicceeeeee, 199
Lock Page Customization WindOW . .........ccccceeveiiineieeieeeeeeeeeeeenn, 201
Edit Entries, Setting .......ccccceeeeiiieiie e 202
Preview Sample Lock Page .........ccccceeeviviviieeeeiivcen, 203
Block Page Customization WiNdOW ...............eeveiiiiiiiiiiieeeeeennn, 204
Add, Edit ENLHES ..o 205
Preview Sample Block Page ...........ccccceveviiviviiiiiiiiiinnnn, 206
Warn Page Customization WindOW . ..........ccccveeviieinieieeeeeeeeennnn, 208
Add, Edit ENtHES ..o 209

X M86 SecuriTy User GUIDE



CONTENTS

Preview Sample Warning Page ...........ccccevvvvvvvvviiiiinnnnnnn. 210

Profile Control WiNdOW ............occciiiiiiiiiiiiiiee e 212
Edit ENIES ...t 213

Quota Block Page Customization window ..............cceevvvvevennns 214
Add, Edit ENEHES ..o 214
Preview Sample Quota Block Page ...........cccevvvvvvvvivnnnnnnn, 215

Quota Notice Page Customization Window ................cccevvveenns 217
Add, Edit ENEHES ..o 217
Preview Sample Quota Notice Page........cc.cccccvvvvvevnennnnn. 218

CMC ManNagEMENLT ....ccoiiiiiiiieieeiiinn et aar s 220
Software Update Management WindOW ........ccccoeveeeeeeennnnnnnns 220
View Software Update Information.................cccoevvvvvvennnnns 220

Apply or Undo a Software Update ..............ceeeeeeeviviivennnnns 222

Status WINAOW . ...ooooiiiiiietee e 223
View Filtering Status Information ..............cccceeeeeviiiininnnnns 223

(@ 10 o] v= BT =] 1] o [ 225
Quota Setting WINAOW ........oovviiiiiiiiiiiiiiis e 225
Configure Quota Hit Settings ............covvvvvvvviviviiicceeen, 226

RESEt QUOLAS ....ccvvviiiiiiiiii e 227

Reset QUOLAS NOW.........oviviiiiiiiiiiiieeiiinn e 227

Set up a Schedule to Automatically Reset Quotas.....227

Delete a Quota Reset Time from the Schedule.......... 228

QUOtA NOLICE PAJE ..vvvvvrieiiiieie e 228

Quota BIOCK PAge ....vvveviiiiiiii e 230

SSL CertifiCAe ....eeveiiiiiieiiie e 231
SSL Certificate WINAOW .........cooeiiiiiiiiiiiiiiiiiiie e 231
Generate an SSL Certificate for the Web Filter ................ 232
Chapter 2: POlICY SCIreen .......cccvevviiiiiiiiiiiiiieceeee e 233
(€] To] o> 1IN ] o 11 | o P 235
Range to DeteCt WINAOW ..........oovvviiiiiiiiiiiiiiis e eeee e, 235
Add a Segment to the Network ..., 236

Range to Detect Setup Wizard ........cccccoeeveviveeeeennnnnnn. 238

Range to Detect Advanced SettingS.........cccccoeeeeeeenen. 243

Modify a Segment of the Network ............coovvrriiiiiinnnnnnn, 244
Remove a Segment from the Network...............ooovvvvnnnnnn. 244

RUIES WINAOW . .. 245
View Criteriafor a RUle ..., 245

Add @ RUIE ... 246

Modify @ RUIE ........oeveieieicccce e 248

CopY @RUIE ..o 248

M86 SecuriTy User GUIDE

Xi



CONTENTS

RemMOVE @ RUIE .....cccooiiiiiiii e 249
Global Group Profile WindOW ...........cevviiiiiiiiiiiiee e, 249
Category Profile ......ccccooieiiiiiii 250
Create, Edit a List of Selected Categories.................. 250

POI. s 252
Create, Edit a List of Service POrts..........cccccceveveeeenn. 253

Default RedireCt URL .........ccciiiiiiiiiiieieeeeiiieeeee e 253
Create, Edit the Redirect URL ...........cccciiiiiiiieinnnnennn. 254

11 (=1 SO 1 0] o N 254
Create, Edit the Filter Options ..............ccooeviviviviiiinnnns 254
Override ACCOUNt WINAOW . .....cceeeriiiiiiiiiiiiiiiiiie e 258
Add an Override ACCOUNt .......cccoeriiiiiiiiiiiiiieeee e 259
Category Profile..........ouuiiiiiiiii e, 260
RedireCt URL ....ccoooiiiiiiiiiie e 263

Filter OptioNS .......coooiiiiire e 264

Edit an Override ACCOUNT ..........ueeiiiiiieiiiiiiiiiiieeeceee e 266
Change the Password .........cccccceeeiiiiiiieeeeeeieccceeeeeiins 266

Modify an Override ACCOUNL ..........ccvvvvvivieiiiiiiiieieeeenn, 267

Delete an Override ACCOUNt........ccvevieeiiiiiiiiiiiiieee e 267
Approved Content Settings WiNdOW ..........ccccveiiiieiiiiieeeeeeeeennen. 268
Approved Content feature and VuSafe .............ccccceevenenes 268
Approved Content setup and configuration....................... 269
Approved Content portal Setup ..........ooeeeeeeviiiviiirieeeeeeis 269
Approved Content Settings entries.........cccccccvceeeeeennnn. 270
Minimum Filtering Level Window .............cooviiiiiiiiiieeeeee, 271
Minimum Filtering Categories ...........cccccvvvvvivevveiieiiinnnn, 272
Create, Edit Minimum Filtering Categories................. 273

P oIt s 274
Create, Edit a List of Service POrts..........ccccceeeereeeenn. 274
Minimum Filtering Bypass Options...........cccceevvvvvvvvvivnnnnnnn. 275
Specify Minimum Filtering Bypass Options ................ 276
Refresh All ..o 276
Refresh All Main Branches..........cccccccceeiiiiiiiiiiiiieeeeeee 276
RSP RRTPR 277
2o [0 B €10 U o T 277
Add a Master IP GroUP ......cveeieieieieeeeeeeeececeeeeeeeevveeeeee 277
REFIESN .o 278
Refresh IP Groups .......ovvvveiiiiiiiii e 278
Chapter 3: Library SCreen .......ccccccveeeiiiiiiiiiiieee e 279
L oo F= (S 281

Xii M86 SecuriTy User GuiDE



CONTENTS

Configuration WINAOW ..........ccovviiiiiiiiiiiiiiiie e 281
Set a Time for Updates to be Retrieved............cccccocennnnn. 281
Optional: Specify a Proxy SErver ........cccccccceeeeiiiiiiieieeeeenn. 282
Selectthe Log LeVel.....cccoooiiiiiiiiiiii e 282

Manual Update WINdOW . ........ccooviiiiiiiien e 283
Specify the Type of On Demand Update ............c.ccevvveeeee. 283

Additional Language Support Window . .......cccceeeeeieieieeeeeeeneenn. 285
Select Additional Languages............ccceeevvevivveveviviviviinnn, 285

Library Update Log WINAOW ........c.ovvviviiimiiiiiiiinineeeeeeeeeeeeeee e 286
View the Library Update ProCess.......cccceevvvieiieeeiieiiieinnnnnns 286
Download Log, View, Print Contents ............cccccevvvvvvvnnnnnn. 287

Download the LOg........cccovvviiiiieeicresre e 287
View the Contents of the Log............coovvvvvriiiiiiininnnnn. 287
Save, Print the Log File Contents...............ccceevvvvinnnes 290

Emergency Update Log Window .............covvviviiiiiiiiiiiiiiieeeeeenn, 291
View the Emergency Software Update Process ............... 291
Download the Software Update Log File ...........ccccceeeennnn. 292

(] o] > VA o o] (U | o T 293

Library LOOKUP WINAOW .......cccooiiiiiiiiiieeees e 293

URL Lookup, RemMoval.........ccccceevieiiiiiieieiieieeeeeieinn 293
Perform a URL ChecK...........ccviiiieiiiiiiiiiiiiieeeeeeeeen 293

Remove a URL ... 294

Submit an Email to the Administrator .............cccc....... 295

Search Engine Keyword Lookup, Removal............ccccc...... 295
Perform a Search Engine Keyword Check................. 295

Remove a Search Engine Keyword............................ 295

Reload the Library ........ccccoceeeiiiiiiiiiee e 296
Customer Feedback ModUIe ... 296

Customer Feedback Module WiNdOW .............ccceeeeeniinniiinnnnee. 296
Disable Customer Feedback Module............ccccceeeieieeennnn. 297
Enable Customer Feedback Module..............cccuviiieenennnn. 297

Category Weight System ... 300

Category Weight System window ...........ccccoeeeeiviiiiiiiieeciiiiiinns 300
View the Current Selections ...........occccveviiiieiiiiieeeines 301
Method for Weighting Library Categories.........c.ccccccvvvnenne. 301
Weighting Library Categories ........cccceeeeviiieiieeeeeeeeeeeeeeennnns 302

NNTP NEWSGIOUP ..vviiiiiiiiiiiiiieee it e e 303

NNTP Newsgroup WINAOW ..........ccovvvrvreiiiiinieiniiiinnnne e eeeeeeeeens 303
Add a Newsgroup to the Library........cccceeeeveiieeeiiiiiinieeeennns 303
Remove a Newsgroup from the Library ........ccccevvvvvnnnnnnn, 304

Pattern Detection WHIteliSt ... 305

M86 SecuriTy User Guibe Xiii



CONTENTS

Pattern Detection Whitelist Window ............cccoooiiiiiiiiiiiennnnnenn. 305
Create, Maintain a Whitelist of IP Addresses ................... 306
(OF=11=T0 [0 4V €] (0101 o 1T UPPPPTRTP 307
Library Details WiNndOW ..........ccooeiiiiiiiiiieeerrs e 308
View Library Details .............ouuvuiiiiiiiniiiiee e, 308
URLS WINAOW ...ttt e e 309
View a List of URLs in the Library Category .................... 310
Add or Remove URLSs, Reload the Library ....................... 311
Add a URL to the Library Category........c.cccccccvvuvnnnnnnn. 311

Add a Wildcard URL to the Library Category.............. 312
Remove a URL from the Library Category ................. 313

Reload the Library .........ccccovviiieeeccccei e, 313

URL Keywords WINAOW .........cooovviiiiiiiiiiiiiiiiiiin e e e e e e eeeeeeeea 314
View a List of URL Keywords ........ccccoeevviviiiieiiiiiiiiiieeiiinns 315
Add or Remove URL Keywords ............cceeeevevvivivivveeieinins 315
Add a URL Keyword to the Library Category.............. 315
Remove a URL Keyword from the Library.................. 315

Upload a List of URL Keywords to the Library ................. 316
Upload a List of URL Keyword Additions.................... 316

Upload a List of URL Keyword Deletions.................... 317

Reload the Library.........ccccoeeceiiiiiiiieeeeeenn 317
Search Engine Keywords Window . ...........ccoeeevevvivivieiieceieiennns 318
View a List of Search Engine Keywords ................cceeeees 319
Add or Remove Search Engine Keywords..........cccccc....... 319
Add a Search Engine Keyword to the Library............. 319
Remove a Search Engine Keyword from the Library.. 320

Upload a List of Search Engine Keywords..............c......... 320

Upload a List of Search Engine Keyword Additions ... 320
Upload a List of Search Engine Keyword Deletions ... 321

Reload the Library.........ccccccceeeiiiiiiieeeeeen, 321
Chapter 4: REPOIting SCreEN .......ccceveiiiiiiiiiiieeeeee e 322
Report Configuration ..............uiiiiiiiiiiie e 323
Report Configuration Window .............coevvvviiiiiiiiiiiiiiiieen e, 323
Specify the Reporting Device...........ccccvvvvviveveeiiiiiiiinn, 323

M86 Security Reporter or Enterprise Reporter ................. 324

Edit SR, ER Server Information..............ccccvviveeeeeennn. 324

Execute Log Transfer NOW ..........coovvvviviiiiiiiiiiiieeeeeenn, 325

View Transfer Activity to the SR, ER .............ovvvvvnnnnnn. 325

Other DEVICE ...ttt 325

Enter or Edit Server Information..............ccccceeeeeneennn. 326

Xiv M86 SecuriTy User GuiDE



CONTENTS

View Transfer Activity to the Reporting Device........... 327

Real TIMe Probe ..o 328
Real Time Probe WiNdOW ...........oooiiiiiiiiiiiiieeiee e 328
ConfiguIration..........ueeiiiiie e 328

Enable Real Time Probes.........cccccccoiviiiiiiiiiininennnn. 328

Set up Real Time Probes...........ccccooeeiiiiiiiiiiiiii, 329

Exclude an IP Address from Real Time Probing ........ 329

Remove IPs from the White List..............ccccviieeennnnnn. 329

Report RECIPIENES ....vvviiiiiiii i 330

Specify Email File Criteria........cccoooeeeveeeeveiiiieeeeeiis 330

Set up Email Addresses to Receive Reports.............. 330

Remove Email ADdreSSses .......ccccceeveviiiiciiiiiiieeeneeeenn. 331

LOGON ACCOUNLES ...ovviiiiiiiieiiieeeceeiie e e 331

Set up Users Authorized to Create Probes................. 331

Deactivate an Authorized Logon Account................... 332

Delete a Logon ACCOUNL ........cccevvvvvviiiiiiiiiiieeeeeeeeeeeen, 332

Go to Real Time Probe Reports GUI ........ccccccccceiiiiiennnnnn. 333
Re-10gin WINAOW ........coooiiiiiiieere e, 333

Real Time Probe Reports ........ccccoveivivieeeeeee e 334

Create a Real Time Probe........cccccceeiiiiiiniiiiiiiieeeee. 335

View Real Time Probe Details...........cccceeeeiiiiiiiinnnnns 338

Shadow Log FOrMatl .......eeeiiiiiieiiiee e 342
Shadow Log Format WindowW .............eeeeiiiiieiniiieeeeeeeeeeceeeeeinnns 342
Specify the Shadow Log Format.............ccevvvvvvvvviiinnnnnnnnn. 342
Auto-detect Option.........ccoeeeeiiiiiii 343

Post 2.0.10 log format option.............vceiiiieiiieeeeeenn, 343

Post 2.0 log format option............cevveiiiiiiiiiieiieeeeeee, 344

Post 1.9 log format option............ceevviviiiiiiiiiiiiieeeeee, 344

Pre 1.9 log format option ..........c.cevvviviiiiiiiiiieiieeeeeee, 344

APPIY Setting ....ccooieieeeeeeeee s 344
GROUP ADMINISTRATOR SECTION ..cvvvvvvvirnnnnnnnnianseeeaaans 345
INTrOdUCTION e 345
Chapter 1: POlICY SCIrEEN ......uuiiiiiiiiiiiiiieiiiieiiieeeieeeeeeeeeeeeeeeee 346
] SRR 347
RETESN oo 347
Refresh the Master IP Group, Member ..........ccoccoeeeenniee. 347

MASEEN TP GIrOUP .evvveeeeiiiieiiieee ettt e et e s 348
Group Details WindOW ..........coooiiiiiiiiiiiiiiieeeicee e 348

M86 SecuriTy User GUIDE XV



CONTENTS

XVi

Change the Group Administrator Password...................... 348
MEMDBDEIS WINAOW ......uviiiiiiiiiiiiiiiiiiieiei e 349
Add the IP Address of the Member .........ccccoociiiiiinnnn, 350
Remove a Member from the Group .........cooevvvvveviieiiceinnnnn. 350
Override ACCOUNt WINAOW . ......cceeriiiiiiiiiiiiiiiieie e 351
Add an Override ACCOUNt........ccceeriiiiiiiiiiiiiieeee e 352
Category Profile..........ouueiiiiiiiie i, 353
RedireCt URL .....coooiiiiiiiiiiee e 356

Filter OptioNS .......coooiiiiie e 357

Edit an Override ACCOUNT ..........ueeiiiiiieiiiiiiiiiiiieee e, 359
Change the Password .........cccccceeeiiiiiiieeeeeecececeeeeeiies 359

Modify an Override ACCOUNL ..........ccvvvvviviiiiiiiiiieieeeenn, 359

Delete an Override ACCOUNL .......cccevveeiiiiiiiiiiiiiiiieee e, 360
Group Profile WiNdOW ........oovvviiiiiiiciiis e 360
Category Profile ... 360
Create, Edit a List of Selected Categories.................. 361
RedIreCt URL .....ouviiiiiiiiiiiiii e 364
Create, Edit the Redirect URL ............cccviiiiiieiiinnnennn, 364

11 (=1 S @ ] 10 o 365
Create, Edit the Filter Options ...............ceeevivivivviiinnnns 365
Exception URL WINAOW .......cooeeiiiiiiiiieeeeeeesn e 368
Valid URL €Nntries ....oooooieiiiiiiiiiieeiee et 369
Add URLSs to Block URL or ByPass URL frame ............... 370
Status column messages and iCONS ...........cccceevveeeenes 371
Remove URLs from Block URL or ByPass URL frame ....373
APPIY SEttiNGS ..o 374
Time Profile WindoOW ........cc.eeviiiiiiiiii e 374
Add a Time Profile ........couveiiii e 375
Category Profile..........ouuiiiiiiii e, 380
RedireCt URL ......oooiiiiiiiiiieeeeee e 381

Filter OptionSs .......coooiiiii e, 382
EXception URL.........coooiiiiiiiiers e 383
Approved Content...........ccoeeeeeeeeeeieeeceeeeeenn 384

Modify a Time Profile ..., 385
Delete a Time Profile...........cccuiiiiiiiiiieeeeen 385
Approved Content Settings WiNdOW ..........cccceeivieeieiiieeeeeeeeennn, 386
Approved Content setup and configuration....................... 386
Approved Content portal setup............evvvveeeeccciininnnnn. 387
Approved Content Settings entries.........ccccccceeeeeeeennnn. 387
Upload/Download IP Profile Window ..........ccccoeviviiiiiiiennnnnnnnn. 389
Upload IP Profiles .........eeeiiiiiieie e 389

M86 SecuriTy User GUIDE



CONTENTS

Download Profile ... 391

Yo [0 IS TU] o I €] o 11 o 392
Add an IP SUD GroUP ......cvvvveiiiiiii e 392

Add INAIVIAUAT TP <. 393
Add an Individual IP Member ... 393

(D12 (= ] o 11 ] RPN 394
Delete a Master IP Group Profile ..........ccccovvvvvviiiiiiiinnn, 394

Paste SUD Group ....ccoooveiieiiie e, 394
Paste a Copied IP Sub Group..........coeeeeevevvvveeeeiiiiiiiinn, 394

U] o I ] (o 11 o 395
Sub Group (IP Group) WiNdOW ......cccceveveiieieiieiiieieeeeeeeeeeeieines 395
View IP Sub-Group Details ......cccoovevviieeiiieiiiieeeeeis 395

Add IP Sub-Group DetailS.........cccceeeeieiiiiiieeeeeiieeeeeeeeis 396
MEMDBDEIS WINAOW .......eviiiiiiiiiiiiiiiiiiiie e 397
Modify Sub-Group Members ..........cccceeeiiiiiiieeeec, 398

Sub Group Profile WiIndOW ..........oovvviiiiiiiiiiii e, 398
Exception URL WINAOW .......cooeeiiiiiiiiicieeeesn e 399
Time Profile WindowW ........ccuuiiiiiiiiii e 399
Approved Content Settings WiNdOW ..........cccceeveiieiniiieeeeeeenennn. 400
Delete SUD GroUP . ...oooeeeeeieecceeeeeeerr e 401
Delete an IP Sub-Group........ccccceveeveeeeieiiieeeeeeeie 401

(070] o) VST o X €1 0] U o RS 401
Copy an IP SUb-Group......ccccoeeeeeeeeeeeeiceeeeee 401
INIVIAUAI TP .. 402
MEMDBDEI WINAOW ....uviiiiiiiiiieeiie e 402
Enter the IP Address of the Member ..........cccccceenn. 403
Individual IP Profile WindOW ..., 403
Exception URL WINAOW .......coooeiiiiiiiiicieeeeeiss e 403
Time Profile WindOW ........cc.uuiiiiiiiiiiii e 403
Approved Content Settings WiINdOW ..............vvvvieeiiiiiiiiinnnnennn. 404
Delete INdiVIdUal 1P .......ooeiiiiiiiiiee e 404
Delete an Individual IP Member ..., 404
Chapter 2: Library SCreen ......cccccevveeeiiiiiiiiiieeee e 405
(] o] > VA o o] (U T 406
Library LOOKUP WINAOW ......cccooeiiiiiiiiiieeen e 406
LOOK UP @ URL coveeeeeicciee e 407

Look up a Search Engine Keyword ............coevvvviviviinnnnnnn. 408
(O1U LS 0] 0 OF= 1 (=10 o] 1= 408
Y20 [0 B @21 =T o] o AP 409
Add a Custom Library Category......cccceeevevvieeeeiiiiiirieeiinnnns 409

M86 SecuriTy User Guibe xvii



CONTENTS

REFIESN o 410
Refresh the Library........ccccoceeeiiiiiiiien 410
Custom library Category ....ccooiiiieieee e 411
Library Details WiNndOW ..........ccooeiiiiiiiiiieeerrs e 411
View, Edit Library Details ...........cuvvviiiiiiniiiiieeeeeeeeeeceeeeeenns 412

URLS WINAOW ...ttt e e 413
View a List of URLs in the Library Category .................... 414

Add or Remove URLs or Wildcard URLS ........cc..ccoeeenneee 415

Add a URL to the Library Category........ccccccccvvvvvnnnnnn. 415

Add a Wildcard URL to the Library Category.............. 416

Remove a URL from the Library Category ................. 417

Upload a Master List to the Library ..........cccovvvvvviiiiiinnnnn. 417

Upload a Master List of URLS.........ccccceeeiiiiiiiieeeneniennns 417

Upload a Master List of Wildcard URLs...................... 419

Reload the Library.........ccccoceeeiiiiiiiieeee, 421

URL Keywords WINAOW .........ccoovviiiiiiiiiiiiiiiisnin e eeeeeeeeeeeee 421
View a List of URL Keywords.........cccceveieiiiiiieieiieiiicieeiiinns 422

Add or Remove URL Keywords ............ccceeeveevivivivveeieiiins 422

Add a URL Keyword to the Library Category.............. 422

Remove a URL Keyword from the Library.................. 422

Upload a List of URL Keywords to the Library ................. 423

Reload the Library.........ccccoceeeeiiiiiiieeeeenn 423

Search Engine Keywords Window . ............ccooevvvvivvvieveveiinnnnnnn, 424
View a List of Search Engine Keywords ...............cccceeees 425

Add or Remove Search Engine Keywords...........cccccc.uu..e. 425

Add a Search Engine Keyword to the Library............. 425

Remove a Search Engine Keyword............................ 425

Upload a Master List of Search Engine Keywords ........... 426

Reload the Library.........ccccoceeeiiiiiiieeeeeenn 426

Delete Category ...cooiieie e 426
Delete a Custom Category........cceeeeeeeeeeieeeeeeeeeeinn 426
APPENDICES SECTION ...cvvvvtiuiiiiisisieeeeeeeeseeeeeeeensnnnsnnnnnnns 427
F N o] =] Lo G NP 427
Filtering Profile Format and RuUles ..........ccccvvvevveieeeiieee, 427
U] @ ] (= - PRSP 428
APPENIX B oo 431
Create a Custom Block Page ... 431
Part I: Modify the Web Filter ... 431

xviii M86 SecuriTy User GuiDE



CONTENTS

1. Enable block page redirection..........cccccevvvvvvieviciiininennn. 431

Set up for each sUb-group .......ccccceeeiiiiiiiieeeees 431

2. Exclude filtering <server for block page> IP.................. 432

Part II: Customize the Block Page ........cccccccvvvvvvcciiiiiiiieeeeee, 432

1. Setup aWeb SErver .....coccccceeiiii i 432

2. Create a customized block page.........cccccevvvvvvvvvvnennnnnnn. 432

Show M86’s information in the block page (optional) . 433

Implement the “further option” (optional) .................... 433
Customized block page examples...........ccceeeeveeveeennns 434

Part lll: Restart the Web Filter .........cccccooviiiiiiiiiiiiiie, 434
REFEIENCE . oo 435
HTIML 1ottt e e e e e s siaae e e e s ane 435
CGlwritten IN Perl ... 437

Embed data in query string...........ooevvvviiiiiiiiiieeeeeen, 437

Use Java Script to post form data...........cccceeeeeveeeeennn. 438

CGIWHHEN IN C e 440
APPENTIX C o 446
Override Pop-up BIOCKEIS .......cccuvviiiiiiiiieee e e e 446
Yahoo! Toolbar Pop-up BIOCKET .......ccovveeeiiiiiiiiiiieeieeece e, 447
If Pop-up Blocking is Enabled .........cccccccveeeiiiiiiiiiieeecc e, 447
Add Override Account to the White List ...........ccccovvviereeniinnen. 447
Google Toolbar Pop-up BIOCKEr ........ccoooiiiiiiieecceee e 449
If Pop-up Blocking is Enabled .........cccccceveeeiiiiiiiiiiieeeceeee e 449
Add Override Account to the White List ...........cccovvviieeiiiinnen. 449
AdwareSafe Pop-up BIOCKEr .......ccccvviiiiieiiiiieee e, 450
If Pop-up Blocking is Enabled .........cccccceveeeiviiiiiciiiiieeeeeeee e, 450
Temporarily Disable Pop-up Blocking ...........ccccovivviveeneeeenennn. 450
Mozilla Firefox Pop-up BIOCKET ........ccvvveeiiiiiiiiiieieeee e 451
Add Override Account to the White LiSt ............oooviiiiiiiiiennenn. 451
Windows XP SP2 Pop-up BIOCKEr .........iieiiiiiiiiiieeeiiiieeeeeiia, 453
Set up Pop-up BIOCKING ...ccoeveieeeeeeeiees e 453
Use the Internet Options dialog boX..........ccceevvviviiiiiinnnn. 453

Use the IE Toolbar ..., 454
Temporarily Disable Pop-up BIOCKING ...........ccvvveiiiiiiiiiiieeennn. 454
Add Override Account to the White List ...........cooovcviiiiiieennenn. 455
Use the IE Toolbar ... 455

Use the Information Bar ..........cccccccveiieeiiiiiiiiiiiieieeeeee 456

Set up the Information Bar...............ceceevevvivivieeviieinnns 456

Access your Override Account ............ccevvvvvvvvvvnnnnnnnnn. 456

M86 SecuriTy User Guibe Xix



CONTENTS

APPENAIX D oottt 458
MODIIE CHENT e 458
Environment REqQUIrEMENtS . .........eeeiiiiiiiaiiiiiiiiiieeeeeeee e, 459
Workstation Requirements...........ooooecuiiiiieeiieeee s 459
Network Requirement ... 460
Remote Filtering CoOmponents ...........coooiciviiiiiieeeieeeeeenenn, 460
WOTK FIOW OVEIVIEW .....ceveiiieiiiiiiie e 460
Mobile Client Installed on a Mobile PC .............ccccceeeeee 460
Network Operations OVEIVIEW . ..........cceueeeereriiiiiiiiiiiieeeeaaaaenns 461
Mobile Client on the Network ..........ccccceevviiiiieiiniiinee e 461
MODIle CHENE......eeiiiiiiiiee e 461
ENterprise REPOIEr ........uueeeiiiiieiiiaiieeiiiiiieeeee e 461

Mobile Server SECHON . .......eevviiiiiiiee e 462
INItIAI SELUP ©.eeieiieiee e 462
Configure the Web Filter to use the Mobile Mode ............ 463
Add MAC Addresses to the Master IP Group ................... 464
Select MAC Addresses for a Sub Group...........ccccuvvveeeeen. 465
View Sub Group MAC AdAreSSeS .........ueeeeeeeeiieaeaeananiinnns 466
Add a MAC Address to an Individual Member .................. 467
Upload MAC Address File for IP Group ...........ccccvveeeeenn. 468
Troubleshoot MAC AdAreSSES .......ccovvvvreeeiiiiiieieeiiiiieeen 469
Mobile Client SECHON . ........eevveiiiiiiiee e 470
Download and Install the Deployment Kit ............cccc.o...... 471
Access the Mobile Client Deployment Tool window ......... 474
Configure a New Package Set .......ccccccceveiieiiniiiiiiciiiiiins 475
Specify Package Criteria .........cccccvereiiiiiciiiiiiiieeeeeeen, 476
Configure Network Settings .........ccovvviiiiiiiiiieeeneeeenn. 477
Optional: Specify URL for Mobile Client Updates....... 480
Optional: Set up Application OptioNS..........ccceveeeeeennn. 481

Save configuration settings, download files................ 485

Edit a Package Configuration ...........cccoooieiiiiiiiiiiniinneennnn, 489
Edit default configuration settings.........ccccccceeeveeeeeennn. 490

View Package Configuration contents ..............ccceeeeinnene 491
MCU file preparations ..........ccceeeeeiiiieiiiiiiiiiiiiieeee e 492
Step 1: Install MCU on end user workstations............ 492

Step 2: Choose a deployment host for updates.......... 493

Step 3: Post the latest files for MCU ..., 495

MC Deployment to Windows COmputers ..........cccccceeeennn. 497
Deployment t0 & groUp ....eeeeeeeeeeeeeeiieiiiiiiiiieeee e 497
Installation on a single COMPULEr ..........coeeeeiiiiiiiinnnes 500

MC Deployment to Macintosh OS X Computers............... 500

XX M86 SecuriTy User GUIDE



CONTENTS

Mobile Client Removal from Computers .........cccccccvvvvneeee. 501
Uninstallation from a Windows group .........ccccceeeeeene... 501

Uninstallation from an individual computer................. 501

APPENIX E e 504
Configure the Web Filter for Reporting ........ccccccvveevviieeeeeeiiiiiiinns 504
Entries in the Web Filter Administrator console ...................... 504

Entries in the SR, ER Administrator console . .............c.co...... 506

F N o] =] Lo G 507
RAID and Hardware Maintenance ..........ccccccovvvvieeeeniiiieeneniinneennn 507
Part 1: Hardware COmpoNents .........ccccceeeveveeeeeesiesienienneneeen 507

Part 2: Server Interface ... 507

LED indicators in SL and HL UNitS .........ccccceeeeiniiiineennnne, 507

Front control panels on SL and HL units ........ccccccveveeeennn. 509

Rear panels on HL UNItS ........oevvivviieeeeiiiiiiceieeeeeeee e, 511

Part 3: Troubleshooting . .........ccccciiiiiiiiieeee e, 512

Hard drive failure ... 512

Step 1: Review the notification email...........cccc..co.... 512

Step 2: Verify the failed drive in the Admin console ...513

Step 3: Replace the failed hard drive.........cccccevveeenn. 514

Step 4: Rebuild the hard drive ..........cccccviivieieeeeeeeen, 515

Step 5: Contact Technical Support........ccccccvvveereeennn. 515

Power supply failure..........cccoooiiiiieieiee e, 515

Step 1: Identify the failed power supply......cccccevveennn. 515

Step 2: Unplug the power cord..........cccocvvvveeeeeeeeeeenn. 515

Step 3: Replace the failed power supply .....ccccceeeeen. 516

Step 4: Contact Technical Support........ccccecvvveereeeenn. 516

Fan failure ... 517

Identify a fan failure ..........ccccccoe i 517

APPENAIX G oo 518
GIOSSAIY . 518
N 525

M86 SecuriTy User Guibe XXi



CONTENTS

XXii M86 SecuriTy User GuiDE



INTRODUCTORY SECTION WEB FILTER

INTRODUCTORY SECTION

Web Filter

M86 Security’s Web Filter tracks each user’s online activity,
and can be configured to block specific Web sites, service
ports, and pattern and file types, and lock out an end user
from Internet access, thereby protecting your organization
against lost productivity, network bandwidth issues, and
possible legal problems that can result from the misuse of
Internet resources.

The Web Filter provides an extensive library filtering cate-
gory database, user authentication, implementation of time
and quota filtering profiles, and tools for tailoring a user’s
filtering profile to comply with your organization’s Internet
usage policy, based on the end user’s Internet usage habits.

About this User Guide

The Web Filter User Guide primarily addresses the network
administrator designated to configure and manage the Web
Filter server on the network. This administrator is referred to
as the “global administrator” throughout this user guide. In
part, this user guide also addresses administrators who
manage user groups on the network. These administrators
are referred to as “group administrators” throughout this
user guide. Additional information is provided for adminis-
trators of networks that use the Web Filter with M86’s Secu-
rity Reporter (SR) or M86’s Enterprise Reporter (ER) to
execute both filtering and reporting functions.

See the M86 Web Filter Authentication User Guide at
http://www.m86security.com/support/R3000/documen-
tation.asp for information on authentication.

This user guide is organized into the following sections:
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INTRODUCTORY SECTION  ABOUT THIS USER GUIDE

* Introductory Section - This section is comprised of an
overview on filtering, Web access logging, instant
messaging and peer-to-peer blocking, and synchronizing
multiple Web Filter units. This section also provides infor-
mation on how to use this user guide to help you
configure the Web Filter, and provides information on
how to contact M86 Security technical support.

* Global Administrator Section - This section includes
information for the global administrator—who has all
rights and permissions on the Web Filter—to create
group administrator accounts, and to configure the Web
Filter for filtering the entire network.

e Group Administrator Section - This section includes
information for administrators authorized by the global
administrator to manage profiles of designated groups
and their associated users on the Web Filter. Group
administrators also have rights to access certain library
category functions.

» Appendices - Appendix A includes formats and rules
used in the filtering profile file. Appendix B includes infor-
mation on creating a customized block page. Appendix C
provides tips on how to override pop-up windows with
pop-up blocker software installed. Appendix D explains
how to install, configure, and use the Mobile Client.
Appendix E includes information on configuring the Web
Filter to work with M86'’s Security Reporter (SR) or M86’s
Enterprise Reporter (ER) application. Appendix F
includes information about RAID and hardware mainte-
nance and troubleshooting. Appendix G features a glos-
sary of technical terminology used in this user guide.

* Index - This section includes an index of subjects and
the first page numbers where they appear in this user
guide.
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How to Use this User Guide

Conventions

The following icons are used throughout this user guide:

NOTE: The “note” icon is followed by italicized text providing
additional information about the current subject.

TIP: The “tip” icon is followed by italicized text giving you hints on
how to execute a task more efficiently.

WARNING: The “warning” icon is followed by italicized text
cautioning you about making entries in the application, executing
certain processes or procedures, or the outcome of specified
actions.
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Terminology

The following terms are used throughout this user guide.
Sample images (not to scale) are included for each item.

alert box - a message box x|
that opens in response to

an entry you made in a
dialog box, window, or

screen. This box often

contains a button (usually labeled “OK”) for you to click in
order to confirm or execute a command.

button - an object in a dialog box, —
window, or screen that can be clicked [_EXEC"“E )

with your mouse to execute a command.

.
\l') Successfully saved Alert email(s).

Eheck_box - asmall square in a (_jlal_og ¥ Prafile
0x, window, or screen used for indi-

cating whether or not you wish to select an option. This
object allows you to toggle between two choices. By
clicking in this box, a check mark or an “X” is placed, indi-
cating that you selected the option. When this box is not
checked, the option is not selected.

dialog box - a box that x|
opens in response to a o~

8 - / Are yau sure yau want to apply the changes?
command made in a

window or screen, and ] v |

requires your input. You

must choose an option by clicking a button (such as
“Yes” or “No”, or “Next” or “Cancel”) to execute your
command. As dictated by this box, you also might need
to make one or more entries or selections prior to clicking
a button.

field - an area in a dialog boX,  gpgrpyame e a—
window, or screen that either

accommodates your data entry, or displays pertinent
information. A text box is a type of field.
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frame - a boxed-in area in a dialog

box, window, or screen that

includes a group of objects such as

fields, text boxes, list boxes,

buttons, radio buttons, check-
boxes, and/or tables. Objects within a frame belong to a
specific function or group. A frame often is labeled to indi-
cate its function or purpose.

¥ Basic

Page Content

[ Filter Info

[ Override Account

grid -anareain Date

Filename

Content

Comment

lib1 tar.gz

LIBRARY_OMLY

backup old library

Jul 23, 2003

Jul 22, 2003
a frame that

configd.targz

CONFIG_ONLY

backup old configurations

Jul 22,2003

config] targz

CONFIG_ONLY

Jul 22, 2003

displays rows

both tar.gz

testing
COMNFIG_AND_LIBRARY |backup library and configs

and columns of

data, as a result of various processes. This data can be
reorganized in the Administrator console, by changing

the order of the columns.

list box - an area in a dialog box,
window, or screen that accommo-
dates and/or displays entries of
items that can be added or removed.

All Groups

Cen Publishers E
DnsUpdateProxy
Dornain Adming

Dornain Computers
Dornain Controllers

Domain Guests
Domain Users

Enterptise Admins
Group Policy Creator Owners
MTS Trusted Impersonators =

navigation panel - the panel that
displays at the left of a screen. This
panel can contain links that can be

clicked to open windows or dialog boxes

at the right of the screen. One or more
tree lists also can display in this panel.
When an item in the tree list is clicked,
the tree list opens to reveal items that

can be selected.
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e pop-up box or pop-up e |
window - a box or window ) et Torar o v e s
that opens after you clicka g
button in a dialog box, S S ——

this address to test the SMTP Server seftings.

window, or screen. This box
or window may display infor- !
mation, or may require you
to make one or more entries.
Unlike a dialog box, you do not need to choose between
options.

* pull-down menu - afield in a [Defautt ~]
dialog box, window, or screen
that contains a down-arrow to the right. When you click
the arrow, a menu of items displays from which you make
a selection.

. _radio_button - as_mall, circular object g 5.~ or
in a dialog box, window, or screen
used for selecting an option. This object allows you to
toggle between two choices. By clicking a radio button, a
dot is placed in the circle, indicating that you selected the
option. When the circle is empty, the option is not
selected.

e screen -amain e ——
object of an appli-
cation that
displays across
your monitor. A
screen can
contain panels,
windows, frames,
fields, tables, text
boxes, list boxes, icons, buttons, and radio buttons.
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* sub-topic - asubset  E-caemery srous
of a main topic that T
displays as a menu
item for the topic. The :
menu of sub-topics ) Bandwidth
opens when a perti-
nent topic link in the left panel—the navigation panel—of
a screen is clicked. If a sub-topic is selected, the window
for that sub-topic displays in the right panel of the screen,
or a pop-up window or an alert box opens, as appro-
priate.

Library Details

» text box - an areain a dialog box, window, or screen that
accommodates your data entry. A text box is a type of
field. (See “field".)

* topic-a ey -
topic '
displays as
alink in the
left panel—
the naviga-
tion panel—
of a screen.
By clicking
the link for a
topic, the
window for that topic displays in the right panel of the
screen, or a menu of sub-topics opens.
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tree - a tree displays in the naviga-
tion panel of a screen, and is
comprised of a hierarchical list of
items. An entity associated with a
branch of the tree is preceded by a
plus (+) sign when the branch is
collapsed. By double-clicking the
item, a minus (-) sign replaces the
plus sign, and any entity within that
branch of the tree displays. An item
in the tree is selected by clicking it.

window - a window displays on  EE—"" x

a screen, and can contain
frames, fields, text boxes, list
boxes, buttons, checkboxes,

You &re now actiating the Custemer Feedback Module -
Auto Leaming feaure.

Thils festure enables the uplosding of summarized
Infgrmation 10 MOG Security to help Improve ;e quality of
thve content fitering Mbraries.

E--Cg‘tegory Groups
..

#-Businessinvestments

E-Category Groups
=8 cult Contert
“Child Pornography
-Explicit Art
“OhsceneTasteless
“Pornographyfadult Co

E-Bandwicth
--Businessﬂnvestments

and radio buttons. A window for
a topic or sub-topic displays in
the right panel of the screen.
Other types of windows include
pop-up windows, login
windows, or ones from the
system such as the Save As or

1 harvee rirad thee abo information and ageee fo
ackvate the Custornes Feedback Module.

Cancel

Choose file windows.
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Overview

The Web Filter’s Administrator console is used by the global
administrator—and group administrator, as required—to
configure the Web Filter server to perform the following
basic functions:

» filter URLs (Web addresses) on the Internet
* log traffic on the Internet
and, if applicable for your organization:

» block instant messaging, peer-to-peer services, and
patterns

» authenticate users via the existing authentication system
on the network

@ NOTE: See the M86 Web Filter Authentication User Guide at
http://www.m86security.com/support/R3000/documenta-
tion.asp for information on setting up and using authentication.

» synchronize multiple Web Filter units so that all servers
will be updated with the same user profile and library
configurations

To help you become familiar with the Web Filter and how it
functions on the network, Chapter 1 of this section of the
User Guide provides an overview on filtering. Chapter 2
gives insight into Web site access logging, and instant
messaging and peer-to-peer setup procedures. Chapter 3
features information on synchronizing multiple Web Filter
units. Chapter 4 includes details on getting started, with log
in and log out procedures, and tips on navigating the Admin-
istrator console.
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Environment Requirements

Workstation Requirements

Administrator

System requirements for the administrator include the
following:

* Windows XP, Vista, or 7 operating system running:

 Internet Explorer (IE) 8.0
* Firefox 6.0
» Google Chrome 13.0
» Safari 5.1
* Macintosh OS X Version 10.6 or 10.7 running:
» Safari 5.1
» Firefox 6.0
» JavaScript enabled
» Java Virtual Machine
» Java Plug-in
» Pop-up blocking software, if installed, must be disabled

» Session cookies from the Web Filter must be allowed in
order for the Administrator console to function properly

NOTE: Web Filter administrators must be set up with software
installation privileges in order to install Java used for accessing
the user interface.
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End User

System requirements for the end user include the following:
* Windows XP, Vista, or 7 operating system running:

 Internet Explorer (IE) 8.0
 Firefox 6.0
» Google Chrome 13.0
» Safari 5.1
* Macintosh OS X Version 10.6 or 10.7 running:

» Safari 5.1
» Firefox 6.0
» JavaScript enabled

» Pop-up blocking software, if installed, must be disabled

Network Requirements

» High speed connection from the Web Filter server to the
client workstations

* HTTPS connection to M86’s software update server

» Internet connectivity for downloading Java virtual
machine, if not already installed
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Chapter 1: Filtering Operations

Operational Modes

Based on the setup of your network, the Web Filter can be
configured to use one of these operational modes for
filtering the network:

¢ invisible mode
e router mode

+ firewall mode
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Invisible Mode

If the Web Filter is set up in the invisible mode, the unit will
filter all connections on the Ethernet between client PCs and
the Internet, without stopping each IP packet on the same
Ethernet segment. The unit will only intercept a session if an
inappropriate request was submitted by a client. In this
scenario, the Web Filter returns a message to the client and
server to deny the request, and a block page displays to
deny the client access to the site or service.

Figure 1:1-1 depicts the invisible mode that removes the
Web Filter from any inclusion in the network connection
path.

Internet

£
i
i
i

ATCP reset is sent to the web server
1o kill the session (request)

‘Web Fiker monitors request as it
passes through the hublswitch

Web Filter

""" - Web Filter matches the
request against its database

Ifthe website requested
matches in the database,

a block page is sent to

the dlient and the session
with the web server is reset

Fig. 1:1-1 Pass-by filtering diagram
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When users (Client PCs) make Internet requests, the traffic
flows (1) through the network path without interruption. The
Web Filter captures the request as the user’s request (2)
leaves the network. The Web Filter then determines the
action (3) to either block or pass the request. If the Web
Filter determines to block the user’s request, a block
message (4) is sent to the user plus a terminate message
(4) is sent to the Internet server.

A Web Filter set up in the invisible mode can also work in
the router mode. Figure 1:1-2 illustrates an example of a
monitor mode setup, with the Web Filter connected to the
managed switching hub. In this setup, the Web Filter port is
configured with the port monitoring function enabled, so that
the Web Filter’s port mirrors the port connected to the
router.

The monitoring interface of the Web Filter
is then plugged into the port that is
configured as the monitor port

Router

5 Web Filter

sl Hub/Switch

This is the port that
the gateway device
plugs into

Internally within the switch, all traffic
going to the gateway is duplicated to
another port on the switch

Fig. 1:1-2 Invisible mode diagram, with port monitoring
In the invisible mode, the Web Filter performs as a standa-

lone server that can be connected to any network environ-
ment.
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Router Mode

If the Web Filter is set up in the router mode, the unit will act
as an Ethernet router, filtering IP packets as they pass from
one card to another. While all original packets from client
PCs are allowed to pass, if the Web Filter determines that a
request is inappropriate, a block page is returned to the
client to replace the actual requested Web page or service.

Since only outgoing packets need to be routed—and not
return packets—the Web Filter only appears in the outgoing
path of the network.

Figure 1:1-3 illustrates an example of the router mode
setup, in which the Web Filter is set up to act as the Internet
router.

Internet

Web Filter

[ R te Location

Remote Location
Fig. 1:1-3 Router mode diagram
As previously mentioned, a Web Filter set up in the router

mode can also work in the invisible mode. The router mode
setup also will work in the firewall mode.
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i WARNING: M86 recommends contacting one of our solutions
engineers if you need assistance with router mode setup proce-
dures.

Firewall Mode

The firewall mode is a modification of the router mode. With
the Web Filter set up in this mode, the unit will filter all
requests. If the request is appropriate, the original packet
will pass unchanged. If the request is inappropriate, the
original packet will be blocked from being routed through.

Using the firewall mode, while the outgoing request is
delayed slightly—to allow filtering to take place before the
packet leaves the gateway router of the network—return
traffic remains unaffected.

Caching Server

Good site request
is made. The Web
Filter receives

the request and
passes it to the
caching server.

Web Filter

Bad site request is made.
The Web Filter sends a
“block” page and the
request is never sent to
the caching server.

Client PCs

Fig. 1:1-4 Firewall mode diagram, with firewall and cache setup
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The firewall mode cannot be used with any other mode
(invisible or router).

Figure 1:1-4 illustrates an example of a firewall mode setup
in which requests are never sent to the caching server. In
this scenario the local caching proxy will not affect the Web
Filter—even if the server contains unfiltered, “bad” cached
pages—since no request can pass until it is filtered.

Figure 1:1-5 illustrates an example of a firewall mode setup
in which requests are always sent to the caching server. In
this scenario the Web Filter will be affected if the caching
proxy server contains unfiltered, “bad” cached pages. M86
recommends that cached content is cleared or expired after
installing the Web Filter.

& WARNING: Contact a solutions engineer at M86 Security for
setup procedures if you wish to use the firewall mode.

Web Filter =

The Web Filter will see the request
and respond with a block page, the
cache system will receive the page
and send it to the client

Site requests are sent
to a caching server, 1
then passed to the 1
‘Web Filter

Caching Server

site as a blocked page, it will return the block

! If the cache system has cached the requested
page to the client

If the Web Filter stops filtering, the
cache system will cache web pages
that should be blocked, and the
cache should be cleared before
filtering is re-enabled

Fig. 1:1-5 Firewall mode diagram, with filtering and cache setup
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Group Types

After the operational filtering mode is configured on the Web
Filter, the group type(s) that will be used on the Web Filter
must be set up so that filtering can take place.

In the Policy section of the Administrator console, group
types are structured in a tree format in the navigation panel.
The global administrator can access the Global Group and
IP groups in the tree. The group administrator can only
access the designated IP group to be maintained.

/\j NOTES: If authentication is enabled, the global administrator can
also access the LDAP branch of the tree.

If multiple Web Filter units are set up on the network and the
synchronization feature is used, a Web Filter that is set up to
receive profile changes will only display the Global Group type in
the tree list. (See Chapter 3: Synchronizing Multiple Units for
more information on synchronization.)

Global Group

The first group that must be set up is the global group,

represented in the tree structure by the global icon @ .
The filtering profile created for the global group represents
the default profile to be used by all groups that do not have
a filtering profile, and all users who do not belong to a group.
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IP Groups

The IP group type is represented in the tree by the IP icon

& . A master IP group is comprised of sub-group members
and/or individual IP members & .

The global administrator adds master IP groups, adds and
maintains override accounts at the global level, and estab-
lishes and maintains the minimum filtering level.

The group administrator of a master IP group adds sub-
group and individual IP members, override account, time
profiles and exception URLs, and maintains filtering profiles
of all members in the master IP group.

B

IP Groups

!

Master IP Group

X e

Sub Group Sub Group Individual IP
209.11.120.0/24 210.11.110.0/32 211.11.108.4

Fig. 1:1-6 IP diagram with a sample master IP group and its members
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Filtering Profile Types

A filtering profile is used by all users who are set up to be
filtered on the network. This profile consists of rules that
dictate whether a user has access to a specified Web site or
service on the Internet.

The following types of filtering profiles can be created,
based on the setup in the tree menu of the Policy section of
the console:

Global Group

» global filtering profile - the default filtering profile posi-
tioned at the base of the hierarchical tree structure, used
by end users who do not belong to a group.

IP group (master group)

* master group filtering profile - used by end users who
belong to the master group.

* master time profile - used by master group users at a
specified time.

IP group member

» sub-group filtering profile - used by a sub-group
member.

* individual filtering profile - used by an individual IP
group member.

» time profile - used by a sub-group/individual IP group
member at a specified time.

Other filtering profiles

» authentication profile - used by LDAP group members.
This type of profile includes the workstation profile.

NOTE: For information about authentication filtering profiles, see
the M86 Web Filter Authentication User Guide.
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» override account profile - set up in either the Global
Group section or the master IP group section of the
console.

» lock profile - set up under X Strikes Blocking in the Filter
Options section of the profile.

» Radius profile - used by end users on a Radius
accounting server if the Radius server is connected to
the Web Filter and the Radius authentication feature
enabled.

* TAR profile - used if a Threat Analysis Reporter (TAR)
server is connected to the Web Filter and an end user is
locked out by TAR when attempting to access blocked
content in a library category.
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Static Filtering Profiles

Static filtering profiles are based on fixed IP addresses and
include profiles for master IP groups and their members.

Master IP Group Filtering Profile

The master IP group filtering profile is created by the global
administrator and is maintained by the group administrator.
This filtering profile is used by members of the group—
including sub-group and individual IP group members—and
is customized to allow/deny users access to URLSs, or warn
users about accessing specified URLS, to redirect users to
another URL instead of having a block page display, and to
specify usage of appropriate filter options.

IP Sub-Group Filtering Profile

An IP sub-group filtering profile is created by the group
administrator. This filtering profile applies to end users in an
IP sub-group and is customized for sub-group members.

Individual IP Member Filtering Profile

An individual IP member filtering profile is created by the
group administrator.This filtering profile applies to a speci-
fied end user in a master IP group.
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Active Filtering Profiles

Active filtering profiles include the Global Group Profile,
Override Account profile, Time Profile, and Lock profile.

NOTE: For information about authentication filtering profiles, see
the M86 Web Filter Authentication User Guide.

Global Filtering Profile

The global filtering profile is created by the global adminis-
trator. This profile is used as the default filtering profile. The
global filtering profile consists of a customized profile that
contains a list of library categories to block, open, add to a
white list, or assign a warn setting, and service ports that are
configured to be blocked. A URL can be specified for use
instead of the standard block page when users attempt to
access material set up to be blocked. Various filter options
can be enabled.

Override Account Profile

If any user needs access to a specified URL that is set up to
be blocked, the global administrator or group administrator
can create an override account for that user. This account
grants the user access to areas set up to be blocked on the
Internet.

Time Profile

A time profile is a customized filtering profile set up to be
effective at a specified time period for designated users.

Lock Profile

This filtering profile blocks the end user from Internet access
for a set period of time, if the end user’s profile has the X
Strikes Blocking filter option enabled and he/she has
received the maximum number of strikes for inappropriate
Internet usage.

M86 SecuriTy User GuIDE 23



INTRODUCTORY SECTION CHAPTER 1: FILTERING OPERATIONS

24

Filtering Profile Components

Filtering profiles are comprised of the following compo-
nents:

library categories - used when creating a rule, minimum
filtering level, or filtering profile for the global group or any
entity

service ports - used when setting up filter segments on
the network, creating the global group (default) filtering
profile, or establishing the minimum filtering level

rules - specify which library categories should be
blocked, left open (a set number of minutes in which that
category remains open can be defined), assigned a warn
setting, or white listed

filter options - specify which features will be enabled: X
Strikes Blocking, Google/Bing/Yahoo!/Youtube/Ask/AOL
Safe Search Enforcement, Search Engine Keyword Filter
Control, URL Keyword Filter Control

minimum filtering level - takes precedence over
filtering profiles of entities who are using a filtering profile
other than the global (default) filtering profile

filter settings - used by service ports, filtering profiles,
rules, and the minimum filtering level to indicate whether
users should be granted or denied access to specified
Internet content
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Library Categories

A library category contains a list of Web site addresses and
keywords for search engines and URLs that have been set
up to be blocked or white listed. Library categories are used
when creating a rule, the minimum filtering level, or a
filtering profile.

M86 Supplied Categories

M86 furnishes a collection of library categories, grouped
under the heading “Category Groups” (excluding the
“Custom Categories” group). Updates to these categories
are provided by M86 on an ongoing basis, and administra-
tors also can add or delete individual URLs within a speci-
fied library category.

Custom Categories

Custom library categories can be added by either global or
group administrators. As with M86 supplied categories,
additions and deletions can be made within a custom cate-
gory. However, unlike M86 supplied categories, a custom
category can be deleted.

NOTE: M86 cannot provide updates to custom categories. Main-
taining the list of URLs and keywords is the responsibility of the
global or group administrator.
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Service Ports

Service ports are used when setting up filter segments on
the network (the range of IP addresses/netmasks to be
detected by the Web Filter), the global (default) filtering
profile, and the minimum filtering level.

When setting up the range of IP addresses/netmasks to be
detected, service ports can be set up to be open (ignored).
When creating the global filtering profile and the minimum
filtering level, service ports can be set up to be blocked or
filtered.

Examples of service ports that can be set up include File
Transfer Protocol (FTP), Hyper Text Transfer Protocol
(HTTP), Network News Transfer Protocol (NNTP), Secured
HTTP Transmission (HTTPS), and Secure Shell (SSH).

Rules

A rule is comprised of library categories to block, leave
open, assign a warn setting, or include in a white list.
Access to an open library category can be restricted to a set
number of minutes. Each rule that is created by the global
administrator is assigned a number. A rule is selected when
creating a filtering profile for an entity.

Minimum Filtering Level

The minimum filtering level consists of library categories set
up at the global level to be blocked or opened, and service
ports set up to be blocked or filtered. If the minimum filtering
level is created, it applies to all users in IP groups, and takes
precedence over filtering settings made for group and user
filtering profiles.

The minimum filtering level does not apply to any user who
does not belong to a group, and to groups that do not have
a filtering profile established.
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NOTE: If the minimum filtering level is not set up, global (default)
filtering settings will apply instead.

If an override account is established at the IP group level for
a member of a master IP group, filtering settings made for
that end user will override the minimum filtering level if the
global administrator sets the option to allow the minimum
filtering level to be bypassed. An override account estab-
lished at the global group level will automatically bypass the
minimum filtering level.

Filter Settings

Categories and service ports use the following settings to
specify how filtering will be executed:

* block - if a category or a service port is given a block
setting, users will be denied access to the URL set up as
“blocked”

» open - if a category or the filter segment detected on the
network is given an open (pass) setting, users will be
allowed access to the URL set up as “opened”

NOTE: Using the quota feature, access to an open category can
be restricted to a defined number of minutes.

» always allowed - if a category is given an always
allowed setting, the category is included in the user’s
white list and takes precedence over blocked categories

NOTE: A category that is allowed will override any blocked
settings except if the minimum filtering level is set to block that
category.

e warn - If a category is given a warn setting, a warning
page displays for the end user to warn him/her that
accessing the intended URL may be against established
policies and to proceed at his/her own risk
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filter - if a service port is given a filter setting, that port will
use filter settings created for library categories (block or
open settings) to determine whether users should be
denied or allowed access to that port

ignore - if the filter segment detected on the network has
a service port set up to be ignored, that service port will
be bypassed

Filtering Rules

Filtering Levels Applied

1.

The global (default) filtering profile applies to any user
who does not belong to a master IP group.

. If the minimum filtering level is defined, it applies to all

master IP groups and members assigned filtering
profiles. The minimum filtering level combines with the
user’s profile to guarantee that categories blocked in the
minimum filtering level are blocked in the user’s profile.

. For master IP group members:

a. A master IP group filtering profile takes precedence
over the global profile.

b. A master IP group time profile takes precedence over
the master IP group profile.

For IP sub-group members:

a. An IP sub-group filtering profile takes precedence over
the master IP group’s time profile.

b. An IP sub-group time profile takes precedence over
the IP sub-group profile.

For individual IP members:

a. An individual IP member filtering profile takes prece-
dence over the IP sub-group’s time profile.
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b. Anindividual IP member time profile takes precedence
over the individual IP member profile.

6. An authentication (LDAP) profile—this includes a work-
station profile—takes precedence over an individual IP
member’s time profile.

NOTE: A Radius profile is another type of authentication profile
and is weighted the same as LDAP authentication profiles in the
precedence hierarchy.

7. A Threat Analysis Reporter (TAR) profile is a type of
lockout profile. If using the M86 Threat Analysis Reporter
with a Web Filter server, the TAR low level lockout profile
takes precedence over an authentication profile or a time
profile profile, locking out the end user from library cate-
gories specified in the lockout profile in the TAR applica-
tion.

8. An override account profile takes precedence over a
TAR lockout profile. This account may override the
minimum filtering level—if the override account was set
up in the master IP group tree, and the global adminis-
trator allows override accounts to bypass the minimum
filtering level, or if the override account was set up in the
Global Group tree.

NOTE: An override account set up in the master group section of
the console takes precedence over an override account set up in
the Global Group section of the console.

9. An X Strikes lockout profile takes precedence over all
filtering profiles. This profile is set up under Filter
Options, by enabling the X Strikes Blocking feature.
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Global (Default)
Filtering
Profile

MINIMUM FILTERING
LEVEL
LDAP Groups

Group
three

Group
ohe

Master IP
Group

Individual IP
Profile

Fig. 1:1-7 Sample filtering hierarchy diagram
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Chapter 2: Logging and Blocking

Web Access Logging

One of the primary functions of the Web Filter is to log the
activity of users on the Internet. Information captured in the
log can be transferred to a reporting appliance, to be viewed
on a PC monitor or output to a printer.

M86 recommends using the M86 Security Reporter (SR) or
M86 Enterprise Reporter (ER) for generating reports. When
the SR or ER server application is connected to the Web
Filter server, log files from the Web Filter are transferred to
that reporting server application where they are “normal-
ized” and then inserted into a MySQL database. The
reporting server’s client application accesses that database
to generate queries and reports.

NOTE: See Appendix E: Configuring the Web Filter for Reporting
for information on configuring the Web Filter and M86 reporting
device.

Instant Messaging, Peer-to-Peer Blocking

The Web Filter has options for blocking and/or logging the
use of Instant Messaging and Peer-to-Peer services, and
makes use of Intelligent Footprint Technology (IFT) for
greatly increasing management and control of these
popular—yet potentially harmful—applications. This section
explains how to set up and use IM and P2P.

How IM and P2P Blocking Works

IM Blocking

Instant Messaging (IM) involves direct connections between
workstations either locally or across the Internet. Using this
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feature of the Web Filter, groups and/or individual client
machines can be set up to block the use of IM services
specified in the library category.

When the IM module is loaded on the server, the Web Filter
compares packets on the network with IM libraries stored on
the Web Filter. If a match is found, the Web Filter checks the
user’s profile to see whether the user’s connection to the IM
service should be blocked, and then performs the appro-
priate action.

WARNING: The following items are known issues pertaining to
the IM module:

* IM can only block by destination IP address if network traffic is
being tunneled, sent through a Virtual Private Network (VPN),
or encrypted.

» IM will not be blocked if a client-side VPN is set up to proxy
traffic through a remote IP address outside the connection
protected by the Web Filter.

» Some versions of the AOL client create a network interface that
send a network connection through a UDP proxy server, which
prevents blocking IM.

P2P Blocking

Peer-to-Peer (P2P) involves communication between
computing devices—desktops, servers, and other smart
devices—that are linked directly to each other. Using this
feature of the Web Filter, groups and/or individual client
machines can be set up to block the use of P2P services
specified in the library category.

When the P2P module is loaded on the server, the Web
Filter compares packets on the network with the P2P library
stored on the Web Filter. If a match is found, the Web Filter
checks the user’s profile to see whether the user’s connec-
tion to the P2P service should be blocked, and then
performs the appropriate action.
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Setting up IM and P2P

IM and P2P are set up in the System and Library sections of
the Administrator console.

1. In the System section, activate Pattern Blocking in the
Filter window.

2. In the Library section, note the services set up to be
blocked, as defined at: http://www.m86security.com/
software/8e6/hlp/r3000/files/1system_im_block.html.

NOTE: Please contact an M86 technical support representative
or a solutions engineer if access is needed to one or more P2P
services blocked by M86's supplied library category for P2P.

3. In the Manual Update to M86 Supplied Categories
window (accessible via Library > Updates > Manual
Update), IM pattern files can be updated on demand.

Using IM and P2P

To solely log IM and/or P2P user activity, the Pattern
Blocking setting needs to be enabled in the Filter window.

To additionally block specified groups and/or users from
using components and features of IM and/or P2P, settings
need to be made in the Policy section of the Administrator
console.

If applying M86’s supplied IM and/or P2P library category to
an entity’s profile, all IM and/or P2P services included in that
category will be blocked.

@ NOTE: If IM and/or P2P was set up to be blocked while a user’s

IM and/or P2P session was in progress, the user will not be
blocked from using that service until he/she logs off the server
and back on again.
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Block IM, P2P for All Users

Block IM for All Users

To block IM for all users on the network:

the Pattern Blocking option in the Filter window must be
activated

the global filtering profile must have both CHAT and
specified individual Instant Messaging library categories
(such as IMGEN, IMGCHAT, IMGTALK, ICQAIM,
IMMSN, IMMYSP, and/or IMYAHOO) set up to be
blocked

the minimum filtering level profile must have both CHAT
and specified individual Instant Messaging library cate-
gories set up to be blocked.

Block P2P for All Users

To block P2P for all users on the network:

34

the Pattern Blocking option in the Filter window must be
activated

the global filtering profile must have the PR2PR library
category set up to be blocked

the minimum filtering level profile must have the PR2PR
library category set up to be blocked.
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Block Specified Entities from Using IM, P2P

Block IM for a Specific Entity

To block IM for a specified group or user:

» the Pattern Blocking option in the Filter window must be
activated

» the CHAT and specified individual Instant Messaging
library categories must both be set up to be blocked for
that entity

» the global filtering profile should not have IM blocked,
unless blocking all IM traffic with the Range to Detect
feature is desired

» the minimum filtering level profile should not have IM
blocked, unless blocking all IM traffic with the Range to
Detect feature is desired.

Block P2P for a Specific Entity

To block P2P for a specified group or user:

» the Pattern Blocking option in the Filter window must be
activated

» the PR2PR library category must be set up to be blocked
for that entity

» the global filtering profile should not have P2P blocked,
unless blocking all P2P traffic with the Range to Detect
feature is desired

» the minimum filtering level profile should not have P2P
blocked, unless blocking all P2P traffic with the Range to
Detect feature is desired.
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Chapter 3: Synchronizing Multiple Units

Web Filter Synchronization

The Web Filter can function in one of three modes—"Stand
Alone” mode, “Source” mode, or “Target” mode—based on
the setup within your organization. In a multi-Web Filter
environment, all Web Filters should be set up with the same
user profile data, so that no matter which Web Filter a user’s
PC accesses on the network, that user’s Internet usage is
appropriately filtered and blocked. The act of configuring
multiple Web Filters to share the same user profile informa-
tion is known as synchronization.

The synchronization feature allows an administrator to
control multiple Web Filters without the need to configure
each one independently. Web Filter synchronization uses a
source/target configuration, in which one Web Filter is
designated as the source server on which all configuration
entries are made. All other Web Filters on the network are
configured as target servers to the source Web Filter unit,
receiving updates from the source server.
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FUNCTIONAL MODES

Stand Alone Mode

In the Stand Alone mode, the Web Filter functions as the
only Internet filter on the network. This mode is used if there
is only one Web Filter on the network. Synchronization does
not occur in this mode.

Source Mode

The Source mode is used in synchronization. In this mode
the Web Filter is configured to not only function as a content
filter, but also to act as a Centralized Management Console
for all other Web Filters on the network. Whenever a filtering
configuration change is made on the source Web Filter, that
change is sent to all target Web Filters that have been iden-
tified by the source unit via the Synchronization Setup
window of the Web Filter console. This means that all
filtering configuration should be made on the source Web
Filter. This also means that any user-level filter authentica-
tion should be performed on the source Web Filter so that
these filtering changes can be disseminated to all Web Filter
target units.

/\\? NOTE: If the failover detection synchronization feature is
enabled, if a target server fails, the source server can be set up to
detect the failed server and perform filtering for that server.

Target Mode

As in the Source mode, the Target mode is used in synchro-
nization. In this mode, filtering information from the source
server will be uploaded to the target server. The only
synchronization setup that needs to be made on the target
server is to ensure that network interfaces are configured for
network communication.
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Synchronization Setup

To set up synchronization on a Web Filter, a selection must
be made in Setup window from the System section of the
Web Filter console to specify whether the Web Filter will
function as a source server or as a target server. This selec-
tion affects the contents that display in the Setup window.

NOTE: This version of synchronization only supports the use of
unique IP addresses throughout a network.

Setting up a Source Server

When setting up an Web Filter to function as a source
server, an IP address must be entered for each target Web
Filter unit. This entry identifies the location of each target
unit on the network.

NOTE: If synchronizing from a standalone Web Filter to an M86
WEFR server, please consult the chart at http://
www.m86security.com/software/8e6/hlp/r3000/files/
1system_sync_versions.html for software version compati-
bility between the two products.

& WARNING: If an Web Filter is set up in the Source mode with a
Network Address Translation (NAT) device between the source
and target server(s), be sure that ports 26262, 26268, and 88 are
open on the source server. This setup is required so that the
source server can communicate with the target server(s).

Setting up a Target Server

When setting up a Web Filter to function as a target server,
the IP address of the source server must be entered to iden-
tify the source server on the network. This IP address is
used for security purposes, as the target server will only
acknowledge and apply changes it receives from the desig-
nated source server. Additionally, this IP address is used by
the target server to identify the source server from which it
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should receive its running filter configuration in the event of
a reboot.

& WARNING: If a Web Filter server is set up in the Target mode
with a NAT device between the target and source server, be sure
that ports 26262 and 26268 are open on the target server. This
setup is required so that the target server can communicate with
the source server.

Types of Synchronization Processes

Synchronization involves two types of processes: filtering
profile synchronization, and library synchronization.

Filtering Profile Synchronization Process

In the filtering profile synchronization process, if a filtering
change is made on the source server—whether the update
is a global, IP, LDAP, minimum filtering bypass activation, or
user profile update—the change is applied locally. Once
locally applied on the source server, this update is sent to all
target Web Filters. Each target server will then immediately
apply this filtering change. The result is that profile updates
occur on all Web Filter units in near real time.

In the event that a target server is unable to communicate
with the source server, the target server will continue to run
the last known configuration it received from the source
server. The only exception to this scenario is that active
profiles—such as LDAP or override accounts—will not run
on the target server, since active profiles are timed out after
a specified period of time. However, all IP based filters—
such as the minimum filtering level, and the global rule that
was last received from the source server—will be applied.
When the target server resumes communication with the
source server, it will actively download and apply the latest
running configuration from the source server.
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If the target server is rebooted for any reason (loss of power
etc.) upon bootup, the target server will actively download
and apply the current running configuration from the source
server. It will then also receive future changes made on the
source server.

Library Synchronization Process

In the library synchronization process, if a library change is
made on the source server, the change is applied locally.
Once locally applied on the source server, this update will
be placed in a queue for submission to target Web Filter
servers. The source server will then send the information in
the queue to all target servers. Each target server will
receive this information and apply the update.

On the source server, a separate queue exists for each
identified target server. A queue is used as a repository in
the event of a communication failure between the source
server and target server. Information remains in this queue
and is submitted to the target server once communications
are re-established. The use of queues ensures that if a
target server is taken offline for a period of time, when it is
brought back online, it will be updated with the latest
changes from the source server.
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Delays in Synchronization

When a filtering profile is applied to the source server, there
is a slight delay in the time it takes to apply the profile to the
target server. This delay is caused by the amount of time it
takes the source server to process the change, prepare the
update for submission, send the update, and finally to acti-
vate the update on the target server. In practice, this should
only be matter of seconds. In essence, filtering profiles are
shared in near real time with this factor being the only delay.

The delay in activating a library change can take a little
longer than in activating a filtering profile change. This is
due to the fact that the library on the Web Filter is loaded
into the physical memory. When a change is made to the
library, a new library must be loaded into memory with the
changes. So the delay between the library change taking
place is the net of the amount of time it takes the source
server to prepare the update for submission, and then the
amount of time it takes for the update to be sent, received,
and processed by the target server. Once processed, the
new library is loaded into memory and activated, while the
old version of the library is removed from memory. The total
time of this process will vary depending upon custom library
entries, but the entire procedure should take approximately
one minute.
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Synchronized, Non-Synchronized Items

It is important to note that while some items are synchro-
nized to the target Web Filters, they do not become perma-
nent configurations on the target Web Filter. These items
are in essence functionally synchronized, since they are
configurations that the target Web Filters will read from the
source Web Filter upon load. These items will then be
updated on an as needed basis from the source Web Filter.
For purpose of differentiation, these items will be referred to
as functionally synchronized for purposes of this user guide.
These functionally synchronized items will be available for
use on the target Web Filter.

The following options are available for synchronization:
Synchronize all items (both profile and library changes), and
synchronize only library items.

As you will see by the lists on the following pages, static
configuration options—such as library changes—uwill be
synchronized. All active options—such as profile changes—
will be functionally synchronized. One time configuration
options on the Web Filter—such as reporting configurations,
or IP addresses—uwill not be synchronized.
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Synchronize All ltems

The following lists show which items will be synchronized
when the option to synchronize all items is selected.

Synchronized Items (All)

M86 Library additions/deletions

Custom library creations

Custom library additions/deletions

Search Engine keyword additions/deletions
Keywords in URL additions/deletions

Approved Content settings in the Global Group profile

Functionally Synchronized Items

Common Customization, Block Page Authentication
settings, Authentication Form Customization, Lock Page
Customization, Warn Page Customization, Profile
Control settings, Quota Block Page Customization,
Quota Notice Page Customization

Minimum Filtering Level
Rules
Global Group Profile

Override Account: addition/deletion, activation/deactiva-
tion

Lock Profiles

IP User/Group and sub-group: additions/deletions,
changes, filter changes

LDAP User/Group: additions/deletions, changes, filter
changes, profile activation/deactivation

Category Weight System additions/deletions
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Quota Setting

Non-synchronized Items

Filter control settings

Virtual IP and Authentication IP addresses

IP addresses

Default routes

Software Update application
Synchronization settings
Filter Mode
Backup/Restore

SNMP configuration
Warn Option Setting
Reporter configuration
CMC Management

SSL Certificate
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Synchronize Only Library Items

The following lists show which items will be synchronized
when the option to synchronize only library items is
selected.

Synchronized Items (Library Only)

M86 Library additions/deletions

Custom library creations

Custom library additions/deletions

Search Engine keyword additions/deletions

Keywords in URL additions/deletions

Functionally Synchronized Items

Category Weight System additions/deletions

Non-synchronized Items

Common Customization, Block Page Authentication
settings, Authentication Form Customization, Lock Page
Customization, Warn Page Customization, Profile
Control settings, Quota Block Page Customization,
Quota Notice Page Customization

Minimum Filtering Level
Rules
Global Group Profile

Override Account: addition/deletion, activation/deactiva-
tion

Lock Profiles

IP User/Group and sub-group: additions/deletions,
changes, filter changes
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» LDAP User/Group: additions/deletions, changes, filter
changes, profile activation/deactivation

» Filter control settings

» Virtual IP and Authentication IP addresses
* |P addresses

» Default routes

» Software Update application

* Synchronization settings

» Filter Mode

» Backup/Restore

» Radius Authentication Settings
* SNMP configuration

» X Strikes Blocking settings

* Warn Option Setting

* Reporter configuration

« CMC Management

» SSL Certificate
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Server Maintenance Procedures

Source Server Failure Scenarios

In the event that the source Web Filter unit should fail, the
target servers will continue to run using the last known
configuration loaded from the source server. However, all
dynamic authentication-based profiles will eventually time-
out, since the source Web Filter server can no longer verify
user credentials. When this occurs, the information on the
server can no longer be trusted. In most cases, the failure of
the source server can be quickly repaired, though it is
possible the source server will be down for an extended
period of time due to detailed troubleshooting that needs to
be performed, or that the source server will need to be
replaced due to hardware failure.

In cases in which the source Web Filter server is out of
commission for an extended period of time, this server
should be replaced as soon as possible so that individual
user authentication can be executed, and the ability to
control the filtering cluster is continually enabled. In cases in
which the Web Filter will not be immediately replaced, one
of the target Web Filter servers should be designated as the
new source server.

Establish Backup Procedures

To prevent down time during a source server failure, M86
recommends establishing backup and restore procedures.
It is important that regular backups of the source Web Filter
server are saved using the Backup/Restore window in the
System section of the Web Filter console. Once a backup is
created, it can be downloaded to another machine for safe-
keeping. A backup should be created and downloaded
whenever a change is made to filtering settings on the
source Web Filter.
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Use a Backup File to Set up a Source Server

In the event of a source server failure, the global adminis-
trator should designate a target server as the new source
server.

Set up a Target Server as a Source Server

1. Log in to the console of the target server designated as
the new source server.

2. In the System section of the console, go to the Backup/
Restore window and create a backup of the current
running configuration on that server.

3. Download the server’s configuration to a safe storage
place until it is needed.

4. In the LAN Settings window (accessible via System >
Network), set up IP addresses to be the same as on the
source server that is being replaced.

5. Go to the Reboot window (accessible via System >
Control) and reboot the server.

6. Once the Web Filter is rebooted, reconnect to the
console and access the Backup/Restore window.

7. Upload the last good configuration from the failed source
server to the new source server. When the configuration
file is uploaded and available in the Web Filter console,
that file should be used for restoring configuration
settings.

8. After the restoration of configuration settings is applied
and a quick reload takes place, this Web Filter will now
function as the source server in the Web Filter cluster.

48 M86 SecuriTy User GuIDE



INTRODUCTORY SECTION CHAPTER 3: SYNCHRONIZING MULTIPLE UNITS

Set up a Replacement Target Server

Once the original source server is replaced or repaired, it
can then be configured to replace the empty spot created by
the movement of the target server to the position of source
server. Configure this Web Filter so that the IP addresses
are that of the target server which became the source
server. Upload the running target configuration, which was
downloaded prior to converting the target server to a source
server. Use this configuration to create a duplicate of the
target server that was moved. Once this step is complete,
the cluster is whole again and should operate normally.

Set up a New Source Server from Scratch

In the event that you do not have a reliable backup file that
can be used for establishing a new source server, you must
recreate the settings on the new source server.

Set up a Target Server as a Source Server

1.

Log in to the console of the target server designated as
the new source server.

In the System section of the console, access the Reset
window and click Reset to remove all settings on the
server.

. Enter all settings from the failed source server on this

“new” server. In the Setup window (accessible via
System > Synchronization), specify that this is a source
server.

. Apply all software updates that were applied on the failed

source server.

. In the Policy section of the console, enter all groups and

filtering profiles.

. Make all necessary settings in all sections and windows

of the console.
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Chapter 4. Getting Started

Initial Setup

To begin setting up your Web Filter server, follow the
instructions in the M86 Web Filter Installation Guide, the
booklet packaged with your Web Filter unit. This guide
explains how to perform the initial configuration of the server
so that it can be accessed via an IP address or host name
on your network, and the SSL certificate for the Web Filter
generated to ensure a secure network connection.

NOTE: If you do not have the M86 Web Filter Installation Guide,
contact M86 Security immediately to have a copy sent to you.

Access the Administrator Console

Log On

1. Launch an Internet browser window supported by the
Web Filter.

2. In the address line of the browser window, type in
“https://” and the Web Filter server’s IP address or host
name, and use port number “:1443" for a secure network
connection, plus “/login.jsp”.

For example, if your IP address is 210.10.131.34, type in
https://210.10.131.34:1443/login.jsp. Using a host
name example, if the host name is logo.com, type in
https://logo.com:1443/login.jsp.

With a secure connection, the first time you attempt to
access the Web Filter’s user interface in your browser
you will be prompted to accept the security certificate. In
order to accept the security certificate, follow the instruc-
tions at: http://www.m86security.com/software/8e6/
docs/ig/misc/sec-cert-wf4.2.pdf
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3. After accepting the security certificate, click Go to open
the Web Filter login window:

webFiter ~ MEE

Username: ERlgl
Password: sesss

LOGIH

Fig. 1:4-1 Login window

4. Enter your Username and Password.

TIP: The default Username is admin and the Password is user3.
To change this username and password, go to the Administrator
window (see the Administrator window of the System screen in
the Global Administrator Section) and create a global adminis-
trator account.

NOTE: See Chapter 1: System screen in the Global Administrator
Section for information on logging into the Web Filter user inter-
face if your password has expired.

5. Click LOGIN to access the welcome screen of the
Administrator console:

weeFer MBS

Fig. 1:4-2 Welcome screen
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On this screen, the Web Filter Version Number displays
in the Product frame, and dates for the Last Software
Update and Last Library Update display in the Web Filter
Status frame.

The following information displays at the bottom of the
Administrator console: Host Name, LAN IP address used
for sending block pages, and software Version number.

Last Library Update message

If it has been more than seven days since the Web Filter last
received updates to library categories, upon logging into the
Administrator console a pop-up dialog box opens and
displays the following message: "Libraries were last
updated more than 7 days ago. Do you want to update your
libraries now?” Click either Yes or No to perform the
following actions:

Yes - clicking this button closes the dialog box and opens
an alert box indicating that it will take a few minutes to
perform the library update. Click OK to close the alert box
and to execute the command to update the libraries.
After the libraries are updated, today’s date will appear
as the Last Library Update on the welcome screen.

NOTE: Refer to the Library screen’s Manual Update to M86
Supplied Categories window—in the Global Group Section—for
information about updating library categories on demand.

No - clicking this button closes the dialog box and
displays the welcome screen with the Last Library
Update and the following message below in purple
colored text: “Libraries were last updated 7 days ago.
Please use the Weekly Update option™:
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Wel Fibiy lsas lmertace

Fig. 1:4-3 Welcome screen, Last Library Update text

Click the checkbox “Do not show “Old Library Warning”
dialog box in future” to disable the Last Library Update
message pop-up box. After the libraries are updated, the
welcome screen will appear as in Fig. 1:4:2 with today’s
date as the Last Library Update in black text.
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Navigation Tips

Access Main Sections

The Administrator console is organized into six sections,
each accessible by clicking the corresponding link in the
navigation toolbar at the top of the screen:

Home - clicking this link displays the Welcome screen of
the Administrator console.

Policy - clicking this link displays the main screen for the
Policy section. Windows in the Policy section are used
for creating and managing master IP groups, sub-
groups, and individual IP filtering profiles, or for setting
up LDAP domains, groups, and individual users, and
their filtering profiles.

Library - clicking this link displays the main screen for
the Library section. Library section windows are used for
adding and maintaining library categories. Library cate-
gories are used when creating or modifying a filtering
profile.

Reporting - clicking this link displays the main screen for
the Reporting section. The Reporting section contains
windows used for configuring reports on users’ Internet
activities.

System - clicking this link displays the main screen for
the System section. This section is comprised of
windows used by the global administrator for configuring
and maintaining the server to authenticate users, and to
filter or block specified Internet content for each user
based on the applied filtering profile.
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» Help - clicking this link displays the Help screen that
includes navigation tips. Links in the left panel provide
access to software and appliance information, and a
page for downloading the latest documentation (in the
.pdf format):

T Py Uy | gt e | Logeet weoriner /M

.  Pnpy S g 1 e s e

Fig. 1:4-4 Help screen

* Logout - click this link to log out of this application. When
your session has been terminated, the login window re-
displays.

Note that on each screen, in the right side of the banner, the
following displays:

X Strikes Blocking icon - If the X Strikes Blocking
feature is enabled, this icon can be clicked by autho-
rized users to access the X Strikes Unlock Workstation
window where workstations are unlocked.

= Real Time Probe icon - If the Real Time Probe feature
=l is enabled, this icon can be clicked by authorized
users to access the Real Time Probe reporting tool.

» system time - The system time displays using the
YYYY/MM/DD HH:MM:SS date and time format
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Help Features

Help features provide information about how to use
windows in the Administrator console. Such features

include help topics and tooltips.

Access Help Topics

Each of the main section screens contains a link beneath
the banner. When that link is clicked, a separate browser
window opens with Help Topics for that section:

/= Web Filter: Home - Windows Internet Explorer _[o] x|

(& nitpitwanemassecu x| 2 X | [Google
I

£l

File Edt View Favortes Tools  Help

©0 0 @ web Fiker: Home | ‘ %~ B - &= - [k page -

Mo
Wb Fitar

Web Filter Introduction

M86 Security's Web Filter tracks each user's online activity, and can be
configured to block specific Web sites. senice ports, and pattern and file
types. and lock out an end user from Internet access, thereby protecting
'your organization against lost productivity, network bandwidth issues, and
possible legal problems that can result from the misuse of Intemet
res0UrCes.

The Web Filter provides an extensive library filtering category database.
user authentication, implementation of time and quota filtering profiles. and

tools for tailoring a user's filtering profile to comply with your organization's
Internet usage policy, based on the end user's Intemet usage habits.

Back | Top

Close Window

2010 M26 Security. All rights reserved

SystemHelpWindew | || | [ [ [3 My Computer 00 -

Fig. 1:4-5 Help Topics window

1. Click a link to go to a specified topic.

2. To view Help Topics for another section, click the tab for
that section: Policy, Library, Reporting, System, or Help.

3. Click Close Window to close the Help Topics window.
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Tooltips

In any window that features the & icon in the navigation
path bar beneath the banner, additional information about
that window can be obtained by hovering over that icon with
your mouse, or by pressing the F1 key on your keyboard.

* Hover Display

The yellow tooltip box displays when you hover over the
icon with your mouse:

web Fier - MEE

O e

Fig. 1:4-6 Tooltip mouseover effect

To close the tooltip box, move the mouse away from the
icon.
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Help pop-up box

The Help pop-up box opens when you press the F1 key
on your keyboard:

hep x|

y

This winciow iz only available if the Web Fiter is set up inthe
Standalone or Source mode. In the Logon Expiration frame, specify the
number of days logon passwiords will be effective by making an entry
for the number of days until passwords expire, o selecting from
available choices inthe list. Inthe Logon Options frame, indicate if a
uzer will be locked out by Username (for any Web Fiter accourt)
andior P address. If ether of these options are enabled, make entries
for the number of failed login attempts twil take before locking out the
uzernamelP address, and the number of minutes in the interval for the
maximum number of failed login sttempts. For example, if the number of
tailed attempts is 3 and the number of minutes in the timespan is 10, if
&Ny user (one of mare) enters an incorrect password for that same
ugername vithin the 10-minute timespan, a lockout would ke mace for
that username on the third unsuccesstul sttempt. However, if the third
tailed login sttempt is made outside of the 10-minute timespan, there
wweauld be no lock out for that username. In & similar scenaria for an P
address (using the same timespan and designated number of failed
login sttempts), if any user (one or more) erters an incorrect
password for any username (one or more) using that same machine,
@ lock out would be made for that maching's IP address on the third
unsuccessul login sttempt. But there would ke no lockout for that 1P
address if the third failed sttempt was made outsice of the 10-minute
time=span.

Fig. 1:4-7 Help pop-up box

Click OK to close the pop-up box.
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Screen and Window Navigation

All screens are divided into two panels: a navigation panel
to the left, and a window in the panel to the right. Windows
display in response to a selection made in the navigation
panel.

In the Administrator console, screens and windows use
different navigation formats, based on the contents of a
given screen or window. Screens can contain topic links and
sub-topic menus, and/or tree lists with topics and sub-topic
menus. Windows can contain tabs that function as sub-
windows.

Topic Links

In Library, Reporting, and System screens, the navigation
panel contains topic links. By clicking a topic link, the
window for that topic displays in the right panel:

G Peby Ulmwy ey Gewem G g wenFiter  SMEE

e 1 | [ ... ]

Fig. 1:4-8 Selected topic and its corresponding window
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Select Sub-topics

Some topics in Library and System screens consist of more
than one window. For these topics, clicking a topic link
opens a menu of sub-topics:

Ve Py | iy | g | S | | gt wesFmee MBS

i e it s

L —— 2. a

Fig. 1:4-9 Sub-topics menu

When a sub-topic from this menu is selected, the window for
that sub-topic displays in the right panel of the screen.
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Navigate a Tree List

Tree lists are included in the navigation panel of Policy and
Library screens.

G Puby Ulmary gy e Gl gt web Fiter  SMEE

P ——

. |

Fig. 1:4-10 Tree menu

A tree is comprised of a hierarchical list of items. An entity
associated with a branch of the tree is preceded by a plus
(+) sign, when that branch of the tree is collapsed.

By double-clicking the entity, a minus (-) sign replaces the
plus sign, and all branches within that branch of the tree
display.

An item in the tree is selected by clicking it.
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Tree List Topics and Sub-topics

Policy and Library tree lists possess a menu of topics and
sub-topics.

Topics in the tree list display by default when the tree is
opened. Examples of tree list topics are circled in Fig. 1:4-
11.

When a tree list topic is selected and clicked, a menu of sub-
topics opens:

Vet | by | ANy | TR o | | L

wes Fiter SIS

I ———

H—

Fig. 1:4-11 Tree list topics and sub-topics

Clicking a sub-topic displays the corresponding window in
the right panel, or opens a pop-up window or alert box, as
appropriate.
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Navigate a Window with Tabs

In each section of the console, there are windows with tabs.

When selecting a window with tabs from the navigation
panel, the main tab for that window displays. Entries made
in a tab must be saved on that tab, if the tab includes the
Apply button.

NOTE: In the Time Profile and Override Account pop-up
windows, entries are saved at the bottom of the window.

MES

M ety | by e | Syl | L Web Filter

[ ——

42 ¥ B kg Workshstion 8

Fig. 1:4-12 Window with tabs
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Console Tips and Shortcuts

The following list of tips and shortcuts is provided to help
you use windows in the Administrator console with greater
efficiency.

Navigation Path

The navigation path displays at the top of each window:

Ve Pelcy | Umwy  Pepeing | G Gy Leged Web Fiiter M=

. |

Fig. 1:4-13 Navigation path

This path reminds you of your location in the console. The
entire path shows the screen name, followed by the topic
name, and sub-topic name if applicable.

Refresh the Console

Press F5 on your keyboard to refresh the Administrator
console. This feature is useful in the event that more than
one browser window is open simultaneously for the same
Web Filter.
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Select Multiple Iltems

When moving several items from one list box to another, or
when deleting several items, the Ctrl and Shift keys can be
used to expedite this task.

» Ctrl Key

To select multiple items from a list box, click each item
while pressing the Ctrl key on your keyboard.

. Shift Key

To select a block of items from a list box, click the first
item, and then press the Shift key on your keyboard while
clicking the last item.

Once the group of items is selected, click the appropriate
button to perform the action on the items.

Copy and Paste Text

To save time when making duplicate data entries, text previ-
ously keyed into the GUI can be copied and pasted into
other fields without needing to key in the same text again.

e Copy command

Copy text by using the cursor to highlight text, and then
pressing the Ctrl and C keys on the keyboard.

e Paste command

Text that was just copied from a field can be pasted into
another field that is either blank or populated with text.

» To paste text into an empty field, place the cursor in
the field and then press the Ctrl and V keys.

» To copy over existing text, highlight text currently in the
field and then press the Ctrl and V keys.
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Calculate IP Ranges without Overlaps

The Calculator button displays on windows in which IP
ranges are entered. These windows include: Range to
Detect and Members windows from the Policy section, and
Block Page Route Table window from the System section.

IP Calculator x|

Dotted Decimals Notation IP Calculator
e [
Metmask (2552552550 ¥ | (Dotted Decimals Motation)
Metmask |24 (CIDR Matstion)

Calculate: Close

Iin Host
Mz Host

Noke: The min and mas host does not exclude broadcast and netwarl,

Fig. 1:4-14 [P Calculator pop-up window

This window is used to view and/or calculate the minimum
and maximum range for an IP address.

1. Click Calculator to open the IP Calculator pop-up
window.

* If the IP address field in the window on the console is
already populated, note the IP Calculator pop-up
window displays the IP address, default Netmask in
both the Dotted Decimals Notation (e.g.
“255.255.255.248") and CIDR Notation (e.g. “29”)
format, Min Host, and Max Host IP addresses.

* If the IP address field in the window on the console is
empty, in this pop-up window enter the IP address,
specify the Dotted Decimals Notation Netmask, and
then click Calculate to display the Min Host and Max
Host IP addresses.

TIP: If necessary, make a different IP address entry and Netmask
selection, and then click Calculate to display different Min Host
and Max Host results.
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2. After making a note of the information in this pop-up
window, click Close to close the IP Calculator.

Re-size the User Interface

For greater ease in viewing content in any screen, re-size

the browser window by placing your cursor at any edge or
corner of the user interface, left clicking, and then dragging
the cursor to the left or right, or inward or outward.
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Log Off

To log off the Administrator console:

1. Click the Logout button in the navigation toolbar at the
top of the screen. This action opens the Quit dialog box:

ou x|

::/I A you sure you vweant to exdt Weh Fitter GUI7
o

Fig. 1:4-15 Quit dialog box

2. Click Yes to return to the Login window.

3. Click the “X” in the upper right corner of the screen for the
Login window to close it

ﬂh WARNING: If you need to turn off the server, see the ShutDown
window of the System screen in the Global Administrator Section.

Technical Support / Product Warranties

For technical assistance or warranty repair, please visit
http://www.m86security.com/support/ .
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GLOBAL ADMINISTRATOR SECTION

Introduction

The Global Administrator Section of this user guide is
comprised of four chapters, based on the layout of the
Administrator console. This section is used by the autho-
rized global administrator of the Web Filter for configuring
and maintaining the Web Filter server.

The global administrator is responsible for integrating the
server into the existing network, and providing the server a
high-speed connection to remote client workstations and to
a reporting application, if pertinent. To attain this objective,
the global administrator performs the following tasks:

» provides a suitable environment for the server, including:

» Hypertext Transfer Protocol over Secure Socket Layer
(HTTPS) link to the current logging device

» power connection protected by an Uninterruptible
Power Supply (UPS)

* high speed access to the server by authorized client
workstations

* adds group administrators

» sets up administrators for receiving automatic alerts
» updates the server with software supplied by M86

» analyzes server statistics

 utilizes diagnostics for monitoring the server status to
ensure optimum functioning of the server

» configures the server for authenticating users
e adds and maintains filtering categories

» adds and maintains filtering profiles of entities
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Chapter 1. System screen

The System screen is comprised of windows used for
configuring and maintaining the server to authenticate
users, and tofilter, log, or block specified Internet content for
each user based on an applied filtering profile.

o pobey | Uy | Mg | S | iw | Lo wenFmer  MEE

-
e [
= iy
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Fig. 2:1-1 System screen

A list of main topics displays in the navigation panel at the
left of the screen. Main topics in this section include the
following: Control settings, Network settings, Administrator
account information, Secure Logon, Diagnostics, Alert
contacts, Software Update, Synchronization, operation
Mode, Authentication settings (see the M86 Web Filter
Authentication User Guide for information about this topic),
Backup/Restore operations, Reset settings, Radius Authen-
tication Settings, SNMP, Hardware Failure Detection, X
Strikes Blocking, Warn Option Setting, Customization,
Quota Setting, and SSL Certificate.
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NOTES.: If the synchronization feature is used and a Web Filter is
set up in the Source mode, the CMC Management topic and
associated sub-topics are also available.

If the synchronization feature is used and a Web Filter is set up in
the Target mode to synchronize both profile and library setting
changes, settings in the Filter window and Customization
windows cannot be edited, and the following topics and any asso-
ciated sub-topics are not available: Block Page Authentication,
Authentication, Radius Authentication Settings, X Strikes
Blocking, and Warn Option Setting. If a Web Filter is set up in the
Target mode to synchronize only library setting changes, all
topics and sub-topics are available.

A help desk administrator will only see the Administrator and
Diagnostics topics.

Click your selection to choose a main topic from this list, or
to view a menu of sub-topics, if applicable. When a topic or
sub-topic is selected, the designated window for that topic

or sub-topic displays in the right panel.
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Control

Control includes options for controlling basic Web Filter
server functions. Click the Control link to view a menu of
sub-topics: Filter, Block Page Authentication, ShutDown,
and Reboot.

Filter window

The Filter window displays when Filter is selected from the
Control menu. This window is used for specifying network
filtering preferences on this server.

s Peby ey Pepeiey G Gy L web Fiter  SME

4l

14

Fig. 2:1-2 Filter window

Local Filtering is used for specifying whether this server
being configured will filter traffic on the network. If enabling
the HTTP Filtering feature that automatically detects a split
packet, HTTP headers less than or equal to the number of
bytes specified will be inspected. HTTPS Filtering lets you
set the level of filtering for HTTPS sites on Web Filters set
up in the Stand Alone or Source mode. In the Service
Control frame, enabling Pattern Blocking will log IM and
P2P end user activity, and block end users from using
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clients such as Google Web Accelerator and proxy patterns
that bypass filtering (see http://www.m86security.com/
software/8e6/hlp/r3000/files/1lsystem_proxy_ block
.html for a list of proxy pattern types set up to be blocked.
When using this feature, the Pattern Detection Whitelist
window can be used for setting up IP addresses to bypass
pattern filtering (see Pattern Detection Whitelist window in
Chapter 3: Library screen). Target(s) Filtering will only
display if this server being configured is set up for synchro-
nization in the Source mode. This frame is used for speci-
fying whether filtering will take place on all Web Filter
servers on the network set up in the Target mode.

/\ﬁ NOTE: This window displays greyed-out if the synchronization
feature is used, and this server being configured is set up in the
Target mode to synchronize both profile and library setting

changes.

@ TIP: See the Introductory Section for overviews on the following
topics:

* IM and P2P (Chapter 2: Logging and Blocking)
» Synchronization (Chapter 3: Synchronizing Multiple Units)

Local Filtering

In the Local Filtering frame, indicate the function of this
server being configured, in regards to filtering the network.
The default setting has Local Filtering “On” and VLAN
Detection “Off".

Disable Local Filtering Options

If you have multiple Web Filters on the network, you may
wish to disable local filtering on the source server and use
the server primarily for authenticating users who log on the
network. This frees up resources on the server.

To disable Local Filtering and/or VLAN Detection, click
the “Off” radio button(s).
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Enable Local Filtering Options

To enable Local Filtering, click “On”. The server will filter
the specified Range to Detect on the network.

To enable the detection of VLAN traffic on the network, at
VLAN Detection, click “On”.

NOTE: After making all entries in this window, click Apply.

HTTP Filtering

In the HTTP Filtering frame, enable or disable the feature
that automatically detects a split HTTP packet.

Enable HTTP Packet Splitting Detection

By default, the feature that automatically detects a split
HTTP packet is disabled.

1. Click “On” to enable HTTP Packet Splitting Detection;
this action displays a field below the radio buttons.

2. Inthe Inspect HTTP headers that are less than or
equal to ___ Bytes field, by default 48 displays for the
number of bytes. This entry can be modified to specify a
different number of bytes for HTTP header inspection.

Disable HTTP Packet Splitting Detection

To disable automatic detection of a split HTTP packet, click
“Off.” This action removes the field below the radio buttons.

{j NOTE: After making all entries in this window, click Apply.
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HTTPS Filtering

Specify your preference for filtering HTTPS sites in the
HTTPS Filtering frame. Select from the following settings for
the HTTPS Filtering Level:

* “None” - if you do not want the Web Filter to filter HTTPS
sites

* “Low” - if you want the Web Filter to filter HTTPS sites
without having the Web Filter communicate with IP
addresses or hostnames of HTTPS servers

* “Medium” - if you want the Web Filter to communicate
with HTTPS servers in order to get the URL from the
certificate for URL validation only (this is the default
setting)

If "Medium" is selected, by default the option is enabled
for forwarding the DNS lookup in order to validate the
hostname in the certificate

* “High” - if you want the Web Filter to communicate with
HTTPS servers to obtain the certificate with a very strict
validation of the return URL

If "High" is selected, by default the option is enabled for a
library lookup to overrule the DNS validation of the host-
name in the certificate.

& WARNING: If using the “High” setting, end users may be blocked
from accessing acceptable Web sites if the host names of these
sites do not match their generated certificates. To allow users
access to acceptable HTTPS sites, the IP addresses and corre-
sponding URLs of these sites should be included in a custom
library category that is allowed to pass. (See the Custom library
category sub-section in Chapter 2: Library screen from the Group
Administrator Section for information on setting up a custom
library category. See Global Group Profile window and Minimum
Filtering Level window in Chapter 2: Policy screen from the
Global Administrator Section for information on allowing a library
category to pass.)
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@ NOTE: After making all entries in this window, click Apply.

Service Control

In the Service Control frame, indicate whether or not Pattern
Blocking with be enabled or disabled.

Enable Pattern Blocking

By default, Pattern Blocking is disabled. Click “On” to block
the usage of clients such as Google Web Accelerator and
various proxy pattern types on end user workstations that
bypass filtering, and to log IM and P2P activity of end users
once IM and P2P pattern files are downloaded on demand
via the Manual Update to M86 Supplied Categories window.

NOTE: See http://www.m86security.com/software/8e6/hlp/
r3000/files/1system_proxy_block.html for a list of proxy
pattern types that are set up to be blocked.

TIPS: To block specified users from accessing proxy patterns, the
M86 supplied “PROXY” library category (Web-based Proxies/
Anonymizers) must be applied to the group or user's filtering
profile. Or, to block all users from accessing these proxy patterns,
the global filtering profile and minimum filtering level must have
the “PROXY” library category set up to be blocked.

To block specified users from accessing IM services, “CHAT” and
specified Instant Messaging M86 supplied library categories
(such as “IMGEN", “IMGCHAT", “IMGTALK”", “ICQAIM”, “IMMSN",
“IMMYSP”, and/or “IMYAHOQ") must be applied to the group or
user's filtering profile. Or, to block all users from accessing IM
services, the global filtering profile and minimum filtering level
must have “CHAT” and appropriate Instant Messaging library
categories set up to be blocked.

Additionally, to block specified users from accessing P2P
services, the M86 supplied “PR2PR?” library category must be
applied to the group or user’s filtering profile. Or, to block all users
from accessing P2P services, the global filtering profile and
minimum filtering level must have the “PR2PR” library category
set up to be blocked.
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To create a whitelist of pattern IP addresses, see the Pattern
Detection Whitelist window in Chapter 3: Library screen.

Disable Pattern Blocking

Click “Off” to disable Pattern Blocking.
NOTE: After making all entries in this window, click Apply.

Target(s) Filtering

The Target(s) Filtering frame only displays if the Web Filter
currently being configured is set up in the Source mode for
synchronization. The default setting has All Target(s)
Filtering “On”.

Disable Filtering on Target Servers

To disable All Target(s) Filtering, click the “Off” radio
button. Each target server on the network will not filter the
Range to Detect specified on that server.

Enable Filtering on Target Servers

To enable All Target(s) Filtering, click the “On” radio
button. Each target server on the network will filter the
Range to Detect specified on that server.

{j NOTE: After making all entries in this window, click Apply.
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Block Page Authentication window

The Block Page Authentication window displays when Block
Page Authentication is selected from the Control menu. This
feature is used for entering criteria the Web Filter will use
when validating a user’s account. Information entered/
selected in this window is used by the block page that
displays when an end user attempts to access a site or
service that is set up to be blocked.

G Pelry Umwy ey | Gewem G g webFiter  SMEE
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Fig. 2:1-3 Block Page Authentication window

NOTE: This feature is not available if the synchronization feature
is used, and this server being configured is set up in the Target
mode to synchronize both profile and library setting changes.

See the Block Page Customization window and Common
Customization window in this chapter for information on custom-
izing the M86 block page. See Appendix B: Create a Custom
Block Page for information on creating a customized block page
using your own design.
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Enter, Edit Block Page Options

NOTE: If you are not using authentication, and/or if your users do
not have override accounts set up, you do not need to select any
option at the Re-authentication Options field.

TIP: Multiple options can be selected by clicking each option
while pressing the Ctrl key on your keyboard.

1. In the Re-authentication Options field of the Details
frame, choose from the following options by clicking your
selection:

* Web-based Authentication - select this option if
using Web authentication with time-based profiles or
persistent login connections for LDAP authentication
methods.

» Override Account - select this option if any user has
an Override Account, allowing him/her to access URLSs
set up to be blocked at the global or IP group level.

* Re-authentication - select this option for the re-
authentication option. The user can restore his/her
profile and NET USE connection by clicking an icon in
a window to run a NET USE script.

NOTES:

 Details about the Web-based Authentication option can be
found in the M86 Web Filter Authentication User Guide.

» For more information about the Override Account option, see
information on the following windows in this user guide:

* Global Administrator Section: Override Account window and
Bypass Option window for the global group

» Group Administrator Section: Override Account window for
IP groups, and Exception URL window for IP groups.

» The Re-authentication option only supports Internet Explorer
browsers. End users who are using other browser types
(Firefox, Safari, Chrome, etc.) will not be able to re-authenti-
cate themselves.
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2. If the Re-authentication option was selected, in the
Logon Script Path field, \PDCSHARE\scripts displays
by default. In this field, enter the path of the logon script
that the Web Filter will use when re-authenticating users
on the network, in the event that a user's machine loses
its connection with the server, or if the server is rebooted.
This format requires the entry of two backslashes, the
authentication server’s computer name (or computer IP

address) in capital letters, a backslash, and name of the
share path.

3. Click Apply to apply your settings.
Block page

When a user attempts to access Internet content set up to
be blocked, the block page displays on the user’s screen:

fj M36 Security Web Filter - Windows Internet Explorer

J File Edt Yiew Favorites Tools Help |
J T A~ | ﬁ| Qsearch  [GalFavorites & AHistory | - &

J Address I@ w.coors,comBIP=200, 10,100, 75: 51 8CAT=ALCORUISER =L OG0\ Domain% e 20Admins G LANG j @Go |J Links

B

ACCESS DENIED! HELP

Internet access to the req 1 website has been denied hased on your user profile
and organization's Internet Usage Policy.

UserMachine: LOGODomain AdminslGLANG
IP: 20010101140

Category:  Alcohol
Blocked URL:  hittp Sy coors.coms

For further options, click here,

To submit this blocked site for review, click here. For assistance, contact your Administrator.
185 Web Fitter provided by M88 Security. Copyright 2011. All rights reserved

|&] |_|_|. Internet
Fig. 2:1-4 Sample Block Page

L
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By default, the following data displays in the User/Machine
frame of the block page:

* User/Machine field - The username displays for the
LDAP user. This field is blank for the IP group user.

» |P field - The user’s IP address displays.

» Category field - The name of the library category that
blocked the user’s access to the URL displays. If the
content the user attempted to access is blocked by an
Exception URL, “Exception” displays instead of the
library category name.

» Blocked URL field - The URL the user attempted to
access displays.

By default, the following standard links are included in the
block page:

» HELP - Clicking this link takes the user to M86’s Tech-
nical Support page that explains why access to the site or
service may have been denied.

» MB86 Security - Clicking this link takes the user to M86's
Web site.

By default, these links are included in the block page under
the following conditions:

» For further options, click here. - This phrase and link is
included if any option was selected at the Re-authentica-
tion Options field. Clicking this link takes the user to the
Options window, described in the Options page sub-
section that follows.

* To submit this blocked site for review, click here. -
This phrase and link is included if an email address was
entered in the Submission Email Address field in the
Common Customization window. Clicking this link
launches the user’s default email client. In the composi-
tion window, the email address from the Submission
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Email Address field populates the “To” field. The user’s
message is submitted to the global administrator.

Options page

The Options page displays when the user clicks the
following link in the block page: For further options, click
here.

f‘ M&6 Security Web Filter - Windows Internet Explorer
J File Edt Yjew Fawvorites Tools Help |

J GBack ~ = - (D 7l | Qsearch [GFavorkes S History | - S e |
| Address |@ hitp: /{200, 10.100,75:81 fegijblock. cgi x| @ |JLinks »
=
OPTIONS HELP

UserMachine: LOGODamain AdminsiGLANG
IP: 20010101140

Category:  Alcohol
Blocked URL: bt ihoewwiy coors.comd

Option 1:  Click here for secure Weh-bazed authertication.

Option 2:  If you have an override sccount, enter wour username and password.

Username: I

Pagsword: I Owerride |

¥aeningt The override accoudnt aption will not fanction ¥ antipopap software Is nstailed on
your system.

Option 3:  If the shove profile is incorrect or there has been an error, you can:
= Re-gtart your system and re-login or
= Iry re-authenticating your user profile

[
|&] pone |_|_|. Internet 4

Fig. 2:1-5 Options page

The following items previously described for the Block page
display in the upper half of the Options page:

* HELP link

» User/Machine frame contents
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The frame beneath the User/Machine frame includes infor-
mation for options (1, 2, and/or 3) based on settings made in
this window and the Common Customization window.

4;3} NOTE: Information about Option 1 is included in the M86 Web
Filter Authentication User Guide.

Option 2

Option 2 is included in the Options page, if “Override
Account” was selected at the Re-authentication Options
field.

This option is used by any user who has an override
account set up for him/her by the global group administrator
or the group administrator. An override account allows the
user to access Internet content blocked at the global or IP
group level.

The user should enter his/her Username and Password,
and then click Override to open the Profile Control pop-up
window:

43 http://200.10.160.179:81 - Profile Control - Microsoft Internet Explorer

Profile Control

Ouerride Account: afangatta
Profile: fitter all ather ports | open these categories reject these categories ART
GPORN KDPORN open all other categories | detault fiter mode,
Min. Filtering: Mo Bypass Minimum Fittering Level

Keep this window open for your override account to remain active,

Close

186 Web Filter provided by M86 Security. Copyright 2011. All rights reserved

E
|&] Dore l_l_la Internet 7
Fig. 2:1-6 Profile Control pop-up window

This pop-up window must be left open throughout the user’s
session in order for the user to be able to access blocked
Internet content.
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NOTES: See Profile Control window for information on custom-
izing the content in the Profile Control pop-up window. See
Appendix C: Override Pop-up Blockers for information on how a
user with an override account can authenticate if a pop-up
blocker is installed on his/her workstation.

Option 3

The following phrase/link displays, based on options
selected at the Re-authentication Options field:

Re-start your system and re-login - This phrase
displays for Option 3, whether or not either of the other
Re-authentication Options (Re-authentication, or Web-
based Authentication) was selected. If the user believes
he/she was incorrectly blocked from a specified site or
service, he/she should re-start his/her machine and log
back in.

Try re-authenticating your user profile - This link
displays if “Re-authentication” was selected at the Re-

authentication Options field, and an entry was made in
the Logon Script Path field. When the user clicks this link,
a window opens:

& netlogon on LOGOD - Microsoft Intern: =11
oy B =
netlogon i

This Folder is Online.

Select an item ko view ks
description,

Metwork Logon Scripk s

Capacity: 3,99 GB
[ used: 2.26 GB
O Free: 1.72 GB

]
Fig. 2:1-7 Re-authentication option
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The user should click the logon.bat icon to run a script that
will re-authenticate his/her profile on the network.

NOTE: If the end user is using a non-IE browser type (i.e. Firefox,
Safari, or Chrome) he/she will see a message specifying that IE
is the only browser type supported for re-authentication.

ShutDown window

The ShutDown window displays when ShutDown is
selected from the Control menu. This window is used for
powering off the server.

Ve | Poley | Ly | Pepeivg | Sysiom. | few | Lagus wenrmer MBS

'ﬂ____..__ — |

Fig. 2:1-8 ShutDown window

Shut Down the Server
In the ShutDown frame, click ShutDown to power off the

server. To restart the server, the Web Filter console needs to
be re-accessed.
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Reboot window

The Reboot window displays when Reboot is selected from
the Control menu. This window is used for reconnecting the
server on the network.

Weh Filter M:— =

':1__ __________ Jal|

Fig. 2:1-9 Reboot window

Reboot the Server

1. In the Reboot frame, click Reboot to open the Reboot
Web Filter dialog box.

2. Click Yes to close the dialog box and to launch the
Server Status message box, informing you that the
server is now disconnected.

When the Server Status box closes, the Web Filter status
message box opens and informs you that the server is
rebooting itself, and how much time has elapsed since
this process began.

After the server is rebooted, the Web Filter status
message box closes, and the Web Filter ready alert box
opens.

86 M86 SecuriTy User GuIDE



GLOBAL ADMINISTRATOR SECTION CHAPTER 1: SYSTEM SCREEN

The Server connected alert box also opens, informing
you that the server is connected, and that you must
restart the server.

3. Click OK to close the Web Filter ready alert box.
4. Click OK to close the Server connected alert box.

5. You must now re-access the Web Filter Administrator
console.

NOTE: See Chapter 4: Getting Started from the Introductory
Section for information about accessing the Web Filter user inter-
face and logging back into the server.
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Network

Network includes options for configuring the Web Filter on
the network. Click the Network link to view a menu of sub-
topics: LAN Settings, NTP Servers, Regional Setting, and
Block Page Route Table.

LAN Settings window

The LAN Settings window displays when LAN Settings is
selected from the Network menu. This window is used for
configuring network connection settings for the Web Filter.

viesFiter  MEBE

Vleme  Puley  Umwy  Peping | e ey g
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Fig. 2:1-10 LAN Settings window
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Specify LAN Settings

1. In the Host Name field, enter up to 50 alphanumeric
characters for the name of the host for this server, such
as wf.logo.com.

2. Specify the following information, as necessary:

* Inthe LANL1 IP field of the IP/Mask Setting frame, the
default LAN 1 IP address is 1.2.3.3. Enter the IP
address and select the corresponding subnet mask of
the LAN1 network interface card to be used on the
network.

e Inthe LANZ2 IP field, the default LAN 2 IP address is
1.2.3.4. Enter the IP address and select the corre-
sponding subnet mask of the LAN2 network interface
card to be used on the network.

TIP: Be sure to place the LAN1 and LANZ2 IP addresses in
different subnets.

* Inthe Primary IP field of the DNS frame, the default IP
address is 4.2.2.1. Enter the IP address of the first
DNS server to be used for resolving the IP address of
the authentication server with the machine name of
that server.

* Inthe Secondary IP field of the DNS frame, the default
IP address is 4.2.2.2. Enter the IP address of the
second DNS server to be used for resolving the IP
address of the authentication server with the machine
name of that server.

* Inthe Gateway IP field of the Gateway frame, the
default IP address is 1.2.3.1. Enter the IP address of
the default router to be used for the entire network
segment.

3. Click Apply to apply your settings.

NOTE: Whenever modifications are made in this window, the
server must be restarted in order for the changes to take effect.
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NTP Servers window

The NTP Servers window displays when NTP Servers is
selected from the Network menu. This window is used for
specifying IP addresses of servers running Network Time
Protocol (NTP) software. NTP is a time synchronization
system for computer clocks throughout the Internet. The
Web Filter will use the actual time from a clock at a specified
IP address.

NOTE: The System Time displays beneath the Details frame,
using the YYYY/MM/DD HH:MM:SS Coordinated Universal Time
(UTC) format for the current time zone.

viesFiter  MEBE

e 1 | ... ]

Fig. 2:1-11 NTP Servers window
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Specify Network Time Protocol Servers

%

A

In the Details frame, three NTP server IP addresses display
by default in the Servers list box. These IP addresses are:
128.59.35.142, 142.3.100.15, and 129.132.98.11.

NOTE: Any IP address following the first entry in the Servers list
box is only used in the event that the Web Filter cannot access
the primary time NTP server specified. IP addresses are used in
the order in which they display in the list box.

Add an NTP Server

To add an NTP server:
1. Enter the IP address in the NTP Server field.

2. Click Add to include this IP address in the Servers list
box.

3. Click Apply to apply your settings.

Remove an NTP Server

To remove an NTP server:

1. Select the IP address from the Servers list box.
2. Click Delete.

3. Click Apply to apply your settings.

WARNING: If using the Web Filter with the M86 Security
Reporter or M86 Enterprise Reporter unit, be sure that device is
connected to the same NTP servers as the Web Filter.
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Regional Setting window

The Regional Setting window displays when Regional
Setting is selected from the Network menu. This window is
used for specifying the time zone to be used by the Web
Filter and the language set type, if necessary.

N Polcy  Umary  Pepiey | Gwem Sl g web Fiter  SME

T p—

. g e e e e

Fig. 2:1-12 Regional Setting window

Specify the Time Zone, Language Set

In the Details frame, the Region “US” and the Location
“Pacific” display by default. To change these settings:

1. Atthe Region pull-down menu, select your country from
the available choices.

2. Atthe Location pull-down menu, select the time zone for
the specified region.

If necessary, select a language set from the Language
pull-down menu to specify that you wish to display that
text in the console.

3. Click Apply to apply your settings, and to reboot the Web

Filter.

M86 SecuriTY User GUIDE



GLOBAL ADMINISTRATOR SECTION CHAPTER 1: SYSTEM SCREEN

m WARNING: If using the Web Filter with an M86 Security Reporter

or M86 Enterprise Reporter unit, be sure each Web Filter used by
the SR or ER is set up in the same time zone as the SR or ER.
These “like” settings ensure consistency when tracking the
logging times of all users on the network.

Block Page Route Table window

The Block Page Route Table window displays when Block
Page Route Table is selected from the Network menu. This
window is used for building and maintaining a list of destina-
tion based routers the server will use for communicating
with other segments of the network. You need to set up a
route table only if your local network is interconnected with
another network, and if users’ client machines are not being
served block pages when appropriate.

Vs Peby Ulmwy ey e G g webFiter  SMEE
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Fig. 2:1-13 Block Page Route Table window

NOTE: See the Block Page Authentication window for information
on setting up block pages.
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Add a Router

In the Route Table frame:
1. Enter the IP address.

2. Select the network subnet Mask from the pull-down
menu.

3. Inthe Gateway field, enter the IP address of the portal to
which packets will be transferred to and from the Internet.

@ TIP: Click Calculator to open the IP Calculator pop-up window.
Use this calculator to calculate IP ranges without any overlaps.

4. Click Add to include your entries in the IP/Mask list box.

NOTE: Follow steps 1-4 for each router you wish to include in the
routing table.

Remove a Router
To remove one or more routers from the IP/Mask list box:
1. Select the router(s) from the list box.

2. Click Delete.
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Administrator

Administrator window

The Administrator window displays when Administrator is

selected from the navigation panel. This window is used for
adding and maintaining global administrator (Admin), group

administrator (Sub Admin), and help desk administrator

(Help Desk) accounts. A Sub Admin manages LDAP enti-

ties and their filtering profiles. A Help Desk administrator
can verify a user’s current filtering profile status and can

perform URL and search engine keyword lookups in library

categories.

NOTE: See the Group Details window in Chapter 1: Policy screen
of the Group Administrator Section for information on setting up

and maintaining accounts for IP group administrators. See the

M86 Web Filter Authentication User Guide for more information
on setting up and maintaining LDAP Sub Admin group adminis-

trator accounts. A help desk administrator will only see his/her
account information and can only modify his/her password.

vien Fiter ~ /MAE
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Fig. 2:1-14 Administrator window
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TIP: The default Username is admin and the Password is user3.
M86 recommends that you retain this default account and pass-
word in the event that the Web Filter cannot be accessed. An
authorized M86 Security technical representative may need to
use this username and password when troubleshooting the unit.

WARNING: Always be sure that at least one account is listed in
this window at all times.

View Administrator Accounts

The Current User list box includes the Account Name and
corresponding account Type (“Admin”, “Sub Admin”, or
“Help Desk”) for each active global administrator, LDAP
group administrator, or help desk administrator previously
set up in this window.

Add an Administrator Account

To add an administrator account:

1. In the Account Details frame, enter the username in the
Username field.

2. In the Password field, enter eight to 20 characters—
including at least one alpha character, one numeric char-
acter, and one special character. The password is case
sensitive.

3. Make the same entry again in the Confirm Password
field.

4. Select “Admin”, “Sub Admin”, or “Help Desk” from the
Type pull-down menu.

5. Click Add to include the username and account type in
the Current User list box.
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Edit an Administrator Account

To change an administrator’s password and/or account
type:

1. Select the username from the Current User list box; this
action populates the Account Details frame with data.

2. In the Password field, enter eight to 20 characters for a
new password—including at least one alpha character,
one numeric character, and one special character. The
password is case sensitive.

3. Enter the same new password again in the Confirm
Password field.

If the administrator’s account type needs to be changed,
select the appropriate account type from the Type pull-
down menu (“Admin” for global administrator, “Sub
Admin” for LDAP group administrator, or “Help Desk” for
help desk administrator).

4. Click Modify to apply your settings.

NOTE: A username cannot be modified, but can be deleted and
added again.

Delete an Administrator Account

To delete an administrator account:
1. Select the username from the Current User list box.

2. Click Delete to remove the account.
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Secure Logon

Secure Logon includes options for setting user passwords
to expire after a designated number of days, and/or locking
out users from the Web Filter after unsuccessfully
attempting to log in for the specified number of attempts
within the defined timespan. Click the Secure Logon link to
view a menu of sub-topics: Logon Settings, and Logon
Management.

Logon Settings window

The Logon Settings window displays when Logon Settings
is selected from the Secure Logon menu. This window is
used for enabling the password expiration feature in which
you define the number of days a password will be valid
before a new password must be used. You can also enable
the feature for locking out a user from the interface by user-
name and/or IP address if an incorrect password is entered
for a specified number of times within a defined timespan.

NOTE: This window displays only on servers set up in the Stand-
alone or Source mode.

£ | I, ... .

Fig. 2:1-15 Logon Settings window
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Enable, Disable Password Expiration

In the Logon Expiration frame, at the Number of days prior
to expiration [1-365] field, specify the number of days
logon passwords will be effective by doing one of the
following:

» select from available choices (1, 30, 90, 365, Never
Expired)

* make an entry for the number of days until passwords
expire.

NOTE: If a user’s password has expired, when he/she enters his/
her username and password in the Login window and clicks
LOGIN, a login dialog box opens:

4¥wieb Filter =10l x|

Flease fill in the login information

Uszername jzmith
Pazsword IF

Ok Cancel

Fig. 2:1-16 New password entry

This dialog box displays his/her Username and prompts him/her
to enter a new password in the Password and Confirm Password
fields. Upon clicking OK, the Web Filter user interface opens.
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Enable, Disable Account Lockout

1. In the Logon Options frame, enable any of the following
options:

» Atthe Lockout by Username field, click the radio
button corresponding to either of the following options:

* On - Choose this option to lock out the user by
username if the incorrect password is entered—for
the number of times specified in the Allowable
Number of Failed Password Attempts [1-10] field—
within the interval defined in the Failed Password
Attempts Timespan (in minutes) [1-1440] field.

» Off - Choose this option if the user will not be
locked out by username after entering the incorrect
password.

» Atthe Lockout by IP address field, click the radio
button corresponding to either of the following options:

* On - Choose this option to lock out the user by IP
address if the incorrect password is entered—for
the number of times specified in the Allowable
Number of Failed Password Attempts [1-10] field—
within the interval defined in the Failed Password
Attempts Timespan (in minutes) [1-1440] field.

» Off - Choose this option if the user will not be
locked out by IP address after entering the
incorrect password.

» At the Allowable Number of Failed Password
Attempts [1-10] field—with the Lockout by Username
and/or Lockout by IP address option(s) enabled—
enter the number of times a user can enter an incorrect
password during the interval defined in the Failed
Password Attempts Timespan (in minutes) [1-1440]
field before being locked out of the Web Filter.
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» At the Failed Password Attempts Timespan (in
minutes) [1-1440] field—with the Lockout by User-
name and/or Lockout by IP address option(s)
enabled—enter the number of minutes that defines the
interval in which a user can enter an incorrect pass-
word—as specified in the Allowable Number of Failed
Password Attempts [1-10] field—before being locked
out of the Web Filter.

NOTE: If the number of failed attempts is 3 and the number of
minutes in the timespan is 10, if any user (one or more) enters an
incorrect password for that same username within the 10-minute
timespan, a lockout would be made for that username on the third
unsuccessful attempt. However, if the third failed login attempt is
made outside of the 10-minute timespan, there would be no lock
out for that username. In a similar scenario for an IP address
(using the same timespan and designated number of failed login
attempts), if any user (one or more) enters an incorrect password
for any username (one or more) using that same machine, a
lockout would be made for that machine's IP address on the third
unsuccessful login attempt. But there would be no lockout for that
IP address if the third failed attempt was made outside of the 10-
minute timespan.

2. Click Apply to apply your settings.
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Logon Management

The Logon Management window displays when Logon
Management is selected from the Secure Logon menu. This
window is used for viewing the status of user accounts—
including the date passwords will expire, and which user-
names/IP addresses are currently locked out of the Web
Filter user interface—and for unlocking usernames and IPs
currently locked out of the Web Filter. If the user account is
a global (Admin), LDAP group administrator (Sub Admin), or
help desk administrator (Help Desk) account, the areas of
user interface accessible to that administrator can be
viewed.

el

Fig. 2:1-17 Logon Management window

NOTE: An account/IP address becomes locked if the Lockout by
Username/IP address feature is enabled in the Logon Settings
window, and a user is unable to log into the Administrator console
due to a password expiration, or having met the specified number
of failed password attempts within the designated timespan.
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View User Account Status, Unlock Username

View Account Status

The All Accounts Status frame displays password statuses
of current login accounts set up in this Web Filter being
configured, including:

e Account Name - username

» Type of account:

Admin - global administrator account set up in the
Administrator window

Sub Admin - LDAP group administrator account set up
in the Administrator window

Help Desk - help desk administrator account set up in
the Administrator window

Group - IP group administrator account set up in the IP
branch of the Policy tree

Probe - Real Time Probe account set up in the Real
Time Probes Logon Accounts window

XStrike - X Strikes Blocking account set up in the X
Strikes Blocking Logon Accounts window

» Expired Date (either Never Expired or a date using the
YYYY-MM-DD format, based on the configuration in the
Logon Settings window at the time the password was
saved in that window)

* lock symbol if the account is currently locked.

TIP: This list can be resorted by clicking a specified column
header.
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Unlock a Username

To unlock a username:

1. Select the Account Name from the All Accounts Status
frame by clicking on it to highlight it.

2. Click Unlock to open the dialog box asking if you wish to
proceed with this action.

@ TIP: Click No to close the dialog box.

3. Click Yes to display the alert box indicating the account
was unlocked.

4. Click OK to close the alert box, and to remove the locked
symbol from the Locked column for the row corre-
sponding to the username.

View Locked IP Address, Unlock IP Address

View Locked IPs

The Current Locked IP Addresses frame displays any IP
address currently locked.

Unlock an IP Address

To unlock the IP address of a machine:

1. In the Current Locked IP Addresses frame, click the IP
address to highlight it.

2. Click Unlock to open the dialog box, asking if you wish to
unlock the IP address.

@ TIP: Click No to close the dialog box.

3. Click Yes to display the alert box indicating the IP
address was unlocked.

4. Click OK to close the alert box, and to remove the IP
address from the list.
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View Admin, Sub Admin User Interface Access

To view the areas of the user interface accessible by a
global administrator, LDAP group administrator, or help
desk administrator:

1. Select the Admin, Sub Admin, or Help Desk username
from the list.

2. Click View Access to open the Assign Access View pop-
up window:

Assign Access View

View/Preview assign access

Assign to user [Gamin|

System | poiicy | Liovary | Reporting ] Helo |

& System

- Cortrol
Network

-ddministrator
Securs Logon

- Diagnastics
Alert

- Software Updste
Synchranization

- Mode
Authertication

- BackupRestore
Reset

- Radius Authentication Setting

- SHMP
Hardwars Failure Detection

1 Strikes Blocking
Wiarn Option Setfing

- Cystomization

CMC Management

- Gunta Setting

O]

Fig. 2:1-18 Assign Access View

3. The View/Preview assign access frame displays the
username in the greyed-out “Assign to user” field.

Click any of the available tabs (System, Policy, Library,
Report, Help) to view menu topics, sub-topics, and
branches of trees available to that administrator.

4. Click the “X” in the upper right corner of the window to
close it.
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Diagnostics

Diagnostics includes options for setting up or running
processes for maintaining the server. Click the Diagnostics
link to view a menu of sub-topics: System Command, View
Log File, Troubleshooting Mode, Active Profile Lookup, and
Admin Audit Trail.

System Command window

The System Command window displays when System
Command is selected from the Diagnostics menu. This
window is used for viewing server statistics and for
performing diagnostic tests on the server.

Vs Puly Ulmary gy e Gl gt web Fiter  SMEE
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Fig. 2:1-19 System Command window

ﬂl WARNING: Diagnostics tools utilize system resources, impacting
the Web Filter’s performance.
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Perform a Diagnostic Test, View Data

1. Select a diagnostic tool from the Command pull-down
menu: ping(Ping), traceroute(Trace Route), ps(Process
list), top(TOP CPU processes), ifconfig(NIC configura-
tion), netstat(active connections), netstat(routing table),
free(current memory usage), iostat(CPU usage),
sar(system performance), recent logins, uptime(system
uptime), df(disk usage), and dmesg(print kernel ring
buffer).

NOTE: See Command Selections for a list of commands and
their functions.

If “Ping” or “Trace Route” was selected from the pull-
down menu, a blank field displays to the right and must
be populated.

2. Click Execute to open a pop-up window containing the
guery results:

=il
webFiter MBS

= 152163 20 170 ping stitistics —
[ packrts traramited, S recaved, 0% packt ks, time S005ma
P2 i mainder = 01581721 BEEA00 67200 703 ma

Fig. 2:1-20 System Command, Results window

3. Click the “X" in the upper right corner of the pop-up
window to close it.
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Command Selections
Ping

The Ping diagnostic tool is used for verifying whether the
Web Filter can communicate with a machine at a given IP
address within the network, and the speed of the network
connection. Enter the IP address or host name of the
specific Internet address to be contacted (pinged), and then
click Execute to display results in the pop-up window.

Trace Route

The Trace Route diagnostic tool should be used if the ping
utility was not able to help you diagnose the problem with
your network configuration. This diagnostic tool records
each hop the data packet made, identifying the IP
addresses of gateway computers where the packet stopped
en route to its final destination, and the length of time of
each hop. Enter the IP address or host name of the specific
Internet address to be validated, and then click Execute to
display results in the pop-up window.

Process list

The Process list diagnostic tool is used for viewing a list of
processes that have run on the server, and their statuses.
When Execute is clicked, rows of processes display in the
pop-up window, including the following information for each
process: Process ldentification Number, full device number
of the controlling terminal, status code, amount of time it
took to run the process, and command line.
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TOP CPU processes

The TOP CPU processes diagnostic tool is used for
analyzing how much memory and CPU power is being
consumed by which processes. When Execute is clicked,
the pop-up window displays the following information: the
load average, number of processes that can run, current
utilization by CPUs on the system, and memory and swap
file space currently being used and currently available. A
row of statistics displays for each process utilizing the most
resources on the system.

NIC configuration

NIC Configuration is used for verifying the server's network
interface configuration at bootup. When Execute is clicked,
information about the NIC mode and RX packets and TX
packets displays in the pop-up window.

Active connections

When Active Connections is selected and Execute is
clicked, information about opened connections displays in
the pop-up window. The first half of the results includes
packet traffic data on configured network interfaces. The
second half of the results includes a list of active UNIX
domain sockets for each protocol.

Routing table

When Routing Table is selected and Execute is clicked,
information about available routes and their statuses
displays in the pop-up window. Each route consists of a
destination host or network and a gateway to use in
forwarding packets.
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Current memory usage

When Current Memory Usage is selected and Execute is
clicked, the pop-up window shows the amount of memory
being used, and the amount of memory available for three
intervals of one second each.

CPU usage

The CPU Usage diagnostic tool shows information on disk
usage. When Execute is clicked, the pop-up window shows
the average CPU usage, as well as the usage by device and
file system/partition.

System performance

The System Performance diagnostic tool shows information
on resources being used. When Execute is clicked, the
pop-up window shows averages on various statistics. These
results can be stored in a compact binary format and then
viewed at later date, so that if you discover a system or
application problem occurred, you can analyze system
activity during that time period. With this data, you can
specify start and end times for reporting on that data, and
calculate average usage for periods of time when perfor-
mance is most critical or during normal user hours.

Recent logins

The Recent Logins diagnostic tool is used for showing infor-
mation on administrator login activity. When Execute is
clicked, the pop-up window displays a row of data for each
time an administrator logged on the Web Filter.
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System uptime

The System uptime diagnostic tool is used for showing the
amount of time the Web Filter has been "up” and running.
When Execute is clicked, the pop-up window displays a row
of data showing the current time, the amount of time the
Web Filter has been up, the number of users, and the load
averages for the past 1, 5 and 15 minute intervals.

df(disk usage)

The Disk Usage diagnostic tool is used for viewing disk
usage information by file system. When Execute is clicked,
rows of disk information display in the Result pop-up
window, including the following information for each disk:
Filesystem name, 1K-blocks on the disk, number of Used
blocks, number of Available blocks, Use%, locations where
the disk is Mounted on.

dmesg(print kernel ring buffer)

The Print Kernel Ring Buffer diagnostic tool is used for
viewing the kernel ring buffer in which kernel messages are
stored. When Execute is clicked, messages from the kernel
ring buffer display in the Result pop-up window. These
messages from system boot-up provide information about
hardware and module initialization, useful for diagnosing
system problems.
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View Log File window

The View Log File window displays when View Log File is
selected from the Diagnostics menu. This window is used
for viewing the most recent log file results of various activi-
ties and for troubleshooting.
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Fig. 2:1-21 View Log File window

View Log Results

In the Log File Details frame:
1. Select the type of Log File to view:

» “Realtime Traffic Log (shadow.log)” - used for viewing
the Internet activity of all users on the network.

» “User Name Log (usage.log)” - used for viewing the
time and date a user logged on and off the network,
along with the user's profile information.

» “Software Update Log (patch.log)” - used for viewing
the results of a software update application, such as
which files were copied to the server, and whether the
software update was successfully applied.
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» “Error Log (error.log)” - used only if an Alternate IP
Address is being used in the Block Page Route frame
of the Operation Mode window. This log only displays
information if the IP address used for sending block
pages is not being reconciled with the MAC address of
the NIC card.

* “Admin GUI Server Log (AdminGUIServer.log)” - used
for viewing information on entries made by the admin-
istrator in the Web Filter console.

NOTE: For information about the “Authentication Log (Authenti-
cationServer.log)”, “eDirectory Agent Debug Log (edirAgent.log)”,
“eDirectory Agent Event Log (edirEvent.log)” and “Authentication
Module Log (authmodule.log)” options, see the View log results
section in the M86 Web Filter Authentication User Guide.

2. Choose the Last Number of Lines to view (100-500)
from that file.

3. Click View to to open a pop-up window containing the log
results:
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Fig. 2:1-22 View Log File, Results window

4. Click the “X” in the upper right corner of the pop-up
window to close it.
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Troubleshooting Mode window

The Troubleshooting Mode window displays when Trouble-
shooting is selected from the Diagnostics menu. This
window is used if the server is not sending or receiving
packets as normal.

viesFiter  MEBE
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Fig. 2:1-23 Troubleshooting Mode window

& WARNING: This tool utilizes system resources, impacting the
Web Filter’s performance. When you click Enable, the Web Filter
will stop filtering the network. After you finish making the neces-
sary changes to the server, be sure to click Disable to terminate
your Troubleshooting Mode session. Once Disable is clicked, the
Web Filter will resume filtering the network.

NOTE: See the Operation Mode window for information about
invisible, router, and firewall modes, and listening devices.
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Use the Troubleshooting Mode

1.

Click Enable to begin working in the troubleshooting
mode.

. Inthe Packet Logging frame, select the Packet Logging

Time from the available selections (10 seconds, 30
seconds, 60 seconds). This time is the interval during
which the server captures packets in real time, ranging
from the moment the command is executed until the
designated point of time in the future.

. At the Capture Device field, the default listening device

for the operation mode displays. If necessary, make a
selection from the pull-down menu that corresponds to
the operation mode used on the network—"LAN2” or
“LAN1".

At the Promiscuous Mode field, the default choice (“on
or “off”) displays, based on the operation mode that was
selected. The promiscuous mode is a mode of operation
in which each data packet that is sent will be received
and read by the Network Interface Card (NIC).

If necessary, click the appropriate radio button to indicate
whether to turn the promiscuous mode on or off. If “on” is
selected, the Web Filter will watch all network traffic as in
the invisible mode. If “off” is selected, the Web Filter will
only capture packets sent to or from the Web Filter.

. At the Capture String/Rule field, select the type of

packets to be captured: Transmission Control Protocol
(TCP); packets destined to a specified port (80, 443, 81);
packets destined to the Web Filter; packets sent to or
from port 20 or 21; packets sent to the Virtual IP
address’s port 137 or 139, or Address Resolution
Protocol (ARP).

. Click Execute to display results in the Result list box.
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8. After performing the fixes on the Web Filter, return to this
window and click Disable to resume filtering the network.

Active Profile Lookup window

The Active Profile Lookup window displays when Active
Profile Lookup is selected from the Diagnostics menu. This
window is used for verifying whether an entity has an active
filtering profile. This window also is used for troubleshooting
synchronization on "target" Web Filters, to verify whether
settings for user profiles match the ones synced over from
the "source" Web Filter.
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Fig. 2:1-24 Active Profile Lookup window

NOTE: In order to use this diagnostic tool, IP groups and/or
members must be set up in the Policy section of the Web Filter,
and each IP group and/or member must have a filtering profile.
MAC addresses are used in the mobile mode only.
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Verify Whether a Profile is Active

1. In the User IP/MAC Address field, enter the IP address
or MAC address of the end user.

2. Click Lookup to verify whether or not a profile is active
for that IP/MAC address.

If the filtering profile is active, a pop-up box opens
containing the Result frame that displays profile settings
applied to the profile:

A
Result for IP/MAC Address 10.1.0.254
Logn Summany | fude Detnis | Biocind Ports | Redirect LR | Fiter Optiona |

Doman name: faamiristrators

Proske nsme: prameastrators
Pt name: Frusen

Fig. 2:1-25 Active Profile Lookup results

The default Login Summary tab displays the following
information:

* Domain name - IP group domain name
Profile name - name of the profile
additional profile information:

» Time profile name - for time profiles, the name of
the time profile displays

* Rule name - if this profile uses a non-custom rule,
the rule number displays

Profile Type - type of profile, greyed-out:

» Regular profiles - IP group, sub-group, individual,
or MAC profile
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» Global profile - Global Group Profile

* Override profiles - Override Account profile

* Lock profiles - X Strikes Blocking lock out profile
» Time profiles - Time Profile

» TAR profile - Threat Analysis Reporter lock out
profile

» Radius profile - Radius accounting server profile

NOTE: See the M86 Web Filter Authentication User Guide for
information that displays in these fields if the domain is an LDAP
domain.

3. Click the following tabs to view information in that tab:
Rule Details, Blocked Ports, Redirect URL, Filter
Options.

* Rule Details - In the Rule Details frame, the Category
Groups tree displays group and library categories with
filter settings that determine whether or not the end
user can access URLs set up for that category group/
library category.

TIP: In the Category Groups tree, double-click the group enve-

lope to open that segment of the tree and to view library catego-
ries belonging to that group.

A check mark inside a green circle displays in the
Pass, Allow, Warn, Block column for the filter setting
assigned to the category group/library category for the
end user. These filter settings indicate the following:

» Pass - URLs in this category will pass to the end
user.

» Allow - URLs in this category will be added to the
end user’s white list.

* Warn - URLs in this category will warn the end user
that the URL he/she requested can be accessed,
but may be against the organization’s policies. The
end user can view the URL after seeing a warning
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message and agreeing to its terms.
» Block - URLs in this category will be blocked.

* Quota - If a number displays in this column, the
corresponding category group/library category was
set up as passed but with a time limit, as defined by
the number of minutes in that column. After
spending 75 percent of the allotted time visiting
URLSs in that group/category, the user receives a
guota warning message; after spending100
percent of the allotted time visiting URLSs in that
group/category, he/she receives a quota block
page.

NOTE: If a category group does not display any filter setting (i.e.
the check mark does not display in any column for the category
group), one or more library categories within that group has a
filter setting in a column other than the filter setting designated for
all collective library categories within that group. For example, if
in the Adult Content category group some of the library catego-
ries have a block setting and other library categories have a warn
setting, there would be no category group filter setting, since all
library categories do not have the same filter setting.

At the bottom of the Rule Details frame, Uncategorized
Sites are set to “Pass”, “Warn”, or “Block”, indicating
that the selected setting applies to any non-classified
URL. If the Overall Quota field is enabled, the user is
restricted to the number of minutes shown here for
visiting URLSs in all groups/categories collectively in
which a quota is specified.

» Blocked Ports (optional) - ports that have been set up
to be blocked, if established.

* Redirect URL (optional) - the URL that will be used for
redirecting the user away from a page that is blocked,
if established.
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 Filter Options (optional) - filter options to be used in
the user’s profile: “X Strikes Blocking”, “Google/Bing/
Yahoo!/Youtube/Ask/AOL Safe Search Enforcement”,
“Search Engine Keyword Filter Control”, and/or “URL
Keyword Filter Control” with/without the “Extend URL
Keyword Filter Control” option selected.

4. Click the “X” in the upper right corner of the pop-up box to
close it.

Admin Audit Trail window

The Admin Audit Trail window displays when Admin Audit
Trail is selected from the Diagnostics menu. This window is
used for specifying FTP criteria so that a log of server
changes made by an administrator will be sent to the FTP
server. The log of changes made on the server can be
viewed in this window.

Admin Audit Trail

The Admin Audit Trail tab displays by default:
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Fig. 2:1-26 Admin Audit Trail window
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Specify FTP Criteria

1. Enter the IP address of the FTP Server.

2. The log will be sent to the current default directory,
unless a Remote Directory is specified.

3. At the Transfer Mode field, “Passive” is selected by
default, indicating that transfers will be made via unre-
stricted outgoing network connections. Click “Active” if
transfers will be initiated by the server.

4. Type in the Username to be used.

5. Type inthe Password to be used, and type it again in the
Confirm Password field.

6. Specify whether or notto Send Daily Log to FTP Server
by clicking either the “on” or “off” radio button.

7. Click Apply to apply your settings.

FTP the Log on Demand

Click FTP Now to transfer the log on demand.
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View
View the Log of Administrator Changes

To view the log, click the View tab:

Fig. 2:1-27 Admin Audit Trail window, View tab

Click View Log to display data on recent activity. For each
change made on the server, the log will contain the date and
time the change was made (Time), IP address of the
machine used by the administrator, administrator's User-
name, and a brief description of the Action performed on the
server.
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Alert

Alert includes options for setting up alert emails that notify
designated individuals of problems on the network. Click the
Alert link to view a menu of sub-topics: Alert Settings, and
SMTP Server Settings.

Alert Settings window

The Alert Settings window displays when Alert Settings is
selected from the Alert menu. This window is used for
setting up and maintaining email addresses of contacts who
will receive automated notifications if problems on the
network are detected during the Web Filter’s self-monitoring
process.
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Fig. 2:1-28 Alert Settings window

The following processes are monitored by the Web Filter:

* CPU Processes - If any CPU process fails to run, the
Web Filter alerts the administrator about the failed
process, and that an attempt will be made to reload the
necessary process. The last few lines of any pertinent
logs are included in the message to assist the adminis-
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trator in troubleshooting the problem. In most cases, the
reload procedure will fix the error, and no futher interven-
tion will be required. However, if the error is not fixed—
such as if a misconfiguration was made that causes a
process to be unable to load on the system—the Web
Filter repeats this procedure until an administrator fixes
the error.

Hard Drive Utilization - If the Web Filter detects that
hard drive utilization exceeds 80 percent, an alert is sent
to the administrator. This problem usually occurs if the
Web Filter is unable to transfer log files to the reporting
application—an M86 Enterprise Reporter (ER) server, or
a designated third party FTP server. Action should be
taken to prevent the hard drive from reaching 100
percent utilization.

Log File Transmission - If the Web Filter is unable to
send log files as scheduled to an ER server or a third
party FTP server, the log files are placed in a queue so
they can be sent when a connection is established with
the server. If these logs cannot be successfully trans-
mitted after a period of time, an alert is sent to the admin-
istrator. The last few lines of the error log are included in
the message to assist the administrator in trouble-
shooting the problem.

Synchronization Errors - If the synchronization feature
is used, an alert is sent to the administrator if a Web Filter
set up in the Source mode cannot communicate with the
target server(s) after numerous attempts, or if a Web
Filter set up in the Target mode cannot communicate with
the source server. The last few lines of the error log are
included in the message to assist the administrator in
troubleshooting the problem.
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Enable the Alert Feature

By default, the “Disable” radio button is selected. To enable
the feature for sending automated email notifications:

1. Click the “Enable” radio button to activate all elements in
the Emergency Email Notification frame.

2. Enter up to four email addresses of contacts.

3. Click in the checkbox of each email address that should
receive notifications regarding network problems.

4. If using an SMTP server for sending alert email
messages to designated administrators, enter the email
address of the Web Filter in the From Email Address
field.

5. Click Apply to apply your settings.
Modify Alert Settings

1. Make any of the following edits in the Emergency Email
Notification frame:

» change an email address by typing the new one over
the existing one

 deactivate a contact by removing the check mark from
the checkbox corresponding to that contact’'s email
address

 delete a contact by using your mouse to copy over the
entire email address, and then pressing the Delete key
on your keyboard

2. After all edits have been made, click Apply to apply your
settings.

Disable the Alert Feature

1. Click the “Disable” radio button.
2. Click Apply to apply your settings.
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SMTP Server Settings window

The SMTP Server Settings window displays when SMTP
Server Settings is selected from the Alert menu. This
window is used for entering settings for the Simple Mail
Transfer Protocol that will be used for sending email alert
messages to specified administrators.
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Fig. 2:1-29 SMTP Server Settings window

Enter, Edit SMTP Server Settings

1. Enter the SMTP Server name, for example:
mail.logo.com.

2. By default, the SMTP Server Port number used for
sending email is 25. This should be changed if the
sending mail connection fails.

3. By default, the Email queue size is 50. This can be
changed to specify the maximum number of requests
that can be placed into the queue awaiting an available
outbound connection.
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4. By default, Authentication is disabled. Click “Enable” if
a username and password are required for logging into
the SMTP server. This action activates the fields below.

Make the following entries:

a. Enter the Username.

b. Enter the Password and make the same entry in the
Confirm Password field.

5. Click Apply to apply your settings.
Verify SMTP Settings

To verify that email messages can be sent to a specified
address:

1. Click Test Settings to open the pop-up box:

prput x
€, Mlate: This test will run using the seftings from the
‘-’/ configuration file. To run the test using the setiings
currertly displayed onthe GLI, please save the settings
by pressing the "Apply" button first

Enter an email address. An email will be sert to
this addres= o test the SMTP Server seftings

caesi

Java Applet Windaw

Fig. 2:1-30 SMTP Test Settings box

2. Enter the email address in the pop-up box.

3. Click OK to close the pop-up box and to process your
request. If all SMTP Server Settings are accepted, the
test email should be received at the specified address.
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Software Update

Software Update includes options for uploading software
updates. Click the Software Update link to view a menu of
sub-topics: Local Software Update, and Software Update
Log.

Local Software Update window

The Local Software Update window displays when Local
Software Update is selected from the Software Update
menu. This window is used for viewing information about
software updates previously applied to this server or
currently available to apply. This screen is also used for
accepting LA/Beta software downloads, if choosing to
download Limited Availability (LA) and/or Beta updates for
previewing software features to be included in the General
Availability (GA) release to be distributed to all Web Filters.
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Fig. 2:1-31 Local Software Update window

NOTE: Available software updates for the Web Filter come from
downloads made to the server via Traveler, M86’s executable
program that can run on demand, or be set to run at a scheduled
time.
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TIP: Click the link (“here”) at the bottom of the window to go to the
Web page at M86 Security’s public site (http://
www.m86security.com/support/r3000/documentation.asp)
where release notes about software updates can be obtained.

Read Information about a Software Update

In either the Available Software Updates frame or the
History of Software Updates frame, the Date, Name, Type of
update (GA, LA, or Beta), and Synopsis are included for
each software update.

To read information about a software update:
1. Select a software update from the list.

2. Click the README button to open the README pop-up
box that contains information about the software update:

README

ussge, sz it will
for approximately five

Close

Fig. 2:1-32 Software update readme

3. Click Close to close the pop-up box.
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Select and Apply a Software Update

NOTES: Software updates must be applied to the server in
sequential order. Be sure port 8082 is open on your network.

General Software Installation Procedures

These instructions pertain to the installation of GA software
updates, or LA/Beta software updates—if the download and
installation of LA/Beta software updates has been enabled
in the Enable/Disable Software Update Type Download
frame (see the Enable/Disable Software Update Type
Downloads sub-section).

To apply a software update:

1. Go to the Available Software Updates frame and select
the software update to be applied.

2. Click Apply to open the software update installation
dialog box:

Select an Option

The Wet
resolved

HNOTE:.

Are you sure you want to apply the software update(s)?

D@

Fig. 2:1-33 Software update installation dialog box

3. Click Yes to open the EULA dialog box:
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Fig. 2:1-34 EULA dialog box

4. After reading the contents of the End User License
Agreement, click Yes if you agree to its terms. This action
closes the EULA dialog box and opens the alert box veri-
fying the software update application process:

£

@ The patch application pracess is now in progress.

In order ko determine whether the patch has been successfully applied,
go to System > Diagnostics = Yiew Log File and review the patch.log File,
After the patch is applied, please close all your browser windaows

and applications, and then clzar the Java cache before resuming any
activity in the \Web Filker GLUI,

Java Applet Window

Fig. 2:1-35 Software update verification message box

NOTE: To verify whether or not a software update has been
successfully applied, go to System > Diagnostics > View Log File
window and select “Software Update Log (patch.log)”. See View
Log File window for more information.

5. Click OK to close the alert box and to proceed. This
action opens the connection failure alert box, indicating
that the connection to the Web Filter server has been lost
due to the software update application:
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T x|

The connection to the server has Falled! Please retry,

MWOTE: If you have applied a patch, please exit the Administrator GUI,
‘Wiait & few seconds before attempting to re-establish a connection ta the GUI,

Java Applet Window

Fig. 2:1-36 Connection failure alert box

6. Click OK to close the alert box.

7. In the navigation toolbar, click Quit to exit the Web Filter
console.

8. Wait a few minutes, and then log back into the Web Filter
console again.

NOTE: M86 recommends performing a backup of configuration
files after applying a software update. (See the Backup/Restore
window in this chapter for information on performing a backup.)

Enable/Disable Software Update Type Downloads

The Enable/Disable Software Update Type Download frame
is used for enabling or disabling the download of Limited
Availability (LA) and Beta software updates.

By default, all active Web Filters will receive General Avail-
ability (GA) software downloads. Clicking the checkbox
preceding LA or Beta enables/disables the request to down-
load that software update type.

LA and Beta software updates offer a preview of software to
be released GA. LA software updates can be used in a
production environment, but Beta software updates should
not be used in a production environment.

To enable/disable LA or Beta software updates, after
checking/unchecking the corresponding checkbox, click
Apply. When available, the requested software update
type(s) display in the Available Software Updates frame.

/\‘3. NOTE: Selecting/de-selecting “LA” also selects/de-selects “Beta”.
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First Time LA/Beta Software Install Procedures

The steps in this sub-section pertain to the first acceptance
and installation of Limited Availability or Beta software
updates.

1. In the Available Software Updates frame (see Fig. 2:1-
37), two buttons are available for the LA/Beta software
update: README and Apply Now.

Click Apply Now to open the Software Update Installa-
tion Key pop-up box:

Software Update Installation Key @

An installation key Is required in order to install this software
update.

If you do not have an installation key. click here

Enter the installation key:

Enter
Fig. 2:1-37 Software Update Installation Key box

2. If you have an installation key for receiving LA or Beta
software updates, go to the Enter the installation key
field and type in that key.

NOTE: If you do not have an installation key, click the link “click
here” to go to the M86 Security Web site where you will need to
log in and request an installation key.

3. Click Enter to launch the applicable dialog box for
accepting the software update type (see Fig. 2:1-38 for
LA and Fig. 2:1-39 for Beta):
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Software Update Type Acceptance &J

Limited Availability versions are fully tested and
production ready. These versions have had limited
exposure in production environments.

Customers interested in gaining early access to
new features and functionality prior to general
availability are encouraged fo install and use these
early releases.

Technical support for Limited Availability is
provided through the normal support channels.

|Are you sure you want to apply the software update?

G ()

Fig. 2:1-38 LA software acceptance box

<
Software Update Type Acceptance . &J

Beta software is provided as a preview of upcoming
features and functionality. This version has received

limited testing and is not recommended for production
use.

|Are you sure you want to apply the softwate update?

Yes M_

Fig. 2:1-39 Beta software acceptan

. Read the description for the s

ce box

oftware type to be installed

(LA or Beta), and then click Yes to close the software

acceptance dialog box and to

open the End User License

Agreement dialog (see Fig. 2:1-34).

. Follow steps 4 and 8 in the preceding General Software

Installation Procedures sub-section to accept the EULA
and apply the software update.

Undo an Applied Software Update

NOTE: Only the most recently applied software update can be
uninstalled.

WARNING: If a software update is uninstalled, configuration

settings will revert to the previous settings, before the software
update was applied.
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To unapply a software update:

1. Go to the History of Software Updates frame and select
the software update to be unapplied.

2. Click Undo.

Software Update Log window

The Software Update Log window displays when Software
Update Log is selected from the Software Update menu.
This window is used for viewing the software update log that
provides the status on the Web Filter’s software update
activity, including checks for new software updates, and
downloaded and applied software updates.

Vs Puby Ulmary gy | e felp g web Fiter  SMEE

T ————

Fig. 2:1-40 Software Update Log window

View Log Contents

Click View Log to display contents of the log in the frame
below with the status of the software update.
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Download Log, View, Print Contents

Download the Log

1. Click Download Log to open the alert box containing a
message on how to download the log file to your worksta-
tion, if using Windows XP.

2. Click OK to close the alert box. Two pop-up boxes open:

» Asecond alert box asks you to confirm that the file was
successfully saved to your machine. Click OK in this
box after the download is completed.

« In the file download dialog box, select the “save”
option; this action opens the window on your worksta-
tion where you specify the filename for the file and
where to save the file.

3. Select the folder in which to save the file, and then enter
the File name, retaining the “.zip” file extension. Click
Save to begin downloading the zip file to your worksta-
tion.

NOTE: Proceed to View the Contents of the Log for information
on viewing or printing the contents of the log file.

4. After the file has successfully downloaded to your work-
station, click OK to close the alert box asking you to
verify that the software update log file was successfully
saved.
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View the Contents of the Log

Once the software update log file has been downloaded to
your workstation, you can view its contents.

1. Find the log file in the folder, and right-click on it to open
the pop-up menu:

Fle Edt Wew Favorkes Tooks Melp
ek - = - ]| Qs Curokers |05 X | -
Ak | 1 1\ _productslr 0000 mis:
o — T
= [eeerE——
gt odate o

_misc
g Thes fokke o Orene,

patchipdate zip
Wndp Pl

Moeblnd: 7/ SHTI0R £40 A

Son: 7.1268 o SR CTR S0t chin { EVE)
o Eota vt Vaheo!
it ® s to

ik

Coprr

Crostn Shortos
Dot
Ranie

Progerties

ditribves: frormal)

Type: WinZip File Sizg: 7,12 KB 70268 B Local tranet

Fig. 2:1-41 Folder containing downloaded file

2. Choose “Open With” and then select a zip file executable
program such as “WinZip Executable” to launch that
application:

winezie -

= THE ARCHIVE UTILITY ;ix WINDOWS
HANK YOU FOR TRYING WINZIPI

This is  fully functional unregistered version for evaluation use only,
The registered versian does nat display this notice.

*ou can order the registered version anline, by phane, or by mail
Immediate arline defivery is available rom vy winzip.com.

View Evalustion License | | Enler Registation Code... |

1 understand that | may use WinZip only for evaluation
purposes, subject to the terms of the Evaluation License, and
that any other use requites payment of the registration fee.

e ] Quit | [ oweinginta |

Days Using WirZip: 17 Total Archives Opened: 58

Fig. 2:1-42 WinZip Executable program
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3. If using WinZip, click | Agree to open the window
containing the zip file:

& windip (Unregistered) - patchUpdate.zip
i datorn Options ek

alveveeld

=10l x1

[ todfed | S [ ot | Packed | satrbutes [ path

'um Y [
] T P —

TIRETAT AN MM WR TIT

[ Pl 1 et 0

I

Fig. 2:1-43 WinZip window

4. Right-click the zip file to open the pop-up menu, and
choose “View” to open the View dialog box:

e |

Using
" Associated program [NOTEPAD)
% Interal ASCI| text viewsr

© Viewer:

Cancel

Help

| =

Fig. 2:1-44 View dialog

box

5. Select “Internal ASCII text viewer”, and then click View to
open the View window containing the log file contents:

ol

112:01 PDT 2006 (12420]
:12:02 PDT 2006 (l2420)
$12:02 PDT 2006 (12420)
:12:02 PDT 2006 (12420)
:01:01 PDT 2006 (19789)
:01:02 PDT 2006 (19789)

:13:00 PDT 2006 (3534) Downloading patch update: f’
:13:01 PDT 2006 (3534) Patch Update has completed.

:13:01 PDT 2006 (3534) Final update status: Mo update was needed.

:13:01 PDT 2006 (3534) Traveler has finished running.

:01:02 PDT 2006 (19789) Final update status: No update was needed.

SM1 AT DMT AN 107801 Tramalar has Fisdalad simendee -
¥

Viwlien | Clioboard Capy | Font Help

Downloading patch update:

Patch Update has completed.

Final update status: No update was needed.
Traveler has finished running.
Downloading patch update:

Patch Update has completed.

Fig. 2:1-45 View window
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Save, Print the Log File Contents

With the log file displaying correctly formatted in WinZip’s
View window, if you wish to save or print the contents of this
file:

1. Click Clipboard Copy, wait for the dialog box to open
and confirm that the text has been copied to the clip-
board, and then click OK to close the dialog box.

2. Open Notepad—in Windows XP: Start > All Programs >
Accessories > Notepad

3. Paste the contents from the clipboard into the Notepad
file.

The correctly formatted Notepad file can now be saved
and/or printed.
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Synchronization

%

A

By default, the Synchronization pop-up menu includes the
Setup option that lets you specify the Web Filter server’s
function on the network: whether it will be a stand alone box,
or whether it will send profile/library setting changes to—or
receive such setting changes from—another Web Filter. If
the Web Filter is set up to either send or receive profile/
library setting changes in the aforementioned manner, the
menu option for Status also becomes available in the pop-
up menu. If the Web Filter is set up to send profile/library
setting changes, that Web Filter will function as a Central-
ized Management Console, and thus the CMC Manage-
ment topic becomes available in the navigation panel.

NOTES: For an overview on synchronization, see Chapter 3:
Synchronizing Multiple Units, from the Introductory Section.

If synchronizing a Web Filter with a WFR, see http://
www.m86security.com/software/8e6/hlp/r3000/files/
1system_sync_versions.html for software version compatibility.

WARNING: This version of synchronization only supports the use
of unique IP addresses throughout a network.
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Setup window

The Setup window displays when Setup is selected from the
Synchronization menu. This window is used for establishing
the function of the Web Filter, especially if there is more than
one Web Filter on the network. When there are multiple
Web Filters, itis important to set up one as a "source" server
and others as "targets,"” so that user profiles and/or library
settings can be copied to other servers. This process
ensures that all servers run in parallel on the network,
thereby eliminating the need to manually configure profile
and library settings on each server.

lema  Pulcy Uy Pepiny | Gwem G g webFiter /WAL

el

Fig. 2:1-46 Setup window, Stand Alone mode

Using Only One Web Filter on the Network

By default, the “Stand Alone” mode is selected in the Mode
frame. This indicates that all settings on the Web Filter that
is currently being configured apply only to that Web Filter.

For the Stand Alone mode setting:
1. In the Mode frame, click “Stand Alone”.

2. Click Apply.
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Using More than One Web Filter on the Network

Using the synchronization process, all target servers are
updated with profile/library setting changes, so that no
matter which Web Filter the user’s client PC accesses, the
user’s Internet session will be appropriately filtered and
blocked.

Set up a Web Filter to be a Source Server

A Web Filter configured to be a “source” server will send
profile/library setting changes to other Web Filter (“target”)
servers.

& WARNING: If a Web Filter is set up in the Source mode with a
Network Address Translation (NAT) device between the source
and target server(s), be sure that ports 26262, 26268, and 88 are
open on the source server. This setup is required so that the
source server can communicate with the target server(s).

For the Source mode setting:

1. In the Mode frame, click “Source” to display the Source
mode view:

[ L L e weoFiee S

|8l M

Fig. 2:1-47 Setup window, Source mode
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2. Atthe Selective Synchronization field, by default “All” is
selected. This choice includes both profile and library
setting changes. Choose “Library” if only library category
additions/deletions (including search engine keywords
and URL keywords additions/deletions)—and not
profiles—should be synced to target servers.

3. By default, the “Upstream Failover Detect” checkbox is
unpopulated. Click this checkbox if this source server will
be set up to detect any failed Web Filter “node” and filter
that target server. Using this option, the source server will
function as the "upstream" Web Filter and all target
servers will function as "downstream” Web Filters.

NOTES: In order to use the failover detection feature, for each
target Web Filter, Appliance Watchdog software release 3.0.00
must first be installed on a separate workstation and set up to
watch that Web Filter. Go to http://www.m86security.com/
support/Watchdog/documentation.asp to download this
release.

If using the failover detection feature:

 Local Filtering on this source server must be enabled

» Troubleshooting on this source server must be disabled

» The Operation Mode on this source server and all target
servers must be set to use the same mode

» The mobile mode cannot be used

 If “Library” Selective Synchronization is enabled, end users for
the failed Web Filter “node” might be given the Global Group
Profile instead of their active filtering profiles

 If a target server fails, the Range to Detect Settings window
displays a Node tab with IP range information for the failed
“downstream” server.

4. In the IP to Send frame, select either the LAN 1 or LAN 2
IP address from the IP to Send pull-down menu. This IP
address will be used for sending profile/library setting
changes to the target server(s).
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NOTE: LAN 1 and LAN 2 IP addresses that display in this menu
were previously entered in the LAN Settings window on this
server.

5. In the Target IPs frame, enter the Target IP address of
the Web Filter that will receive profile/library setting
changes from this server being configured.

NOTE: If a target server is set up with a NAT device, the NAT IP
address must be used instead of the target server’s own IP
address.

6. An entry in the Target Location field is optional. This
alphanumeric entry serves as a label for readily identi-
fying the server being configured.

7. Click Add Target IP to include this IP address—and
corresponding Location information, if applicable—in the
list box.

The following optional steps can be performed:

» Follow steps 5 to 7 for each server that should receive
profile/library setting changes from this server being
configured.

» Click Test Target(s) to open an alert box that provides
the server mode status for each IP address you
entered. Click OK to close the alert box, and make any
adjustments, if necessary.

+ Toremove an IP address from the list box, select it and
click Remove Target.

NOTE: This test only verifies whether this server can contact the
target server(s). In order for synchronization to be operable on
the network, the target server(s) must also be able to contact this
source server being configured.

8. Click Apply after all settings have been made. Note that
the CMC Management topic becomes available in the
navigation panel for this source server when settings in
this window are saved.
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Sync All Target Servers with the Same Settings

If all target servers have been configured and now need to
be set with the same settings, click Sync All from the
source server. This action should only be performed if all
target servers need to have the same user filtering profile/
library settings as the source server.

Two scenarios in which this feature might be used involve
restoring backup data to the Web Filter:

* In the first scenario, library configurations from a
previous date in time are restored to the source server,
and each target server needs to have these same library
configurations as well. Sync All should be clicked after
entries are made in the Backup/Restore window.

* Inthe second scenario, the source server has failed and
needs to be replaced with another server. One of the
target servers is promoted to function as the new source
server. The newly designated source server should be
updated with the most recent configurations, via the
latest valid backup from the failed source server. Once
this data is restored to the new source server, each target
server should be sent these same library configurations
using the Sync All button.

NOTE: See the Backup/Restore window for information on
restoring data to a server.

Set up a Web Filter to be a Target Server

A Web Filter configured to be a target server will receive
profile/library setting changes from the source server only.

& WARNING: If a Web Filter server is set up in the Target mode
with a NAT device between the target and source server, be sure
that ports 26262 and 26268 are open on the target server. This
setup is required so that the target server can communicate with
the source server.
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For the Target mode setting:

1. In the Mode frame, click “Target” to display the Target
mode view:

o vy | Uy | R | W i | Lot wet e AAEIE

ol i

Fig. 2:1-48 Setup window, Target mode

In the IP to Send frame, the LAN1 and LANZ2 IP
addresses set up in the LAN Settings window on this
server display in the IP to Send pull-down menu.

2. In the Source IP frame, enter the Source IP address to
use for sending profile/library setting changes to this
server being configured.

NOTE: If a source server is set up with a NAT device, the NAT IP
address must be used instead of the source server’s own IP
address.

3. Click Test Source to open an alert box that provides the
server mode status for the IP address you entered.

4. Click OK to close the alert box, and make any adjust-
ments, if necessary.

5. After validating the source IP address, click Change
Source to display this IP address in the Current Source
IP display field.

146 M86 SecuriTy User GuIDE



GLOBAL ADMINISTRATOR SECTION CHAPTER 1: SYSTEM SCREEN

6. Click Apply after all settings have been made.

NOTE: This test only verifies whether this server can contact the
source server. In order for synchronization to be operable on the
network, the source server must also be able to contact this
target server being configured.

Status window

The Status window displays when Status is selected from
the Synchronization menu. This menu selection is available
only if this server currently being configured is either set up
in the Source mode or Target mode.

If set up in the Source mode, this window is used for veri-
fying that profile updates are being sent to the target
server(s), as in the example below:

lema  Pulcy  Ulmwry Pepeiny | Gewem G g webFiter /WAL
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Fig. 2:1-49 Status window, Source mode
If set up in the Target mode, this window is used for verifying

that profile/library setting updates are being received from
the source server.
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View the Sync Status of Targets from the Source

If the server is set up in the Source mode, the Web Filter
System Time displays at the top of the Target(s) Status
frame. This is the current date and time from the Web Filter
—using the YYYY/MM/DD and HH:MM:SS format—and
includes the UTC code for the time zone.

For each target server, the grid displays the IP address,
Location, and Sync Status ("OK" if the target server can be
accessed by the source server, "SYNCING" if synchroniza-
tion is occurring, and "FAULT" if the target server cannot be
reached or if there is a problem with synchronization). The
Last Sync Date column displays the date and time synchro-
nization last occurred for the target server.

TIPS: The order in which columns display in the grid can be
changed by clicking the column header and sliding the column to
another position in the grid.

To change the sort order, click the header of a column. All rows
will sort in descending order by that column.

If text in any column displays truncated—followed by ellipses
(...)—place the cursor over the beginning or ending of the column
header. When the <—> character displays in place of the cursor,
you can expand the width of the column. You also can use the
scrollbar beneath the grid to view information to the right of the
last column.

View Items in the Queue

If a “FAULT” message displays in the Sync Status column
for a target server, items still remain in the queue, waiting to
be synced.

To view items in the queue for a specified target server:

1. Inthe Current Queue column for that server, click Details
to open the Queue of Target pop-up window:
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Fig. 2:1-50 Queue of Target pop-up window

2. Click Close to close the pop-up window.

View Items Previously Synced to the Server

To view items previously synced to a specified target server:

1. Inthe History column for that server, click Details to open
the History of Target pop-up window.

2. Select the maximum Last Number of Lines from the
pull-down menu (100, 200, 300, 400, 500) for the most
recent synchronization history that you wish to view.

3. Click View to display lines of items in the History Log:

BB vistory of Torget 192.160.20.220 x|

Lost bmier of Liows [E =] | veew

e 3
20 QU0 063 4 250001, Syme succesaialy, FLEMMMWHW’BNIWWIW
(20 QU0 A0 12 002, By 12800
207 D0 R 1 25500, Sy II.L 2007 01 2550
200 QU 1065 1 255000, Syme , FLE 201001 03 1 2550

2100 a0 1 20001, Sy
2010011081 200:07, Syme successib, FLE Arshocalisradrwizyme € 2010108 1 5001
2010001 38 13 0508, Syre:  PLE 130801

{000 K83 1 20501, Syme ne 00081 e
2010001108 131001 Sy : FLE MO0 13100
2001001 055 130001, Sym FLE o
010001 023 1 31 5:0%; Syme successhuly; FLE Amrhccalishadowisymc e 201001081 31501
2010001 58 13 2001, Syre:  PLE 132001
{00 K83 1 22001, Syme ne 00081 T
2010001 108 13 25,01, Sime: : FLE 2000108 1 3250
2010007 55 13 2500, Sy FLE 1z
{10001 108 1.3 3001, Syme successhly, ru:a. mmnmmmmmmwnm
20100018 13 3001, Sy
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Fig. 2:1-51 History of Target pop-up window

4. Click Close to close the pop-up window.
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Place Items in Queue for Syncing

To place new sync items in queue for the target server(s),
click Test Sync.

View the Sync Status of the Target Server

If the server is set up in the Target mode, the Web Filter
System Time displays above the Target Sync Status frame.
This is the current date and time from the Web Filter—using
the YYYY/MM/DD and HH:MM:SS format—and includes
the UTC code for the time zone.

vien Fiter ~ /MAE

Fig. 2:1-52 Status window, Target mode
The Target Sync Status frame includes the following infor-
mation:

e Source IP - The IP address of the source server
displays.

» Connection Status - “OK” or “FAULT” displays, indi-
cating whether or not there is a connection to the source
server.
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e Last Successful Sync - The date and time of the last
successful synchronization displays, using the YYYY/
MM/DD and HH:MM:SS format.

* History Log - Click the Details button to open the
History of Target pop-up window. See View Items Previ-
ously Synced to the Server in this section for information
on accessing and viewing the contents of this window.
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Mode

Mode includes options for configuring the Web Filter to filter
the network. Click the Mode link to view a menu of sub-
topics: Operation Mode and Proxy Environment Settings.

Operation Mode window

The Operation Mode window displays when Operation
Mode is selected from the Mode menu. This window is used
for specifying the operational mode the Web Filter will use to
filter the network, and the settings the Web Filter will use for
“listening to” traffic and sending traffic. This window is also
used for configuring the Web Filter to perform other opera-
tional capacities. Using the mobile mode in conjunction with
one of the three filtering modes (Invisible, Router, or Fire-
wall) the Web Filter will also filter end users whose
machines are not located in house. In the Mobile Only
mode, the Web Filter will solely filter workstations outside of
the server location. In the ICAP mode, the Web Filter off-
loads specific content normally handled by a Web Filter,
such as filtering.

Vo by UMy | Tepuimg | fysiv i g webFiter /S

Fig. 2:1-53 Operation Mode window
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Set the Operation Mode

The default Mode setting is “Invisible”. To change this
setting, click the radio button corresponding to “Router”,
“Firewall”, “ICAP”, or “Mobile Only”. Selecting ICAP would
make the Web Filter function in a capacity other than
filtering users on the network.

If there are users with mobile PCs physically located outside
of the organization and you wish to filter these units on this
Web Filter, click the “Mobile” checkbox to use the mobile
mode in conjunction with the selected filtering mode.

& WARNING: If using the router or firewall mode, M86 recommends
contacting one of our solutions engineers if you need any assis-
tance with setup procedures.

Specify the Listening Device

In the Listening Device frame, select the default listening
Device for the selected mode: “LAN1" or “LAN2".

If using the invisible mode, “LAN1" displays by default. If
using the router or firewall mode, you may need to select the
network card that will be used to “listen to’—as opposed to
“send”—traffic on the network.

Specify the Block Page Device

In the Block Page Device frame, “LAN2” displays as the
default device for sending block pages to client PCs in the
invisible mode.

TIP: For the invisible mode, the block page device should be a
different device than the one selected in the Listening Device
frame. For the router and firewall modes, the device should be
the same as the one selected in the Listening Device frame.

If using the router or firewall mode, at the Device to send
block page pull-down menu, you may need to choose the
network card that will be used to send the block page to
client PCs.
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NOTES: After making all selections in this window, click Apply.

The LAN IP address saved for the Device to send block page will
display in the IP field at the bottom of the Administrator console.

Invisible Option: Specify the Block Page Delivery

The Block Page Delivery Method frame displays if the Invis-
ible operation mode is selected. Specify the block page
delivery method by making the following selection(s):

Choose from either of the two Protocol Methods:

» “Send Block Page via ARP Table” - this option uses the
Address Resolution Protocol method to find the best
possible destination MAC address of a specified host,
usually the Web Filter gateway.

» “Send Block to Specified Host MAC Address” - using this
preferred method, the block page will always be sent to
the MAC address of a specified host, usually the Web
Filter gateway.

Using this option, choose from either of the two Block
Page Route To selections:

» “Default Gateway” - this option indicates that the
default gateway on your network will be used for
sending block pages. If the invisible mode is selected,
“Default Gateway” displays by default as the Block
Page Route To selection.

» “Alternate IP Address” - this option should be used if
block pages are not being served.

Enter the IP address of the router or device that will
serve block pages.
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NOTES: The Current MAC Address displays if there is a resolu-
tion between the IP address and the MAC address of the router
or device used for serving block pages.

If an Alternate IP Address is used, that address must be resolved
with the MAC address in order for block pages to be served to
client PCs.

ICAP Option: Specify ICAP Server Settings

The ICAP Server Settings frame displays if the ICAP opera-
tion mode is selected. This option should be used if this
Web Filter is designated to function with an Internet Content
Adaptation Protocol (ICAP) server to off-load specific
content normally processed by the Web Filter, such as
Internet filtering.

With an ICAP server, the Web Filter will not capture any
network packets but will solely work with ICAP requests
from an ICAP client (proxy server). When an end user
makes a request for Internet content, this request is routed
to the proxy server, which then submits the request to the
ICAP server. The ICAP server sends back a response to the
proxy server—which may send the request to the original
Web Filter in some network setups, and then return a
response to the proxy server. Based on the end user's
filtering profile, the proxy server either fulfills the request or
returns a block page.

The ICAP Server Settings frame is used for configuring
options response settings for the ICAP Web Filter server:

1. In the ISTAG field, enter the ISTag (ICAP Service Tag)
which is a 128-maximum alphanumeric quoted string of
data (including quotation marks but never the null char-
acter) used in the options response-header field. This tag
provides a way for ICAP servers to send a service-
specific “cookie” to ICAP clients so that the ICAP server
can communicate with the ICAP client. For example:
"835nb0-20a5-3e52671"
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2.

In the URI field, enter the Uniform Resource Identifier
that must specify the complete hostname and path of the
resource being requested. For example: icap://
icap.logo.com:1344/services/icap-services

NOTE: This string must match what is set up on the ICAP server
in order for the ICAP client's request to be accepted by the ICAP
server.

3.

In the Max Connections (4-150) field, enter the
maximum connections the ICAP server will allow for
ICAP clients. By default, 30 displays.

. Inthe Options TTL in Sections (0-86400) field, enter

the time (in seconds) in which the options response is
valid. By default, 3600 displays.

In the Preview Bytes (0-4096) field, enter the number of
bytes to be included in the response header to be sent by
the ICAP client for preview by the ICAP server, before the
entire request is submitted to the ICAP server. By default,
1024 displays.

. Inthe Port field, enter the port number to be used by the

ICAP server. By default, this port number is 1344.

NOTE: The port number must be the same one entered for the
URI.

& WARNING: Go to http://www.m86security.com/software/8e6/
hlp/r3000/files/1system_opmode_icap.html to review a list of
items to be considered when using the ICAP mode.
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Mobile Options: Specify the Mobile Client Control

The Mobile Client Control frame displays if the Mobile Only
operational mode or the Mobile option is selected. Either
selection should be made if this Web Filter will additionally
filter end user workstations physically located outside of the
organization.

NOTE: See Appendix D: Mobile Client for information on setting
up and using the Mobile Client.

Apply Operation Mode Settings
Click Apply to apply your settings in the Mode frame.
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Proxy Environment Settings window

The Proxy Environment Settings window displays when
Proxy Environment Settings is selected from the Mode
menu. This window is used for specifying whether the Web
Filter is in a proxy environment, if the default Web server
port number 80 will be enabled, and if HTTPS traffic will be
allowed to pass without being overblocked.

lama  Pulcy  Ulmwy Pepeiny | Gwem G g webFiter /WAL
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Fig. 2:1-54 Proxy Environment Settings window

NOTE: Basic Proxy Authentication must be used if using HTTPS
in a proxy environment. The Web Filter has been tested with ISA,
Blue Coat, and Squid proxies.

Use a Local Proxy Server

In the Proxy Setting frame, the default setting is “Off". To
specify that a local proxy server is used in the environment:

1. Click the “On” radio button. This selection indicates that
the Web Filter will perform a reverse lookup on packets
to detect the source address and origin of packets.

2. Click Apply to apply your setting.
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Use Proxy Port 80

In the Proxy Port 80 Setting frame, the default setting is
“Disable”. To specify that the public proxy server will
channel “https” traffic through Port 80:

1. Click the radio button corresponding to “Enable”.

2. Click Apply to apply your setting.
Enable HTTPS Filtering

In the HTTPS Proxy Setting frame, indicate whether HTTPS
filtering will be allowed to pass by making these settings:

1. Click Enable HTTPS Proxy Setting to activate the
objects in this frame.

2. Enter the IP Address of each proxy server to recognize
HTTPS traffic, and then click Add to include that IP
address in the list box below.

TIP: To remove an IP address from the list box, select it and then
click Remove.

3. Click Apply to enable your settings.
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Authentication

Authentication includes options for configuring the Web
Filter to authenticate and re-authenticate users on the
network. Click the Authentication link to view a menu of sub-
topics: Enable/Disable Authentication, Authentication
Settings, and Authentication SSL Certificate.

NOTES: Information about these sub-topics can be found in the
M86 Web Filter Authentication User Guide.

The Authentication topic and sub-topics do not display if the
synchronization feature is used, and this server being configured
is set up in the Target mode to synchronize both profile and
library setting changes.

160 M86 SecuriTy User GuIDE



GLOBAL ADMINISTRATOR SECTION CHAPTER 1: SYSTEM SCREEN

Backup/Restore

Backup/Restore window

The Backup/Restore window displays when Backup/
Restore is selected from the navigation panel. This window
is used for saving configuration settings and/or custom
library additions/deletions on or off the server, and for
restoring these settings/modifications later, if necessary.
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Fig. 2:1-55 Backup/Restore window, Backup tab

ﬁl WARNING: A backup should be created and downloaded off the
Web Filter server whenever a change is made to filtering settings
on the Web Filter server.

For each backup configuration created or uploaded via this
window, a row is added to the Backup Configurations grid in
the Restore tab. The newly added row includes the following
information: Date the backup was executed, Filename of the
backup file, general information about the Content of the
file, and a Comment about the file.
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TIPS: The order in which columns display in the grid can be
changed by clicking the column header and sliding the column to
another position in the grid.

To change the sort order, click the header of a column. All rows
will sort in order by that column.

If text in any column displays truncated—followed by ellipses
(...)—place the cursor over the beginning or ending of the column
header. When the <—> character displays in place of the cursor,
you can expand the width of the column. You also can use the
scrollbar beneath the grid to view information to the right of the
last column.

Backup Procedures

%

162

M86 recommends performing backup procedures whenever
changes are made to system configurations or to library
configurations. By creating backup files and saving these
files off the Web Filter, prior server settings can later be
retrieved and uploaded to the Web Filter in the event that
current settings are incorrect, or if you wish to revert to
settings from a previous backup. Additionally, backup files
are useful if the current server fails. These backup files can
be uploaded to a new server, eliminating the need to re-
enter the same settings from the old Web Filter in the
console of the new Web Filter.

NOTE: See Server Maintenance Procedures from the Introduc-
tory Section’s Chapter 3: Synchronizing Multiple Units, for an
overview on establishing backup procedures when using more
than one Web Filter unit on the network.
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Perform a Backup on Demand

1. In the Manual Backup frame on the Backup tab, click
Backup to open the Web Filter Backup dialog box:

B web Filter Backup x|
rienare [
Comment

T Cancel
Fig. 2:1-56 Web Filter Backup dialog box

2. Type in the Filename for the backup file.
3. Type in a descriptive Comment about that file.

4. Click OK to close the dialog box, and to open the Backup
Restore alert box that informs you it may take some time
to back up configurations, based on the amount of data
to be saved.

5. Click OK to close the Backup Restore alert box. After
configurations have been successfully saved, the
Message alert box opens to display a confirmation
message.

6. Click OK to close the Message alert box, and to add a
new row for that file to the Backup Configurations grid in
the Restore tab.

NOTE: Once the file is added to the grid, it can be downloaded
and saved on another machine, if necessary.
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Schedule a Backup

Configure FTP Server Settings

1. In the Server Configuration section of the Scheduled
Backup frame, enter the IP address of the Remote
Server.

2. Inthe FTP Directory field, enter the path where log files
will be stored.

3. Inthe Username field, type in the valid username for
FTP transfers.

NOTE: The passive mode is used for transferring backup files to
the server via FTP.

4. In the Password and Confirm Password fields, type in
the password for the username specified in the FTP
Directory field.

5. Click Apply to open the Server Configuration dialog box
asking if you wish to save your settings.

@ TIP: Click No to close the dialog box without saving your settings.

6. Click Yes to close the dialog box and to open a Message
alert box indicating that your settings have been saved.

7. Click OK to close the alert box.

You can now set up a schedule for a backup in the Recur-
rence Schedule section of the Scheduled Backup frame.
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Create a Backup Schedule

1. In the Recurrence Schedule section of the Scheduled
Backup frame, click Schedule to open the Scheduled
Backup pop-up box:

Scheduled Backup x|

Recurrence duration time

M ™ ﬁl/uanu -

Recurrence pattern

@ Daily | gyery [i dayts)
© weskly
© Worthy
© vearly

Range of recurrence

Start |51fusnu - @ Noend date

" End by P108/10 i

Apply

Fig. 2:1-57 Scheduled Backup pop-up box

2. In the Recurrence duration time frame, specify Start and
End time range criteria:

a. Select from a list of time slots incremented by 15
minutes: “12:00” to “11:45". By default, the Start field
displays the closest 15-minute future time, and the End
field displays a time that is one hour ahead of that time.
For example, if the time is currently 11:12, “11:15”
displays in the Start field, and “12:15” displays in the
End field.

b. Indicate whether this time slot is “AM” or “PM".

c. Today's date displays using the MM/DD/YY format. To
choose another date, click the arrow in the date drop-
down menu to open the calendar pop-up box:
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In this pop-up box you can do the following:

» Click the left or right arrow at the top of this box to
navigate to the prior month or the next month.

* Double-click a date to select it and to close this
box, populating the date field with that date.

» Click Today to close this box, populating the date
field with today’s date.

3. In the Recurrence pattern frame, choose the frequency
this time profile will be used:

166

Daily - If this selection is made, enter the interval for
the number of days this time profile will be used. By
default, “1” displays, indicating this profile will be used
each day during the specified time period.

If 5 is entered, this profile will be used every five days
at the specified time.

Weekly - If this selection is made, enter the interval for
the weeks this time profile will be used, and specify the
day(s) of the week (“Sunday” - “Saturday”). By default,
“1” displays and today’s day of the week is selected. If
today is Tuesday, these settings indicate this profile
will be used each Tuesday during the specified time
period.

If 2 is entered and “Wednesday” and “Friday” are
selected, this profile will be used every two weeks on
Wednesday and Friday.
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* Monthly - If this selection is made, first enter the

M86 SecuriTy User GUIDE

interval for the months this time profile will be used,
and next specify which day of the month:

» If Day is chosen, select from “1” - “31".

» If a non-specific day is chosen, make selections
from the two pull-down menus for the following:

- week of the month: “First” - “Fourth”, or “Last”

- day of the month: “Sunday” - “Saturday”, “Day”,
“Weekday”, “Weekend".

“By default, “1” displays and today’'s Day of the month
is selected. If today is the 6th, these settings indicate
this profile will be used on the 6th each month during
the specified time period.

If 3 is entered and the “Third” “Weekday” are selected,
this profile will be used every three months on the third
week day of the month. If the month begins on a
Thursday (for example, May 1st), the third week day
would be the following Monday (May 5th in this
example).

Yearly - If this selection is made, the year(s), month,
and day for this time profile’s interval must be speci-
fied:

First enter the year(s) for the interval. By default “1”
displays, indicating this time profile will be used each
year.

Next, choose from one of two options to specify the
day of the month for the interval:

» The first option lets you choose a specific month
(“January” - “December”) and day (“1” - “31"). By
default the current month and day are selected.

» The second option lets you make selections from
the three pull-down menus for the following:

- week of the month: “First” - “Fourth”, or “Last”
- day of the month: “Sunday” - “Saturday”, “Day”,
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168

“Weekday”, “Weekend”
- month: “January” - “December”.

By default, the “First” “Sunday” of “January” are
selected.

If 2 is entered and the “First” “Monday” of “June” are
selected, this profile will be used every two years on
the first Monday in June. For example, if the current
month and year are May 2010, the first Monday in
June this year would be the 7th. The next time this
profile would be used will be in June 2012.

. Inthe Range of recurrence frame, the Start date displays
greyed-out; this is the same date as the Start date shown
in the Recurrence duration time frame. Specify whether
or not the time profile will be effective up to a given date:

* No end date - If this selection is made, the time profile

will be effective indefinitely.

* End by - If this selection is made, by default today’s

date displays using the MM/DD/YY format. To choose
another date, click the arrow in the date drop-down
menu to open the calendar pop-up box. (See the infor-
mation on the previous pages on how to use the
calendar box.)

. Click Apply to close the Scheduled Backup pop-up box
and to open a Message alert box informing you that the
backup schedule will be activated at the specified time.

. Click OK to close the Message alert box. The Backup/

Restore window now shows the schedule in the Recur-
rence Schedule section of the Scheduled Backup frame.

Remove a Backup Schedule

Click Remove to remove the schedule from the Recurrence
Schedule section of the Scheduled Backup frame.
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Download a File

To download a file to your machine:

1. Inthe Restore tab, select the file from the Backup Config-
urations grid:

[ L L e weoFiee S

...........
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Fig. 2:1-58 Backup/Restore window, Restore tab

2. Click Download to open the alert box containing a
message on how to download the log file to your worksta-
tion, if using Windows XP.

3. Click OK to close the alert box and to open the file down-
load dialog box.

4. Selectthe “save” option; this action opens the window on
your workstation where you specify the filename for the
file and where to save the file.

5. Select the folder in which to save the file, and then enter
the File name, retaining the “.gz” file extension. Click
Save to begin downloading the .gz file to your worksta-
tion.
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Perform a Restoration

To restore backup data to the server, the backup file must be
listed in the Backup Configurations grid in the Restore tab,
and the restoration function must be executed. If the backup
file is not included in the Backup Configurations grid, you
must upload it to the server.

& WARNING: Be sure the file you are restoring uses the same
version of the software currently used by the Web Filter Adminis-
trator console. Refer to the Local Software Update window for
available updates to the Web Filter’s software. (See the Local
Software Update window for more information about software
updates.)

Upload a File to the Server

To upload a .gzip file to the server:

1.

Click Upload to open the Upload Backup GZIP File pop-
up window:
il
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Fig. 2:1-59 Upload GZIP File pop-up window
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2. Click Browse... to open the Choose file window.

3. Select the file to be uploaded. After the file is selected,
the Choose file window closes.

4. In the pop-up window, type in a Comment about the file.

5. Select the Type of file to be uploaded (CONFIG_ONLY,
LIBRARY_ONLY, or both CONFIG_AND_LIBRARY).

6. Click Upload File to upload this file to the server. If the
file is successfully uploaded, the pop-up window’s
banner name says: “Upload Successful.” After a few
seconds, the pop-up window closes.

7. Click Refresh to display a new row for the uploaded file
in the Backup Configurations grid.

Restore Configurations to the Server

To restore configurations or library modifications from a
previous backup:

1. Select the file from the Backup Configurations grid.

2. Click Restore to overwrite the current settings.
Remove a Backup File

To remove a file from the Backup Configurations grid:

1. Select the file.

2. Click Delete.
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View Backup and Restoration Details

To view details on backup and/or restoration activities:

1. Click Log to open the Backup/Restore Log pop-up box:

1 Message]
12/25/09 930 AM [Message]
12/25/03 9:30 AM [Message]
12/25/09 930 AM [Message]
12/25/03 9:30 AM [Message]
12/25/09 930 AM [Message]
12/25/03 9:30 AM [Message]
12/25/09 930 AM [Message]
12/25/03 9:30 AM [Message]
12/25/09 930 AM [Message]
12/25/03 9:30 AM [Message]
12/25/09 930 AM [Message]
12/25/03 9:30 AM [Message]
12/25/09 930 AM [Message]
12/25/03 9:30 AM [Message]
12/25/09 930 AM [Message]
12/25/03 9:30 AM [Message]
12/25/09 930 AM [Message]
12/25/03 9:30 AM [Message]
12/25/09 930 AM [Message]
12/25/03 9:30 AM [Message]
12/25/09 930 AM [Message]
12/25/03 9:30 AM [Message]
12/25/09 930 AM [Message]
12/25/03 9:30 AM [Message]
12/25/09 930 AM [Message]. i
12/25/09 9:30 AM [Message]. =

4
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adding preciefined lbrary: fsrocalishadowlbraryiurll
adding precefined lbrary. Musrocalishadovediorar yiurld
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adding precefined lbrary. Musrocalishadovediorar yiurl?
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adding custom lbrary. Ausrdacalishadowilioraricustor
adding custom lbrary: fusrlocalishadowlbraryicustor
nish deleting temp files.
Backup Finished

S—

S

Fig. 2:1-60 Backup/Restore pop-up box

The pop-up box includes rows of data about backup and
restore processes performed via the Backup/Restore

window.

The following information displays for each row: the date
and time a process was attempted to be executed, and a
Message indicating whether that process succeeded or

failed.

2. Click OK to close the pop-up box.
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Reset

Reset window

The Reset window displays when Reset is selected from the
navigation panel. This window is used for resetting the
server back to the default settings when the box was first
acquired.

Mema | Pubcy  flmwy  Pepeing Sy | fil | e web Fiter MBS
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Fig. 2:1-61 Reset window

& WARNING: When Reset is clicked, all settings made on the Web
Filter will be removed and the box will be restored to its original
state. Any software updates applied to the server subsequent to
receiving this box will need to be reapplied.

Reset All Server Settings

Click Reset to reset the box to the original default settings.
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Radius Authentication Settings

Radius Authentication Settings window

The Radius Authentication Settings window displays when
Radius Authentication Settings is selected from the naviga-
tion panel. This window is used for controlling filtering levels
of dial-up users.
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Fig. 2:1-62 Radius Authentication Settings window

4;3} NOTE: The Radius Authentication Settings topic does not display

if the synchronization feature is used, and this server being
configured is set up in the Target mode to synchronize both
profile and library setting changes.

The Radius feature uses an external Radius accounting
server that determines which accounts will be filtered and
how they will be filtered. The user profile in the Radius
accounting server holds the filter definition for the user.

Depending on your network setup, there may be more than
one accounting server. Also there may be a client (Network
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Access Server or proxy server) that sends accounting
request packets to the external Radius accounting server.

Enable Radius

The Radius Mode is “Off" by default. To use Radius, click
the “On” radio button. This action displays the Radius
Authentication Settings frame.

Specify Radius Authentication Settings

1. In the Radius Server field, 1.2.3.9 displays by default.
Enter the IP address of the Radius accounting server.

2. In the Radius Port number field, 1813 displays by
default. Change this number only if the Radius
accounting server uses a different port number.

3. Inthe Byte Order Mode field, specify the format in which
bytes will be transferred:

 Click the radio button corresponding to Network Byte
Order to transfer the most significant byte first.

 Click the radio button corresponding to Host Byte
Order to use the byte order stored in the server (big
endian or little endian order).

NOTE: The byte order should match the setting on the Radius
accounting server.

4. In the Forward Mode field, specify whether accounting
request packets will be delivered from the client (NAS or
proxy server) to the Radius accounting server.

To enable the Forward Mode option:

* Click the “On” radio button. The NAS will forward
accounting request packets to the Radius accounting
server.
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» Check the box for Use Web Filter IP as Source IP, if
the IP address of the Web Filter (LAN1 or LAN2)
should be used when forwarding packets instead of
the IP address of the NAS.

To disable the Forward Mode option, click the “Off” radio
button. This action causes the Use Web Filter IP as
Source IP field to display greyed out.

5. In the Reply Mode field, specify whether the server that
sent a request should receive a response.

To enable the Reply Mode option:

 Click the “On” radio button. A reply and accounting
response packet will be submitted to the sender (NAS
or Radius server).

» Enter an Authenticated Phrase to be shared by the
Radius server and NAS.

» At the Copy Proxy State field, click the “On” radio
button if you wish to copy the proxy state attribute to
the packet.

NOTE: The copy proxy state attribute will only be added to the
response packet if the Reply Mode is “On”. If the Radius
accounting server is in the Forward Mode and the Reply Mode is
“Off”, the copy proxy state attribute will be forwarded to the desti-
nation server but will not reply back to the client.

Apply Settings
Click Apply to save your settings.
Disable Radius

To disable the Radius feature:
1. At the Radius Mode field, click the “Off” radio button.
2. Click Apply.
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SNMP

SNMP window

The SNMP window displays when SNMP is selected from
the navigation panel. This feature lets the global adminis-
trator use a third party Simple Network Management
Protocol (SNMP) product for monitoring and managing the
working status of the Web Filter's filtering on a network.

o Pescy dsary  Beporsny | fysee | Gep e wet Fiter /WS

Fig. 2:1-63 SNMP window

The following aspects of the Web Filter are monitored by
SNMP: data traffic sent/received by a NIC, CPU load
average at a given time interval, amount of free disk space
for each disk partition, time elapse since the box was last
rebooted, and the amount of memory currently in usage.

Enable SNMP

The Monitoring mode is “Off” by default. To enable SNMP,
click Enable in the Monitoring Mode frame. As a result, all
elements in this window become activated.
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Specify Monitoring Settings

Set up Community Token for Public Access

Enter the password to be used as the Community token
for public access. This is the password that the manage-
ment Web Filter console would use when requesting
access.

Create, Build the Access Control List

1.

3.

In the Enter new IP to add field, enter the IP address of
an interface from/to which the SNMP should receive/
send data.

. Click Add to include the entry in the Access control list

box.

Repeat steps 1 and 2 for each IP address to be included
in the list.

After all entries are made, click Save Changes.

Maintain the Access Control List

1.

178

To remove one or more |IP addresses from the list, select
each IP address from the Access control list, using the
Ctrl key for multiple selections.

. Click Delete.
. Click Save Changes.
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Hardware Failure Detection

Hardware Failure Detection window

The Hardware Failure Detection window displays when
Hardware Failure Detection is selected from the navigation
panel. This feature shows the status of each drive on the
RAID server.

[ L L e vien Fiter /A

Fig. 2:1-64 Hardware Failure Detection window, HL and SL models

View the Status of the Hard Drives

The Hardware Failure Detection window displays the
current RAID Array Status for each of the hard drives (HD 1
and HD 2). If both hard drives are functioning without failure,
the text “OK” displays to the right of the hard drive number,
and no other text displays on the screen.

If any of the hard drives has failed, the message “FAIL”"
displays to the right of the hard drive number, and instruc-
tions for replacing the hard drive display below:

1. Identify the failed drive based on the information
provided on the GUI
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2. Replace the failed drive with your spare replacement
drive

3. Click on the “Rebuild” button on the GUI

4. To return a failed drive to M86 or to order additional
replacement drives, please call M86 Technical Support

NOTE: For information on troubleshooting RAID, refer to
Appendix F: RAID and Hardware Maintenance.
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X Strikes Blocking

X Strikes Blocking window

The X Strikes Blocking window displays when X Strikes
Blocking is selected from the navigation panel. This feature
lets a global administrator set criteria for blocking a user's
access to “unacceptable” Internet sites and locking a user’s
workstation, after the user makes a specified (“X”) number
of attempts to such sites. “Unacceptable’ Internet sites”
pertain to sites included in categories that are blocked in a
user’s profile.

e by Lbewy | Raperind | Sysem b | deget Web Filler Mo

ol Tl TR S W

Fig. 2:1-65 X Strikes Blocking window, Configuration tab

4;3} NOTES: The X Strikes Blocking topic does not display if the
synchronization feature is used, and this server being configured
is set up in the Target mode to synchronize both profile and

library setting changes.

X Strikes Blocking settings are effective only for filtering profiles
with the X Strikes Blocking filter option enabled. (See Filter
Options in the Policy screen section for information on setting up
the X Strikes Blocking filter option.)
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Configuration

Set up Blocking Criteria

1.

At Reset the X-Strike count upon authentication, “Off”
is selected by default. To have all strikes reset before an
end user is authenticated, click “On”.

. Enter the Maximum Strikes Before “Locking” the

Workstation. This is the number of attempts a user can
make to access an unacceptable site before that user is
prevented from using the Internet. The default is 5, and
the maximum limit is 1000.

. Enter the Time Span in Minutes to Track the No. of

Strikes Within Category. This is the amount of time
between a given user's first strike and the strike that will
lock out that user from his/her Internet access. The
default setting is 5, and the maximum limit is 1440
minutes (24 hours).

Enter the number of seconds for the Flood Tolerance
Delay, which is the maximum amount of time that will
elapse before a user who accesses the same inappro-
priate URL will receive another strike. The default setting
and the maximum limit is 4 seconds.

Specify the “Locked” Life Time (Measured in
Minutes), which is the number of minutes a user's work-
station will be locked. Choose either “Unlimited”, or
“Defined”.

If “Defined” is selected, enter the number of minutes in
the text box. The default setting is 5.

Specify a Redirect URL to be used when the end user is
locked out from his/her workstation. By default, “Default
"Alternate” Locked Block Page” is selected, indicating
that the standard lock out block page will display.
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To specify a different page, click “Custom URL"” and enter
the URL in the text box.

7. Click Save to save your configuration settings.

Reset All Workstations

The following buttons can be clicked to reset workstations:

e Click Reset All Strikes to remove all strikes from all
workstations, and to unlock all locked workstations.

e Click Unlock All Locks to remove locks on all locked
workstations.

Lock Page

A user who receives the final strike that locks him/her out
the workstation will see the following lock page display on

the screen:
/2 M86 Web Filter - Windows Internet Explorer e
| File Edt Vew Favortes Took Help ‘
| wBak - = - @[] 4| Qseach GFavorites (HHistory | By S W
| address [1 http:/200.10,100.110:51 feqfiockcai? IRL=ttp:fwwwv.msn. com/81F=200. 10, 100, 77BCAT=SEBUSER=DEFALLT = Peo |
=
WARNING! HELP

Your Internet privileges have been temporarily suspended.

“ou hawe been denied access according to your organization's Intemet Usage Policy. As a result, your Intemet privileges were
temporarily suspended for a total of 1 hour

UserMachine: DEFAULT
P 200.10.100.77

For assistance, contact your Administrator

1188 Web Fiter provided by M8 Security. Copyright 2010. Al rights reserved.

sE

€] Done: [ & | meemer
Fig. 2:1-66 Sample lock page

The text informs the user: “Your Internet privileges have

been temporarily suspended. For assistance, contact your
Administrator.”
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The following information might also display in the lock
page: “You have been denied access according to your
organization's Internet Usage Policy. As a result, your
Internet privileges were temporarily suspended for a total of
‘X’ (amount of time),” in which X’ represents the number of
minutes/hours the user will be locked out from Internet
usage on that workstation.

NOTE: This message may differ, depending on whether or not
alternate text and settings were made in the Lock Page Customi-
zation window and the Common Customization window. (See
Customization in this chapter for more information.)

The user will not be able to access the Internet from that
workstation until the Defined amount of time specified in the
“Locked” Life Time field passes, or unless an authorized
staff member manually unlocks that user’s workstation (see
Go to X Strikes Unlock Workstation GUI in this section).

Overblocking or Underblocking

NOTES.: In order to prevent overblocking, unacceptable Internet
images/links are allowed to pass by if they display within the four-
second tolerance time range of a given strike. Thus, only one
strike will count against a user who visits a Web page embedded
with multiple, unacceptable images/links, if these images/links
load within four seconds of that strike. Banners and IM/P2P sites
included in the library are white listed and do not count as strikes.

If users are receiving too many strikes or too few strikes
within a given period of time, you may need to modify the
configuration settings.

Sample Settings:

* Maximum strikes = 5

» Time span for the maximum number of strikes = 5
minutes

Within a five-minute period, if a user accesses five sites that
contain blocked material, that user will be locked out of his/
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her workstation for five minutes. However, since the toler-
ance timer is set at four seconds, a user could potentially
receive five strikes within 16 seconds if he/she accesses a
page with multiple, inappropriate images and/or links that
load on each page within four seconds. In this scenario, the
first strike would be delivered at 0 seconds, the second at 4
seconds, the third at 8 seconds, the fourth at 12 seconds,
and the fifth at 16 seconds.

If the configuration settings for this example overblock too
many users too frequently:

» the time span for the maximum number of strikes may
need to be increased

* the maximum number of strikes may need to be
increased

If these configuration settings do not block users often
enough

» the time span for the maximum number of strikes may
need to be reduced

» the maximum number of strikes may need to be reduced
Email Alert

Click the Email Alert tab to display Email Alert:
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viesFiter  MEBE

. s Tt S s Dot Wit b 0

Fig. 2:1-67 X Strikes Blocking window, Email Alert tab

Set up Email Alert Criteria

1. In the Minutes Past Midnight Before Starting Time
Interval (0-59) field, enter the number of minutes past
midnight that a locked workstation email alert will first be
sent to the specified recipient(s).

2. In the Interval Minutes to Wait Before Sending Alerts
(24 hours) field, enter the number of minutes within the
24-hour period that should elapse between email alerts.

For example, by entering 300 in this field and 30 in the
previous field, if there are any email alerts they will be
sent at 5:30:00 AM, 10:30:00 AM, 3:30:00 PM, 8:30:00
PM, and at midnight when the time interval is reset.

To check the time(s) the email alert is scheduled to occur,
click the Display Sending Time button to open The
Daily Schedule pop-up window that shows the alert time
schedule in the (HH:MM:SS) format:
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The Daily Schedule ﬂ
11:00:00 Ab ]

12:00:00 Ph
11:00:00 PM
2:00:00 PM
[3:00:00 PM
14:00:00 PM

15:00:00 PM
I6:00:00 PM
I7:00:00 PM
15:00:00 PM
19:00:00 PM
110:00:00 P
111:00:00 P

12:00:00 AM

Close

Fig. 2:1-68 The Daily Schedule pop-up window

Click Close to close the pop-up window.

3. Click Save to save the field entries.

Set up Email Alert Recipients

1. Enter the Email Address of an individual who will
receive locked workstation email alerts.

2. Click Add to include the email address in the Current
Email Alerts list box.

NOTE: The maximum number of email alert recipients is 50. If
more than 50 recipients need to be included, M86 recommends
setting up an email alias list for group distribution.

Remove Email Alert Recipients

1. Select the email address(es) from the Current Email
Alerts list box.

2. Click Delete to remove the email address(es) from list.
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Logon Accounts

Click the Logon Accounts tab to display Logon Accounts:

viesFiter  MEBE

. s ot Bmes loderh b G

Fig. 2:1-69 X Strikes Blocking window, Logon Accounts tab

Set up Users Authorized to Unlock Workstations

1. Enter the Username of a staff member who is authorized
to unlock workstations.

2. Enterthe user's password in the Password and Confirm
Password fields, using eight to 20 characters and at
least one alpha character, one numeric character, and
one special character. The password is case sensitive.

3. Click Add to include the username in the Current Acces-
sible Users list box.

NOTE: When an authorized staff member is added to this list, that
username is automatically added to the Current Un-Accessible
Users list box in the Logon Accounts tab of the Real Time Probe
window.
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Deactivate an Authorized Logon Account

To deactivate an authorized user’s account:

1. Select the username from the Current Accessible Users
list box.

2. Click Disable to move the username to the Current Un-
Accessible Users list box.

Delete a Logon Account

To delete a user’s account:

1. Select the username from the Current Accessible Users
list box.

2. Click Delete.

& WARNING: By deleting a logon account, in addition to not being
able to unlock workstations, that user also will be removed from
the list of users authorized to create real time probes. (See
Chapter 4: Reporting screen, Real Time Probe for information on

setting up and using real time probes.)
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Categories

Click the Categories tab to display Categories:

W | Pobey | Ay | Pty | Syt | oty gt webFier /M

h | Lo s

M

Fig. 2:1-70 X Strikes Blocking window, Categories tab

Set up Categories to Receive Strikes or No Strikes

1. Select library categories from the “No Strike” Categories
list box.

2. Click the right arrow (>) to move the selected library cate-
gories to the “Strike” Categories list box.

TIP: Use the left arrow (<) to move selected “Strike” Categories to
the “No Strike” Categories list box.

3. Click Apply to apply your settings.

NOTE: Library categories in the “Strike” Categories list box will
only be effective for filtering profiles with the X Strikes Blocking
Filter Option enabled.
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Go to X Strikes Unlock Workstation GUI

When any administrator clicks the X Strikes Blocking
icon or Go to X Strikes Unlock Workstation GUI, either
the Re-login window or the X Strikes Unlock Workstation
pop-up window opens.

Re-login window

The Re-login window opens if the user’s session needs to
be validated:

4% Re-login ;Iglll

You're asked to re-login because vour session
has timed out or the Web Filter server has
been restarted, Please fill in the login
information

vserreme [
Pasaword

Ok Cancel

Fig. 2:1-71 Re-login window

1. Enter your Username.
2. Enter your Password.

3. Click OK to close the Re-login window and to re-access
the Web Filter console.
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X Strikes Unlock Workstation

The following information displays in the X Strikes Unlock
Workstation pop-up window: IP Address, User Name, and
Expire Date/Time of currently locked workstations.

i Web Filker — K Strikes Dlocking =10l
wesFiter ~ /MBS
¥ Strikes Unlock Workstation
Current "Locked™ s Wiork shations:
P Address [ Uzer Mome [ Expire DateiTine

10101271 owaon [HCED
10190127 2 riacison 0717 606 30
100173 mienry Hever Expires

Emad adwers 1o be SubserbedUivuscries
[ Subsiite Uentmren

Fig. 2:1-72 X Strikes Unlock Workstation window

Unlock a Workstation

To unlock a specified workstation:
1. Select that workstation from the grid.
2. Click Unlock.

NOTE: An authorized staff member can click a link in an email
alert, or type in https://x.x.x.x:1443/XStrike.html in the address
field of a browser window—in which “x.x.x.x” is the IP address of
the Web Filter—to view locked workstation criteria.

When using the aforementioned URL, the following occurs:

e The Login window opens:
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.44 Web Filter =10l

Please fill in the lagin information

userreme [
Paszword
Ok Cancel

Fig. 2:1-73 Login window

Enter the Username and Password and click OK to open the
X Strikes Unlock Workstation pop-up window (see Fig. 2:1-
69).

e The Web Filter Introductory Window for X Strikes
simultaneously opens with the Login window:

web Fiter — MEE

Note: Please keep this window open throughout your
session.

How to Log In to the X Strike Blocking GUE

1. Enter your Username and Password in the Login dialog
box

2 Click OK to clase the login dialog box, and to access the
main screen ofthe X Strike Blocking GLI

How to Log Out of the X Strike Blocking GUI

Click the "¥" in the upper tight carner of this Web Filter
Introductory Window to close the window.

Fig. 2:1-74 X Strikes introductory window

This window must be left open during the entire session.
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Set up an Email Address to Receive Alerts

To send locked workstation information to a designated
administrator:

1. Enter the email address in the Email Address to be
Subscribed/Unsubscribed text box.

2. Click Subscribe.

Remove an Email Address from the Alert List

To remove an administrator's email address from the notifi-
cation list:

1. Enter the email address in the Email Address to be
Subscribed/Unsubscribed text box.

2. Click Unsubscribe.

Close the Pop-up Window

Click the “X" in the upper right corner of the pop-up window
to close the window.
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Warn Option Setting

Warn Option Setting window

The Warn Option Setting window displays when Warn
Option Setting is selected from the navigation panel. This
feature lets a global administrator specify the number of
minutes for the interval of time in which a warning page will
redisplay for the end user who accesses a URL in a library
category with a Warn setting for his/her profile. If the end
user accesses another URL in a category with a Warn
setting, the warning page displays again and will continue to
redisplay for the interval of time specified, as long as the
end user's browser is open to any URL with a Warn setting.

Womw  Pubcy  Lbeary | Peperiing | Seviem el | Legea Web Filler M

g = | .-

Fig. 2:1-75 Warn Option Setting window
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NOTES.: If using the synchronization feature, the Warn Option
Setting window is available in the Stand Alone and Source mode.
This topic does not display if this server being configured is set up
in the Target mode to synchronize both profile and library setting
changes.

See the Warn Page Customization window in this chapter for
information on customizing text in the warning page that displays
for end users.

Specify Interval for Re-displaying the Warn page

1. In the Warn Life Time (minutes) field, by default 10
displays. Enter the number of minutes (1-480) to be used
in the interval for re-displaying the warning page for the
end user.

2. Click Apply to enable your setting.
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Customization

Customization includes options to customize settings for
HTML pages that display for end users who execute a
command that triggers the associated pop-up window to
open. Click the Customization link to view a menu of sub-
topics: Common Customization, Authentication Form, Lock
Page, Block Page, Warn Page, Profile Control, Quota Block
Page, Quota Notice Page.

[‘3 NOTES: All Customization windows display greyed-out if the
synchronization feature is used, and this server being configured
is set up in the Target mode to synchronize both profile and

library setting changes.

Refer to the M86 Web Filter Authentication User Guide for infor-
mation on using the Authentication Form Customization window.
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Common Customization window

The Common Customization window displays when
Common Customization is selected from the Customization
menu. This window is used for specifying elements to be
included in block, lock, profile, and warning pages, and/or
the authentication request form the end user will see.

tom Py By | Vi | Syl e | Lt webFee - MBEE

' ! — | - = T |

Fig. 2:1-76 Common Customization window

By default, in the Details frame all elements are selected to
display in the HTML pages, the Help link points to the FAQs
page on M86's public site that explains why access was
denied, and a sample email address is included for adminis-
trator contact information. These details can be modified, as
necessary.
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Enable, Disable Features

1. Click “On” or “Off" to enable or disable the following
elements in the HTML pages, and make entries in fields
to display customized text, if necessary:

Username Display - if enabled, displays “User/
Machine” followed by the end user’s username in block
and lock pages

IP Address Display - if enabled, displays “IP” followed
by the end user’s IP address in block and lock pages

Category Display - if enabled, displays “Category”
followed by the long name of the blocked category in
block pages

Blocked URL Display - if enabled, displays “Blocked
URL" followed by the blocked URL in block pages

Copyright Display - if enabled, displays M86 Web Filter
copyright information at the footer of block and lock
pages, and the authentication request form

Title Display - if enabled, displays the title of the page
in the title bar of the block and lock pages, and the
authentication request form

Help Display - if enabled, displays the specified help
link text in block and lock pages, and the authentica-
tion request form. The associated URL (specified in
the Help Link URL field described below) is accessible
to the end user by clicking the help link.

NOTE: If enabling the Help Display feature, both the Help Link
Text and Help Link URL fields must be populated.

M86 SecuriTy User GUIDE

Help Link Text - By default, HELP displays as the help
link text. Enter the text to display for the help link.
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* Help Link URL - By default, http://

www.m86security.com/support/r3000/accessde-
nied.asp displays as the help link URL. Enter the URL
to be used when the end user clicks the help link text
(specified in the Help Link Text field).

Submission Review Display - if enabled, displays in
block pages the email address of the administrator to
receive requests for a review on sites the end users
feel are incorrectly blocked. The associated email
address (specified in the Submission Email Address
field described below) is accessible to the end user by
clicking the click here link.

NOTE: If enabling the Submission Review Display feature, an
email address entry of the designated administrator in your orga-
nization must be made in the Submission Email Address field.

e Submission Email Address - By default, admin

@company.com displays in block pages as the emalil
address of the administrator to receive feedback on
content the end user feels has been incorrectly
blocked. Enter the global administrator's email
address.

2. Click Apply to save your entries.

TIP: Click Restore Default and then click Apply to revert to the
default settings in this window.
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Lock Page Customization window

The Lock Page Customization displays when Lock Page is
selected from the Customization menu. This window is used
with the X Strikes Blocking feature, and lets you customize
text in the lock page end users will see when attempting to
access Internet content blocked for their profiles, and their
workstations are currently locked. Entries saved in this
window display in the customized lock page, if these
features are also enabled in the Common Customization
window, and the X Strikes Blocking feature is enabled.

NOTE: See X Strikes Blocking window in this chapter for informa-
tion on using the X Strikes Blocking feature.

e L web Fiter ~ /ME

oe 2

Fig. 2:1-77 Lock Page Customization window

@ TIP: An entry in any of the fields in this window is optional.
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Edit Entries, Setting

1. Make an entry in any of the following fields:
* In the Header field, enter a static header to be
displayed at the top of the lock page.

» In the Description field, enter a static text message to
be displayed beneath the lock page header.

Any entries made in these fields will display centered in
the customized lock page, using the Arial font type.

2. At the Explanation Display field, by default “On” is
selected. This setting displays the reason the workstation
is locked beneath the text from the Description field. Click
“Off” to not have the explanatory text display in the lock

page.
3. Click Apply.

TIP: Click Restore Default and then click Apply to revert to the
default settings in this window.

202 M86 SecuriTy User GuIDE



GLOBAL ADMINISTRATOR SECTION CHAPTER 1: SYSTEM SCREEN

Preview Sample Lock Page

1. Click Preview to launch a separate browser window
containing a sample customized lock page, based on
entries saved in this window and in the Common
Customization window:

{2 MB6 Web Filter - Windows Internet Explorer -0 x|

Fle Edt View Favortes Tools Help ‘

dmtack - = - (@[3 A} | Qoearch [HFevorites veda (B | 5N S A - 5

Address |§] http: /200, 10,100, 75:81 fegiflock.cgiPIP=111, 111,111,111 &5ER=Yaur%20NameaPreview=on | @ HLmbs ”|
WARNING! HELP
Your Internet privileges have been I ily

“ou have been denied aceess according to your organization's Intemet Usage Policy. A5 a result, your Intemet privileges were
temporarily suspended for a total of 30 minutes,

UserMachine: “vour Mame
[CREEREEREERET]

For assistance, contact your Administrator

186 Web Filter provided by M88 Security. Copyright 2011. All rights reserved

SN

[Eoone [ (e
Fig. 2:1-78 Sample Customized Lock Page

By default, the following data displays in the User/
Machine frame:

» User/Machine field - The username displays for the
LDAP user. This field is blank for the IP group user.
 IP field - The user’s IP address displays.

By default, the following standard links are included in
the lock page:

* HELP - Clicking this link takes the user to M86’s Tech-
nical Support page that explains why access to the site
or service may have been denied.
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» M86 Security - Clicking this link takes the user to
M86’s Web site.

2. Click the “X" in the upper right corner of the window to
close the sample customized lock page.

TIP: If necessary, make edits in the Lock Page Customization
window or the Common Customization window, and then click
Preview in this window again to view a sample lock page.

Block Page Customization window

The Block Page Customization window displays when Block
Page Customization is selected from the Customization
menu. This feature is used if you want to display customized
text and include a customized link in the block page end
users will see when attempting to access Internet content
blocked for their profiles. Entries saved in this window
display in the customized block page, if these features are
also enabled in the Common Customization window.

L— |

Fig. 2:1-79 Block Page Customization window
NOTE: See Appendix B: Create a Custom Block Page for infor-

mation on creating a customized block page using your own
design.
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TIP: An entry in any of the fields in this window is optional, but if
an entry is made in the Link Text field, a corresponding entry must
also be made in the Link URL field.

Add, Edit Entries

1. Make an entry in any of the following fields:
* In the Header field, enter a static header to be
displayed at the top of the block page.

* Inthe Description field, enter a static text message to
be displayed beneath the block page header.

* Inthe Link Text field, enter text for the link's URL, and
in the Link URL field, enter the corresponding hyper-
link in plain text using the http:// or https:// syntax.

Any entries made in these fields will display centered in
the customized block page, using the Arial font type.

2. Click Apply.

TIP: Click Restore Default and then click Apply to revert to the
default settings in this window.
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Preview Sample Block Page

1. Click Preview to launch a separate browser window

containing a sample customized block page, based on
entries saved in this window and in the Common
Customization window:

{2 MB6 Web Filter - Windows Internet Explorer o [m] ]
Fle Edt View Favortes Tools Help |
dmtack - = - (@[3 A} | Qoearch [HFevorites veda (B | 5N S A - 5

Address [{€] http:/J200.10.100 75:81 feqiblock. cqirURL=http: ffwiw. test.comfBIP=11 1111, 111,11 1BCAT=Block%20CateqoryBUSEF ¥] (¥ Go “Lmks ”‘
ACCESS DENIED! HELP.
Internet access to the requested website has been denied hased on your user profile and
organization's Internet Usage Policy.
UserMachine: Your Mame
P 11110111111
Category: Black Category
Blocked URL:  hitp: v 85t coms
For further options, click here.
To submit this blocked site for review, click here. For assi contact your
1485 Web Fiter provided by M85 Security. Copyright 2011, Al rights reserved.
| &) Done [ [ |4 miemet v

Fig. 2:1-80 Sample Customized Block Page

By default, the following data displays in the User/
Machine frame:

» User/Machine field - The username displays for the
LDAP user. This field is blank for the IP group user.

 IP field - The user’s IP address displays.

» Category field - The name of the library category that
blocked the user’s access to the URL displays. If the
content the user attempted to access is blocked by an
Exception URL, “Exception” displays instead of the
library category name.

* Blocked URL field - The URL the user attempted to
access displays.
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By default, the following standard links are included in
the block page:

* HELP - Clicking this link takes the user to M86’s Tech-
nical Support page that explains why access to the site
or service may have been denied.

» M86 Security - Clicking this link takes the user to
M86’s Web site.

By default, these links are included in the block page
under the following conditions:

» For further options, click here. - This phrase and link
is included if any option was selected at the Re-
authentication Options field in the Block Page Authen-
tication window. Clicking this link takes the user to the
Options window.

NOTE: See the Options page in the Block Page Authentication
window sub-section for information on options that display in the
Options window.

e To submit this blocked site for review, click here. -
This phrase and link is included if an email address
was entered in the Submission Email Address field in
the Common Customization window. Clicking this link
launches the user’s default email client. In the compo-
sition window, the email address from the Submission
Email Address field populates the “To” field. The user’s
message is submitted to the global administrator.

2. Click the “X” in the upper right corner of the window to
close the sample customized block page.

@ TIP: If necessary, make edits in the Block Page Customization
window or the Common Customization window, and then click
Preview in this window again to view a sample block page.
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Warn Page Customization window

The Warn Page Customization window displays when Warn
Page is selected from the Customization menu. This
window is used with the Warn Option Setting feature, and
lets you customize text in the pop-up window end users will
see if attempting to access a URL in a library category set
up with a Warn setting for his/her profile. Entries saved in
this window display in the warning page, if these features
are also enabled in the Common Customization window,
and the Warn setting is applied to any library category or
category group.

NOTE: See Warn Option Setting window in this chapter for more
information about this feature.

L— |

Fig. 2:1-81 Warn Page Customization window

@ TIP: An entry in any of the fields in this window is optional.
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Add, Edit Entries

1. Make an entry in any of the following fields:
* In the Header field, enter a static header to be
displayed at the top of the warning page.

» In the Description field, enter a static text message to
be displayed beneath the warning page header.

¢ Inthe Link Text field, enter text for the link's URL, and
in the Link URL field, enter the corresponding hyper-
link in plain text using the http:// or https:// syntax.

Any entries made in these fields will display centered in
the customized warning page, using the Arial font type.
2. Click Apply.

TIP: Click Restore Default and then click Apply to revert to the
default settings in this window.
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Preview Sample Warning Page

1. Click Preview to launch a separate browser window

containing a sample customized warning page, based on
entries saved in this window and in the Common
Customization window:

fj M86 Weh Filter - Windows Internet Explorer ] 73
J File Edit ‘iew Favorites Tools Help |
J HBack - = - @ a3 | @SEarch (] Favarites aHIStDrY | %' =] T
| Address [, tost comjalP=111.111, 111,11 18CAT=Warmeh20CatagoryBUSER=Yourh20NameaPrevion=v | (G0 |J Links **
=
WARNING! HELP
The website you are attempting to visit may violate your Acceptable Use Policy. You can click
continue to visit the site or click cancel to not access the requested site. All Internet traffic is
logged and reported.
UserMachine: ‘Your Name
IP: 111 111411 111
Category: WWarn Category
Blocked URL:  http: (e test.coms
Continue Cancel
To submit this blocked site for review, click here. For assistance, contact your Administrator.
86 Web Fitter provided by M88 Security. Copyright 2011. All rights reserved
[~
& |4 trtermet Vi

Fig. 2:1-82 Sample Customized Warning Page

By default, the following data displays in the User/
Machine frame:

» User/Machine field - The username displays for the
LDAP user. This field is blank for the IP group user.

 IP field - The user’s IP address displays.
» Category field - The name of the library category that

warned the user about accessing the URL displays.

» Blocked URL field - The URL the user attempted to

access displays.
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By default, the following standard links are included in
the warning page:

HELP - Clicking this link takes the user to M86’s Tech-
nical Support page that explains why access to the site
or service may have been denied.

M86 Security - Clicking this link takes the user to
M86’s Web site.

The following buttons are included in the warning page:

Continue - Clicking this button closes the warning
page and takes the user to the URL he/she requested.
The number of minutes specified in the Warn Option
Setting window determines when/if this warning page
will redisplay for the user. If the user has his/her
browser open to that URL for the number of minutes—
or more—specified for the time interval, this warning
page will redisplay, and the user must click this button
once more in order to continue accessing the URL.

NOTE: If using the Real Time Probe feature, in the Real Time
Information box the Filter Action column displays “Warn” for the
first time the user saw the warning window and clicked Continue,
and “Warned” for each subsequent time the warning window
opened for the user and he/she clicked Continue.

Cancel - Clicking this button returns the user to the
previous URL.

By default, this link is included in the warning page under
the following conditions:

M86 SecuriTy User GUIDE

To submit this warned site for review, click here. -
This phrase and link is included if an email address
was entered in the Submission Email Address field in
the Common Customization window. Clicking this link
launches the user’s default email client. In the compo-
sition window, the email address from the Submission
Email Address field populates the “To” field. The user’s
message is submitted to the global administrator.
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2. Click the “X" in the upper right corner of the window to
close the sample customized warning page.

TIP: If necessary, make edits in the Warn Page Customization
window or the Common Customization window, and then click
Preview in this window again to view a sample warning page.

Profile Control window

The Profile Control window displays when Profile Control is
selected from the Customization menu. This window is used
with the Override Account feature, and lets you customize
text in the pop-up window end users with override accounts
will see when logging into their override accounts. Such
accounts give authorized users access to Internet content
blocked for other end users. Entries saved in this window
display in the profile control pop-up window, if these
features are also enabled in the Common Customization
window, and override accounts are set up for designated
end users.

NOTE: See Override Account window in the Policy section for
more information about this feature.

Womw  Pubcy  Lbeary | Peperiing | Seviem el | Legea Web Filler M

oe 4|

Fig. 2:1-83 Profile Control window
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@ TIP: An entry in any of the fields in this window is optional.
Edit Entries

1. Make an entry in any of the following fields:

* In the Header field, enter a static header to be
displayed at the top of the profile control pop-up
window.

* Inthe Warning Text field, enter a static text message
to be displayed at the bottom of the pop-up window.

2. Click Apply.

TIP: Click Restore Default and then click Apply to revert to the
default settings in this window.

NOTE: For a sample profile control pop-up window, see Option 3
from the Options page section of the Block Page Authentication
window.
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Quota Block Page Customization window

The Quota Block Page Customization window displays
when Quota Block Page is selected from the Customization
menu. This window is used for making customizations to the
guota block page the end user will see if he/she has a quota
time limit set for a passed category in his/her profile and has
attained or exceeded that limit.

Ve by Lbewy Mgt Sy | few  Usges web Finee — AMAE

oe 2

Fig. 2:1-84 Quota Block Page Customization window

@ TIP: An entry in any of the fields in this window is optional.

NOTE: For more information about quotas, see the Quota Setting
window in this chapter.

Add, Edit Entries

1. Make an entry in any of the following fields:

» In the Header field, enter a static header to display at
the top of the quota block page.

 In the Description field, enter a static text message to
be displayed beneath the header.
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* Inthe Link Text field, enter text for the link's URL, and
in the Link URL field, enter the corresponding hyper-
link in plain text using the http:// or https:// syntax.

Any entries made in these fields will display centered in
the customized quota block page, using the Arial font

type.
2. Click Apply.

TIP: Click Restore Default and then click Apply to revert to the
default settings in this window.

Preview Sample Quota Block Page

1. Click Preview to launch a separate browser window
containing a sample customized quota block page,
based on entries saved in this window and in the
Common Customization window:

{2 M86 Web Filter - Windaws Internet Explarer _1ol x|
Fle Edk Wew Favortes Tools Help | o
) eack - €Y - o e < ) - oo
o o - I Iﬂ \g‘ o | - searth ¢ Favorites & ‘ = R
Address |@ http://200. 10,100, 75:81 fegifquota. caifURL=http: {fmww est comyBIP=111.111, 111,11 16CAT=Quota%20Categor ¥ | [ Go ‘ Links >

QUOTA BLOCK

You have exceeded the category quota for your current profile. The website you requested
has been denied.

Category: Guota Category
Requested URL:  hitp:/hovww test.com/

P A1 11
UserMachine: “Your Name

For assi: contact your .
1186 Web Fiter provided by 185 Securtty. Copyright 2011. Allrights reserved

sl

Eloone [ (@ termet
Fig. 2:1-85 Sample Customized Quota Block Page

By default, the following data displays in the Category
frame:

» Category field - The name of the library category that
blocked the user from accessing the URL displays.
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* Requested URL field - The URL the user attempted to
access displays.

 IP field - The user’s IP address displays.

» User/Machine field - The username displays for the
LDAP user. This field is blank for the IP group user.

By default, the following standard links are included in
the quota block page:

» HELP - Clicking this link takes the user to M86’s Tech-
nical Support page that explains why access to the site
or service may have been denied.

» M86 Security - Clicking this link takes the user to
M86’s Web site.

2. Click the “X" in the upper right corner of the window to
close the sample customized quota block page.

TIP: If necessary, make edits in the Quota Block Page Customi-
zation window or the Common Customization window, and then
click Preview in this window again to view a sample quota block

page.
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Quota Notice Page Customization window

The Quota Notice Page Customization window displays
when Quota Notice Page is selected from the Customiza-
tion menu. This window is used for making customizations
to the quota notice page the end user will see if he/she has
a quota time limit set for a passed category in his/her profile
and has used 75 percent of the allotted time in that category.

e Pubcy | bty | epering | Sestem | o L ogme web Fiter  AASE

L11E =¥}

Fig. 2:1-86 Quota Notice Page Customization window

@ TIP: An entry in any of the fields in this window is optional.

NOTE: For more information about quotas, see the Quota Setting
window in this chapter.

Add, Edit Entries

1. Make an entry in any of the following fields:

» In the Header field, enter a static header to display at
the top of the quota notice page.

* Inthe Description field, enter a static text message to
be displayed beneath the header.
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* Inthe Link Text field, enter text for the link's URL, and
in the Link URL field, enter the corresponding hyper-
link in plain text using the http:// or https:// syntax.

Any entries made in these fields will display centered in
the customized quota notice page, using the Arial font

type.

. By default, the Quota Percentage Display is enabled,

indicating the percentage of quota used by the individual
will display in the quota notice page. Click “Off” to not
display this information in the quota notice page.

3. Click Apply.

TIP: Click Restore Default and then click Apply to revert to the
default settings in this window.

Preview Sample Quota Notice Page

1.

218

Click Preview to launch a separate browser window
containing a sample customized quota notice page,
based on entries saved in this window and in the
Common Customization window:

/2 M86 Web Filter - Windows Internet Explorer —o]x]
Fle Edt View Favortes Tools  Help | o
) B ~ e S 2) . !
€ S Iﬂ E" o | - search ¢ Favorlies {£4] ‘ = aR
Address F@ hittps//2010, 10,100, 75:81jcgijquoka,ci? URL=hEtp: fummy. tast, com/&CAT=Quots%20Categorybi=Keprevisw—on v | [EJ Go ‘ Links >

You are nearing the category quota for your profile. You will be blocked from further access
to this category when the quota is exceeded.

75% of quota limit has been exceaded.
Category: Quota Category
Requested URL:  hitp:/hvvvw test com/

IP:
UserMachine:

Cortinue

For assi: contact your .
186 Web Filter provided by W88 Security. Copyright 2011. Al rights reserved

sl

2] Dane [T [ meerne

Fig. 2:1-87 Sample Customized Quota Notice Page
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By default, the following data displays in the Category
frame:

» Category field - The name of the library category
containing a URL the user accessed—that triggered
the quota notice—displays.

* Requested URL field - The URL the user accessed—
that triggered the quota notice—displays.

 IP field - The user’s IP address displays.

» User/Machine field - The username displays for the
LDAP user. This field is blank for the IP group user.

By default, the following standard links are included in
the quota notice page:

e HELP - Clicking this link takes the user to M86’s Tech-
nical Support page that explains why access to the site
or service may have been denied.

» M86 Security - Clicking this link takes the user to
M86’s Web site.

The following button is included in the quota notice page:
» Continue - Clicking this button closes the quota notice
page and takes the user to the URL he/she requested.

2. Click the “X” in the upper right corner of the window to
close the sample customized quota notice page.

TIP: If necessary, make edits in the Quota Block Page Customi-
zation window or the Common Customization window, and then
click Preview in this window again to view a sample quota block

page.
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CMC Management

CMC Management displays on a Web Filter set up in the
Source mode, and includes Centralized Management
Console options for viewing the filtering statuses of this
source server and its target server(s), and managing soft-
ware updates on these servers.

Software Update Management window

The Software Update Management window displays when
Software Update Management is selected from the CMC
Management menu. This window is used for viewing soft-
ware updates currently applied to the source and target
servers and any available software updates, and applying
software updates to these servers.

omm by ey | Mepeing | Seem by Lagmt wen Finer ST

T s s v o i o |t e s V| Ui s U v | i |

2l E]

Fig. 2:1-88 Software Update Management window

View Software Update Information

The Software Updates frame displays the software update
statuses of the source and each target Web Filter: Host-
name/Location (information entered in the LAN Settings
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window for the source server's hostname, or the information
entered for the target server in the Target Location field in
the Setup window); Applied Date (date the software update
was applied to the server, using the YYYY/MM/DD format);
Current Version (software update build name and number);
Next Software Update Version (name and number of the
next software update to be applied, or “N/A” if none is avail-
able); Next Software Update Type (“GA”, or “LA” or “Beta” if
downloads for these software update types are enabled in
the Local Software Update window, or “N/A” if no new soft-
ware update is available); Latest Software Update Version
(name and number of the latest software update, or “N/A” if
none is available); Latest Software Update Type (“GA”, or
“LA” or “Beta” if downloads for these software update types
are enabled in the Local Software Update window, or “N/A”
if no new software update is available); Download Date
(date the latest software update was downloaded to the
server, or N/A if none is available).

@ NOTE: Definitions for Software Update Types (GA, LA, and Beta)

are provided in the Enable/Disable Software Update Type Down-
load frame at the bottom of the Local Software Update window.
General Availability (GA) software updates are supplied to all
active Web Filter units. Limited Availability (LA) and/or Beta soft-
ware updates are available to Web Filter units that have the
checkbox enabled for LA and/or Beta software updates.

@ TIPS: The entire grid can be viewed by using the scroll bar at the
bottom of the Software Updates frame to scroll to the right and
left.

The order in which columns display in the grid can be changed by
clicking the column header and sliding the column to another
position in the grid.

Columns can be resized by mousing over the line in the header
between two columns so that a double-ended arrow (<—>)
displays, and then clicking and dragging the cursor to the left or
right.
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Apply or Undo a Software Update

To apply a software update:

1. Click to select the row(s) corresponding to the servers to
be updated.

2. Click Apply.

NOTES: If the source server is selected for a software update,
the EULA displays when the software update is about to be
applied. See the sub-section for the Local Software Updates
window for information about the EULA and applying software
updates.

Only a software update number that is lesser to, or equal to, the
source server's software update number can be applied to a
target server.

TIP: Multiple target servers can be selected to have a software
update applied, if these target servers are currently running the
same software version number.

To undo a software update:

1. Select the row(s) corresponding to the server(s) that
need(s) to have the last software update removed.

2. Clicking Undo to remove that software update from the
server(s).
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Status window

The Status window displays when Status is selected from
the CMC Management menu. This window is used for
viewing the filtering status of the source and target server(s)
for troubleshooting purposes.

b by ey | i | Sy by | o web Finer /WA

2l 2 i)

Fig. 2:1-89 Status window, CMC Management menu

View Filtering Status Information

The Status frame displays the following columns of informa-
tion:

* Hostname/Location - criteria entered in the LAN Settings
window for the source server's hostname, or the informa-
tion entered for the target server in the Target Location
field of the Setup window

* Filtering Status - “OK” displays if the server is being
filtered, or “FAIL” displays if the server is not being
filtered

NOTE: Filtering Status information will only display if the
“Upstream Failover Detect” option is enabled in the Synchroniza-
tion > Setup window.
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» Last Library Update - most recent date the library was
updated on the server, using the YYYY/MM/DD format, if
this information is available.

@ TIPS: The order in which columns display in the grid can be
changed by clicking the column header and sliding the column to
another position in the grid.

Columns can be resized by mousing over the line in the header
between two columns so that a double-ended arrow (<—>)
displays, and then clicking and dragging the cursor to the left or
right.
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Quota Setting

Quota Setting window

The Quota Setting window displays when Quota Setting is
selected from the navigation panel. This window lets a
global administrator configure URL hits that—along with
guotas specified in filtering profiles—determine when a user
will be blocked from further accessing URLs in a library
group/category. This window is also used for resetting
guotas so that users who have maxed-out their quota time
will regain access to a library group/category with a quota
time limit.

b Vbcy | by | Repeteg | Slem | oot web Fiter - MEE

e Pt e tia o 5] ] [ s

] = | .- -

Fig. 2:1-90 Quota Setting window

@ TIP: After making all configuration settings in this window during
this session, click Apply.
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Configure Quota Hit Settings

1. Enter the number of Seconds Per Hit to indicate how
much time will be applied towards a “hit” (URL access) in
any category with a quota. The default is 10 seconds per
hit. The entry in this field combines with the minutes
entered in the quota from the filtering profile to determine
the amount of time the end user can access URLs in the
specified passed library group/category in that profile.

A guota can be set for an amount of time ranging from
one minute to 1439 minutes (one day minus one minute).
A hit can be set for an amount of time ranging from one
second to 3600 seconds (one hour).

As an example of how a quota works in conjunction with
hits, if a quota is set to 10 minutes and the number of
seconds per hitis set to 10 seconds, then the user will be
blocked from accessing URLSs in the library group/cate-
gory when 60 hits are made to that category—i.e. 600
seconds (10 minutes) divided by 10 seconds.

NOTE: This field is greyed-out if the Web Filter is set up as a
target server in the synchronization mode.

2. If this Web Filter is set up with synchronization and is a
source server, enable Centralize Hits on Source only if
all hits should be made on this Web Filter.

NOTE: This field is greyed-out on a Web Filter set up as either a
standalone server or as target server in the synchronization
mode.

TIP: After making all configuration settings in this window during
this session, click Apply.
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Reset Quotas

Quotas are automatically reset at midnight, but also can be
manually reset on demand or scheduled to be reset at
specific times each day.

Reset Quotas Now

Click Reset Now to reset all quotas to zero (“0"). Users
currently blocked from accessing URLs because of a quota
time limit will now be able to access URLs in any library/
group category with a quota.

Set up a Schedule to Automatically Reset Quotas

A schedule can be set up to reset all quotas at the appointed
hour(s) / minute(s) each day.

1. At the New Reset Time (HH:MM) field:

» Select the hour at which the quota will be reset (“00” -
“23")

» Select the minute at which the quota will be reset (“00”
- “59")
2. Click Add to include this reset time in the Current Reset
Time(s) list box.

TIP: Repeat steps 1 and 2 for each quota reset time to be sched-
uled. After making all configuration settings in this window during
this session, click Apply.
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Delete a Quota Reset Time from the Schedule

1. Select the quota reset time from the Current Reset
Time(s) list box.

2. Click Remove to remove the quota reset time from the
list box.

TIP: After making all configuration settings in this window during
this session, click Apply.

Quota Notice page

When the end user has spent 75 percent of time in a quota-
restricted library group/category, the quota notice page

displays:

/2 M86 Web Filter - Windows Internet Explorer —{ol x|
JFMe Edit Wiew Favorites Took  Help

| dmmek - = - @[ 2| Doearch CFavorites veda B | By S oA - =

| Address [&] http: 200, 10, 100,75:81 fquotanatice. himl =] @6 HLinks ”‘

=l

You are nearing the category quota for your profile. You will be blocked from further access
1o this category when the quota is exceeded.

75% of quota limit has been exceeded.
Category: HeatthFitness
Requested URL:  hitp: v ballyfitness.com

IP: 2001010078
User Machine:

Cortinue

For assi contact your Administrator.
1486 Web Fiter provided by M85 Securtty. Copyright 2011 All rights reserved

[&] Done
Fig. 2:1-91 Sample Quota Notice Page
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By default, the following fields display:

» Category field - Name of the library category with the
most hits.
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* Requested URL field - The URL that triggered the Quota
Notice page.

e |P field - The end user’s IP address.

* User/Machine field - The username displays for the
LDAP user. This field is blank for the IP group user.

By default, the following standard links are included in the
guota notice page:

» HELP - Clicking this link takes the user to M86’s Tech-
nical Support page that explains why access to the site
may have been denied.

* M86 Security - Clicking this link takes the user to M86’s
Web site.

The end user can decide whether or not to access the
requested URL. By clicking Continue, the user is redirected
to the original requested site.
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Quota Block page

When the end user has spent 100 percent of time in a

quota-restricted library group/category, the quota block
page displays:

(j MB6 Web Filter - Windows Internet Explorer =] 3]
| Fle Edi vew Favories Took Help |

| dmeak - = - @D [A A | Disearch [aFavortes Wveda (B | By S = -

| address [@] http:fr200. 10.100.75:81/quotablock htrl | e “Llnks ”‘
=
QUOTA BLOCK HELP

You have exceeded the category quota for your current profile. The website you requested
has been denied.

Category:  Gambling
Requested URL:  Hitp:ifwwrwv.gambling comi

IP: 2001010075
UserMachine:

For assi contact your Admini
185 Web Fiter provided by M85 Security. Copyright 2011. All rights reserved

NIEN

|€] pone [ | a4 meemet
Fig. 2:1-92 Sample Quota Block Page

Once receiving a quota block page, the end user will not be
able to access contentin that library group/category until the
guota is reset.

By default, the following fields display:

» Category field - The name of the library category that
triggered the quota block page displays.

* Requested URL field - The URL the user attempted to
access displays.

» |P field - The user’s IP address displays.

* User/Machine field - The username displays for the
LDAP user. This field may be blank for the IP group user.
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By default, the following standard links are included in the
quota block page:

* HELP - Clicking this link takes the user to M86’s Tech-
nical Support page that explains why access to the site or
service may have been denied.

» MB86 Security - Clicking this link takes the user to M86’s
Web site.

SSL Certificate

SSL Certificate window

The SSL Certificate window displays when SSL Certificate
is selected from the navigation panel. This window is used
for generating a Secure Sockets Layer certificate that
ensures secure exchanges between the Web Filter server
and your browser.

Home  Puby  Llmwy  Repwing  Selem | liey | Legms Wb Filter M..:.':‘.'.Z.

. I3

Fig. 2:1-93 SSL Certificate window
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Generate an SSL Certificate for the Web Filter

1. Click Generate SSL Certificate to open the pop-up box
that asks if you wish to continue, which would restart your
server.

@ TIP: Click No to close the pop-up window and to return to SSL
Certificate window.

2. Click Yes to generate the SSL certificate and restart the
Web Filter.

3. After the certificate is generated, you will be prompted to
click OK and close your browser. Wait a few minutes
before attempting to access the user interface.
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Chapter 2: Policy screen

The Policy screen is comprised of windows and dialog
boxes used for adding IP groups and/or LDAP domains, and
for creating filtering profiles for IP/LDAP groups and their
members.

Vema  Puly  Gimay Fepeeg | Seween Tl U webFiter /WA

ey elp [piss 1ot e Pubey masmars

-

Fig. 2:2-1 Policy screen

For the IP group branch, the global administrator creates
master IP groups. For each master IP group, the designated
group administrator creates sub-groups and individual IP
members, and adds and maintains their filtering profiles.

For the LDAP domain branch, the global administrator must
first set up authentication in order to enable the LDAP
branch(es). For each domain, the administrator then sets up
and maintains groups, and creates filtering profiles for
groups and users.

The navigation panel at the left of the screen contains a hier-
archical list of groups set up in a tree format. At the root of
this tree is Policy. The main branches of this tree include:
Global Group and IP, followed by LDAP if authentication is
enabled.
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Double-click the branch of your selection to display the list
of groups/domains previously added to that branch. Keep
double-clicking items in the tree list to view additional items.

Click an entity in the tree list to view a menu of topics or
actions that can be performed for that entity.

/\j NOTES: Information on LDAP groups can be found in the M86
Web Filter Authentication User Guide.

Information on creating filtering profiles for IP groups can be
found in the Group Administrator Section of this user guide.

If using the synchronization feature, if the Web Filter being config-
ured is set up in the Target mode to synchronize both profile and
library setting changes, the only branch that displays in the tree is
Global Group.
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Global Group

Global Group includes options for creating and maintaining
groups. Click the Global Group link to view a menu of sub-
topics: Range to Detect, Rules, Global Group Profile, Over-
ride Account, Approved Content (incl. VuSafe), Minimum
Filtering Level, and Refresh All.

NOTE: If the synchronization feature is used and this Web Filter
being configured is set up in the Target mode to synchronize both
profile and library setting changes, the only sub-topic that
displays is Range to Detect.

Range to Detect window

The Range to Detect window displays when Range to
Detect is selected from the Global Group menu. This
window is used for defining segments of network traffic to be
detected by the Web Filter in the invisible or router mode.
Service ports that should be open—ignored by the Web
Filter—are also defined in this window.
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Fig. 2:2-2 Range to Detect Settings window, main window
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NOTE: Segments of network traffic should not be defined if using
the firewall mode.

The main window (Fig. 2:2-2) lets you add segments to the
network, or modify or remove existing segments. The
Current Ranges list box includes a list of segments previ-
ously added using this feature. The Mandatory Settings tab
provides examples of settings that can be made.

4;3} NOTE: If this Web Filter is using the Source mode and the

Upstream Failover Detect feature is enabled, if a downstream
target server fails—as detected by the Appliance Watchdog—the
Current Ranges information from the failed downstream target
“node” displays in a Node tab following the Mandatory Settings
tab in this window:

viesFiter  MEBE

Fig. 2:2-3 Range to Detect Settings window, Node tab

Add a Segment to the Network

To add a segment to be detected on the network:

1. Click Add to go to the next page:
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wesFiter  SMBE

Fig. 2:2-4 Range to Detect Settings, second window

2. Click one of the following buttons to select the procedure
for adding the segment:

» Start the Setup Wizard - clicking this button takes you
to the Range to Detect Setup Wizard. Follow the
instructions in the Range to Detect Setup Wizard sub-
section to complete the addition of the segment on the
network.

» Advanced Settings - clicking this button takes you to
the Range to Detect Advanced Settings window.
Follow the instructions in the Range to Detect
Advanced Settings sub-section to complete the addi-
tion of the segment on the network.
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Range to Detect Setup Wizard

Click the Start the Setup Wizard button to display Step 1 of
the Range to Detect Setup Wizard. The Wizard is
comprised of six steps. An entry is required in Step 1, but
notin Steps 2 - 5. Settings made using the Wizard are saved
in Step 6.

Step 1

In this step you define the source IP address(es) to be
filtered.
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Fig. 2:2-5 Range to Detect Setup Wizard, Step 1

Since the first four pages of the Wizard contain the same
fields and buttons, instructions provided for this step are not
repeated for Steps 2 - 4.

1. Choose the appropriate option for entering the IP
address(es):

* |IP/Netmask - use these fields to specify a range of IP
addresses

* Individual IP - use this field to enter a single IP
address
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2. Click Add to include the segment in the list box above.

NOTE: To modify the segment, select it from the list box and click
Modify to move the segment to the field(s) below for editing. To
remove the segment, select it from the list box and click Remove.

3. Click Next to go to the next page of the Wizard.

NOTE: Click Cancel to be given the option to return to the main
Range to Detect Settings window.

Step 2: Optional

In this step you define the destination IP address(es) to be
filtered.

NOTE: By making entries in Destination IP fields, traffic will be
restricted to the range specified in the Source IP and Destination
IP frames. This reduces the load on the Web Filter, thus enabling
it to handle more traffic.
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Fig. 2:2-6 Range to Detect Setup Wizard window, Step 2

NOTE: For Steps 2-6, click Back to return to the previous page of
the Wizard.
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Step 3: Optional

In this step you define the source IP address(es) to be
excluded from filtering.

weFmee MBS

|

Fig. 2:2-7 Range to Detect Setup Wizard window, Step 3

Step 4: Optional

In this step you define the destination IP address(es) to be
excluded from filtering. Any entries from the list box in Step
1 automatically display in the list box above.

NOTE: By making entries in Destination IP fields, traffic will be
restricted to the range specified in the Source IP and Destination
IP frames. This reduces the load on the Web Filter, thus enabling
it to handle more traffic.
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Fig. 2:2-8 Range to Detect Setup Wizard window, Step 4

Step 5: Optional

In this step you enter destination port numbers to be
excluded from filtering.
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Fig. 2:2-9 Range to Detect Setup Wizard window, Step 5
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1. In the Individual Port field, enter the port number to be
excluded from filtering.

2. Click Add to include the entry in the list box above.

NOTE: To remove the port number, select it from the list box and
click Remove.

3. Click Next to go to the last page of the Wizard.

Step 6

In this final step of the Wizard you review your entries and
make modifications, if necessary.
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Fig. 2:2-10 Range to Detect Setup Wizard window, Step 6

1. Review the contents in all list boxes.
2. Perform one of the following actions:

* click the Modify button to the right of the list box if you
need to make changes. This action takes you to that
page of the Wizard where you make your edits. Click
Next until you return to Step 6.
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« click Finish to accept all your entries. This action takes
you to the main Range to Detect Settings window
where the segment you entered now displays in the
Current Ranges list box.

Range to Detect Advanced Settings

Click the Advanced Settings button to display the Range to
Detect Advanced Settings window:
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Fig. 2:2-11 Range to Detect Advanced Settings window

1. Enter the settings in the list box, using the correct syntax.
Refer to the examples above.

TIP: Use the Calculator to calculate IP ranges without any over-
laps. Enter the IP address, select the Netmask, and then click
Calculate to display results in the Min Host and Max Host fields.
Click Close to exit.

NOTE: Click Cancel to be given the option to return to the main
Range to Detect Settings window without saving your settings.

2. Click Apply to accept your entries and to return to the
main Range to Detect Settings window.
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Modify a Segment of the Network

To modify a segment:

1. In the main Range to Detect Settings window (see Fig.
2:2-2), select the segment from the Current Ranges list
box.

2. Click Modify to go to the second page (see Fig. 2:2-4).

3. Click one of the following buttons to select the procedure
for modifying the segment:

» Start the Setup Wizard - clicking this button takes you
to Step 6 of the Range to Detect Setup Wizard (see
Fig. 2:2-10). Follow the instructions in the Range to
Detect Setup Wizard sub-section for Step 6.

» Advanced Settings - clicking this button takes you to
the Range to Detect Advanced Settings window (see
Fig. 2:2-11). Follow the instructions in the Range to
Detect Advanced Settings sub-section.

Remove a Segment from the Network

To remove a segment:

1. In the main Range to Detect Settings window (see Fig.
2:2-2), select the segment from the Current Ranges list
box.

2. Click Remove.
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Rules window

The Rules window displays when Rules is selected from the
Global Group menu. This window is used for adding a
filtering rule when creating a filtering profile for an entity.
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Fig. 2:2-12 Rules window

By default, “Rulel BYPASS” displays in the Current Rules
pull-down menu. The other choices in this pull-down menu
are “Rule2 BLOCK Porn”, “Rule3 Block IM and Porn”,
“Rule4 M86 CIPA Compliance” (which pertains to the Chil-
dren’s Internet Protection Act), and “Rule5 Block All”. By
default, “Rulel” displays in the Rule # field, “BYPASS”
displays in the Rule Description field, and Uncategorized
Sites are allowed to Pass.

View Criteria for a Rule

Select the rule from the Current Rules pull-down menu to
populate the Rule Details frame with settings made for that
rule. If this rule is not an M86 pre-defined rule it can be
modified or deleted. A rule that does not yet exist can be
added using any rule in this list as a template, if necessary.
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Add a Rule

To create a new rule:

1. Click New Rule to populate the Rule # field with the next
consecutive rule number available.

2. Enter up to 20 characters for a unique Rule Description
that describes the theme for that rule.

3. By default, in the Rule Details frame, all library categories
in the Category Groups tree are set to pass—indicating
that the end user can access URLs in all library catego-
ries. This filter setting is designated by the check mark
inside a green circle in the Pass column.

TIP: In the Category Groups tree, double-click the group enve-
lope to open that segment of the tree and to view library catego-
ries belonging to that group.

To change the filter setting for a category group/library
category, double-click the column (Allow, Warn, Block) in
the row corresponding to that category group/library
category to move the check mark to that column:

» Allow - URLs in this category will be added to the end
user’s white list.

* Warn - URLs in this category will warn the end user
that the URL he/she requested can be accessed, but
may be against the organization’s policies. The end
user can view the URL after seeing a warning
message and agreeing to its terms.

* Block - URLs in this category will be blocked.
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NOTE: If a category group does not display any filter setting (i.e.
the check mark does not display in any column for the category
group), one or more library categories within that group has a
filter setting in a column other than the filter setting designated for
all collective library categories within that group. For example, if
in the Adult Content category group some of the library catego-
ries have a block setting and other library categories have a warn
setting, there would be no category group filter setting, since all
library categories do not have the same filter setting.

(é) TIPS: Multiple categories can be assigned the same filter setting
by clicking each category while pressing the Ctrl key on your
keyboard, and then double-clicking in the appropriate column.

Blocks of categories can be assigned the same filter setting by
clicking the first category, and then pressing the Shift key on your
keyboard while clicking the last category, and then double-
clicking in the appropriate column.

4. Make a selection from the Uncategorized Sites pull-
down menu to specify how to handle a URL that has not
yet been categorized: “Pass”, “Warn”, or “Block”.

5. To use the quota feature to restrict the end user’s access
to a passed library group/category, do the following:

 Inthe Quota column, enter the number of minutes the
user will be able to access the library group/category.
The minimum number of minutes is “1” and the
maximum is “1439” (one day minus one minute). The
number of minutes entered here combines with the
seconds per hit (minimum one second to maximum
3600 seconds) defined in the Quota Settings window
to determine when the end user will be blocked from
further access to URLs in that library group/category.
TIP: If a quota entry is made for a category group, all library cate-
gories in that group will show the same number of quota minutes.

NOTE: See the Quota Settings window in Chapter 1: System
screen for more information on configuring quota settings and
resetting quotas for end users currently blocked by quotas.
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» The Overall Quota field becomes enabled if a quota is
entered for any library group/category. By default, the
enabled Overall Quota is turned “Off”. If turned “On”,
enter the number of minutes in the Min field to indicate
when the end user’s access to passed library groups/
categories with quotas will be blocked. If the end user
spends this amount of time at URLSs in any quota-
marked library group/category, the Overall Quota over-
rides the number of minutes defined for each individual
quota.

6. Click Add Rule to include your rule to the list that
displays in the pull-down menu.

Modify a Rule

After a rule is added, it can later be modified. To make
changes to a rule:

1. Select the rule from the Current Rules pull-down menu.

2. Modify settings for library groups and categories in the
Rule Details frame.

3. Click Save Rule.
Copy a Rule

As a time saving practice, a rule can be used as a basis
when creating another similar rule. To copy a rule:

1. Select the rule to be copied from the list of Current
Rules.

2. Click New Rule to populate the Rule # field with the next
available rule number, and to activate the Rule Descrip-
tion field.

3. Enter up to 20 characters for a unique Rule Description
that describes the theme for that rule.

4. Modify settings for library groups and categories in the
Rule Details frame.
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5. Click Save Rule.
Remove a Rule

To delete a rule:
1. Select the rule from the Current Rules pull-down menu.
2. Click Delete Rule.

Global Group Profile window

The Global Group Profile window displays when Global
Group Profile is selected from the Global Group menu. This
window is used for viewing/creating the global (default)
filtering profile that will be used by all users on the network
unless a unique filtering profile is created for an entity. Click
the following tabs in this window: Category, Port, Default
Redirect URL, and Filter Options. Entries in these tabs
comprise the profile string for the global group.
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Fig. 2:2-13 Global Group Profile window, Category tab
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Category Profile

Category Profile displays by default when Global Group
Profile is selected from the Global Group menu, or when the
Category tab is clicked. This tab is used for assigning filter
settings to category groups/library categories for the global
group profile.

By default, “Custom Profile” displays in the Available Filter
Levels pull-down menu, and Uncategorized Sites are
allowed to Pass.

Create, Edit a List of Selected Categories

For the category portion of the global group filtering profile,
in the Rule Details frame all library categories in the Cate-
gory Groups tree are set to pass, except “Child Pornog-
raphy” and “Pornography/Adult Content”—indicating that
the end user can access URLs in all other library categories.
This filter setting is designated by the check mark inside a
green circle in the Pass column for all category groups
except Adult Content.

TIP: In the Category Groups tree, double-click the group enve-
lope to open that segment of the tree and to view library catego-
ries belonging to that group.

1. To change a category group/library category filter setting,
double-click the column (Allow, Warn, Block) in the row
corresponding to that category group/library category to
move the check mark to that column:

» Allow - URLs in this category will be added to the end
user’s white list.

* Warn - URLs in this category will warn the end user
that the URL he/she requested can be accessed, but
may be against the organization’s policies. The end
user can view the URL after seeing a warning
message and agreeing to its terms.
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» Block - URLs in this category will be blocked.

NOTE: If a category group does not display any filter setting (i.e.
the check mark does not display in any column for the category
group), one or more library categories within that group has a
filter setting in a column other than the filter setting designated for
all collective library categories within that group. For example, if
in the Adult Content category group some of the library catego-
ries have a block setting and other library categories have a warn
setting, there would be no category group filter setting, since all
library categories do not have the same filter setting.

@ TIPS: Multiple categories can be assigned the same filter setting
by clicking each category while pressing the Ctrl key on your
keyboard, and then double-clicking in the appropriate column.

Blocks of categories can be assigned the same filter setting by
clicking the first category, and then pressing the Shift key on your
keyboard while clicking the last category, and then double-
clicking in the appropriate column.

2. Make a selection from the Uncategorized Sites pull-
down menu to specify how to handle a URL that has not
yet been categorized: “Pass”, “Warn”, or “Block”.

3. To use the quota feature to restrict the end user’s access
to a passed library group/category, do the following:

 In the Quota column, enter the number of minutes the
user will be able to access the library group/category.
The minimum number of minutes is “1” and the
maximum is “1439” (one day minus one minute). The
number of minutes entered here combines with the
seconds per hit (minimum one second to maximum
3600 seconds) defined in the Quota Settings window
to determine when the end user will be blocked from
further access to URLs in that library group/category.

@ TIP: If a quota entry is made for a category group, all library cate-
gories in that group will show the same number of quota minutes.
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NOTE: See the Quota Settings window in Chapter 1: System
screen for more information on configuring quota settings and
resetting quotas for end users currently blocked by quotas.

* The Overall Quota field becomes enabled if a quota is
entered for any library group/category. By default, the
enabled Overall Quota is turned “Off”. If turned “On”,
enter the number of minutes in the Min field to indicate
when the end user’s access to passed library groups/
categories with quotas will be blocked. If the end user
spends this amount of time at URLs in any quota-
marked library group/category, the Overall Quota over-
rides the number of minutes defined for each individual
quota.

4. Click Apply to apply your settings at the global level.

Port

Port displays when the Port tab is clicked. This tab is used
for blocking access to specified ports for the global filtering
profile.
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Fig. 2:2-14 Global Group Profile window, Port tab
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Create, Edit a List of Service Ports

All service ports are filtered by default. To block a service
port from being accessed by global filtering profile users:

1. Enter the port number in the Port field.

2. Click Add. Each port number you add displays in the
Block Port(s) list box.

3. Click Apply to apply your settings at the global level.
To remove a port number from the list box:

1. Select the port number.

2. Click Remove.

3. Click Apply to apply your settings at the global level.
Default Redirect URL

Default Redirect URL displays when the Default Redirect
URL tab is clicked. This tab is used for specifying the URL to
be used for redirecting users who attempt to access a site or
service set up to be blocked for the global filtering profile.
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Fig. 2:2-15 Global Group Profile window, Default Redirect URL tab
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Create, Edit the Redirect URL

1. Specify the type of redirect URL to be used: “Default
Block Page”, “Authentication Request Form”, or “Custom
URL".

If “Custom URL" is selected, enter the redirect URL in the
corresponding text box. Users will be redirected to the
designated page at this URL instead of the block page.

2. Click Apply to apply your settings.
Filter Options

Filter Options displays when the Filter Options tab is clicked.
This tab is used for specifying which filter option(s) will be
applied to the global group filtering profile.
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Fig. 2:2-16 Global Group Profile window, Filter Options tab

Create, Edit the Filter Options

1. Click the checkbox(es) corresponding to the option(s) to
be applied to the global group filtering profile: “X Strikes
Blocking”, “Google/Bing/Yahoo!/Youtube/Ask/AOL Safe
Search Enforcement”, “Search Engine Keyword Filter
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Control”, “URL Keyword Filter Control”. If URL Keyword
Filter Control is selected, the “Extend URL Keyword Filter
Control” option can be selected.

2. Click Apply to apply your settings.

X Strikes Blocking

With the X Strikes Blocking option enabled, an end user who
attempts to access inappropriate sites on the Internet will be
locked out from his/her workstation after a specified number
of tries within a fixed time period.

@ NOTE: See the X Strikes Blocking window in Chapter 1: System
screen for information on setting up the X Strikes Blocking
feature.

Google/Bing/Yahoo!/Youtube/Youtube/Ask/AOL Safe
Search Enforcement

With the Google/Bing/Yahoo!/Youtube/Ask/AOL Safe
Search Enforcement option enabled, Google, Bing.com,
Yahoo!, YouTube, Ask.com, and AOL's “strict” SafeSearch
Filtering option will be used whenever end users perform a
Google, Bing.com, Yahoo!, YouTube, Ask.com, or AOL Web
search or Image search.

& WARNINGS: This feature is not compatible with the proxy envi-
ronment as it will cause overblocking.

An inappropriate image will only be blocked if that image is
included in M86’s library or is blocked by Google, Bing.com,
Yahoo!, YouTube, Ask.com, or AOL.

If this option is used in conjunction with the X Strikes Blocking
feature and a user is performing an inappropriate Google,
Bing.com, Yahoo!, YouTube, Ask.com, or AOL Image search, the
number of strikes that user will receive is based upon the amount
of time it will take for unacceptable Google, Bing.com, Yahoo!,
YouTube, Ask.com, or AOL images returned by the query to load
on the page. The user receives only one strike if all inappropriate
images load within the tolerance time range of a given strike.
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Search Engine Keyword Filter Control

With the Search Engine Keyword Filter Control option
enabled, search engine keywords can be set up to be
blocked. When a user enters a keyword in the search
engine, if that keyword has been set up to be blocked, the
search will not be performed. Search engine keywords are
entered in the Search Engine Keywords window of M86
supplied library categories and custom library categories.

NOTES: Search engine keyword filtering relies on an exact
keyword match. For example, if the word “sex” is set up to be
blocked, but “sexes” is not set up to be blocked, a search will be
allowed on “sexes” but not “sex”. However, if the word “gin” is set
up to be blocked, a search on “cotton gin” will be blocked since
the word “gin” is blocked.

To set up search engine keywords in a Search Engine Keywords
window, see the following sections of this user guide for the spec-
ified library type:

» M86 Supplied Categories - see Chapter 3: Library screen,
Search Engine Keywords window in this section.

» Custom Categories - see the Group Administrator Section,
Chapter 2: Library screen, Search Engine Keywords window.
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URL Keyword Filter Control

With the URL Keyword Filter Control option enabled, URL
keywords can be set up to be blocked. When a user enters
a keyword in the address line of a browser window, if that
keyword has been set up to be blocked, the user will be
denied access to that site or service. URL keywords are
entered in the URL Keywords window of M86 supplied
library categories and custom library categories.

With the “Extend URL Keyword Filter Control” option
enabled, a URL keyword search will be extended after the
"?" character in a URL.

NOTE: To set up URL keywords in a URL Keywords window, see
the following sections of this user guide for the specified library

type:

» M86 Supplied Categories - see Chapter 3: Library screen, URL
Keywords window, in this section.

» Custom Category - see the Group Administrator Section,
Chapter 2: Library screen, URL Keywords window.

WARNING: If this feature is activated, use extreme caution when
setting up URL keywords for filtering. If a keyword that is entered
in a browser’s address window contains the same consecutive
characters as a keyword set up to be blocked, users will be
denied access to URLSs that are not even within blocked catego-
ries. For example, if all URL keywords containing “sex” are
blocked, users will not be able to access a non-pornographic site
such as http://www.essex.com.

M86 SecuriTy User GuIDE 257



GLOBAL ADMINISTRATOR SECTION CHAPTER 2: POLICY SCREEN

258

Override Account window

The Override Account window displays when Override
Account is selected from the Global Group menu. This
window is used for creating an override account that allows
an IP group user to bypass settings at the minimum filtering
level. A user with an override account will be able to access
categories and service ports blocked at the minimum
filtering level.

viesFiter  MEBE

Fig. 2:2-17 Override Account window

NOTES: A user can have only one override account. If an over-
ride account was previously created for a user in a master IP
group, only that override account will be effective, unless that
account is deleted from the IP group. See the Override Account
window in Chapter 1 of the Group Administrator Section for infor-
mation on setting up an override account for a user in an IP

group.

See Appendix C: Override Pop-up Blockers for information on
how a user with an override account can authenticate if a pop-up
blocker is installed on his/her workstation.
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Add an Override Account

To create an Override Account profile:

1.

In the Account Details frame, enter the username in the
Name field.

. Enter the Password.

. Make the same entry again in the Confirm Password

field.

. Click Add to include the username in the list box of the

Current Accounts frame, and to open the pop-up window
containing the Current Accounts name as well as tabs to
be used for specifying the components of the override
account profile.

Click each of the tabs (Rule, Redirect, Filter Options) and
specify criteria to complete the override account profile.
(See Category Profile, Redirect URL, and Filter Options
in this sub-section for information on the Rule, Redirect,
and Filter Options tabs.)

. Click Apply to activate the override account.

. Click Close to close the pop-up window.

M86 SecuriTy User GUIDE

259



GLOBAL ADMINISTRATOR SECTION CHAPTER 2: POLICY SCREEN

Category Profile

The Rule tab is used for creating the categories portion of
the override account profile.
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Fig. 2:2-18 Override Account pop-up window, Rule tab

To create the category profile:

1. Select a filtering rule from the available choices in the
Available Filter Levels pull-down menu. This action
automatically populates the Pass, Allow, Warn, and/or
Block columns in the Rule Details frame with filter
settings for each category group/library category in the
Category Groups tree.

@ TIP: In the Category Groups tree, double-click the group enve-
lope to open that segment of the tree and to view library catego-
ries belonging to that group.

NOTE: If a category group does not display any filter setting (i.e.
the check mark does not display in any column for the category
group), one or more library categories within that group has a
filter setting in a column other than the filter setting designated for
all collective library categories within that group. For example, if
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in the Adult Content category group some of the library catego-
ries have a block setting and other library categories have a warn
setting, there would be no category group filter setting, since all
library categories do not have the same filter setting.

2. To change the filter setting for a category group/library
category, double-click the column (Pass, Allow, Warn,
Block) in the row corresponding to that category group/
library category to move the check mark to that column:

» Pass - URLs in this category will pass to the end user.

» Allow - URLs in this category will be added to the end
user’s white list.

» Warn - URLs in this category will warn the end user
that the URL he/she requested can be accessed, but
may be against the organization’s policies. The end
user can view the URL after seeing a warning
message and agreeing to its terms.

» Block - URLs in this category will be blocked.
TIPS: Multiple categories can be assigned the same filter setting

by clicking each category while pressing the Ctrl key on your
keyboard, and then double-clicking in the appropriate column.

Blocks of categories can be assigned the same filter setting by
clicking the first category, and then pressing the Shift key on your
keyboard while clicking the last category, and then double-
clicking in the appropriate column.

3. Make a selection from the Uncategorized Sites pull-
down menu to specify how to handle a URL that has not
yet been categorized: “Pass”, “Warn”, or “Block”.

4. To use the gquota feature to restrict the end user’s access
to a passed library group/category, do the following:
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 In the Quota column, enter the number of minutes the
user will be able to access the library group/category.
The minimum number of minutes is “1” and the
maximum is “1439” (one day minus one minute). The
number of minutes entered here combines with the
seconds per hit (minimum one second to maximum
3600 seconds) defined in the Quota Settings window
to determine when the end user will be blocked from
further access to URLSs in that library group/category.

TIP: If a quota entry is made for a category group, all library cate-
gories in that group will show the same number of quota minutes.

NOTE: See the Quota Settings window in Chapter 1: System
screen for more information on configuring quota settings and
resetting quotas for end users currently blocked by quotas.

» The Overall Quota field becomes enabled if a quota is
entered for any library group/category. By default, the
enabled Overall Quota is turned “Off”. If turned “On”,
enter the number of minutes in the Min field to indicate
when the end user’s access to passed library groups/
categories with quotas will be blocked. If the end user
spends this amount of time at URLSs in any quota-
marked library group/category, the Overall Quota over-
rides the number of minutes defined for each individual
quota.

5. Click Apply to apply your settings to the override account
profile.

6. Click another tab (Redirect or Filter Options) to continue
creating the override account profile, or click Close to
close the pop-up window and to return to the Override
Account window.
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Redirect URL

The Redirect tab is used for specifying the URL to be used
for redirecting the user if he/she attempts to access a site or

service set up to be blocked.
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Fig. 2:2-19 Override Account pop-up window, Redirect tab

1. Specify the type of redirect URL to be used: “Default
Block Page”, “Authentication Request Form”, or “Custom

URL".

If “Custom URL” is selected, enter the redirect URL in the
corresponding text box. The user will be redirected to the
designated page at this URL instead of the block page.

2. Click Apply to apply your settings to the override account

profile.

3. Click the Filter Options tab to continue creating the over-
ride account profile, or click Close to close the pop-up
window and to return to the Override Account window.
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Filter Options

The Filter Options tab is used for specifying which filter
option(s) will be applied to the override account profile.
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Fig. 2:2-20 Override Account pop-up window, Filter Options tab

1. Click the checkbox(es) corresponding to the option(s) to
be applied to the override account filtering profile:

» “X Strikes Blocking” - With the X Strikes Blocking
option enabled, if the user attempts to access inappro-
priate sites on the Internet, he/she will be locked out
from his/her workstation after a specified number of
tries within a fixed time period.

NOTE: See the X Strikes Blocking window in Chapter 1: System
screen for information on setting up the X Strikes Blocking
feature.
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» “Google/Bing/Yahoo!/Youtube/Ask/AOL Safe Search
Enforcement” - With the Google/Yahoo!/Youtube/Ask/
AOL Safe Search Enforcement option enabled,
Google, Bing.com, Yahoo!, YouTube, Ask.com, and
AOL’s “strict” SafeSearch Filtering option will be used
whenever the end user performs a Google, Bing.com,
Yahoo!, YouTube, Ask.com, or AOL Web search or
Image search.

& WARNING: If this option is used in conjunction with the X Strikes
Blocking feature and a user is performing an inappropriate
Google, Bing.com, Yahoo!, YouTube, Ask.com, or AOL Image
search, the number of strikes that user will receive is based upon
the amount of time it will take for unacceptable Google, Bing.com,
Yahoo!, YouTube, Ask.com, or AOL images returned by the query
to load on the page. The user will receive only one strike if all
inappropriate images load within the tolerance time range of a
given strike.

» “Search Engine Keyword Filter Control” - With the
Search Engine Keyword Filter Control option enabled,
search engine keywords can be set up to be blocked.
When the user enters a keyword in the search engine,
if that keyword has been set up to be blocked, the
search will not be performed. Search engine keywords
are entered in the Search Engine Keywords window of
M86 supplied library categories and custom library
categories.

NOTE: To set up search engine keywords in a Search Engine
Keywords window, see the following sections of this user guide
for the specified library type:

» M86 Supplied Categories - see Chapter 3: Library screen,
Search Engine Keywords window.

» Custom Categories - see the Group Administrator Section,
Chapter 2: Library screen, Search Engine Keywords window.
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“URL Keyword Filter Control” - With the URL Keyword
Filter Control option enabled, URL keywords can be
set up to be blocked. When the user enters a keyword
in the address line of a browser window, if that keyword
has been set up to be blocked, the user will be denied
access to that site or service. URL keywords are
entered in the URL Keywords window of M86 supplied
library categories and custom library categories.

With the “Extend URL Keyword Filter Control” option
enabled, a URL keyword search will be extended after
the "?" character in a URL.

NOTE: To set up URL keywords in a URL Keywords window, see
the following sections of this user guide for the specified library

type:

» M86 Supplied Categories - see Chapter 3: Library screen, URL

Keywords window.

» Custom Category - see the Group Administrator Section,

Chapter 2: Library screen, URL Keywords window.

2. Click Apply to apply your settings to the override account

profile.

3. Click Close to close the pop-up window and to return to

the Override Account window.

Edit an Override Account

Change the Password

To change an override account’s password:

1.

In the Current Accounts frame, select the username from
the list box.

. In the Account Details frame, enter the username in the
Name field.

. Enter the new Password.
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4. Make the same entry again in the Confirm Password
field.

5. Click View/Modify to open the pop-up window.
6. Click Apply.

7. Click Close to close the pop-up window.

Modify an Override Account

To modify an override account:

1. Inthe Current Accounts frame, select the username from
the list box.

2. Click View/Modify to open the pop-up window.

3. Click the tab in which to make modifications (Rule, Redi-
rect, Filter Options).

4. Make your edits in this tab and in any other tab, if neces-
sary.

5. Click Apply.
6. Click Close to close the pop-up window.

Delete an Override Account

To delete an override account:

1. Inthe Current Accounts frame, select the username from
the list box.

2. Click Remove.
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Approved Content Settings window

The Approved Content Settings window displays when
Approved Content (incl. VuSafe) is selected from the Global
Group menu. This window is used for granting designated
users access to a specified set of approved online videos
posted to YouTube or SchoolTube via a portal managed by
someone within your organization.
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Fig. 2:2-21 Approved Content Settings window

Approved Content feature and VuSafe

The Approved Content feature, primarily used by the educa-
tion sector, lets administrators specify which online videos
posted to YouTube or SchoolTube are appropriate for
students to view, while blocking all other videos posted to
these video viewing Web sites.

VuSafe is an online content library to which educators can
post approved, educational videos for students to watch in a
secure environment. VuSafe removes all outside content on
sites such as YouTube.com, eliminating access to inappro-
priate material. This free Web-based service requires no
additional software or hardware setup. Enabling the

M86 SecuriTY User GUIDE



GLOBAL ADMINISTRATOR SECTION CHAPTER 2: POLICY SCREEN

Approved Content feature in a user’s profile gives that user
access to videos posted to VuSafe.

Approved Content setup and configuration

There are two parts to set up in order to use the Approved
Content feature:

» A portal for viewing videos must be created

» The passkey of each approved video must be entered in
the Approved Content Settings window for the user’s
profile

NOTE: If Pattern Blocking is enabled (System > Control > Filter >
Service Control frame), then the filtering profile must "Allow" the
Flash Video (FLV) pattern (Category Groups > Bandwidth >
Streaming Media > Flash Video).

Approved Content portal setup

To create a portal for users to view approved YouTube and/
or SchoolTube videos, you will need the following:

» Online Web page or intranet page that you or someone in
your organization will maintain for users to view
approved videos

» Text editor tool such as Notepad or TextPad
» MD5 checksum calculator tool

Once you have access to the aforementioned items, follow
the instructions in the M86 Approved Content Portal Setup
document at http://www.m86security.com/software/8e6/
docs/ug/misc/wf.ac.4.1.00.pdf .

As explained in the portal setup document, a passkey must
be created for each video to be included in the portal. This
passkey needs to be entered in the Approved Content
Settings window associated with the user’s profile.
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Approved Content Settings entries

Once you have passkeys created for the approved videos,
you can begin making entries in the Approved Content
Settings window.

Step 1: Enable Global Group Passkey inheritance

To allow any user to inherit a set of passkeys if the Approved
Content feature is enabled in his/her profile, click the
“Enable Approved Content (incl. VuSafe)” checkbox.

Step 2: Add/Remove Passkeys

To add a passkey to the Passkey list box:

1. Enter the eight to 20 character code (comprised of at
least one alpha character, one numeric character, and
one special character).

TIP: The passkey entry is case-sensitive and must precisely
match the passkey used for the video.

2. Click Add.

TIP: To remove a passkey from the list box, select it and then click
Remove.

Step 3: Save your entries

Click Apply to save your entries.

NOTE: By disabling the inheritance of passkeys, none of the
passkeys entered and saved in the Passkeys list box will be avail-
able for users set up in the Policy tree. Though these users can
be set up to use the Approved Content feature, they will need to
have passkeys entered and saved in their profiles.
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Minimum Filtering Level window

The Minimum Filtering Level window displays when
Minimum Filtering Level is selected from the Global Group
menu. This window is used for establishing the minimum
filtering level that will apply to all users who belong to a
group, and to any group using a filtering profile other than
the global (default) filtering profile.

The minimum filtering level is created by making selections
from the list of library categories and service ports. These
settings can be bypassed if a user has an override account.

@ NOTE: See the Override Account window in this chapter and in
Chapter 1 of the Group Administrator Section for more informa-
tion about override accounts.

Click the following tabs in this window: Category, Port, and
Min. Filter Bypass. Entries in the Category and Port tabs
comprise the profile string for the minimum filtering level.
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Minimum Filtering Categories

Minimum Filtering Categories displays by default when
Minimum Filtering Level is selected from the Global Group
menu, or when the Category tab is clicked. This tab is used
for making selections from the list of library categories, and
specifying whether each of these selected categories will be
opened or blocked at the minimum filtering level.

vien Fiter ~ /MAE

Fig. 2:2-22 Minimum Filtering Level window, Min. Filtering Categories

By default, “Child Pornography” and “Pornography/Adult
Content” are assigned a Block filter setting, and all other
active library categories are set to Pass. Filter settings are
designated by the check mark inside a green circle in the
Pass or Block column.

TIP: In the Category Groups tree, double-click the group enve-
lope to open that segment of the tree and to view library catego-
ries belonging to that group.
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Create, Edit Minimum Filtering Categories

To create the categories portion of the minimum filtering
level profile:

1. Double-click the column (Pass, Block) in the row corre-
sponding to that category group/library category to move
the check mark to that column:

» Pass - URLs in this category will pass to the end user.

» Block - URLs in this category will be blocked.

TIPS: Multiple categories can be assigned the same filter setting
by clicking each category while pressing the Ctrl key on your
keyboard, and then double-clicking in the appropriate column.

Blocks of categories can be assigned the same filter setting by
clicking the first category, and then pressing the Shift key on your
keyboard while clicking the last category, and then double-
clicking in the appropriate column.

2. Click Apply to apply your settings for the minimum
filtering level.
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Port

Port displays when the Port tab is clicked. This tab is used
for blocking access to specified ports at the minimum
filtering level.
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Fig. 2:2-23 Minimum Filtering Level window, Port tab

Create, Edit a List of Service Ports

All service ports are filtered by default. To block a service
port from being accessed at the minimum filtering level:

1. Enter the port number in the Port field.

2. Click Add. Each port number you add displays in the
Block Port(s) list box.

3. Click Apply to apply your settings at the minimum
filtering level.

To remove a port number from the list box:
1. Select the port number.

2. Click Remove.
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3. Click Apply to apply your settings at the minimum
filtering level.

Minimum Filtering Bypass Options

Minimum Filtering Bypass Options displays when the Min.
Filter Bypass tab is clicked. This tab is used for specifying
whether users in a master IP group will be allowed to
bypass the minimum filtering level with an override account
or an exception URL.

viesFiter  MEBE

Fig. 2:2-24 Minimum Filtering Level window, Min. Filter Bypass tab

NOTE: See the Override Account window and Exception URL
window of the Policy screen in the Group Administrator Section of
this user guide for information on setting up an override account
and exception URLSs.
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Specify Minimum Filtering Bypass Options

To allow a user to override settings made at the minimum
filtering level:

1. In the Override Account frame, click the “On” checkbox.
Any user who has an override account will be able to
access content blocked at the minimum filtering level.

2. Click Save to apply your settings.

To allow users to bypass exception URLSs set up to be
blocked at the minimum filtering level:

1. In the Exception URL frame, click the “On” checkbox.
Users will be able to bypass settings at the minimum
filtering level, if URLs blocked at the minimum filtering
level are set up to be accessed by users.

2. Click Save to apply your settings. (See the Exception
URL window in the Group Administrator Section for more
information.)

Refresh All

Refresh All Main Branches

From the Global Group menu, click Refresh All to refresh
the main branches of the tree. This action should be
performed whenever authentication has been enabled or
disabled.

If authentication is enabled, when Refresh All is clicked, the
LDAP branch of the tree displays. When authentication is
disabled, when Refresh All is clicked only the IP branch of
the tree displays.
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IP includes options for adding a master IP group and to
refresh the tree list. Click the IP link to view a menu of sub-
topics: Add Group, and Refresh.

Add Group

Add a Master IP Group

From the IP group menu:

1. Choose Add Group to open the Create New Group dialog
box:

x

coprene |
Pazzword I
Confirm Password I

Ok Cancel

Fig. 2:2-25 Create New Group box

2. Enter up to 20 characters for the Group Name.

NOTES: The name of the master IP group must be less than 20
characters; cannot be “IP” or LDAP”, and cannot contain spaces.
The first character cannot be a digit.

The following characters cannot be used in the name: “.” (period),
“” (comma), ":" (colon), ";" (semi-colon), “I" (exclamation point),
“?” (question mark), "&" (ampersand), "*" (asterisk), ““ (quotation
mark), """ (apostrophe), "™ (grave accent mark), "~" (tilde), ""
(caret), " " (underscore), "|" (pipe), "I" (slash), "\", (backslash)",
“\" (double backslashes), "(" (left parenthesis), ")" (right paren-
thesis), "{" (left brace), "}" (right brace), "[" (left bracket), "]" (right
bracket), "@" (at sign), "#" (pound sign), "$" (dollar sign), "%"
(percent sign), "<" (less than symbol), “>" (greater than symbol),
"+" (plus symbol), "-" (minus sign), "=" (equals sign).

M86 SecuriTy User GuIDE 277



GLOBAL ADMINISTRATOR SECTION CHAPTER 2: POLICY SCREEN

3. Enter the Password, and re-enter it in the Confirm
Password field, using eight to 20 characters and at least
one alpha character, one numeric character, and one
special character. The password is case sensitive.

4. Click OK to add the group to the tree.

NOTE: Information on defining the group and its members and
establishing their filtering profiles can be found in the Group
Administrator Section of this user guide.

Refresh

Refresh IP Groups

From the IP group menu, click Refresh whenever changes
have been made in this branch of the tree.
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Chapter 3: Library screen

The Library screen is comprised of windows and dialog

boxes used for adding and maintaining library categories.

Library categories are used when creating or modifying

filtering profiles.

Wb Filter

M'.'. -

Fig. 2:3-1 Library screen

A list of main topics displays in the navigation panel at the
left of the screen: Updates, Library Lookup, Customer Feed-
back Module, Category Weight System, NNTP Newsgroup,

Pattern Detection Whitelist, and Category Groups.

@ NOTE: If the synchronization feature is used, a Web Filter set up
in the Target mode to synchronize both profile and library setting
changes will only display the Updates, Library Lookup, Customer

Feedback Module, NNTP Newsgroup, and Pattern Detection

Whitelist topics.

Click Updates to display a menu of sub-topics: Configura-
tion, Manual Update, Additional Language Support, Library

Update Log, and Emergency Update Log.
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Click Library Lookup, Customer Feedback Module, Cate-
gory Weight System, NNTP Newsgroup, or Pattern Detec-
tion Whitelist to select that topic.

To view the list of category groups, double-click Category
Groups to open the tree list. Double-click a category group
envelope—any envelope except Custom Categories—to
view M86 supplied library categories for that group. Click a
library category topic to view a menu of sub-topics for that
library category item: Library Details, URLs, URL Keywords,
and Search Engine Keywords.

To add a custom category, click Custom Categories and
select Add Category.

NOTES: Information on creating and maintaining Custom Cate-
gories can be found in the Group Administrator Section of this
user guide.

See Appendix A in the Appendices Section for the URL to the
page that provides a list of M86 supplied library categories.

Instant Messaging library categories only include Library Details
and URLs sub-topics.
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Updates

Updates includes options for making configurations for
library category activities. Click the Updates link to view a
menu of sub-topics: Configuration, Manual Update, Addi-
tional Language Support, Library Update Log, and Emer-
gency Update Log.

Configuration window

The Configuration window displays when Configuration is
selected from the Updates menu. This window is used for
making settings to allow the Web Filter to receive M86
supplied library category updates on a daily basis.
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Fig. 2:3-2 Configuration window

Set a Time for Updates to be Retrieved

1. In the Schedule Time frame, by default “1:00 am”
displays for the Current automatic update time. At this
pull-down menu, specify the time at which library updates
will be retrieved.

2. Click Apply to apply your setting.
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Optional: Specify a Proxy Server

1.

In the FTP Proxy Setting frame, by default “Disable” is
selected. Click “Enable” if the server is in a proxy server
environment. This selection activates the fields in this
frame.

NOTE: Basic authentication is the only authentication method
currently supported.

2.

5.

By default, proxy.company.com displays as the host
name of the Proxy Server. Enter the host name for the
proxy server in this field.

. By default, userid displays in the Username field. Enter

the username for the FTP account.

Enter the same password in the Password and Confirm
Password fields.

Click Apply to apply your settings.

Select the Log Level

1.

2.

In the Log Level frame, select the log level to be used for
specifying the log contents. Log Level 1 includes a
summary of library and software update activity. Log
Level 2 includes detailed information on library and soft-
ware update activity.

Click Apply to apply your settings.
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Manual Update window

The Manual Update to M86 Supplied Categories window
displays when Manual Update is selected from the Updates
menu. This window is used for updating specified M86
supplied library categories on demand from the update
server, if the Web Filter has not received daily updates due
to an occurrence such as a power outage.
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Fig. 2:3-3 Manual Update window

NOTE: The Configuration window should be used for scheduling
the Web Filter to automatically download libraries on a daily
basis.

Specify the Type of On Demand Update

1. Choose from the following service options by clicking the
corresponding radio button:

» Weekly Update - Select this option to update URL
library categories with additions and deletions, and to
update search engine keywords, newsgroup libraries,
and IM/P2P pattern files. Choose this option to force a
regular update.
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» Full URL Library Update - Select this option to update
URL library categories with core library files, and to
update search engine keywords, newsgroup libraries,
and IM/P2P pattern files. Choose this option to replace
the core library files.

» Software Update - Select this option to download new
software updates for the Web Filter, if available. Any
software updates that are downloaded can be found in
the System section of the console, in the Local Soft-
ware Update window. Using that window, a software
update can be selected and applied.

2. Click Update Now to begin the update process.

TIP: To view update activity, select Library Update Log from the
Updates menu.

NOTES: For information on applying software updates, see the
Local Software Update window in Chapter 1. System screen.

For information on viewing the status of downloaded software
updates, see the Software Update Log window in Chapter 1, and
the Emergency Update Log window in this chapter.
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Additional Language Support window

The Additional Language Support window displays when
Additional Language Support is selected from the Updates
menu. This window is used for including additional M86-
supported languages in library downloads.
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Fig. 2:3-4 Additional Language Support window

Select Additional Languages

1. Make a selection from the Unselected Languages list box
and click the right arrow to move that selection to the
Selected Languages list box.

2. Once the Selected Languages list box is populated, the
(Optional) Select Primary Language pull-down menu
includes the language selection(s) in addition to the
default “None” selection.

To make an optional selection for a primary language,
choose the language from the (Optional) Select
Primary Language pull-down menu.

@ TIP: To move a language selection back to the Unselected
Languages list box, select the item and then click the left arrow.
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3. Click Apply to have URLs from the selected language(s)
included in the library categories.

Library Update Log window

The Library Update Log window displays when Library
Update Log is selected from the Updates menu. This
window is used for viewing transfer activity of library
updates from the update server to your Web Filter, and for
downloading the activity log.
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Fig. 2:3-5 Library Update Log window

View the Library Update Process

When performing a manual (on demand) library update,
click View Log to display contents from the log file with the
status of the library update. Keep clicking this button to
continue viewing log file data.
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Download Log, View, Print Contents

Download the Log

1. Click Download Log to open the alert box containing a
message on how to download the log file to your worksta-
tion, if using Windows XP.

2. Click OK to close the alert box. Two pop-up boxes open:

» Asecond alert box asks you to confirm that the file was
successfully saved to your machine. Click OK in this
box after the download is completed.

« In the file download dialog box, select the “save”
option; this action opens the window on your worksta-
tion where you specify the filename for the file and
where to save the file.

3. Select the folder in which to save the file, and then enter
the File name, retaining the “.zip” file extension. Click
Save to begin downloading the zip file to your worksta-
tion.

NOTE: Proceed to View the Contents of the Log for information
on viewing or printing the contents of the log file.

4. After the file has successfully downloaded to your work-
station, click OK to close the alert box asking you to
verify that the software update log file was successfully
saved.

View the Contents of the Log

Once the log file has been downloaded to your workstation,
you can view its contents.

1. Find the log file in the folder, and right-click in it to open
the pop-up menu:
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Fig. 2:3-6 Folder containing downloaded file

2. Choose “Open With” and then select a zip file executable

program such as “WinZip Executable” to launch that
application:

B Winzie

THE ARCHIVE UTITY B winbows

THANE ¥IIL FOR TRYING WIHAIP
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that any itk e snquines papment o the egistation (e
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7 - 58

Fig. 2:3-7 WinZip Executable program

3. If using WinZip, click | Agree to open the window
containing the zip file:

288 M86 SecuriTY User GUIDE



GLOBAL ADMINISTRATOR SECTION CHAPTER 3: LIBRARY SCREEN
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Fig. 2:3-8 WinZip window

4. Right-click the zip file to open the pop-up menu, and
choose “View” to open the View dialog box:

" Assosiated program [NOTEPAD]

|
Cancel
% Interal ASCI| text viewsr

= Viewer: Help

| =

Fig. 2:2-9 View dialog box

5. Select “Internal ASCII text viewer”, and then click View to
open the View window containing the log file contents:

1Bl %]

on Jul 17 01:46:02 PDT 2006 (3237) Downloading library update: B
Mon Jul 17 01:50:14 FDT 2006 (3237) Library update has completed.

Mon Jul 17 01:50:14 FDT 2006 (4031) Start library reload.

Mon Jul 17 01:50:17 FDT 2006 (3237) Final update status: Update completed with the following
[Error messages encountered:

Checksum verification failed for SELFDE.urlfile.7days.gz

Checksun verification failed for SELFDE.wldfile.7days.gz

Mon Jul 17 01:50:17 PDT 2008 (3237) Traveler has finished running.

Mon Jul 17 01:51:54 PDT 2008 (4031) Complete library reload.

Mon Jul 17 085:47:086 PDT 2008 (5147) Start library reload. =
»

o 101 1M ARLAZIET TR SA0E FETATE Mewmlera 1iheass ralsd
i

ok | viewtien | Cinboard Copy | Font Help
Fig. 2:3-10 View window
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Save, Print the Log File Contents

With the log file displaying correctly formatted in WinZip’s
View window, if you wish to save or print the contents of this
file:

1. Click Clipboard Copy, wait for the dialog box to open
and confirm that the text has been copied to the clip-
board, and then click OK to close the dialog box.

2. Open Notepad—in Windows XP: Start > All Programs >
Accessories > Notepad

3. Paste the contents from the clipboard into the Notepad
file:

& untitled - Notepad —1al x|

File Edit Format Help

Mon Jul 17 01 4602 PDT 2006 (3237) Downloading library updats: =
Mon Jul 17 01:50:14 PDT 2006 (3237) Library update= has completsd

Mon Jul 17 01.50 .14 PDT 2006 (4031) Start library reload

Mon Jul 17 01°50°17 PDT 2006 (3237) Final update status: Update completed with the
following srrors

Error messages encountersd

Checksum verification failed for SELFDE,urlfile. 7days.gz

Checksum werification failed for SELFDE.wldfile. 7days.gz

Mon Jul 17 01:50:17 PDT 2006 (3237) Traveler has finished running
Mon Jul 17 01:51:54 PDT 2006 (40231) Complete library reload

Mon Jul 17 08:47:06 PDT 2006 (5147) Start library reload

Mon Jul 17 08:48:51 PDT 2006 ({5147) Complete library reload

Mon Jul 17 14:09:13 PDT 2006 ({6261) Start library reload

Mon Jul 17 14:10:51 PDT 2006 (6261) Complete library reload

Fig. 2:3-11 Notepad

The correctly formatted Notepad file can now be saved
and/or printed.
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Emergency Update Log window

The Emergency Update Log window displays when Emer-
gency Update Log is selected from the Updates menu. This
window is used for viewing transfer activity of emergency
software updates from the update server to your Web Filter,
and for downloading the activity log.

D Py Ly Peperioy | G o gt Web Filtor B&

Fig. 2:3-12 Emergency Update Log window

View the Emergency Software Update Process

Click View Log to display contents from the emergency
software update log file with the status of the software

update.
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Download the Software Update Log File

NOTE: See Library Update Log window for screen shots
pertaining to downloading the software update log file.

1. Click Download Log to open the alert box containing a
message on how to download the log file to your worksta-
tion, if using Windows XP.

2. Click OK to close the alert box. Two pop-up boxes open:

» Asecond alert box asks you to confirm that the file was
successfully saved to your machine. Click OK in this
box after the download is completed.

* In the file download dialog box, select the “save”
option; this action opens the window on your worksta-
tion where you specify the filename for the file and
where to save the file.

3. Select the folder in which to save the file, and then enter
the File name, retaining the “.zip” file extension. Click
Save to begin downloading the zip file to your worksta-
tion.

4. After the file has successfully downloaded to your work-
station, click OK to close the alert box asking you to
verify that the software update log file was successfully
saved.

NOTE: See Library Update Log window for information on
viewing the contents of the log file, and printing and/or saving the
log file contents.
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Library Lookup

Library Lookup window

The Library Lookup window displays when Library Lookup
is selected from the navigation panel. This window is used
for verifying whether a URL or search engine keyword or
keyword phrase exists in a library category, and to remove
it, if necessary.

viesFiter  MEBE

Fig. 2:3-13 Library Lookup window
URL Lookup, Removal

Perform a URL Check

To see if a URL has been included in the library:

1. In the URL Lookup frame, enter the URL. For example,
enter http://www.coors.com, coors.com, or use a wild-
card by entering *.coors.com. A wildcard entry finds all
URLs containing text that follows the period (.) after the
asterisk (*).
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The following types of URL formats also can be entered
in this field:

IP address - e.g. "209.247.228.221" in http://
209.247.228.221

octal format - e.g. http:/0106.0125.0226.0322
hexadecimal short format - e.g. http://0x465596d2

hexadecimal long format - e.g. http://
0x46.0x55.0x96.0xd2

decimal value format - e.g. http://1180014290

escaped hexadecimal format - e.g. http://
%57%57%57.%41%44%44%49%43%54%49%4E %4
7%47%41%4D%45%53.%43%4F%4D

query string - e.g. http://www.youtube.com/
watch?v=3_Winj1lIMU

NOTES: The pound sign (#) character is not allowed in this entry.
The minimum number of wildcard levels that can be entered is
three (e.g. *.yahoo.com) and the maximum number of levels is six

(e.0.

*.mail.attachments.message.yahoo.com).

2. Click Lookup to open the alert box asking you to wait
while the search is being performed.

3. Click OK to close the alert box and to display any results
in the Result Category list box, showing the long name of
the library category, followed by the URL.

Remove a URL

To remove the URL:

1. Select the item from the Result Category list box.

2. Click Remove.
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Submit an Email to the Administrator

If using a non-Web based email client such as Outlook, you
can send an email to the administrator at your organization
regarding a URL or search engine keyword that appears to
be incorrectly categorized.

1. Select the item(s) from the Result Category list box.
2. Click Email Result.

Search Engine Keyword Lookup, Removal

Perform a Search Engine Keyword Check

To see if a search engine keyword or keyword phrase has
been included in any library category:

1. In the Search Engine Keyword Lookup frame, enter the
Search Engine Keyword or keyword phrase, up to 75
alphanumeric characters.

2. Click Lookup to display results in the Result Category
list box, showing the long name of all categories that
contain the search engine keyword/phrase.

Remove a Search Engine Keyword

To remove a search engine keyword/phrase from library
categories:

1. After performing the search engine keyword search,
select the categories from the Result Category list box.

2. Click Remove.
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Reload the Library

Once all changes have been made to library windows, click
Reload Library to refresh.

NOTE: Since reloading the library utilizes system resources that
impact the performance of the Web Filter, M86 recommends
clicking Reload Library only after modifications to all library
windows have been made.

Customer Feedback Module

Customer Feedback Module window

The Customer Feedback Module window displays when
Customer Feedback Module is selected from the navigation
panel. This window is used for enabling the Customer Feed-
back Module feature, in which the most frequently visited
non-categorized URLSs in your Web Filter's filter log will be
FTPed to M86 on a daily basis. The URLs collected by M86
will be reviewed and added to M86's standard library cate-
gories, as appropriate, so they can be blocked.

ems  Peby ey Pepeiey G Gy Lt web Fiter  SME
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Fig. 2:3-14 Customer Feedback Module window
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& WARNING: This feature is enabled by default. Please refer to the

sub-section Enable Customer Feedback Module to review the
contents of the disclaimer that applies when this feature is
enabled.

NOTE: For optimum results when using this feature, M86 recom-
mends enabling Alert Settings and entering at least one email
address that an M86 technical suppport representative can use to
contact you for assistance. (See Alert Settings window in Chapter
1: System screen for information about enabling this feature.)

Disable Customer Feedback Module

1. At the Customer Feedback Module - Auto Learning
Feature field, click “Off” to indicate that you wish to
disable the Customer Feedback Module.

2. Click Apply.
Enable Customer Feedback Module

1. Atthe Customer Feedback Module - Auto Learning
Feature field, click “On” to indicate that you wish to
enable the Customer Feedback Module.

2. Click Apply to open the Disclaimer dialog box:

ﬂ

You are now activating the Custamer Feedback Module -
Auta Learning feature:

This feature enables the uploading of summarized

information to M8B Security to help improve the guality of
the content filtering libraries.

Customer Feedback Module Disclosure Statement a
Customer Feedback Module shall mean the function insalled

on 86 Securitys products used to transmit selective Web
request data or Intemet usage information to M85 Seourity's
server for statistical analysis. MG Security may gather
information relating to types of sites requested by end users at
wour choice by enabling the Customer Feadback Module on
W35 Securitys products.

By activating the Customer Feedback hodule, M35 Security

will be able to obtain the ‘most viewed' uncategarized URLs
<aptured by the RIO00. MEE Security will not intentionally

collect any personal information as part of this process.

Homerer, it is possible that some pewsonal information may be
contained in the URLS collected by the Customer Feedback = |

, I'have read the above information and agree to
activate the Customer Feedback Module.

(owmos | [ oot |

Fig. 2:3-15 Disclaimer box
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3. Scroll down to read the text in this box:

“Customer Feedback Module Disclosure Statement

“Customer Feedback Module shall mean the function
installed on M86 Security’s products used to transmit
selective Web request data or Internet usage information
to M86 Security’s server for statistical analysis. M86
Security may gather information relating to types of sites
requested by end users at your choice by enabling the
Customer Feedback Module on M86 Security’s products.

“By activating the Customer Feedback Module, M86
Security will be able to obtain the ‘most viewed’ uncate-
gorized URLs captured by the Web Filter. M86 Security
will not intentionally collect any personal information as
part of this process. However, it is possible that some
personal information may be contained in the URLs
collected by the Customer Feedback Module and sent to
M86 Security. At no time will any personal information
collected be released publicly, nor will the Web request
data be used for any purpose other than enhancing the
URL library and related categories used by M86 Security
for the purpose of filtering and reporting.

“M86 Security agrees to discuss the information
collected by the Customer Feedback Module only with
M86 Security’s employees who have a need to know and
who have been informed of the confidential nature of the
information and of their personal obligation not to
disclose or use such information.

“M86 Security may disclose personal Information if, in its
sole discretion, M86 Security believes that it is reason-
able to do so, including; to satisfy laws, or governmental
or legal requests for such information; to disclose infor-
mation that is necessary to identify, contact, or bring legal
action against someone who may be violating M86 Secu-
rity’s Acceptable Use Policy or other user policies; or to
protect M86 Security and its Customers.
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“Your agreement to activate the Customer Feedback
Module will be transmitted back to M86 Security once
you click the ‘Accept’ button.”

4. After reading this text, if you agree with the terms, click in
the checkbox to activate the Accept button.

5. Click Accept to close the Disclaimer box and to open the
Note dialog box:

rote X

In arder for the Customer Feedhack
Maodule function to operate, you rmust
configure your firewall to allow outbound
FTP aceess to cfm.8e8.com.

[ Cancel ] [ Accept ]

Fig. 2:3-16 Note dialog box

6. If you do not have a firewall, or if you agree to open your
firewall to cfm.8e6.com, click Accept to proceed.

M86 SecuriTy User GuIDE 299



GLOBAL ADMINISTRATOR SECTION CHAPTER 3: LIBRARY SCREEN

Category Weight System

Category Weight System window

The Category Weight System window displays when Cate-
gory Weight System is selected from the navigation panel.
This feature lets you choose which category will be logged
and reported for a URL request that exists in multiple cate-
gories (possibly both M86 supplied and custom library cate-
gories) with the same operational precedence.
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Fig. 2:3-17 Category Weight System window
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View the Current Selections

This window contains two list boxes:

* “No Weight” Categories - Populated with M86 supplied
categories

* “Weight” Categories - Pre-populated by default with cate-
gories M86 suggests you might want to use for this
feature.

The contents in each list box, combined with the end user’s
profile, help to determine what will appear in the log for the
end user’s Internet activity.

Method for Weighting Library Categories

The order of operational precedence is: Always Allowed,
Blocked, and Pass.

In the event that an end user attempts to access a URL that
exists in multiple categories, the highest operational prece-
dence would be logged.

If a URL exists in a category that is Always Allowed, as well
as a category set to be Blocked for that user, Always
Allowed would be logged because it holds the highest oper-
ational precedence.

However, if an end user attempts to access a URL set to be
Blocked in several categories, the category with the highest
weighting would be logged.

@ NOTE: If a URL exists in multiple un-weighted categories of the

same operational precedence, the category logged would be the
first one returned by the Web Filter database. Since there is no
precedence given, the order in which the category is returned
would be random. While it is not necessary to weight all catego-
ries, it is recommended that the categories considered a threat
should be weighted according to your organization's threat
assessment for each category.
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Weighting Library Categories

1. Select the category from the "No Weight" Categories list
box.

TIP: Multiple categories can be selected by clicking each cate-
gory while pressing the Ctrl key on your keyboard. Blocks of cate-
gories can be selected by clicking the first category, and then
pressing the Shift key on your keyboard while clicking the last
category.

2. Use the right arrow to move the selection to the "Weight"
Categories list box.

TIP: To remove categories from the “Weight” Categories list box,
select the ones you wish to remove and use the left arrow to
move them to the “No Weight” Categories list box.

Once the “Weight” Categories list box is populated with
categories you wish to include, select a category and use
the arrow keys to "weight" it against other categories.

@ TIP: There are four arrow keys to the right of the “Weight” Cate-
gories list box. From top to bottom, the first arrow key moves the
selection to the top of the list. The second arrow key moves the
selection up one position higher in the list. The third arrow key
moves the selection down one position lower in the list. The
fourth arrow key moves the selection to the bottom of the list.

3. Click Apply. The category positioned at the top of the list
will receive the highest "weight" when ranked against
other categories, based upon an end user’s URL request
that appears in multiple library categories set up with the
same operational precedence in the end user’s filtering
profile.
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NNTP Newsgroup

NNTP Newsgroup window

The NNTP Newsgroup window displays when NNTP News-
group is selected from the navigation panel. This window is
used for adding or removing a newsgroup from the libraries.

viesFiter  MEBE

Fig. 2:3-18 NNTP Newsgroup window

Add a Newsgroup to the Library

To add a newsgroup to the library:
1. In the Newsgroup frame, enter the Newsgroup address.

2. Click Add. If the newsgroup already exists, an alert box
will open to inform you that it exists.
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Remove a Newsgroup from the Library

To remove a newsgroup from the library:
1. In the Newsgroup frame, enter the Newsgroup address.
2. Click Remove.

After all changes have been made to library windows, click
Reload Library to refresh.

NOTE: Since reloading the library utilizes system resources that
impact the performance of the Web Filter, M86 recommends
clicking Reload Library only after modifications to all library
windows have been made.
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Pattern Detection Whitelist

Pattern Detection Whitelist window

The Pattern Detection Whitelist window displays when
Pattern Detection Whitelist is selected from the navigation
panel. This window is used for creating a list of IP addresses
always allowed to bypass pattern detection filtering.

Ve Pebcy Umary gy | e Sl gt wet Fiter  SMEE
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Fig. 2:3-19 Pattern Detection Whitelist window

NOTE: This feature can be used in conjunction with the Pattern
Blocking feature, which, when enabled, blocks IP address

patterns. (See the Filter window sub-section in Chapter 1: System
screen.)

M86 SecuriTy User GuIDE 305



GLOBAL ADMINISTRATOR SECTION CHAPTER 3: LIBRARY SCREEN

Create, Maintain a Whitelist of IP Addresses

1. Enter the IP address to bypass pattern detection filtering.
2. Click Add to include the IP address in the IPs list box.

TIP: To remove an IP address from the list, select the IP address
from the IPs list box, and then click Remove. Multiple IP
addresses can be selected by clicking each IP address while
simultaneously pressing down the Ctrl key on the keyboard. A
block of IP addresses can be selected by clicking the first IP
address in the list, and then pressing down the Shift key on the
keyboard while simultaneously clicking the last IP address in the
list.

3. After all IP addresses have been added and/or removed,
click Apply.
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Category Groups

Category Groups is represented by a tree of library category
groups, with each group comprised of M86 supplied library
categories. M86 supplied library categories are updated
regularly with new URLSs via Traveler, M86’s executable
program that supplies updates to the Web Filter.

Category Groups also contains the Custom Categories
category group. Customized category groups and library
categories must be set up and maintained by global or
group administrators.

vien Fiter ~ /MAE

el )

Fig. 2:3-20 Library screen, Category Groups menu

NOTE: See the Custom Categories sub-section of the Group
Administrator Section for information on setting up customized
category groups and library categories.

& WARNING: The maximum number of library categories that can
be saved is 512. This figure includes both M86 supplied catego-
ries and custom categories.

Double-click Category Groups to open the tree and to
display category groups.
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Double-click a category group’s envelope to open that
segment of the tree and to view library categories belonging
to that group.

Click the M86 supplied category link to view a menu of sub-
topics: Library Details, URLs, URL Keywords, and Search
Engine Keywords. (Menus for Instant Messaging library
categories only include the sub-topics Library Details, and
URLS).

Library Details window

The Library Details window displays when Library Details is
selected from the library category’s menu of sub-topics. This
window is a view only window.
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Fig. 2:3-21 Library Details window

View Library Details

This window displays the Group Name, Description, and
Short Name of the M86 supplied library category.
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URLs window

The URLs window displays when URLs is selected from the
library category’s menu of sub-topics. This window is used
for viewing, or adding and/or removing a URL from a library
category. A URL is used in a filtering profile for blocking a
user’s access to a specified site or service.

A URL can contain a domain name—such as “playboy” in
http://www.playboy.com—or an IP address—such as
“209.247.228.221" in http://209.247.228.221. A wildcard
asterisk (*) symbol followed by a period (.) can be entered in
a format such as *.playboy.com, for example, to block
access to all URLs ending in “.playboy.com”. A query string
can be entered to block access to a specific URL.

Vs Puby Ulmary gy e Gl g web Fiter  SMEE

Fig. 2:3-22 URLs window, Action tab
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View a List of URLs in the Library Category

To view a list of all URLSs that either have been added or
deleted:

1. Click the View tab.

2. Make a selection from the pull-down menu for “Addition
List”, “Deletion List”, “Wildcard Addition List”, or “Wild-
card Deletion List”.

3. Click View List to display the specified items in the
Select List list box:

we e MEE

= Lyysis ]

Fig. 2:3-23 URLs window, View tab
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Add or Remove URLs, Reload the Library

The Action tab is used for making entries in the URLs
window for adding or removing a URL, or reloading the
library.

Add a URL to the Library Category

To add a URL to the library category:

1. In the Edit URL List frame, enter the URL in a format
such as http://www.coors.com, www.coors.com, or
coors.com.

The following types of URL formats also can be entered
in this field:

IP address - e.g. "209.247.228.221" in http://
209.247.228.221

octal format - e.g. http:/0106.0125.0226.0322
hexadecimal short format - e.g. http://0x465596d2

hexadecimal long format - e.g. http://
0x46.0x55.0x96.0xd2

decimal value format - e.g. http://1180014290

escaped hexadecimal format - e.g. http://
%57%57%57.%41%44%44%49%43%54%49%4E %4
7%47%41%4D%45%53.%43%4F%4D

guery string - e.g. http://www.youtube.com/
watch?v=3_Wrfnj1liIMU

@ NOTE: The pound sign (#) character is not allowed in this entry.

2. Click Add to display the associated URL(S) in the list box
below.

3. Select the URL(s) that you wish to add to the category.
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TIP: Multiple URLSs can be selected by clicking each URL while
pressing the Ctrl key on your keyboard. Blocks of URLs can be
selected by clicking the first URL, and then pressing the Shift key
on your keyboard while clicking the last URL.

4. Click Apply Action.

Add a Wildcard URL to the Library Category

NOTE: Wildcards are to be used for blocking only. They are not
designed to be used for the always allowed white listing function.

To add a URL containing a wildcard to the library category:

1. Inthe Edit WildCard URL List frame, enter the asterisk (*)
wildcard symbol, a period (.), and the URL.

TIP: The minimum number of levels that can be entered is three
(e.g. *.yahoo.com) and the maximum number of levels is six (e.g.
*.mail.attachments.message.yahoo.com).

2. Click Add to display the associated wildcard URL(S) in
the list box below.

3. Select the wildcard URL(s) that you wish to add to the
category.

4. Click Apply Action.

NOTE: Wildcard URL query results include all URLs containing
text following the period (.) after the wildcard (*) symbol. For
example, an entry of *.beer.com would find a URL such as http://
virtualbartender.beer.com. However, if a specific URL was added
to a library category that is not set up to be blocked, and a sepa-
rate wildcard entry containing a portion of that URL is added to a
category that is set up to be blocked, the end user will be able to
access the non-blocked URL but not any URLS containing text
following the wildcard. For example, if http://www.cnn.com is
added to a category that is not set up to be blocked, and
*.cnn.com is added to a category set up to be blocked, the end
user will be able to access http://www.cnn.com since it is a direct
match, but will not be able to access http://www.sports.cnn.com,
since direct URL entries take precedence over wildcard entries.
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Remove a URL from the Library Category

To remove a URL or wildcard URL from the library category:
1. Click the Action tab.

2. Enter the URL in the Edit URL List frame or Edit Wild-
Card URL List frame, as pertinent.

3. Click Remove to display the associated URLSs in the list
box below.

4. Select the URL(s) that you wish to remove from the cate-
gory.
5. Click Apply Action.

Reload the Library

After all changes have been made to library windows, click
Reload Library to refresh.

NOTE: Since reloading the library utilizes system resources that
impact the performance of the Web Filter, M86 recommends
clicking Reload Library only after modifications to all library
windows have been made.
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URL Keywords window

The URL Keywords window displays when URL Keywords
is selected from the library category’s menu of sub-topics.
This window is used for adding and removing URL
keywords from a library category. A library category uses
URL keywords to block a user’s access to Internet
addresses containing keywords included in its list.

Vs Puby Ulmary gy e Gl g web Fiter  SMEE
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Fig. 2:3-24 URL Keywords window

NOTE: If the feature for URL keyword filtering is not enabled in a
filtering profile, URL keywords can be added in this window but
URL keyword filtering will not be in effect for the user(s). (See the
Filter Options tab in the Policy screen section for information
about enabling URL keyword filtering.)

ﬁl WARNING: Use extreme caution when setting up URL keywords
for filtering. If a keyword contains the same consecutive charac-
ters as a keyword set up to be blocked, users will be denied
access to URLs that are not even within blocked categories. For
example, if all URL keywords containing “sex” are blocked, users
will not be able to access a non-pornographic site such as http://
WWW.eSSex.com.
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View a List of URL Keywords

To view a list of all URL keywords that either have been
added or deleted:

1. In the View Keyword Addition/Deletion List frame, make
a selection from the pull-down menu for “Addition List”, or
“Deletion List”.

2. Click View List to display the specified items in the
Select List list box.

Add or Remove URL Keywords

Add a URL Keyword to the Library Category

To add a URL keyword to the library category:
1. Enter the Keyword in the Edit Keyword List frame.
2. Click Add.

Remove a URL Keyword from the Library

To remove a URL keyword from the library category:
1. Enter the Keyword in the Edit Keyword List frame.

2. Click Remove.
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Upload a List of URL Keywords to the Library

Before uploading a text file with URL keyword additions or
deletions, in the Upload URL Keyword File frame, specify
whether the contents of this file will add to the current file, or
overwrite the current file on the server, by clicking the
“Append” or “Overwrite” radio button.

Upload a List of URL Keyword Additions

To upload a text file with URL keyword additions:

1. Click Upload To Addition File to open the Upload
Library Keyword pop-up window:

f:'f Upload Library Keyword - Windows Internet Expl - |EI il

IMhttps:Uifr—bIﬁ—Z' % || K IGoogIe

File Edit View Favarites Tools Help

v e A Upload Library Keyword | | f-’} - & -~ I'_}Pdge -

|

Upload Library Keyword

File Browse... I Upload File |

L]
Done T T [ [@mnternet [®100% - 4

Fig. 2:3-25 Upload Library Keyword pop-up window

2. Click Browse... to open the Choose file window.
3. Select the file to be uploaded.
4. Click Upload File to upload this file to the server.

NOTE: A URL keyword text file must contain one URL keyword
per line.

ﬁl WARNING: The text file uploaded to the server will overwrite the
current file.
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Upload a List of URL Keyword Deletions

To upload a text file with URL keyword deletions:

1. Click Upload To Deletion File to open the Upload
Library Keyword pop-up window (see Fig. 2:3-25).

2. Click Browse... to open the Choose file window.
3. Select the file to be uploaded.
4. Click Upload File to upload this file to the server.

Reload the Library

After all changes have been made to library windows, click
Reload to refresh.

NOTE: Since reloading the library utilizes system resources that
impact the performance of the Web Filter, M86 recommends
clicking Reload only after modifications to all library windows
have been made.
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Search Engine Keywords window

The Search Engine Keywords window displays when
Search Engine Keywords is selected from the library cate-
gory’s menu of sub-topics. This window is used for adding
and removing search engine keywords/phrases to and from
a library category. A library category uses search engine
keywords to block searches on subjects containing
keywords included in its list.

viesFiter  MEBE

Fig. 2:3-26 Search Engine Keywords window

NOTES: Master lists cannot be uploaded to any M86 supplied
library category. See the Custom Categories sub-section of the
Group Administrator Section of this user guide for information on
uploading a master list to the server.

If the feature for search engine keyword filtering is not enabled in
a filtering profile, search engine keywords can be added in this
window but search engine keyword filtering will not be in effect for
the user(s). (See the Filter Options tab in the Policy screen
section for information about enabling search engine keyword
filtering.)
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& WARNING: Use extreme caution when setting up search engine

keywords for filtering. If a non-offending keyword contains the
same consecutive characters as a keyword set up to be blocked,
users will be denied the ability to perform a search using
keywords that are not even in blocked categories. For example, if
all searches on “gin” are set up to be blocked, users will not be
able to run a search on a subject such as “cotton gin”. However, if
the word “sex” is set up to be blocked, a search will be allowed on
“sexes” but not “sex” since a search engine keyword must exactly
match a word set up to be blocked.

View a List of Search Engine Keywords

To view a list of all search engine keywords/phrases that
either have been added or deleted:

1. In the View Search Keyword Addition/Deletion List
frame, make a selection from the pull-down menu for
“Addition List”, or “Deletion List”.

2. Click View List to display the specified items in the
Select List list box.

Add or Remove Search Engine Keywords

Add a Search Engine Keyword to the Library
To add a search engine keyword/phrase to the library cate-
gory:

1. In the Edit Search Keyword List frame, enter up to 75
alphanumeric characters in the Keyword field.

2. Click Add.
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Remove a Search Engine Keyword from the Library

To remove a search engine keyword/phrase from the library
category:

1. In the Edit Search Keyword List frame, enter up to 75
alphanumeric characters in the Keyword field.

2. Click Remove.

Upload a List of Search Engine Keywords

Before uploading a text file with search engine keyword/
phrase additions or deletions, in the Upload Add/Del
Keyword frame, specify whether the contents of this file will
add to the current file, or overwrite the current file on the
server by clicking the “Append” or “Overwrite” radio button.

Upload a List of Search Engine Keyword Additions

To upload a text file with search engine keyword/phrase
additions:

1. Click Upload To Addition to open the Upload Library
Keyword pop-up window (see Fig. 2:3-25).

2. Click Browse... to open the Choose file window. Select
the file to be uploaded.

3. Click Upload File to upload this file to the server.

NOTE: A search engine keywords text file must contain one
keyword/phrase per line.

WARNING: The text file uploaded to the server will overwrite the
current file.
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Upload a List of Search Engine Keyword Deletions

To upload a text file with search engine keyword/phrase
deletions:

1. Click Upload To Deletion to open the Upload Library
Keyword pop-up window (see Fig. 2:3-25).

2. Click Browse... to open the Choose file window. Select
the file to be uploaded.

3. Click Upload File to upload this file to the server.
Reload the Library

After all changes have been made to library windows, click
Reload to refresh.

NOTE: Since reloading the library utilizes system resources that
impact the performance of the Web Filter, M86 recommends
clicking Reload only after modifications to all library windows
have been made.
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Chapter 4. Reporting screen

The Reporting screen contains options for transferring and/
or reviewing Internet usage data collected by the Web Filter.

Weh Filter M ==

Fig. 2:4-1 Reporting screen

From the navigation panel at the left of the screen, click
Report Configuration to display the Report Configuration
window, used if the Web Filter's log files will be transferred
to a reporting application. Click Real Time Probe to display
windows for configuring and maintaining real time probes.
This tool is used for monitoring Internet activities of speci-
fied users in real time. If using M86’s Security Reporter (SR)
or Enterprise Reporter (ER) as the Web Filter’s reporting
application, click Shadow Log Format to specify the format
in which Web Filter logs will be sent to the SR or ER.

NOTE: Information on configuring the Security Reporter (SR) or
Enterprise Reporter (ER) to work with the Web Filter can be
found in Appendix E of the Appendices Section.

& WARNING: A version of the Enterprise Reporter prior to 3.0
should not be configured to work with the Web Filter.
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Report Configuration

Report Configuration window

The Report Configuration window displays when Report
Configuration is selected from the navigation panel. This
window is used if a reporting application needs to be set up
to receive logs from the Web Filter.

Vomer | Pobcy | Ubimy | Reperimy | fysies | iew  Legout Web Filter MEE

Fig. 2:4-2 Report Configuration window

Specify the Reporting Device
By default, no option is selected at the Export field.
If Web Filter logs will be exported to a reporting application:

1. Click the checkbox corresponding to the reporter to be
used for transferring logs: “M86 Security Reporter /
Enterprise Reporter”, or “Other Device”.

2. Click Save.
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M86 Security Reporter or Enterprise Reporter

If “M86 Security Reporter / M86 Enterprise Reporter” was
selected, the M86 Security Reporter / M86 Enterprise
Reporter tab displays by default. On this tab, you need to
specify criteria for the SR or ER server that will receive logs
from the Web Filter.

v | Py | Ulewey | Ry | System | bew  Logost web Fiter MBS

P — |

Fig. 2:4-3 Report Configuration window, M86 SR/ER option and tab

Edit SR, ER Server Information

In the Log File Transfer Configuration frame, by default the
IP address 1.2.3.6 displays in the Remote Server list box.

To add the IP address assigned to the SR / ER server:
1. Enter the LAN 1 IP address in the Server field.

2. Click Add to include this IP address in the Remote
Server list box.

To remove an IP address from the list box:
1. Select the IP address.

2. Click Remove.

M86 SecuriTY User GUIDE



GLOBAL ADMINISTRATOR SECTION CHAPTER 4: REPORTING SCREEN

Execute Log Transfer Now

In the Initiating Log Transfer frame, click Initiate to transfer
the log on demand.

View Transfer Activity to the SR, ER

After the SR / ER has been configured and logs have been
transferred from the Web Filter to the SR / ER, you can view
transfer activity.

webFiter MBS

Fig. 2:4-4 Report Configuration window, M86 SR/ER option, Log tab

1. Click the Log tab.

2. Click View Log to view up to the last 300 lines of transfer
activity in the View Log frame.

Other Device

If “Other Device” was selected, the Other Device tab
displays by default. On this tab, you need to specify criteria
for the reporter that will receive logs from the Web Filter.
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Fig. 2:4-5 Report Configuration window, Other Device option and tab

Enter or Edit Server Information

In the Server Configuration frame:

1.

In the Remote Server field, enter the IP address of the
remote server.

. Inthe FTP Directory field, enter the path where log files

will be stored.

. At the User Authentication field, “User” is selected by

default, indicating that a username and password will be
required for FTP transfers. Click the “Anonymous” radio
button if no user authentication will be required for FTP
transfers.

By default, the Username field is activated. For this
option, userid displays by default. Change the username
by entering a valid one for FTP transfers.

Enter the same password in the Password and Confirm
Password fields.

4;3} NOTE: If “Anonymous” is selected, these fields are deactivated.
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6. Click Save.
In the FTP Log Update frame:

1. At the Hour field, make a selection from the pull-down
menu (1, 2, 3, 4, 6, 8, 12, 24) to specify the interval
between hours—in military time—when the update
should occur:

1 = updates occur each hour.

2 = updates occur every two hours, at these intervals of
time: 2, 4, 6, 8, 10, 12, 14, 16, 18, 20, 22, 24.

3 = updates occur every three hours, at these intervals of
time: 3, 6,9, 12, 15, 18, 21, 24.

4 = updates occur every four hours, at these intervals of
time: 4, 8, 12, 16, 20, 24.

6 = updates occur every six hours, at these intervals of
time: 6, 12, 18, 24.

8 = updates occur every eight hours, at these intervals of
time: 8, 16, 24.

12 = updates occur every 12 hours, at these intervals of
time: 12, and 24.

24 = updates occur every 24 hours.
2. Click Save.

View Transfer Activity to the Reporting Device

After logs have been transferred from the Web Filter to the
reporting device, the Log tab can be clicked to view transfer
activity.

On this tab, click View Log to view up to the last 300 lines of
transfer activity in the View Log frame.
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Real Time Probe

Real Time Probe window

The Real Time Probe window displays when Real Time
Probe is selected from the navigation panel. This feature
lets the probe administrator monitor a user's Internet usage

in real time to see if that user is using the Internet appropri-
ately.
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Fig. 2:4-6 Real Time Probe window, Configuration tab

Configuration

Enable Real Time Probes

1. On the Configuration tab, click “On”.

2. Click Save to enable the Real Time Probes feature. As a
result, all elements in this window become activated.
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Set up Real Time Probes

1. Enter the Maximum Probes to Run/Schedule Simulta-
neously, up to 99 probes. The default setting is 10
probes.

2. Enter the Maximum Probes that can be Scheduled,
eqgual to or less than the maximum probes that can run at
the same time. The default setting is 5 probes.

3. Enter the Maximum Run Time in Minutes the probe will
search for URLs, up to 1440 minutes (24 hours). The
default setting is 1000 minutes.

4. Enter the Maximum Report Lifetime in Days to keep a
saved report before deleting it. The default setting is 7
days.

5. Click Save.

Exclude an IP Address from Real Time Probing

1. Enter the Excluded IP Address of a machine to be
bypassed from real time probing.

2. Click Add to add the IP address in the Current White list
of IPs.

Remove IPs from the White List

1. Select the IP address(es) from the Current White list of
IPs list box.

2. Click Delete to remove the IP address(es) from the white
list.
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Report Recipients

Click the Report Recipients tab to display Email Report:

W | fubcy | Ubeary | epeing | Sedem e Lo web Fiter M

Fig. 2:4-7 Real Time Probe window, Report Recipients tab

Specify Email File Criteria

1. Click the radio button corresponding the to the Email
Format to be used for the file: “Plain Text” or “HTML”". By
default, “HTML" is selected.

2. Selectthe Maximum File Size of an Email Report (MB)
that can be sent, from 1MB increments up to 20MB. The
default is 5 MB.

3. Click Save.

Set up Email Addresses to Receive Reports

1. Enter the Email Address of an individual who will
receive completed probe reports.

2. Click Add to include the email address in the Current List
of Completed Reports to be Emailed list box.
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NOTE: The maximum number of report recipients is 50. If more
than 50 recipients need to be included, M86 recommends setting
up an email alias list for group distribution.

Remove Email Addresses

1. Select the email address(es) from the Current List of
Completed Reports to be Emailed list box.

2. Click Delete to remove the email address(es) from list.
Logon Accounts

Click the Logon Accounts tab to display Logon Accounts:

Web Filter M E

Fig. 2:4-8 Real Time Probe window, Logon Accounts tab

Set up Users Authorized to Create Probes

1. Enter the Username of a staff member who is authorized
to create real time probes.

2. Enterthe user's password in the Password and Confirm
Password fields, using eight to 20 characters and at
least one alpha character, one numeric character, and
one special character. The password is case sensitive.
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3. Click Add to include the username in the Current Acces-
sible Users list box.

NOTE: When an authorized staff member is added to this list, that
username is automatically added to the Current Un-Accessible
Users list box in the Logon Accounts tab of the X Strikes Blocking
window.

Deactivate an Authorized Logon Account

To deactivate an authorized user’s account:

1. Select the username from the Current Accessible Users
list box.

2. Click Disable to move the username to the Current Un-
Accessible Users list box.

Delete a Logon Account

To delete a user’s account:

1. Select the username from the Current Accessible Users
list box.

2. Click Delete.

& WARNING: By deleting a logon account, in addition to not being
able to create real time probes, that user will also be removed
from the list of users authorized to unlock workstations. (See
Chapter 1: System screen, X Strikes Blocking for information on
reseting strikes and unlocking workstations.)
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Go to Real Time Probe Reports GUI

When any administrator clicks the Real Time Probe “Jicon
or Go to Real Time Probe Reports GUI, either the Re-login
window or the Real Time Probe Reports pop-up window
opens.

Re-login window

The Re-login window opens if the user’s session needs to
be validated:

4 Re-login P [ 3
Yaou're asked ka re-login because your sessian
has timed out or the Web Filker server has
been restarted. Please fil in the login
information

userreme [
Paszword

Ok Cancel

Fig. 2:4-9 Re-login window

1. Enter your Username.
2. Enter your Password.

3. Click OK to close the Re-login window and to re-access
the Web Filter console.
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Real Time Probe Reports

The Real Time Probe Reports window is comprised of the
View and Create tabs. The View tab displays by default (see
Fig. 2:4-11), showing the global administrator information on
all active probes.

NOTE: An authorized staff member can click a link in an email
alert or type in https://x.x.x.x:1443/RtProbe.jsp in the address
field of a browser window—in which “x.x.x.x” is the IP address of
the Web Filter—to only see probes he/she created.

When using the aforementioned URL, the following occurs:

e The Login window opens:

44 Web Filter =10l x|

Please fill in the login information

userreme |
Password
Ok Cancel

Fig. 2:4-10 Login window

Enter the Username and Password and click OK to open the
Real Time Probe Reports pop-up window (see Fig. 2:4-11).

» The Web Filter Introductory Window for Real Time Probes
simultaneously opens with the Login window:
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webiter ~ MBS

Note: Please keep this window open throughout your
session.

How to Log In to the Real Time Probe GUI:

1. Enter your Usernaine and Password in the Login dialog
box

2. Click OK to close the login dialog hox, and to access the
main screen of the Real Time Probe GUI

The Real Time Probe GUI iz used for monitoring Intemet
activities of specified Users in realtime, and generating a
reportthat can be emailed to designated parties for further
evaluation

How to Log 0wt of the Real Time Probe GUI;

1. Click the Logout in the navigational bar on any screen in the
Real Time Probe GUI to end wour session and to cloze the
GUI

2. Click the "¥" in the upper right comer of this Web Filter
Introductary Window to close the window.

Fig. 2:4-11 Real Time Probes introductory window
This window must be left open during the entire session.
Create a Real Time Probe

Click the Create tab to enter and specify criteria for the
report you wish to generate:

i Web filter -- feal Time Probe

=inix]
webriter  MES

Real Time Probe Reports

Greate | view |
Craate Real Time Probe Reports
Current Frobe Count
Tetal 0
Crested Under This Accourt O
Meaximum Frotes b RavSched.ds Smatsnecatty. 10
Chspiar Hame: I
Search gt | modress =l
Emad Auddress u Mad 9 Compieted Reporl. I
St Date & Time: & Nerr
© Sehadue st I:omolm vlF\s vI
Frareren I bey
Tetal Rur Time in Mrwtes I
ety |

Fig. 2:4-12 Real Time Probe Reports, Create tab

M86 SecuriTy User Guibe 335



GLOBAL ADMINISTRATOR SECTION CHAPTER 4: REPORTING SCREEN

The Current Probe Count displays the Total number of
active probes, and the number of probes Created Under
This Account. The Maximum Probes to Run/Schedule
Simultaneously entered on the Configuration tab displays.

1. Enter up to 40 characters for the Display Name. This
label will be used for the probe in the View tab and in the
email report to be sent to the designated recipient(s).

2. Select the Search Option: “IP Address”, “User Name”,
“URL”", or “Category”.

3. Enter or specify criteria for the selected Search Option:

» “IP Address”. Enter the IP address to be probed. This
selection generates a report with data for the specified
IP address.

» “User Name”: Enter the characters to be included in
the User Name(s) to be probed. The entry in this field
is case-sensitive. This selection generates a report
with data for all usernames containing the consecutive
characters you specified.

In this example, if ART is entered, “ART”, “GARTH”",
and “MARTA” would be included in the report. But “Art”
or “BARRETT” would not be included, since the former
username does not contain all uppercase letters, and
the latter username does not contain consecutive
characters.

» “URL": Enter the characters to be included in the
URL(s) to be probed. The entry in this field is case-
sensitive and the asterisk (*) character is not allowed.
This selection generates a report with data for all URLs
containing the consecutive characters you specified.

In this example, if mail is entered, “http://
www.hotmail.com” and “http://loginnet.passport.com/
login.srf?id=2&svc=mail&cbid=24325&msppjph=1&tw
=0&fs=1&fsa=1&fsat=1296000&Ic=1033&_lang=EN"
would be included in the report.
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» “Category”: Select the library category to be probed.
This selection generates a report with data for the
specified library category.

TIP: Select “Approved Content” from the drop-down menu to
probe instances of the Approved Content online video viewing
feature.

NOTE: Up to 250 characters will be accepted for the IP Address,
User Name, or URL.

4. If you wish to send the completed report to a specified
email address, enter the Email Address to Mail the
Completed Report.

5. Specify the Start Date & Time by clicking the appropriate
radio button:
* “Now” - click this radio button to run the probe now.

» “Schedule at” - click this radio button to schedule a
time for running the probe. Select the date and time
from the pull-down menus.

A probe that is scheduled to run at a specified date and
time can be scheduled to run on a daily basis by
checking the “Daily” checkbox at the Recurrence field.

6. Enter the Total Run Time in Minutes.

7. Click Apply.
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View Real Time Probe Details

Click the View tab to view details about active probes:

i wWeb Niter - Real Time Probe =10 =|

web Fiter /W

Real Time Probe Reports

creats [view |

ist o ProbesiReparts
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[Cuts 0001105 124500 Campleted
Snogpng 2000106 1305100 i Progeeas
Ertmtanmert N7 124500 Doy Cehed et

Fig. 2:4-13 Real Time Probe Reports, View tab

The Display Name shows the name assigned to the probe
on the Create tab. The Start Date & Time displays in the
YYYY/MM/DD HH:MM:SS format. “Daily” displays in the
Recurrence column if the probe is scheduled to run on a
daily basis. The Status of the probe displays: “Completed”,
“In Progress”, or “Scheduled”.

By selecting a probe, buttons for the probe become acti-
vated, based on the state of the probe. The following
options are available for each of the probe statuses:

o Completed: View, Properties, Delete, Email
* In Progress: View, Properties, Stop

» Scheduled: Properties, Delete
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View option

If a probe is Completed or In Progress, clicking View opens
the Real Time Information window:

=
Real Time Information
Fum Time Loft: 3 Minutes
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Fig. 2:4-14 Real Time Information window

This window displays the number of minutes left for the
probe to run (Run Time Left), and user details for each
record in the grid: Date & Time (in the YYYY/MM/DD
HH:MM:SS format); IP Address; User Name; library Cate-
gory (PASSED for any uncategorized sites allowed to pass,
and Approved Content if the Approved Content feature is
enabled and the record pertains to an approved video),
Filter Action set up in the profile (Pass, Block, reserved for
ER/SR, Warn, Warned, X Strike, Quota); By Method—the
method used in creating the entry (SE Keyword, URL
Keyword, URL, Wildcard, Strict HTTPS, Filter Action,
Pattern, File Type, Moderate HTTPS); Keyword (displays
the matching keyword if the method is an SE Keyword or a
URL Keyword); URL in Libraries, and Requested URL.

The following actions can be performed in this window:

* Click a URL to open a window that accesses the desig-
nated site.
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» |If the probe is currently in progress, clicking Stop halts
the real time probe and changes this button to “Email”.

» After the probe is completed, the Email button is avail-
able instead of the Stop button. Clicking Email opens the
Email option dialog box in which you specify an email
address to send the completed report (see Email option).

e Click Close to close the Real Time Information window.

Properties option

Clicking Properties opens the Probe Properties pop-up

box:

Web Filter -- Real Time Probe

Probe Properties

Display Name:
Etnail Adcress to Mail the Completed Report:
Search Option: Cateory

Start Date & Time:

Recurrence:

Run Time:

Created by:

Entertainment
admin@|ogo.com
Entertainment
201 0/01 07 09:32
Mo

10 mirutes
admin

Fig. 2:4-15 Probe Properties pop-up box

This pop-up box includes the following information for the
probe: Display Name; Email Address to Mail the Completed
Report; Search Option criteria; Start Date & Time; Run
Time; and User ID of the creator of the probe (Created by).

Click Close to close this pop-up box.
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Stop, Delete options

Clicking Stop halts the probe and gives it a Completed
status. This option is also available in the Real Time Infor-
mation box via the “Stop” button.

Clicking Delete opens the following dialog box, asking if you
want to delete the probe:

web Filter -- Real Time Probe x|

Are you sure that you want to delete this?

Display Name Banner Ads
Ermail Address to Mail the Completed Report, - sdhmin@Iogo.com

Search Option: Category Adware

Start Date & Time: 2010/ M2 12:38
Recurrence: Mo

Run Time: 10 mirutes
Created by: admin

Fig. 2:4-16 Probe Properties deletion box

Click Yes to delete the probe and remove it from the View
tab.

Email option

Clicking Email opens the Email Address box:

Web Filter — Real Time Probe x|
Emai Address o Mail the Completed Repun._
Send Cancel

Fig. 2:4-17 Email Address box
Enter the Email Address to Mail the Completed Report

and click Send to send the completed report to the desig-
nated email address.
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Shadow Log Format

Shadow Log Format window

The Shadow Log Format window displays when Shadow
Log Format is selected from the navigation panel. If the Web
Filter's reporting device is the M86 Enterprise Reporter
(ER), this window is used for specifying the log format the
Web Filter will use for sending logs to the ER.

Wew  Pubcy  Lbeary | Meperiing | Syviem e Legea Web Fliter M

Fig. 2:4-18 Shadow Log Format window

Specify the Shadow Log Format

The window is comprised of the Log Format frame
containing radio buttons corresponding to the following
options: “Auto-detect”, “Post 2.0.10 log format (manual)”,
“Post 2.0 log format (manual)”, “Post 1.9 log format
(manual)”, and “Pre 1.9 log format (manual)”.
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Auto-detect option

By default, “Auto-detect” is selected. Using this option, the
Web Filter will search for a connection to an ER and identify
the software version of the software update applied to that
appliance.

Status:

» Active - displays by default, or if the ER is using a soft-
ware version prior to 4.1

* Inactive - displays by default if the ER is using software
version 4.1 or later, or if an ER is not connected to the
Web Filter

Log Format:

» Post 1.9 log format - displays by default if the ER is using
software version 3.75 or later (up until 4.1), orifan ER is
not connected to the Web Filter

» Post 2.0 log format - displays by default if the ER is using
software version 4.1 or later

e Post 2.0.10 log format - displays by default if the ER is
using software version 4.1.20 or later

Post 2.0.10 log format option

If this Web Filter currently has the 2.0.10 or higher software
version applied, the Post 2.0.10 log format option should be
selected, since the ER 4.1.20 software version uses
different logging methods for Medium and High HTTPS
filtering.
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Post 2.0 log format option

If this Web Filter currently has the 2.0 or higher software
update applied, the Post 2.0 log option should be selected,
since the ER 4.1 or higher software update uses the new log
structure.

Post 1.9 log format option

If this Web Filter currently has the 1.9 or higher software
update applied, the Post 1.9 log option should be selected,
since the ER 3.75 or higher software update uses the new
log structure.

Pre 1.9 log format option

If this Web Filter currently has a software update lower than
1.9 applied, the Pre 1.9 log option should be selected, since
ER software updates lower than 3.75 use the original ER log
structure.

Apply Setting

Click Apply to apply the setting for the shadow log format.
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GROUP ADMINISTRATOR SECTION

Introduction

The Group Administrator Section of this user guide is
comprised of two chapters that include information on func-
tions performed by the group administrator.

Chapter 1 includes information on setting up and main-
taining master IP groups and group members. Chapter 2
includes information on creating and maintaining Custom
Categories for libraries.

The group administrator performs the following tasks:
» defines members of a master IP group

* adds sub-group members and/or individual IP members
and creates their filtering profiles

» grants designated users access to Internet content
blocked at the global level—as appropriate—via an over-
ride account and/or exception URL setup

» creates and maintains customized library categories

» uses the lookup tool to remove URLSs or search engine
keywords from customized libraries
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Chapter 1: Policy screen

Group administrators use Policy screen windows to add
members to a master IP group, create sub-groups and/or
individual IP members, and define and maintain members’
filtering profiles. A member is associated with an IP or MAC
address (the latter when using the mobile mode) and may
contain a netmask within a valid IP address range.

Ve | Py | Gy ey Gy | e | s web Fiter - MBS

(%
]

s

T —

&

Fig. 3:1-1 Policy screen

The navigation panel at the left of the screen contains the IP
branch of the Policy tree.

NOTE: If the synchronization feature is used, a server set up in
the Target mode to synchronize both profile and library setting
changes will not have branches of the tree accessible.

Double-click the IP branch of the tree to open it and to
display the master IP group. Double-click the master IP
group to open it and to display any IP sub-groups and/or
individual IP members previously set up in the tree list.

Click an entity in the tree list to view a menu of topics or
actions that can be performed for that entity.
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Refresh

Refresh the Master IP Group, Member

Click Refresh whenever a change has been made to the
master IP group or member level of the tree.

M Py | Uy | Mepwing  Sbem | ey | Legmt Wab Fitter = =
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Fig. 3:1-2 Policy screen, IP menu
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Master IP Group

Master IP group includes options for defining and main-
taining group accounts, setting up an override account and/
or exception URLSs to bypass global settings, and uploading
or downloading IP profiles. Click the master IP group’s link
to view a menu of sub-topics: Group Details, Members,
Override Account, Group Profile, Exception URL, Time
Profile, Approved Content (incl. VuSafe), Upload/Download
IP Profile, Add Sub Group, Add Individual IP, Delete Group,
and Paste Sub Group.

Group Details window

The Group Details window displays when Group Details is
selected from the menu. This window is used for viewing the
Group Name and for changing the password of the group
administrator.

Ve | Py | Gy ey G | e | s web Fiter - MBS

[ —

Il

Fig. 3:1-3 Group Details window

Change the Group Administrator Password

In the Group Administrator frame, the Group Name
displays.
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To change the password for this group:

1. Enter the password in the Password and Confirm Pass-
word fields, using eight to 20 characters and at least
one alpha character, one numeric character, and one
special character. The password is case sensitive.

2. Click Apply to apply your settings.

Members window

The Members window displays when Members is selected
from the menu. This window is used for adding and
managing members of a master IP group. For the invisible
and router modes, a member is comprised of an associated
IP address, and a sub-group may also contain a netmask.
For the mobile mode, a member’'s MAC address is used for
obtaining the end user’s filtering profile.

NOTE: See Appendix D: Mobile Client for information on adding
members when using the mobile mode.

Home  Puby  Llmwy  Repwing  Selem | liey | Legms Wb Filter M..:.':‘.'.Z.

e e—
*la it Add membarsby T F
o
T

Fig. 3:1-4 Members window
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Add the IP Address of the Member

If using the invisible or router mode:

1. Specify whether to add an IP address range with or
without a netmask by selecting either “Source IP” or
“Source IP Start / End”.

« |f “Source IP” was selected, enter the IP address, and
specify the netmask in the Source IP fields.

« |f“Source IP Start / End” was selected, enter the Start
and End of the IP address range.

2. Click Add to include the IP address entry in the Current
Members list box.

TIP: Click Calculator to open the IP Calculator, and calculate IP
ranges without any overlaps. Enter the IP address, specify the
Netmask, and then click Calculate to display results in the Min
Host and Max Host fields. Click Close to exit.

Remove a Member from the Group

To remove an entry from the Current Members list box:
1. Select the member from the list box.

2. Click Remove.
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Override Account window

The Override Account window displays when Override
Account is selected from the menu. This window is used for
creating an override account that allows an end user from a
master IP group to bypass settings at the minimum filtering
level. A user with an override account will be able to access
categories and service ports blocked at the minimum
filtering level, if the option to bypass the minimum filtering
level is activated.

Home  Puby  Llmwy  Repwing  Selem | liey | Legms Wb Filter M..:.':‘.'.Z.

Fig. 3:1-5 Override Account window

NOTES: Override accounts can be created for any authorized
user. In order for a user with an override account to access cate-
gories and ports set up to be blocked at the master IP group level,
the global administrator must first activate the option to allow an
override account to bypass minimum filtering level settings.

A user can have only one override account. See the Override
Account window in Chapter 2 of the Global Administrator Section
for information on setting up a global group user’s override
account.

M86 SecuriTy User GuIDE 351



GROUP ADMINISTRATOR SECTION CHAPTER 1: POLICY SCREEN

See Appendix C: Override Pop-up Blockers for information on
how a user with an override account can authenticate if a pop-up
blocker is installed on his/her workstation.

Add an Override Account

To create an Override Account profile:

1.

352

In the Account Details frame, enter the username in the
Name field.

. Enter the Password.

. Make the same entry again in the Confirm Password

field.

Click Add to include the username in the list box of the
Current Accounts frame, and to open the pop-up window
containing the Current Accounts name as well as tabs to
be used for specifying the components of the override
account profile.

Click each of the tabs (Rule, Redirect, Filter Options) and
specify criteria to complete the override account profile.
(See Category Profile, Redirect URL, and Filter Options
in this sub-section for information on the Rule, Redirect,
and Filter Options tabs.)

. Click Apply to activate the override account.

. Click Close to close the pop-up window.
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Category Profile

The Rule tab is used for creating the categories portion of
the override account profile.

il
Override Account
Cunient Accoun s
nert
|

Fuds | msarect | Fer opscns |
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Fig. 3:1-6 Override Account pop-up window, Rule tab

To create the category profile:

1. Select a filtering rule from the available choices in the
Available Filter Levels pull-down menu. This action
automatically populates the Pass, Allow, Warn, and/or
Block columns in the Rule Details frame with filter
settings for each category group/library category in the
Category Groups tree.

TIP: In the Category Groups tree, double-click the group enve-
lope to open that segment of the tree and to view library catego-
ries belonging to that group.

NOTE: If a category group does not display any filter setting (i.e.
the check mark does not display in any column for the category
group), one or more library categories within that group has a
filter setting in a column other than the filter setting designated for
all collective library categories within that group. For example, if
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in the Adult Content category group some of the library catego-
ries have a block setting and other library categories have a warn
setting, there would be no category group filter setting, since all
library categories do not have the same filter setting.

2. To change the filter setting for a category group/library
category, double-click the column (Pass, Allow, Warn,
Block) in the row corresponding to that category group/
library category to move the check mark to that column:

» Pass - URLs in this category will pass to the end user.

» Allow - URLs in this category will be added to the end
user’s white list.

» Warn - URLs in this category will warn the end user
that the URL he/she requested can be accessed, but
may be against the organization’s policies. The end
user can view the URL after seeing a warning
message and agreeing to its terms.

» Block - URLs in this category will be blocked.
TIPS: Multiple categories can be assigned the same filter setting

by clicking each category while pressing the Ctrl key on your
keyboard, and then double-clicking in the appropriate column.

Blocks of categories can be assigned the same filter setting by
clicking the first category, and then pressing the Shift key on your
keyboard while clicking the last category, and then double-
clicking in the appropriate column.

3. Make a selection from the Uncategorized Sites pull-
down menu to specify how to handle a URL that has not
yet been categorized: “Pass”, “Warn”, or “Block”.

4. To use the gquota feature to restrict the end user’s access
to a passed library group/category, do the following:
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 In the Quota column, enter the number of minutes the
user will be able to access the library group/category.
The minimum number of minutes is “1” and the
maximum is “1439” (one day minus one minute). The
number of minutes entered here combines with the
seconds per hit (minimum one second to maximum
3600 seconds) defined in the Quota Settings window
to determine when the end user will be blocked from
further access to URLSs in that library group/category.

TIP: If a quota entry is made for a category group, all library cate-
gories in that group will show the same number of quota minutes.

NOTE: See the Quota Settings window in Chapter 1: System
screen for more information on configuring quota settings and
resetting quotas for end users currently blocked by quotas.

» The Overall Quota field becomes enabled if a quota is
entered for any library group/category. By default, the
enabled Overall Quota is turned “Off”. If turned “On”,
enter the number of minutes in the Min field to indicate
when the end user’s access to passed library groups/
categories with quotas will be blocked. If the end user
spends this amount of time at URLSs in any quota-
marked library group/category, the Overall Quota over-
rides the number of minutes defined for each individual
quota.

5. Click Apply to apply your settings to the override account
profile.

6. Click another tab (Redirect or Filter Options) to continue
creating the override account profile, or click Close to
close the pop-up window and to return to the Override
Account window.
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Redirect URL

The Redirect tab is used for specifying the URL to be used
for redirecting the user if he/she attempts to access a site or
service set up to be blocked.

B Modily Override Accounts |

Override Account

Fse Redirect | er optcns
Redirect URL
Specify 8 redrect URL
D Biock Page

@ s

7 Custom LRL I

Appdy Clon

Fig. 3:1-7 Override Account pop-up window, Redirect tab
Specify the type of redirect URL to be used: “Default Block
Page”, “Authentication Request Form”, or “Custom URL".

If “Custom URL" is selected, enter the redirect URL in the
corresponding text box. The user will be redirected to the
designated page at this URL instead of the block page.
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Filter Options

The Filter Options tab is used for specifying which filter
option(s) will be applied to the override account profile.

[ Modily Override Accounts x|

Override Account
Cunient Accounts
nert

Fse | Rsdrect Fien Optiors |
Fllter Optians
I Siries Binciing
I GoogleBirgvstuuthbubeitek AL Sate Search Bnforcemerd
I Search Engne Keyword Fiter Control
I LRt Kespwordt Fiter Control
I Estend URL Kenpweord Fites Cordrol

Appdy Clon

Fig. 3:1-8 Override Account pop-up window, Filter Options tab

Click the checkbox(es) corresponding to the option(s) to be
applied to the override account filtering profile:

» “X Strikes Blocking” - With the X Strikes Blocking option
enabled, if the user attempts to access inappropriate
sites on the Internet, he/she will be locked out from his/
her workstation after a specified number of tries within a
fixed time period.

NOTE: See the X Strikes Blocking window in Chapter 1: System
screen of the Global Administrator Section for information on
setting up the X Strikes Blocking feature.

» “Google/Bing/Yahoo!/Youtube/Ask/AOL Safe Search
Enforcement” - With the Google/Bing/Yahoo!/Youtube/
Ask/AOL Safe Search Enforcement option enabled,
Google, Bing.com, Yahoo!, YouTube, Ask.com, and
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AOL’s “strict” SafeSearch Filtering option will be used
whenever the end user performs a Google, Bing.com,
Yahoo!, YouTube, Ask.com, or AOL Web search or
Image search.

& WARNING: If this option is used in conjunction with the X Strikes
Blocking feature and the user is performing an inappropriate
Google, Bing.com, Yahoo!, YouTube, Ask.com, or AOL Image
search, the number of strikes that user will receive is based upon
the amount of time it will take for unacceptable Google, Bing.com,
Yahoo!, YouTube, Ask.com, or AOL images returned by the
query to load on the page. The user will receive only one strike if
all inappropriate images load within the tolerance time range of a
given strike.

“Search Engine Keyword Filter Control” - With the
Search Engine Keyword Filter Control option enabled,
search engine keywords can be set up to be blocked.
When the user enters a keyword in the search engine, if
that keyword has been set up to be blocked, the search
will not be performed. Search engine keywords are
entered in the Search Engine Keywords window of
custom library categories.

NOTE: To set up search engine keywords in a Search Engine
Keywords window, see Search Engine Keywords window in
Chapter 2.

“URL Keyword Filter Control” - With the URL Keyword
Filter Control option enabled, URL keywords can be set
up to be blocked. When the user enters a keyword in the
address line of a browser window, if that keyword has
been set up to be blocked, the user will be denied access
to that site or service. URL keywords are entered in the
URL Keywords window of custom library categories.

With the “Extend URL Keyword Filter Control” option
enabled, a URL keyword search will be extended after
the "?" character in a URL.
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NOTE: To set up URL keywords in a URL Keywords window, see
the URL Keywords window in Chapter 2.

Edit an Override Account

Change the Password

To change an override account’s password:

1.

6.
7.

In the Current Accounts frame, select the username from
the list box.

. In the Account Details frame, enter the username in the

Name field.

. Enter the new Password.

Make the same entry again in the Confirm Password
field.

Click View/Modify to open the pop-up window.
Click Apply.

Click Close to close the pop-up window.

Modify an Override Account

To modify an override account:

1.

In the Current Accounts frame, select the username from
the list box.

. Click View/Modify to open the pop-up window.

Click the tab in which to make modifications (Rule, Redi-
rect, Filter Options).

. Make your edits in this tab and in any other tab, if neces-

sary.
Click Apply.

. Click Close to close the pop-up window.
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Delete an Override Account

To delete an override account:

1. In the Current Accounts frame, select the username from
the list box.

2. Click Remove.

Group Profile window

The Group Profile window displays when Group Profile is
selected from the group menu. This window is used for
viewing/creating the group’s filtering profile. Click the
following tabs in this window: Category, Redirect URL, and
Filter Options. Entries in these tabs comprise the profile
string for the group.

NOTE: The Group Profile window is similar to the Sub Group
Profile window and the Individual IP Profile window, except the
latter windows are configured and maintained by the group
administrator.

Category Profile

Category Profile displays by default when Group Profile is

selected from the group menu, or when the Category tab is
clicked. This tab is used for assigning filter settings to cate-
gory groups/library categories for the group’s filtering profile.
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Fig. 3:1-9 Group Profile window, Profile tab

NOTE: In order to use this tab, filtering rules profiles must already
have been set up by the global administrator.

By default, “Rule0 Minimum Filtering Level” displays in the
Available Filter Levels pull-down menu, and the Minimum
Filtering Level box displays “Child Pornography” and
“Pornography/Adult Content”. By default, Uncategorized
Sites are allowed to Pass.

NOTE: By default, the Available Filter Levels pull-down menu
also includes these five rule choices: Rulel BYPASS”, “Rule2
BLOCK Porn”, “Rule3 Block IM and Porn”, “Rule4 M86 CIPA

Compliance”, and “Rule5 Block All”.

Create, Edit a List of Selected Categories

To create the category profile:

1. Select a filtering rule from the available choices in the
Available Filter Levels pull-down menu. This action
automatically populates the Pass, Allow, Warn, and/or
Block columns in the Rule Details frame with filter
settings for each category group/library category in the
Category Groups tree.
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TIP: In the Category Groups tree, double-click the group enve-
lope to open that segment of the tree and to view library catego-
ries belonging to that group.

NOTE: If a category group does not display any filter setting (i.e.
the check mark does not display in any column for the category
group), one or more library categories within that group has a
setting in a column other than the filter setting designated for all
collective library categories within that group. For example, if in
the Adult Content category group some of the library categories
have a block setting and other library categories have a warn
setting, there would be no category group filter setting, since all
library categories do not have the same filter setting.

2. To change the filter setting for a category group/library
category, double-click the column (Pass, Allow, Warn,
Block) in the row corresponding to that category group/
library category to move the check mark to that column:

» Pass - URLs in this category will pass to the end user.

» Allow - URLs in this category will be added to the end
user’s white list.

* Warn - URLs in this category will warn the end user
that the URL he/she requested can be accessed, but
may be against the organization’s policies. The end
user can view the URL after seeing a warning
message and agreeing to its terms.

» Block - URLs in this category will be blocked.

TIPS: Multiple categories can be assigned the same filter setting
by clicking each category while pressing the Ctrl key on your
keyboard, and then double-clicking in the appropriate column.

Blocks of categories can be assigned the same filter setting by
clicking the first category, and then pressing the Shift key on your
keyboard while clicking the last category, and then double-
clicking in the appropriate column.

3. Make a selection from the Uncategorized Sites pull-
down menu to specify how to handle a URL that has not
yet been categorized: “Pass”, “Warn”, or “Block”.
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4. To use the quota feature to restrict the end user’s access
to a passed library group/category, do the following:

 In the Quota column, enter the number of minutes the
user will be able to access the library group/category.
The minimum number of minutes is “1” and the
maximum is “1439” (one day minus one minute). The
number of minutes entered here combines with the
seconds per hit (minimum one second to maximum
3600 seconds) defined in the Quota Settings window
to determine when the end user will be blocked from
further access to URLSs in that library group/category.

@ TIP: If a quota entry is made for a category group, all library cate-
gories in that group will show the same number of quota minutes.

NOTE: See the Quota Settings window in Chapter 1: System
screen for more information on configuring quota settings and
resetting quotas for end users currently blocked by quotas.

5. Click Apply to apply your settings to the override account
profile.

6. Click another tab (Redirect or Filter Options) to continue
creating the override account profile, or click Close to
close the pop-up window and to return to the Override
Account window.
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Redirect URL

Redirect URL displays when the Redirect URL tab is
clicked. This tab is used for specifying the URL to be used
for redirecting users who attempt to access a site or service
set up to be blocked at the group level.

I T e L Rt wenFee MBS
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Fig. 3:1-10 Group Profile window, Redirect URL tab

Create, Edit the Redirect URL

1. Specify the type of redirect URL to be used: “Default
Block Page”, “Authentication Request Form”, or “Custom
URL".

If “Custom URL” is selected, enter the redirect URL in the
corresponding text box. Users will be redirected to the
designated page at this URL instead of the block page.

2. Click Apply to apply your settings.
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Filter Options

Filter Options displays when the Filter Options tab is clicked.
This tab is used for specifying which filter option(s) will be
applied to the group’s filtering profile.

I T e L Rt wes Fter MBS

T —
e -
S

Fig. 3:1-11 Group Profile window, Filter Options tab

Create, Edit the Filter Options

1. Click the checkbox(es) corresponding to the option(s) to
be applied to the sub-group filtering profile: “X Strikes
Blocking”, “Google/Yahoo!/Youtube/Ask/AOL Safe
Search Enforcement”, “Search Engine Keyword Filter
Control”, “URL Keyword Filter Control”.

2. Click Apply to apply your settings.

X Strikes Blocking

With the X Strikes Blocking option enabled, an end user who
attempts to access inappropriate sites on the Internet will be
locked out from his/her workstation after a specified number
of tries within a fixed time period.
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NOTE: See the X Strikes Blocking window in Chapter 1: System
screen of the Global Administrator Section for information on
setting up the X Strikes Blocking feature.

Google/Bing/Yahoo!/Youtube/Ask/AOL Safe Search
Enforcement

With the Google/Bing/Yahoo!/Youtube/Ask/AOL Safe
Search Enforcement option enabled, Google, Bing.com,
Yahoo!, YouTube, Ask.com, and AOL'’s “strict” SafeSearch
Filtering option will be used whenever end users perform a
Google, Bing.com, Yahoo!, YouTube, Ask.com, or AOL Web
search or Image search.

WARNINGS: This feature is not compatible with the proxy envi-
ronment as it will cause overblocking.

An inappropriate image will only be blocked if that image is
included in M86's library or is blocked by Google, Bing.com,
Yahoo!, YouTube, Ask.com, or AOL.

If this option is used in conjunction with the X Strikes Blocking
feature and a user is performing an inappropriate Google,
Bing.com, Yahoo!, YouTube, Ask.com, or AOL Image search, the
number of strikes that user will receive is based upon the amount
of time it will take for unacceptable Google, Bing.com, Yahoo!,
YouTube, Ask.com, or AOL images returned by the query to load
on the page. The user will receive only one strike if all inappro-
priate images load within the tolerance time range of a given
strike.

Search Engine Keyword Filter Control

With the Search Engine Keyword Filter Control option
enabled, search engine keywords can be set up to be
blocked. When a user enters a keyword in the search
engine, if that keyword has been set up to be blocked, the
search will not be performed. Search engine keywords are
entered in the Search Engine Keywords window of custom
library categories.
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NOTES: Search engine keyword filtering relies on an exact
keyword match. For example, if the word “sex” is set up to be
blocked, but “sexes” is not set up to be blocked, a search will be
allowed on “sexes” but not “sex”. However, if the word “gin” is set
up to be blocked, a search on “cotton gin” will be blocked since
the word “gin” is blocked.

To set up search engine keywords in a Search Engine Keywords
window for Custom Categories, see Chapter 2: Library screen,
Search Engine Keywords window.

URL Keyword Filter Control

With the URL Keyword Filter Control option enabled, URL
keywords can be set up to be blocked. When a user enters
a keyword in the address line of a browser window, if that
keyword has been set up to be blocked, the user will be
denied access to that site or service. URL keywords are
entered in the URL Keywords window of custom library
categories.

With the “Extend URL Keyword Filter Control” option
enabled, a URL keyword search will be extended after the
"?" character in a URL.

[‘3 NOTE: To set up URL keywords in a URL Keywords window for
Custom Categories, see Chapter 2: Library screen, URL
Keywords window.

& WARNING: If this feature is activated, use extreme caution when
setting up URL keywords for filtering. If a keyword that is entered
in a browser’s address window contains the same consecutive
characters as a keyword set up to be blocked, users will be
denied access to URLSs that are not even within blocked catego-
ries. For example, if all URL keywords containing “sex” are
blocked, users will not be able to access a non-pornographic site
such as http://www.essex.com.
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Exception URL window

The Exception URL window displays when Exception URL
is selected from the group menu. This window is used for
blocking group members’ access to specified URLs and/or
for letting group members access specified URLs blocked at
the minimum filtering level.

NOTE: This window is identical to the window by the same name
in the Sub Group and Individual IP sections of the Policy tree.

Fig. 3:1-12 Exception URL window

& NOTE: Settings in this window work in conjunction with those

made in the Override Account window and in the Minimum
Filtering Level window maintained by the global administrator.
Users with an override account will be able to access URLSs set
up to be blocked in this window, if the global administrator acti-
vates bypass settings in the Minimum Filtering Bypass Options
tab. (See the Override Account window in this section for informa-
tion on setting up an override account to allow a user to bypass
group settings and minimum filtering level settings, if allowed.)

M86 SecuriTY User GUIDE



GROUP ADMINISTRATOR SECTION CHAPTER 1: POLICY SCREEN

Valid URL entries

The following types of URL entries are accepted in this
window:

» formats such as: http://www.coors.com,
WWW.COOrs.com, or coors.com

e |P address - e.g. "209.247.228.221" in http://
209.247.228.221

» octal format - e.g. http:/0106.0125.0226.0322
» hexadecimal short format - e.g. http://0x465596d2

» hexadecimal long format - e.g. http://
0x46.0x55.0x96.0xd2

» decimal value format - e.g. http://1180014290

» escaped hexadecimal format - e.g. http://
%57%57%57.%41%44%44%49%43%54%49%4E %47
%47%41%4D%45%53.%43%4F%4D

e query string - e.g. http://www.youtube.com/
watch?v=3_Wfnj1lIMU

@ NOTE: The pound sign (#) character is not allowed in this entry.

» case-specific entries - these entries are used by the
Approved Content feature that blocks or allows end user
accessibility to specific YouTube video URLs

» wildcard entry format that uses an asterisk (*) followed by
a period (.) and then the URL, such as: *.coors.com

TIP: The minimum number of levels that can be entered for a
wildcard entry is three (e.g. *.yahoo.com) and the maximum
number of levels is six (e.g. *.mail.attachments.message.yahoo
.com).
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Add URLs to Block URL or ByPass URL frame

To block or bypass specified URLSs, in the Block URL or the
ByPass URL frame:

1. Type the URL to be blocked in the Block URLSs field, or
the URL to be bypassed in the ByPass URLs field.

2. Click Add to open the Add Block URLs / Add Bypass
URLSs pop-up window to view all corresponding URLS
found by the query:

| [ Ada ByPass ukLs

Add ByPass URLs

Add Ualch cann

A Salacted Cancel

Fig. 3:1-13 Add ByPass URLs pop-up window

This window includes the pre-populated “Add” checkbox
preceding each URL in the table. Uncheck any checkbox
corresponding to a URL you do not want to include in
your list.

TIPS: Click the “Check/Uncheck All ‘Add™ checkbox at the bottom
of this window to toggle between selecting or de-selecting all Add
column checkboxes in this window.

See the subsequent Status column messages and icons sub-
section for information regarding conflicting URLs found by the

query.

If a multi-level URL query was executed (as in http://
yahoo.com/mail), the Match case column contains an
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empty checkbox for each entry in the table. Check the
checkbox corresponding to a URL entry you want to
designate as being case-specific. The URL entry made
by the end user must exactly match this entry in order for
the URL to be blocked or bypassed, as set up in this
window.

TIPS: Click the “Check/Uncheck All ‘Match case™ checkbox at the
bottom of this window to toggle between selecting or de-selecting
all Match case column checkboxes in this window.

Click Cancel to close this pop-up window without making any
selections.

3. Click Add Selected to close the pop-up window and to
add your selection(s) in the appropriate URL list box.

Status column messages and icons

If conflicting URL entries are found by the query, the
following message displays at the top of the query results
pop-up window: “Mouseover table row for messages on
conflicts and warnings”.

In the Status column of a URL with a conflict, one of two
icons displays: either the yellow warning triangle containing
an exclamation point, or the red circle with a line through it.
Mousing over the affected URL displays a tooltip message
indicating the URL already exists in the list, and the type of
action that can be performed, if any.

URL conflict types are identified by the legend at the bottom
of the pop-up window:

* “URL can be added, but conflicting URLs will be
removed” - Preceded by the yellow warning triangle icon
containing an exclamation point, this type of conflict indi-
cates the URL entry found by the query is already
included in the other frame of the Exception URL window
(ByPass URL or Block URL).

M86 SecuriTy User GuIDE 371



GROUP ADMINISTRATOR SECTION CHAPTER 1: POLICY SCREEN

372

* “URL cannot be added due to conflicts” - Preceded by
the red circle icon with a line through it, this type of
conflict indicates the URL is already included in the
Exception URL list.

URL can be added, but conflicting URLs will be
removed

When a URL is found in both bypass and block lists, the
“Ignore warnings and add URL” checkbox displays to the
left of the Add Selected button at the bottom of the pop-up
window:

L) Add Biock URLS a

Add Block URLs

Add  Malch ea

Fig. 3:1-14 Conflicting URLs found by query

Clicking this checkbox activates the Add Selected button.
Clicking Add Selected closes the pop-up window and
moves the selected URLSs to the opposite frame in the
Exception URL window.

URL cannot be added due to conflicts

If a URL found by the query results is already included in the
current list (see Fig. 3:1-13), it will not include a checkbox in
the Add column since it cannot be added again.
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Remove URLs from Block URL or ByPass URL frame

To remove URLs from the Block URL or the ByPass URL
frame:

1. Select a URL to be removed from the Block URL /
ByPass URL list box; your selection populates the Block
URLs field / ByPass URLs field.

TIP: Choose a non-IP address URL to maximize results to be
returned by the URL query.

2. Click Remove to open the Remove Block URLs /
Remove ByPass URLs pop-up window to view all corre-
sponding URLs found by the query:

Hemave Block URLS
|[ Remove Block URLs

||| memeve masch case  whn
| ¥

5
-
5

Remave Seicted Camee

Fig. 3:1-15 Remove Block URLSs pop-up window

This window includes the pre-populated “Remove”
checkbox preceding each URL in the table. Uncheck any
checkbox corresponding to a URL you do not want to
remove from your list.

@ TIP: Clicking the “Check/Uncheck All” checkbox at the bottom of
this window toggles between selecting or de-selecting all check-
boxes in this window.
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3. Click Remove Selected to close the pop-up window and
to remove your selection(s) from the appropriate URL list
box.

Apply Settings

Click Apply to apply your settings after adding or removing
any URLs.

Time Profile window

The Time Profile window displays when Time Profile is
selected from the group menu. This window is used for
setting up or modifying a filtering profile to be activated at a
specified time.

I T e L Rt wes Fter MBS
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Fig. 3:1-16 Time Profile window

The Current Time Profiles list box displays the Name and
Description of any time profiles previously set up for the
entity that are currently active.

NOTE: This window is similar to the one used for Sub Group and
Individual IP profiles.
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Add a Time Profile

To create a time profile:
1. Click Add to open the Adding Time Profile pop-up box:

Adding Time Profile =]

Please enter profile name:

|19
concs
Fig. 3:1-17 Adding Time Profile

2. Type in three to 20 alphanumeric characters—the under-
score ( _ ) character can be used—for the profile name.

3. Click OK to close the pop-up box and to open the Adding
Time Profile pop-up window that displays the name of
this profile at the top of the Time Profile frame:

fiecutence | fute | Redrect | Finer Opsons | Excepton | Approved Contess

Recurrence duration time

St 0200 = [ =] DAL - End 0215 = AU« DY1Y11 -

Hange of recurrence

St o 1o end dene

by OULN1L -

Appty Cinse

Fig. 3:1-18 Time Profile window Recurrence tab

4. In the Recurrence duration time frame, specify Start and
End time range criteria:
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a. Select from a list of time slots incremented by 15
minutes: “12:00” to “11:45”. By default, the Start field
displays the closest 15-minute future time, and the End
field displays a time that is one hour ahead of that time.
For example, if the time is currently 11:12, “11:15”
displays in the Start field, and “12:15” displays in the
End field.

b. Indicate whether this time slot is “AM” or “PM".

c. Today’s date displays using the MM/DD/YY format. To
choose another date, click the arrow in the date drop-
down menu to open the calendar pop-up box:

4

3
10
17
24
31

January 2010 ]

SuMo Tuwe Th Fr Sa

4 5 6 7.8
11 12 13 14
15 19 20 21 22 Z3
25 26 27 28 29 30

Today |

In this pop-up box you can do the following:

Click the left or right arrow at the top of this box to
navigate to the prior month or the next month.

Double-click a date to select it and to close this
box, populating the date field with that date.

Click Today to close this box, populating the date

field with today’s date.

5. In the Recurrence pattern frame, choose the frequency

this time profile will be used:

 Daily - If this selection is made, enter the interval for
the number of days this time profile will be used. By
default, “1” displays, indicating this profile will be used
each day during the specified time period.
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If 5 is entered, this profile will be used every five days
at the specified time.

Weekly - If this selection is made, enter the interval for
the weeks this time profile will be used, and specify the
day(s) of the week (“Sunday” - “Saturday”). By default,
“1” displays and today’s day of the week is selected. If
today is Tuesday, these settings indicate this profile
will be used each Tuesday during the specified time
period.

If 2 is entered and “Wednesday” and “Friday” are
selected, this profile will be used every two weeks on
Wednesday and Friday.

Monthly - If this selection is made, first enter the
interval for the months this time profile will be used,
and next specify which day of the month:

» If Day is chosen, select from “1” - “31".

» If a non-specific day is chosen, make selections
from the two pull-down menus for the following:

- week of the month: “First” - “Fourth”, or “Last”

- day of the month: “Sunday” - “Saturday”, “Day”,
“Weekday”, “Weekend".

“By default, “1” displays and today’'s Day of the month
is selected. If today is the 6th, these settings indicate
this profile will be used on the 6th each month during
the specified time period.

If 3 is entered and the “Third” “Weekday” are selected,
this profile will be used every three months on the third
week day of the month. If the month begins on a
Thursday (for example, May 1st), the third week day
would be the following Monday (May 5th in this
example).

Yearly - If this selection is made, the year(s), month,
and day for this time profile’s interval must be speci-
fied:
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First enter the year(s) for the interval. By default “1”
displays, indicating this time profile will be used each
year.

Next, choose from one of two options to specify the
day of the month for the interval:

» The first option lets you choose a specific month
(“January” - “December”) and day (“1” - “31”). By
default the current month and day are selected.

* The second option lets you make selections from
the three pull-down menus for the following:

- week of the month: “First” - “Fourth”, or “Last”

- day of the month: “Sunday” - “Saturday”, “Day”,
“Weekday”, “Weekend”

- month: “January” - “December”.

By default, the “First” “Sunday” of “January” are
selected.

If 2 is entered and the “First” “Monday” of “June” are
selected, this profile will be used every two years on
the first Monday in June. For example, if the current
month and year are May 2010, the first Monday in
June this year would be the 7th. The next time this
profile would be used will be in June 2012.

6. Inthe Range of recurrence frame, the Start date displays
greyed-out; this is the same date as the Start date shown
in the Recurrence duration time frame. Specify whether
or not the time profile will be effective up to a given date:

* No end date - If this selection is made, the time profile
will be effective indefinitely.

* End by - If this selection is made, by default today’s
date displays using the MM/DD/YY format. To choose
another date, click the arrow in the date drop-down
menu to open the calendar pop-up box. (See the infor-
mation on the previous pages on how to use the
calendar box.)
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7. Click each of the tabs (Rule, Redirect, Filter Options,
Exception) and specify criteria to complete the time
profile. (See Category Profile, Redirect URL, Filter
Options, and Exception URL in this sub-section for infor-
mation on the Rule, Redirect, Filter Options, and Excep-
tion tabs.)

8. Click Apply to activate the time profile for the IP group at
the specified time.

9. Click Close to close the Adding Time Profile pop-up
window and to return to the Time Profile window. In this
window, the Current Time Profiles list box now shows the
Name and Description of the time profile that was just
added.

& WARNING: If there is an error in a time profile, the Description for
that time profile displays in red text. Select that time profile and
click View/Modify to make any necessary corrections.
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Category Profile

The Rule tab is used for creating the categories portion of
the time profile.

&| Adekrny Trene Brotde
Time Profile: afternoon_beeak
Rscumence | Huk | Redrect | Fiter Opsons | Excepton | Approved Contess
Avallable Filtar Levels Minimum Filering Lavel
P Bk A1 r= i Prsmgragiy

Rule Details
Categary Pats  Alew  Wam  Bock  Oushs
L Catwgary Groves. 5
] g | L
tandwim =i
Uusnesamesiments, =
Communty/ganiatons 1 e
Laaten | e —
Letertanment 5=
GovernmentLaw Folbics 5 F
lheatha geas 1 0
estonabie 5=
tormanca Technoiogy 5 2
et Communicaton CE
nfermes Producevity
ermesiniranet Wac Eag
L. Wewseports =10
L Rekgoneters g
Securty I
L Shoppeg =
Uncateguriced Ses Block v Gverst Quota 0 un

Fig. 3:1-19 Time Profile pop-up window, Rule tab
NOTE: See the Override Account window, Category Profile sub-

section in this chapter for information about entries that can be
made for this component of the filtering profile.
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Redirect URL

The Redirect tab is used for specifying the URL to be used
for redirecting users who attempt to access a site or service
set up to be blocked.

Redirect URL
Specty o fedrect UL

& Detact Bock Pagd

Apphy Cinse

Fig. 3:1-20 Time Profile pop-up window, Redirect URL tab
NOTE: See the Override Account window, Redirect URL sub-

section in this chapter for information about entries that can be
made for this component of the filtering profile.
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Filter Options

The Filter Options tab is used for specifying which filter
option(s) will be applied to the time profile.

L] Adckrng Trere Profie
Time Profile: afternoon_bieak
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Fig. 3:1-21 Time Profile pop-up window, Filter Options tab

NOTE: See the Override Account window, Filter Options sub-
section in this chapter for information about entries that can be
made for this component of the filtering profile.
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Exception URL

The Exception tab is used for allowing users to be blocked
from accessing specified URLs and/or to be allowed to
access specified URLs blocked at the minimum filtering
level.

y Tone Pr
Time Profile: afternoon_bieak
Recumence | fuie | Aedrect | Fiter Opsosa | Lxcepten | Approved Content

Dlock URL
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Fig. 3:1-22 Time Profile pop-up window, Exception tab

@ NOTES: See the Exception URL window sub-section in this
chapter for information about entries that can be made for this
component of the filtering profile.

Settings in this window work in conjunction with those made in
the Override Account window and in the Minimum Filtering Level
window maintained by the global administrator. Users with an
override account will be able to access URLSs set up to be blocked
in this window, if the global administrator activates bypass
settings in the Minimum Filtering Bypass Options tab. (See the
Override Account window in this section for information on setting
up an override account to allow a user to bypass group settings
and minimum filtering level settings, if allowed.)
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Approved Content

The Approved Content tab is used for enabling/disabling the
Approved Content feature for users to view specific
YouTube or SchoolTube videos from a designated portal or
from VuSafe. If this feature is enabled for this profile, pass-
keys for approved videos are entered in the Passkey list
box.

e Prc
Time Profile: afternoon_bieak
fecumence | Rue | Aedrect | Fiter Opsons | Excepton| Assroved Content
nhert Cinhal Passieys
Parsaarys are carrenthy diabled

& Daable sppreved content for this profle

Use specsic pasabey(s)

Paashey

Fig. 3:1-23 Time Profile pop-up window, Approved Content tab
NOTE: See the Approved Content Settings window sub-section

in this chapter for information about entries that can be made for
this component of the filtering profile.
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Modify a Time Profile

To modify an existing time profile:

1. Select the time profile from the Current Time Profiles list
box.

2. Click View/Modify to open the Modify Time Profiles pop-
up window.

3. Make modifications in the default Recurrence tab and/or
click the tab in which to make modifications (Rule, Redi-
rect, Filter Options, Exception, Approved Content).

4. Make edits in this tab and in any other tab, if necessary.
5. Click Apply.

6. Click Close to close the Modify Time Profiles pop-up
window, and to return to the Time Profile window.

Delete a Time Profile

To delete a time profile:

1. Select the time profile from the Current Time Profiles list
box.

2. Click Remove.
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Approved Content Settings window

The Approved Content Settings window displays when
Approved Content (incl. VuSafe) is selected from the group
menu. This window is used for granting users access to a
specified set of approved YouTube or SchoolTube videos—
via a portal managed by someone within the organization—
or videos posted to VuSafe.

tor | Pomcy | UMy | Meser  Spen (W Loged web Fiter ML

Fig. 3:1-24 Approved Content Settings window

NOTE: See Approved Content Settings window from Chapter 2 of
the Global Administrator Section for information about the
Approved Content feature and VuSafe.

Approved Content setup and configuration

There are two parts to set up in order to use the Approved
Content feature:

» A portal for viewing videos must be created

* The passkey of each approved video must be entered in
the Approved Content Settings window for the user’s
profile
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NOTE: If Pattern Blocking is enabled (System > Control > Filter >
Service Control frame), then the filtering profile must "Allow" the
Flash Video (FLV) pattern (Category Groups > Bandwidth >
Streaming Media > Flash Video).

Approved Content portal setup

To create a portal for users to view approved YouTube and/
or SchoolTube videos, you will need the following:

» Online Web page or intranet page that you or someone in
your organization will maintain for users to view
approved videos

» Text editor tool such as Notepad or TextPad
* MD5 checksum calculator tool

NOTE: See the M86 Approved Content Portal Setup document at
http://www.m86security.com/software/8e6/docs/ug/misc/
wf.ac.4.1.00.pdf for instructions on setting up a portal and pass-
keys for users to view YouTube or SchoolTube videos.

Approved Content Settings entries

1. Choose one of the following options by clicking its corre-
sponding radio button:

* Inherit Global Passkeys - If the Global Group’s
Approved Content Settings window has the “Enable
Approved Content (incl. VuSafe)” option selected, the
message “Passkeys are currently enabled” displays in
this window. Choosing this option grants this profile
access to all videos that have passkeys set up in the
Global Group’s Passkey list box.
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If the Global Group has the “Enable Approved Content
(incl. VuSafe)” option disabled, the message “Pass-
keys are currently disabled” displays, and any pass-
keys listed for the Global Group will not be inherited by
this profile. In this scenario, select either of the other
two options, based on whether the Approved Content
feature should be disabled or enabled for this profile.

Disable approved content for this profile -
Choosing this option disables the Approved Content
feature for this profile.

Use specific passkey(s) - Choosing this option lets
the profile use passkeys added to the Passkey list box.

To add a passkey to the Passkey list box:

a. Enter the case-sensitive, eight to 20 character
code in the Passkey field.

b. Click Add.

TIP: To remove a passkey from the list box, select it and then
click Remove.

2. Click Apply to save your entries.
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Upload/Download IP Profile window

The IP Profile Management window displays when Upload/
Download IP Profile is selected from the group menu. This
window is used for uploading or downloading a text file
containing filtering profiles of multiple users or sub-groups.

Fig. 3:1-25 IP Profile Management window
Upload IP Profiles

1. Click Upload File to open both the refresh message

page (see Fig.3:1-27) and the Upload IP Profiles pop-up
window:
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Fig. 3:1-26 Upload IP Profiles pop-up window
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NOTE: Leave the refresh page open until the file containing the
profile has been uploaded.

2. Click Browse... to open the Choose file window in which

you find and select the file containing the IP profiles to be
uploaded. This text file of user/group profiles must be
entered in a specific format.

NOTE: For examples of entries to include in a profile file, go to
http://www.m86security.com/software/8e6/hlp/r3000/files/
2group_ipprofiles.html

Once the file is selected, the path displays in File field.

ﬁh WARNING: Any existing profiles will be overwritten by the
contents of the uploaded file.

3.

390

Click Upload File in this pop-up window to display the
message “Upload IP Profiles Successfully.”

Click the “X” in the upper right corner of the Upload IP
Profiles pop-up window to close it.

Click Refresh in the refresh page to refresh the IP
groups branch of the tree:

P Pvhy Lnimy Pt | e B L weo Fiter S

Fig. 3:1-27 Upload IP Profiles refresh page
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Download Profile

If profiles have been created and/or uploaded to the server:

1. Click Download Profile to open a browser window
containing the profiles:

/2§ http://200.10.100.75:88/servlet/com.r3000.server.upload. DownloadBinar: . [=] ]
| Fle Edt vew Favortes Took Help |
| dmpa - = - @ 8] @ | Qsearch [iFovorites @reda (B | By S =
| Address [@) hrep: 200, 10. 100,75 m8jservletcom. 3000 server. Lpload. DownloadBinarySerletobi=IPPrafiles | (P60 |JLmks|
testers,100.10.1580.150/32,RuleD, ,0x1;0, LCOMM:1S, COMORG:1S =
cpike,20.10.5.5, Ruled, ,0x103
cpike,00:04:21:AF:33:E1,Rule0, ,0x103
support,10.10.10.3-10.10.10.5,4,J R KDPORN EXART OBSC GPORN RRATED MT,1, ,Ox1
&] bone [ [ |4 mtermet @

Fig. 3:1-28 Download IP Profiles window

The contents of this window can viewed, printed, and/or
saved.

2. Click the “X" in the upper right corner of the window to
close it.
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Add Sub Group

Add an IP Sub Group

From the group menu:

1. Click Add Sub Group to open the Create Sub Group
dialog box:

B create Sub Group x|
creup e [

Ok Cancel

Fig. 3:1-29 Create Sub Group box

2. Enter the Group Name for the sub-group.

NOTES: The name of the sub-group must be less than 20 char-
acters; cannot be “IP” or LDAP”, and cannot contain spaces. The
first character cannot be a digit.

The following characters cannot be used in the name: “.” (period),
“” (comma), ":" (colon), ";" (semi-colon), “I" (exclamation point),
“?” (question mark), "&" (ampersand), "*" (asterisk), ““ (quotation
mark), """ (apostrophe), "™ (grave accent mark), "~" (tilde), ""
(caret), " " (underscore), "|" (pipe), "I" (slash), "\", (backslash)",
"\" (double backslashes), "(" (left parenthesis), ")" (right paren-
thesis), "{" (left brace), "}" (right brace), "[" (left bracket), "]" (right
bracket), "@" (at sign), "#" (pound sign), "$" (dollar sign), "%"
(percent sign), "<" (less than symbol), “>" (greater than symbol),
"+" (plus symbol), "-" (minus sign), "=" (equals sign).

|||||

3. Click OK to close the dialog box and to add the sub-
group to the master IP group in the Palicy tree.

& WARNING: When adding a sub-group to the tree list, sub-group

users will be blocked from Internet access until the minimum
filtering level profile is defined via the Minimum Filtering Level
window. The minimum filtering level is established by the global
administrator.

392 M86 SecuriTy User GuIDE



GROUP ADMINISTRATOR SECTION CHAPTER 1: POLICY SCREEN

Add Individual IP

Add an Individual IP Member

From the group menu:

1. Click Add Individual IP to open the Create Individual IP
dialog box:

B create Individual T x|
wenber eme [

Ok Cancel

Fig. 3:1-30 Create Individual IP box

2. Enter the Member Name for the Individual IP address.

NOTES: The name of the individual IP address must be less than
20 characters; cannot be “IP” or “LDAP”, and cannot contain
spaces. The first character cannot be a digit.

The following characters cannot be used in the name: “.” (period),
“” (comma), ":" (colon), ";" (semi-colon), “I” (exclamation point),
“?” (question mark), "&" (ampersand), "*" (asterisk), “*“ (quotation
mark), " (apostrophe), "™" (grave accent mark), "~" (tilde), ""
(caret), " " (underscore), "|" (pipe), "I" (slash), "\", (backslash)",
"\" (double backslashes), "(" (left parenthesis), )" (right paren-
thesis), "{" (left brace), "}" (right brace), "[" (left bracket), "]" (right
bracket), "@" (at sign), "#" (pound sign), "$" (dollar sign), "%"
(percent sign), "<" (less than symbol), “>" (greater than symbol),
"+" (plus symbol), "-" (minus sign), "=" (equals sign).

3. Click OK to close the dialog box and to add the individual
IP member to the master IP group in the Policy tree.

ﬂh WARNING: When adding an Individual IP member to the tree list,

the user will be blocked from Internet access until the minimum
filtering level profile is defined via the Minimum Filtering Level
window. The minimum filtering level is established by the global
administrator.
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Delete Group

Delete a Master IP Group Profile

To delete a group profile, choose Delete Group from the
group menu. This action removes the master IP group from
the tree.

Paste Sub Group

The Paste Sub Group function is used for expediting the
process of creating sub-groups, if the sub-group to be
added has the same configuration settings as one that
already exists.

A sub-group can be “pasted”—or copied—to a group if the
Copy Sub Group function was first performed at the sub-
group level.

Paste a Copied IP Sub Group

From the group menu:

1. Select Paste Sub Group to open the Paste Sub Group
dialog box:

Paste Sub Group x|
\p Input sub group name
e

Fig. 3:1-31 Paste Sub Group dialog box

2. Inthe Input sub group name field, enter the name of the
sub-group.

3. Click OK to add the sub-group to the group in the Policy
tree.
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Sub Group

Sub Group includes options for creating and maintaining the
filtering profile for the sub-group. Click the sub-group’s link
to view a menu of sub-topics: Sub Group Details, Members,
Sub Group Profile, Exception URL, Time Profile, Approved
Content (incl. VuSafe), Delete Sub Group, and Copy Sub
Group.

Sub Group (IP Group) window

The Sub Group (IP Group) window displays when Sub
Group Details is selected from the menu. This window is
used for viewing and adding or editing details on an IP
group member.

Nema  Pelcy  may  Pepertng  Sywees Tl | Lagen web Fiter . MBS
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Fig. 3:1-32 Sub Group (IP Group) window, view only

View IP Sub-Group Details

If the sub-group was previously defined, the fields in the Sub
Group Details frame cannot be edited. The following infor-
mation displays:

* Sub Group Name
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* |IP Range

* Member IP address and netmask or IP address range,
and MAC Address(es) if using the mobile mode.

NOTE: See Appendix D: Mobile Client for information on using
the mobile mode.

Add IP Sub-Group Details

If the sub-group was not previously defined, the fields in the
IP Address frame and the Apply button remain activated.

lams Py | Ly | gt | Sanlom | lip | Lagun wenFmer MBS

MAC Addiem

Fig. 3:1-33 Sub Group (IP Group) window, fields activated

1. In the IP Address frame, click the appropriate radio
button corresponding to the type of Member IP address
range to be entered: IP address with netmask, or IP
address range.

TIP: Use the IP Range pull-down menu to view the IP
address(es) that can be entered in these fields.

2. Corresponding to the selected radio button:

» enter the IP address and specify the netmask, or
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» enter the IP address range in the text boxes.

3. Click Apply to save your entries. Once applied, the
Member fields become greyed-out and the Apply button
becomes deactivated (see Fig. 3:1-32).

Members window

The Members window displays when Members is selected
from the menu. This window is used for modifying the sub-
group’s Member IP address, if using the invisible or router
mode. If using the mobile mode, MAC address(es) can be
selected for inclusion in the sub-group.

NOTE: See Appendix D: Mobile Client for information on modi-
fying members when using the mobile mode.

Fig. 3:1-34 Members window
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Modify Sub-Group Members

The Modify Sub Group Member frame is comprised of the IP
Address and MAC Address frames.

1. Inthe IP Address frame, specify whether to add or edit an
IP address range with or without a netmask by selecting
either “Member IP” or “Member IP Start / End”.

e If “Member IP” was selected, enter the IP address and
specify the netmask in the Member IP fields.

o If “Member IP Start / End” was selected, enter the
Member IP Start and End of the IP address range.

TIP: Click Calculator to open the IP Calculator, and calculate IP
ranges without any overlaps.

2. Click Modify to apply your settings.

Sub Group Profile window

The Sub Group Profile window displays when Sub Group
Profile is selected from the sub-group menu. This window is
used for viewing/creating the sub-group’s filtering profile.
Click the following tabs in this window: Category, Redirect
URL, and Filter Options. Entries in these tabs comprise the
profile string for the sub-group.

NOTE: See the Group Profile window in this chapter for informa-
tion about entries that can be made for the following components
of the filtering profile: Category Profile, Redirect URL, Filter
Options.
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Exception URL window

The Exception URL window displays when Exception URL
is selected from the sub-group menu. This window is used
for blocking sub-group members’ access to specified URLs
and/or for letting sub-group members access specified
URLSs blocked at the minimum filtering level.

NOTE: See the Exception URL window in the Master IP Group
sub-section of this chapter for information on entries that can be
made in this window.

Time Profile window

The Time Profile window displays when Time Profile is
selected from the sub-group menu. This window is used for
setting up or modifying a filtering profile to be activated at a
specified time.

NOTE: See the Time Profile window in the Master IP Group sub-
section of this chapter for information on entries that can be made
for the following components of the filtering profile: Category
Profile, Redirect URL, Filter Options, Exception URL, Approved
Content.
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Approved Content Settings window

The Approved Content Settings window displays when
Approved Content (incl. VuSafe) is selected from the sub-
group menu. This window is used for granting access to a
specified set of approved online videos posted to YouTube
or SchoolTube—via a portal managed by someone within
the organization—or videos posted to VuSafe.

NOTES: See the Approved Content Settings window in Chapter 2
of the Global Administrator Section of this user guide for informa-
tion about the Approved Content feature and VuSafe.

See the M86 Approved Content Portal Setup document at http://
www.m86security.com/software/8e6/docs/ug/misc/
wf.ac.4.1.00.pdf for information on setting up a portal and pass-
keys for viewing online YouTube and/or SchoolTube videos. See
the Approved Content Settings window in the Master IP Group
sub-section of this chapter for information on entries that can be
made in this window.
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Delete Sub Group

Delete an IP Sub-Group

To delete a sub-group, choose Delete Sub Group from the
sub-group menu. This action removes the sub-group from
the tree.

Copy Sub Group

The Copy Sub Group function is used for expediting the
process of creating sub-groups, if the sub-group to be
added has the same configuration settings as one that
already exists.

Copy an IP Sub-Group

To copy configurations made for a specified sub-group:
1. Choose Copy Sub Group from the sub-group menu.

2. Select the group from the tree and choose Paste Sub
Group from the group menu to paste the sub-group to the
group. (See Paste Sub Group dialog box in the Group
section of this chapter.)

M86 SecuriTy User GuIDE 401



GROUP ADMINISTRATOR SECTION CHAPTER 1: POLICY SCREEN

Individual IP

Individual IP includes options for creating and maintaining
the filtering profile for the Individual IP member. Click the
individual IP member’s link to view a menu of sub-topics:
Members, Individual IP Profile, Exception URL, Time

Profile, Approved Content (incl. VuSafe), Delete Individual
IP.

Member window

The member window displays when Members is selected
from the menu. This window is used for modifying the indi-
vidual IP member’s IP address, if using the invisible or
router mode. If using the mobile mode, the member's MAC
address can be selected for inclusion in the sub-group.

NOTE: See Appendix D: Mobile Client for information on modi-
fying members when using the mobile mode.
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Fig. 3:1-35 Member window
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Enter the IP Address of the Member

In the Modify Individual Group Member frame:
1. Enter the IP address in the Member field.
2. Click Modify to apply your changes.

Individual IP Profile window

The Individual IP Profile window displays when Individual IP
Profile is selected from the individual IP member menu. This
window is used for viewing/creating the member’s filtering
profile. Click the following tabs in this window: Category,
Redirect URL, and Filter Options. Entries in these tabs
comprise the profile string for the member.

NOTE: See the Group Profile window in this chapter for informa-
tion about entries that can be made for the following components
of the filtering profile: Category Profile, Redirect URL, Filter
Options.

Exception URL window

The Exception URL window displays when Exception URL
is selected from the individual IP member menu. This
window is used for blocking the member’s access to speci-
fied URLs and/or for letting the member access specified
URLSs blocked at the minimum filtering level.

NOTE: See the Exception URL window in the Master IP Group
sub-section of this chapter for information on entries that can be
made in this window.

Time Profile window

The Time Profile window displays when Time Profile is
selected from the individual IP member menu. This window
is used for setting up or modifying a filtering profile to be
activated at a specified time.
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NOTE: See the Time Profile window in the Master IP Group sub-
section of this chapter for information on entries that can be made
for the following components of the filtering profile: Category
Profile, Redirect URL, Filter Options, Exception URL, Approved
Content.

Approved Content Settings window

The Approved Content Settings window displays when
Approved Content (incl. VuSafe) is selected from the indi-
vidual IP member menu. This window is used for granting
access to a specified set of approved online videos posted
to YouTube or SchoolTube—via a portal managed by
someone within the organization—or videos posted to
VuSafe.

NOTES: See the Approved Content Settings window in Chapter 2
of the Global Administrator Section of this user guide for informa-
tion about the Approved Content feature and VuSafe.

See the M86 Approved Content Portal Setup document at http://
www.m86security.com/software/8e6/docs/ug/misc/
wf.ac.4.1.00.pdf for information on setting up a portal and pass-
keys for viewing online YouTube and/or SchoolTube videos. See
the Approved Content Settings window in the Master IP Group
sub-section of this chapter for information on entries that can be
made in this window.

Delete Individual IP

Delete an Individual IP Member

To delete an individual IP member, choose Delete Individual
IP from the individual IP member menu. This action
removes the member from the tree.
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Chapter 2: Library screen

Group administrators use windows and dialog boxes in the
Library screen to look up URLs and to add and maintain
custom library categories for a group. Library categories are
used when creating or modifying filtering profiles.

G Pelry Ulmwy | ey | Gewem G g webFiter  SMEE

Fig. 3:2-1 Library screen

A list of main topics displays in the navigation panel at the
left of the screen. Main topics in this section include the
following: Library Lookup and Category Groups, the latter
topic containing the Custom Categories sub-topic.

NOTE: If the synchronization feature is used, a server set up in
the Target mode will only have the Library Lookup topic available.
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Library Lookup

Library Lookup window

The Library Lookup window displays when Library Lookup
is selected from the navigation panel. This window is used
for verifying whether or not a URL or search engine keyword
or keyword phrase exists in a library category.

Ve Pebcy Umay ey | e Sl gt webFiter  SMEE

Fig. 3:2-2 Library Lookup window

NOTE: This window is also used by global administrators, except
their permissions let them remove URLs and search engine
keywords/phrases. The reload library function is used after
making changes to the library.
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Look up a URL

1. In the URL Lookup frame, enter the URL. For example,
enter http://www.coors.com, coors.com, or use a wild-
card by entering *.coors.com. A wildcard entry finds all
URLSs containing text that follows the period (.) after the
asterisk (*).

The following types of URL formats also can be entered
in this field:

IP address - e.g. "209.247.228.221" in http://
209.247.228.221

octal format - e.g. http:/0106.0125.0226.0322
hexadecimal short format - e.g. http://0x465596d2

hexadecimal long format - e.g. http://
0x46.0x55.0x96.0xd2

decimal value format - e.g. http://1180014290

escaped hexadecimal format - e.g. http://
%57%57%57.%41%44%44%49%43%54%49%4E %4
7%47%41%4D%45%53.%43%4F%4D

query string - e.g. http://www.youtube.com/
watch?v=3_Winj1lIMU

NOTES: The pound sign (#) character is not allowed in this entry.
The minimum number of wildcard levels that can be entered is
three (e.g. *.yahoo.com) and the maximum number of levels is six

(e.0.

*.mail.attachments.message.yahoo.com).

2. Click Lookup to open the alert box asking you to wait
while the search is being performed.

3. Click OK to close the alert box and to display any results
in the Result Category list box, showing the long name of
the library category, followed by the URL.
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Look up a Search Engine Keyword

To see if a search engine keyword or keyword phrase has
been included in any library category:

1. In the Search Engine Keyword Lookup frame, enter the
Search Engine Keyword or keyword phrase, up to 75
alphanumeric characters.

2. Click Lookup to display results in the Result Category
list box, showing the long name of all categories that
contain the search engine keyword/phrase.

Custom Categories

Custom Categories includes options for adding a custom
category to the tree list and to refresh the menu. Click the
Custom Categories link to view a menu of topics: Add Cate-
gory, and Refresh.

s Peby ey Pepeiey G Gy L web Fiter  SME
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Fig. 3:2-3 Custom Categories menu
NOTE: Since custom categories are not created by M86, updates

cannot be provided. Maintaining the list of URLs and keywords is
the responsibility of the global or group administrator.
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& WARNING: The maximum number of categories that can be

saved is 512. This figure includes both M86 supplied categories
and custom categories.

Add Category

A unique custom library category should be created only if it
does not exist in the Category Groups tree, and if any sub-
group needs to use that library category. Custom library

categories for a group must be maintained by the group
administrator.

Add a Custom Library Category

1. Select Add Category to open the Create Category dialog
box:

Create Category 5[

Group Name: Custom Categaries
Description

Short Mame

Apply Cancel

Fig. 3:2-4 Create Category dialog box

The Group Name field displays Custom Categories
greyed-out.

2. In the Description field, enter from three to 20 charac-
ters for the long name of the new category.

3. In the Short Name field, enter up to seven characters
without any spaces for the short name of the new cate-
gory.

{j NOTE: Once the short name has been saved it cannot be edited.

4. Click Apply to add the category to the Custom Catego-
ries tree list. Upon saving this entry, the long name
displays in the tree list. For group administrators adding a
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new custom category, the group name displays in paren-
theses after the long name.

TIP: If this is the first custom category you are adding, you may
need to double-click “Custom Categories” to open the tree list.

NOTE: The category must have URLs, URL keywords, and/or
search keywords added to its profile in order for it to be effective.

Refresh

Refresh the Library

Click Refresh after uploading a file to a customized library
category.
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Custom library category

When a custom library category is created, its long name
displays in the Custom Categories tree list. Click the custom
library category link to view a menu of sub-topics: Library
Details, URLs, URL Keywords, Search Engine Keywords,
and Delete Category.

Vs Pebry Ulmwy ey | Gewem Gl g webFiter  SMEE

< Ly Lt

| r— rrr—

Fig. 3:2-5 Library screen, custom library category menu
NOTE: Since custom categories are not created by M86, updates

cannot be provided. Maintaining the list of URLs and keywords is
the responsibility of the global or group administrator.

Library Details window

The Library Details window displays when Library Details is
selected from the library category’s menu of sub-topics. This
window is used for editing the long name of the custom
library category, and for viewing name criteria previously
entered.
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viesFiter  MBE

Fig. 3:2-6 Library Details window

View, Edit Library Details

The following display and cannot be edited: Custom Cate-
gories Group Name and library category Short Name.

1. The long Description name displays and can be edited.

2. After modifying the description for the library category,
click Apply to save your entry.
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URLs window

The URLs window displays when URLs is selected from the
custom library category’s menu of sub-topics. This window
is used for viewing, adding and/or removing a URL from a
custom library category’s master URL list or master wildcard
URL list. A URL is used in a filtering profile for blocking a
user’s access to a specified site or service.

A URL can contain a domain name—such as “playboy” in
http://www.playboy.com—or an IP address—such as
“209.247.228.221" in http://209.247.228.221. A wildcard
asterisk (*) symbol followed by a period (.) can be entered in
a format such as *.playboy.com, for example, to block
access to all URLs ending in “.playboy.com”. A query string
can be entered to block access to a specific URL.

Vs Puby Ulmary gy | Gwes Gl gt web Fiter  SMEE

Fig. 3:2-7 URLs window, Action tab
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View a List of URLs in the Library Category

To view a list of all URLSs that either have been added or
deleted from the master URL list or master wildcard URL
list:

1. Click the View tab.

2. Make a selection from the pull-down menu for “Master
List”, or “Wild Card Master List".

3. Click View List to display the specified items in the
Select List list box:

wen Fiter  MBE

Fig. 3:2-8 URLs window, View tab
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Add or Remove URLs or Wildcard URLSs

The Action tab is used for making entries in the URLs
window for adding or removing a URL or wildcard URL,
uploading a master URL list or master wildcard URL list, or
reloading the library.

Add a URL to the Library Category

To add a URL to the library category:

1. In the Edit URL List frame, enter the URL in a format
such as http://www.coors.com, www.coors.com, or
coors.com.

The following types of URL formats also can be entered
in this field:

IP address - e.g. "209.247.228.221" in http://
209.247.228.221

octal format - e.g. http:/0106.0125.0226.0322
hexadecimal short format - e.g. http://0x465596d2

hexadecimal long format - e.g. http://
0x46.0x55.0x96.0xd2

decimal value format - e.g. http://1180014290

escaped hexadecimal format - e.g. http://
%57%57%57.%41%44%44%49%43%54%49%4E %4
7%47%41%4D%45%53.%43%4F%4D

query string - e.g. http://www.youtube.com/
watch?v=3_Wfnj1lIMU

NOTE: The pound sign (#) character is not allowed in this entry.

2. Click Add to display the associated URL(s) in the list box
below.

3. Select the URL(s) that you wish to add to the category.
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TIP: Multiple URLSs can be selected by clicking each URL while
pressing the Ctrl key on your keyboard. Blocks of URLs can be
selected by clicking the first URL, and then pressing the Shift key
on your keyboard while clicking the last URL.

4. Click Apply Action.

Add a Wildcard URL to the Library Category

NOTE: Wildcards are to be used for blocking only. They are not
designed to be used for the always allowed white listing function.

To add a URL containing a wildcard to the library category:

1. Inthe Edit WildCard URL List frame, enter the asterisk (*)
wildcard symbol, a period (.), and the URL.

TIP: The minimum number of levels that can be entered is three
(e.g. *.yahoo.com) and the maximum number of levels is six (e.g.
*.mail.attachments.message.yahoo.com).

2. Click Add to display the associated wildcard URL(S) in
the list box below.

3. Select the wildcard URL(s) that you wish to add to the
category.

4. Click Apply Action.

NOTE: Wildcard URL query results include all URLs containing
text following the period (.) after the wildcard (*) symbol. For
example, an entry of *.beer.com would find a URL such as http://
virtualbartender.beer.com. However, if a specific URL was added
to a library category that is not set up to be blocked, and a sepa-
rate wildcard entry containing a portion of that URL is added to a
category that is set up to be blocked, the end user will be able to
access the non-blocked URL but not any URLS containing text
following the wildcard. For example, if http://www.cnn.com is
added to a category that is not set up to be blocked, and
*.cnn.com is added to a category set up to be blocked, the end
user will be able to access http://www.cnn.com since it is a direct
match, but will not be able to access http://www.sports.cnn.com,
since direct URL entries take precedence over wildcard entries.
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Remove a URL from the Library Category

To remove a URL or wildcard URL from the library category:
1. Click the Action tab.

2. Enter the URL in the Edit URL List frame or Edit Wild-
Card URL List frame, as pertinent.

3. Click Remove to display the associated URLSs in the list
box below.

4. Select the URL(s) that you wish to remove from the cate-
gory.
5. Click Apply Action.

Upload a Master List to the Library

Upload a Master List of URLS

To upload a master file with URL additions:

1. Click Upload Master to open the Upload Custom Library
URL pop-up window:

/2 Upload Custom Library URL - Windows Inter =10l x|

M hitpsfifr-bis-z || B 4| X | |aoode

File Edit Wiew Favaorites Tools  Help

% ¥  MUpload Custom Library URL ‘ ‘ -6 - -

Upload Custom Library URL

FHeI Browse | Upload File |

[
fpoe T LT @t [H00% - g

Fig. 3:2-9 Upload Custom Library URL window

2. Click Browse... to open the Choose file pop-up window.

3. Select the file to be uploaded.
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@ TIP: A URL text file must contain one URL per line.

& WARNING: The text file uploaded to the server will overwrite the
current file.

NOTE: Before the file is uploaded to the server, it will first be vali-
dated.

4. Click Upload File to display the results of the library file
content validation in the Library File Content/IP Lookup
Options pop-up window:

ﬂ; Upload Custom Library URL - Windows Internet Explorer —al x|
@"i - [Mhips oz G | 44 % [ccoae 2l
File Edt View Favorites Tools  Help
{:? e A Upload Custom Library URL | | - B - s - .'_'}'Paga - 0 Toals ~ »
Library File Content/IP Lookup Options
Valid URL Invalid URL
HTTP./DUCKS. NHL.COM/
HTTP://8.20.73.160/
HTTP:/WWW.DUCKS. NHL.COM/
HTTP./SPORTS. YAHOO. COMNHLI TEAMS ANA/
HTTF.//208 72,180 208/NHL/ TEAMS/ANA/
HTTP/WWW.SPORTS, YAHOO.COM/NHLITEAMS/ANA
HTTP:488.180.206.184/NHL/'TEAMS/ANAS
IP Lookup Options
@ Upload the file with IP Lookup
1 Upload the file without IP Lookup
Upload
MNote: Invalid URLs will not be uploaded. Correct these URLs and click "Back” to
attempt uploading these URLs again.
Back |
-]
Done [T T [@mkemet ESC

Fig. 3:2-10 Library File Content/IP Lookup Options

URLs contained in the file are listed under the column for
either Valid URL or Invalid URL.

5. If the file contains invalid URLS, click Back to return to
the Upload URL window. Another attempt to validate the

file can be made after corrections have been made to the
file.

If the file contains valid URLS:
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a. Go to the IP Lookup Options section and click the
radio button corresponding to the option to be used
when uploading the file:

» “Upload the file with IP Lookup” - If this option is
selected, IP addresses that correspond to URLSs in
the uploaded file will be blocked along with the
URLs.

» “Upload the file without IP Lookup” - If this option is
selected, an IP lookup for IP addresses that
correspond to URLSs in the uploaded file will not be
performed.

b. Click Upload to open the Upload Successful pop-up
window.

NOTE: In order for the URLSs to take effect, library categories
must be reloaded.

Upload a Master List of Wildcard URLs

To upload a master file with wildcard URL additions:

1. Click Upload Wildcard Master to open the Upload
Custom Library WildCard URL pop-up window:

/2 Upload Custom Library WildCard URL - Window =10l x|

v | Muipsitrpiez x| 5 42| K] [s00ge

File Edit Wiew Favorites Tools  Help

Y 5
U8 G AUpload Custom Library wiL.. ‘ |G -8 - & - srpae -

|

Upload Custom Library WildCard URL

File Browse... | Upload File |

-]
[pore [ [ [ [ [ [ [ mtermet ESC

Fig. 3:2-11 Upload Custom Library WildCard URL window

2. Click Browse... to open the Choose file pop-up window.
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3. Select the file to be uploaded.

TIP: A wildcard URL text file must contain one wildcard URL per
line.

m WARNING: The text file uploaded to the server will overwrite the
current file.

NOTE: Before the file is uploaded to the server, it will first be vali-
dated.

4. Click Upload File to display the results of the library file
content validation in the Library File Content/IP Lookup
Options pop-up window:

/2 upload Custom Library URL - Windows Internet E =10l x|
@. ) v | Mbtps:i-bie-2 x| B | 42| X | [cooge
File Edit Wiew Favaorites Tools  Help
55 4% AAUpioad Custom Library URL | | 0 - B - oo v shPage -
Library File Content
Valid Wildcard URL Invalid Wildcard URL
*.dudks. nhl.com/
*.dudks freedomblogging.com
~mightdudssofensheim blogspot.cam/
Upload
Mote: Invalid wildcard URLs will not be uploaded. Correct these wildcard
URLs and click "Back” to attempt uploading these wildcard URLs again.
Back
Done [T T [ [@mtemet [ w0 ~

Fig. 3:2-12 Library File Content/IP Lookup Options

Wildcard URLSs contained in the file are listed under the
column for either Valid URL or Invalid URL.

5. If the file contains invalid wildcard URLSs, click Back to
return to the Upload WildCard URL window. Another

attempt to validate the file can be made after corrections
have been made to the file.

If the file contains valid wildcard URLS, click Upload to
open the Upload Successful pop-up window.
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NOTE: In order for the URLSs to take effect, library categories
must be reloaded.

Reload the Library

After all changes have been made to library windows, click
Reload Library to refresh.

NOTE: Since reloading the library utilizes system resources that
impact the performance of the Web Filter, M86 recommends
clicking Reload Library only after modifications to all library
windows have been made.

URL Keywords window

The URL Keywords window displays when URL Keywords
is selected from the custom library category’s menu of sub-
topics. This window is used for adding or removing a URL
keyword from a custom library category’s master list. A
library category uses URL keywords to block a user’s
access to Internet addresses containing keywords included
in its list.

viesFiter  MEBE

Upead Masser URL Keywaed File Raled URL Haywerds

Fig. 3:2-13 URL Keywords window
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NOTE: If the feature for URL keyword filtering is not enabled in a
filtering profile, URL keywords can be added in this window but
URL keyword filtering will not be in effect for the user(s). (See the
Filter Options tab in the Policy screen section for information
about enabling URL keyword filtering.)

& WARNING: Use extreme caution when setting up URL keywords
for filtering. If a keyword contains the same consecutive charac-
ters as a keyword set up to be blocked, users will be denied
access to URLSs that are not even within blocked categories. For
example, if all URL keywords containing “sex” are blocked, users
will not be able to access a non-pornographic site such as http://
WWW.eSSex.com.

View a List of URL Keywords

To view a list of all URL keywords that either have been
added or deleted:

1. In the View Keyword Addition/Deletion List frame, make
a selection from the pull-down menu for “Master List”.

2. Click View List to display the specified items in the
Select List list box.

Add or Remove URL Keywords

Add a URL Keyword to the Library Category

To add a URL keyword to the library category:
1. Enter the Keyword in the Edit Keyword List frame.
2. Click Add.

Remove a URL Keyword from the Library

To remove a URL keyword from the library category:
1. Enter the Keyword.

2. Click Remove.
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Upload a List of URL Keywords to the Library

To upload a text file containing URL keyword additions:

1. In the Upload Master URL Keyword File frame, click
Upload Master to open the Upload Library Keyword
pop-up window:

/2 upload Library Keyword - Windows Internet Expl o =] B3}
M hetpsjfifr-bls-2 7| 5 | 42| K| |Gaogle
Fle Edt View Favorites Todls  Help
Y 2B AMUpload Library Keywiord ‘ ‘ i~ B - o= v srPage -
=
Upload Library Keyword
File Browse.. | Upload File |
Done T T [ € mtemet [* 100 - 4

Fig. 3:2-14 Upload Library Keyword pop-up window

2. Click Browse... to open the Choose file window.
3. Select the file to be uploaded.
4. Click Upload File to upload this file to the server.

NOTE: A URL keywords text file must contain one URL keyword
per line.

& WARNING: The text file uploaded to the server will overwrite the
current file.

Reload the Library

After all changes have been made to library windows, in the
Reload URL Keywords frame, click Reload to refresh.

NOTE: Since reloading the library utilizes system resources that
impact the performance of the Web Filter, M86 recommends

clicking Reload only after modifications to all library windows
have been made.
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Search Engine Keywords window

The Search Engine Keywords window displays when
Search Engine Keywords is selected from the custom
library category’s menu of sub-topics. This window is used
for adding and removing search engine keywords and
phrases to and from a custom library category’s master list.
A library category uses search engine keywords to block
searches on subjects containing keywords included in its
list.

s Peby ey Pepeiey G Gy Lt web Fiter  SME

o Bl L Bt

Fig. 3:2-15 Search Engine Keywords window

NOTE: If the feature for search engine keyword filtering is not
enabled in a filtering profile, search engine keywords can be
added in this window but search engine keyword filtering will not
be in effect for the user(s). (See the Filter Options tab in the
Policy screen section for information about enabling search
engine keyword filtering.)

WARNING: Use extreme caution when setting up search engine
keywords for filtering. If a non-offending keyword contains the
same consecutive characters as a keyword set up to be blocked,
users will be denied the ability to perform a search using
keywords that are not even in blocked categories. For example, if
all searches on “gin” are set up to be blocked, users will not be
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able to run a search on a subject such as “cotton gin”. However, if
the word “sex” is set up to be blocked, a search will be allowed on
“sexes” but not “sex” since a search engine keyword must exactly
match a word set up to be blocked.

View a List of Search Engine Keywords

To view a list of all search engine keywords that either have
been added or deleted:

1. In the View Search Keyword Addition/Deletion List
frame, make a selection from the pull-down menu for
“Master List”.

2. Click View List to display the specified items in the
Select List list box.

Add or Remove Search Engine Keywords

Add a Search Engine Keyword to the Library

To add a search engine keyword or keyword phrase to the
library category:

1. In the Edit Search Keyword List frame, enter up to 75
alphanumeric characters in the Keyword field.

2. Click Add.

Remove a Search Engine Keyword

To remove a search engine keyword or keyword phrase
from a library category:

1. In the Edit Search Keyword List frame, enter up to 75
alphanumeric characters in the Keyword field.

2. Click Remove.
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Upload a Master List of Search Engine Keywords

To upload a master list containing search engine keyword/
phrase additions:

1. In the Upload Search Keywords File frame, click Upload
Master to open the Upload Library Keyword pop-up
window (see Fig. 3:2-14).

2. Click Browse... to open the Choose file window.
3. Select the file to be uploaded.

TIP: A search engine keyword text file must contain one keyword/
phrase per line.

& WARNING: The text file uploaded to the server will overwrite the
current file.

4. Click Upload File to upload this file to the server.
Reload the Library

After all changes have been made to library windows, in the
Reload Search Keywords frame, click Reload to refresh.

NOTE: Since reloading the library utilizes system resources that
impact the performance of the Web Filter, M86 recommends
clicking Reload only after modifications to all library windows
have been made.

Delete Category

Delete a Custom Category

To delete a custom library category, choose Delete Cate-
gory from the menu. This action removes the library cate-
gory from the Custom Categories list.
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APPENDICES SECTION

Appendix A

Filtering Profile Format and Rules
A filtering profile must be set up in a specified format,
containing the following items:
1. The username or group name
2. IP address or MAC address
3. Filtering profile criteria:
* Rule number (Rule0, Rulel, etc.), or
* rule criteria:
a. Ports to Block or Filter
b. Categories to Block or Open

c. Filter Mode
4. Redirect URL (optional)

5. Filter Options (optional). For IP profiles, the code 0x1
should be placed at the end with all filter options
disabled.

6. Quotas (optional).

NOTE: Each filtering profile should be entered on a separate line
in the file.
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Rule Criteria

Rule criteria consists of selections made from the following
lists of codes that are used in profile strings:

e Port command codes:

Filter all ports
Filter the defined port number(s)
Open all ports
Open the defined port number(s)
Set the defined port number(s) to trigger a warn
essage
= Block all ports
= Block the defined port number(s)

A
B
I
J
M
m
Q
R

e Port Numbers:

21 = FTP (File Transfer Protocol)
80 = HTTP (Hyper Text Transfer Protocol)

= NNTP (Network News Transfer Protocol)
443 = HTTPS (Secured HTTP Transmission)

* Filter Mode Values:

1 = Default, Block Mode
2 = Monitoring Mode
4 = Bypassing Mode
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e Category command codes:

Category command codes must be entered in the
following order: J, R, M, I. “PASSED” should either be
entered after J, R, or M, or after a string of category
codes following J, R, or M.

J = Positioned before the category/categories defined as
"always allowed."

R = Positioned before the category/categories defined as
"blocked."

M = Positioned before the category/categories defined
as containing URLs potentially against the organiza-
tion’s policies, and accompanied by a warning
message.

| = Positioned at the end of a profile string, indicating that
all other categories should “pass.”

PASSED = When positioned at the end of a string of
categories or after a category command code, this
code indicates that unidentified categories will follow
suit with categories defined by that code: J (pass), R
(block), or M (receive warning message).

e Category Codes:

For the list of category codes (short names) and their
corresponding descriptions (long names), go to http://
www.m86security.com/software/8e6/hlp/r3000/files/
2group_textfile_cat.html#cat

NOTE: The list of library category codes and corresponding
descriptions is subject to change due to the addition of new cate-
gories and modification of current categories. For explanations
and examples of category items, go to http://
www.m86security.com/resources/database-categories.asp

M86 SecuriTy User GuIDE 429


http://www.m86security.com/software/8e6/hlp/r3000/files/2group_textfile_cat.html#cat
http://www.m86security.com/software/8e6/hlp/r3000/files/2group_textfile_cat.html#cat
http://www.m86security.com/resources/database-categories.asp
http://www.m86security.com/resources/database-categories.asp

APPENDICES SECTION APPENDIX A

Filter Option codes:

*0x1 = Exception URL Query (always enabled)

* 0x2 X Strikes Blocking

* Ox4 Google/Bing/Yahoo!/Youtube/Ask/AOL Safe
Search Enforcement

* 0x100 = Search Engine Keyword

* 0x200 = URL Keyword

* 0x1000= Extend URL Keyword Filter Control

NOTE: To enable multiple filter codes, add the codes together.
For example, to enable all features for an IP profile,add 1 +2 + 4
+ 100 + 200 + 1000 = 1307, which means that 0x1307 should be
entered at the end of the profile string (unless the quota option is
used, in which case the quota should be entered at the end of the
profile string). To disable all filter codes for an IP profile, enter 0x1
for the filter option.

Quota format

To include quotas in a profile string, enter them after the
filter options using this format: A semicolon (; ), Overall
Quota minutes, a comma (, ), the first library category
code, a colon ( :), the number of quota minutes, and a
comma between each quota. For example: ;10,
EMPL:30, FINAN:30, GENBUS:30, TRADING:30,
ESTATE:30

NOTES: See http://lwww.m86security.com/software/8e6/hlp/
r3000/files/2group_ipprofiles.html for examples of filtering
profile entries.
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Appendix B

Create a Custom Block Page

M86 offers ways for you to customize the block page so that
the page can have a different look while retaining the infor-
mation/functionality provided in M86’s default block page.

NOTE: The solutions provided in this appendix will only let you
customize the Block page, not the Options page.

Part I: Modify the Web Filter

1. Enable block page redirection

Set up for each sub-group

1. Make modifications in one of the redirect URL tabs:

» Go to: Policy > IP > “Group Name” > “Sub-Group
Name” > Sub Group Profile > Redirect URL

» Go to: Policy > Global Group > Global Group Profile >
Default Redirect URL

2. Set the redirect URL to: http://<server for
block page>[:<port for block page>]/<blockpage>

NOTE: The Web Filter console does not accept the URL with a
port setting (:<port for block page>), so to get around this the
block page must be placed at the default HTTP port, which is 80.
Since the console may not allow certain characters (e.g. “_"), if
such characters are used in the URL a modified name must be
used instead for the <blockpage>.

As a result, the Web Filter will redirect the block page to
the customized one with the following link format:
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http://<server for block_page>[:<port for block page>]/
<blockpage>?URL=<blocked url>&IP=<client
IP>&CAT=<URL category>&USER=<client User Name>

2. Exclude filtering <server for block page> IP

1. Go to: GUI: Policy > Global Group > Range to Detect

2. Input the IP address under “Destination IP” > "Exclude
IP”

Without excluding this IP address, the Web Filter may
captureffilter/block the following redirect link:

http://<server for block_page>[:<port for block page>]/
<blockpage>?URL=<blocked url>&IP=<client
IP>&CAT=<URL category>&USER=<client User Name>

Part II: Customize the Block Page

1. Set up a Web server

A Web server must be set up to hold the customized block
page.

2. Create a customized block page

The customized block page must be accessible via this link:

http://<server for block_page>[:<port for block page>]/
<blockpage>
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Show M86'’s information in the block page
(optional)

The following information is passed to the <blockpage>
through the query string:

Name

Description: Value

URL

Blocked URL: From the query string of the block page URL

P

IP that accessed the blocked URL: (see URL)

CAT

Category of the blocked URL: (see URL)

USER

User Name that accessed the blocked URL: (see URL)

Implement the “further option” (optional)

The “further option” is included in M86’s default block page.

If used, the <block page> needs to provide a link back to
Web Filter’s Options page and post the required hidden
form data (shown in the table below):

Name

Description: Value

SITE

Optional value: _BLOCK_SITE_

URL

Blocked URL: From the query string of the block page URL

1P

IP that accessed the blocked URL: (see URL)

CAT

Category of the blocked URL: (see URL)

USER

User Name that accessed the blocked URL: (see URL)

STEP

Required value: STEP 2

M86 SecuriTy User GUIDE

433



APPENDICES SECTION APPENDIX B

Customized block page examples

The examples in the Reference portion of this appendix
illustrate how form data is parsed and posted in the custom-
ized block page. Examples include:

1. HTML (using Java Script to parse/post form data)
2. CGl written in Perl
3. CGl written in C

See the Reference portion of this appendix for coding
details.

NOTE: Don't forget to replace <Web Filter IP> with the real IP in
the HTML/CGI before using these samples.

Part lll: Restart the Web Filter

You must restart the Web Filter to make your changes effec-
tive.
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Reference

HTML

<!-- Description: Sample HTML for Web Filter customized block page
-=>

<!-- Replace <Web Filter IP> with real IP before using --»>

<!-- Revision: 1 -->

<!-- Date: 03/08/2004 -->

<html>
<head>
<script language=javascripts>
function parseData(str, start, end)
{
result = "";
i = str.indexOf (start) ;
if (i >= 0) {
len = str.length;
substr = str.substr(i+start.length, len -
start.length) ;

j = substr.indexOf (end) ;
if (3> 0) {

result = substr.substring(0, j);
1

else {
if (1= 0) {
len = substr.length;
result = substr.substr(0, len);

}

return result;
}
function getData () {
str = document.location.href;
len = str.length;
i = str.indexOf ("?");
if (i>= 0) {
query = str.substr(i+l, len-i-1);
url = parseData(query, "URL=", "&");
document .block.URL.value = url;

ip = parseData(query, "IP=", "&");
document .block.IP.value = ip;
cat = parseData(query, "CAT=", "&");

document .block.CAT.value = cat;
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user = parseData(query, "USER=", "&");
document .block.USER.value = user;

}
}

function showData () {
document .write
document .write
document .write

"URL:" + document.block.URL.value + "<br>");
"IP:" + document.block.IP.value + "<br>");
"CAT:" + document.block.CAT.value + "<br>");
"USER:" + document.block.USER.value +

document .write
"<br>") ;
1
function do_options () {
document .block.action="http://<Web Filter IP>:81/cgi/
block.cgi"
document .block.submit () ;
1

</script>
</head>
<body>

<form method=post name=block >

<input type=hidden name="SITE" value="_BLOCK SITE ">

<input type=hidden name="URL" value="">

<input type=hidden name="IP" value="">

<input type=hidden name="CAT" value="">

<input type=hidden name="USER" value="">

<input type=hidden name="STEP" value="STEP2">
</forms

<br>Web Filter Customized Block Page (HTML using Java Script to
parse and post form data)<brs
<script language=javascripts>

getDatal() ;

showData () ;
</scripts>
<br>For further options, <a
href="javascript:do_options()">click here</a><br>

</body>
</html>
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CGlI written in Perl

There are two methods for CGI written in Perl: One lets you
embed data in the query string to pass data to the Options
CGl, and the other lets you use Java Script to post form data
to the Options CGI.

Embed data in query string

#!/usr/bin/perl
# Original Filename: cusp blockl.cgi

# File Type: CGI
# Description: Sample Perl script for Web Filter customized block
page

# Replace the <Web Filter IP> with the real IP before using.

# This script provide data to the options CGI through query string
# Revision: 1

# Date: 03/08/2004

$method = SENV{'REQUEST METHOD'};

if ($method=~ /post/i) {

$string = <STDIN>;
} else {

$string= $ENV{"QUERY STRING"};
}

Surl = $1 if ($string =~ /URL=(\S+)&IP=/i);
$ip = $1 if ($string =~ /IP=(\S+)&CAT=/1);
$cat = $1 if ($string =~ /CAT=(\S+)&USER=/1i);
Suser = $1 if ($string =~ /USER=(\S+)/1i);

print "Content-type: text/html\n\n";
print "<html>\n";
print "<head>\n";
print "</head>\n";
print "<body>\n";

print "<br>Web Filter Customized Block Page (CGI written with
Perl) <br>\n";

print "URL: Surl<br>\n";
print "IP: S$ip<br>\n";
print "CAT: Scat<br>\n";
print "USER: Suser<br>\n";
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print "<br>For further options, <a href=\"http://<Web Filter IP>:81/
cgi/
block.cgi?URL=Surl&IP=$ip&CAT=Scat&USER=Suser&STEP=STEP2\">click
here</a><br>\n";

print "</body>\n";
print "</html>\n";

Use Java Script to post form data

#!/usr/bin/perl
# Original Filename: cusp block2.cgi

# File Type: CGI

# Description: Sample Perl script for Web Filter customized
block page

# Replace the <Web Filter IP> with the real IP before using.

# This script uses Java Script to post form data to

# options CGI

# Revision: 1

# Date: 03/08/2004

$method = $ENV{'REQUEST METHOD'};

if ($method=~ /post/i) {

$string = <STDIN>;
} else {

$string= $ENV{"QUERY STRING"};
}

Surl = $1 if ($string =~ /URL=(\S+)&IP=/1);
$ip = $1 if ($string =~ /IP=(\S+)&CAT=/1);
$cat = $1 if (Sstring =~ /CAT=(\S+)&USER=/1);
Suser = $1 if (Sstring =~ /USER=(\S+)/1i);

print "Content-type: text/html\n\n";
print "<html>\n";

print "<head>\n";

print "<script language=\"JavaScript\">\n";

print "function do options()\n";

print "{\n";

print "document.block.action=\"http://<Web Filter IP>:81/cgi/
block.cgi\"\n";

print "document.block.submit ()\n";

print "}\n";

print "</script>\n";

print "</head>\n";
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print "<body>\n";

print "<form method=post name=block>\n";
print "<input type=hidden name=\"SITE\"
value=\"_BLOCK SITE_\">\n";

print "<input
print "<input
print "<input
print "<input
print "<input

print "<br>Web Filter Customized Block Page (CGI written with Perl

type=hidden
type=hidden
type=hidden
type=hidden
type=hidden

name=\"IP\" value=\"$ip\">\n";
name=\"URL\" value=\"Surl\">\n";
name=\"CAT\" value=\"$cat\">\n";
name=\"USER\" value=\"$user\">\n";
name=\"STEP\" value=\"STEP2\">\n";

using Java Script to post form data)<br>\n";

print "URL: $url<br>\n";
print "IP: $ip<br>\n";
print "CAT: S$cat<br>\n";

print "USER: Suser<br>\n";

print "<br>For further options, <a
href=\"javascript:do_options()\">click here</a><br>\n";
print "</form>";

print "</body>\n";
print "</html>\n";
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CGl written in C

/*

* cusc_block.c

* Description: sample C source code of CGI for customized block page
* Replace <Web Filter IP> with real IP and recompile before using
* Revision: 1

* Date: 03/08/2004

*/

#include <stdio.h>

struct {
char *name;
char *val;
} entries[20];

char szIP[16];

char szURL[1024];

char szUserName[1024];
char szCategory[8];

/*function prototypes*/

void printhtml () ;

void unescape url (char *url);

char x2c(char *what);

char *makeword (char *1line, char stop);

void plustospace (char *str);

char *fmakeword(FILE *f, char stop, int *cl);
int to upper (char *string);

void getquery(char *paramd, char **paramv);
void getnextquery (char **paramv) ;

int main(int argc, char **argv)
int data size; /* size (in bytes) of POST input */
int index;
char *paramd, *paramn, *paramv;
char step[120];

printf ("content-type: text/html\n\n");

/* If using the GET method */

if (strcmp((char *)getenv("REQUEST METHOD"), "GET") == 0)

{
paramd = (char *)strdup((char *)getenv("QUERY STRING")) ;
getquery (paramd, &paramv) ;
while (paramv)

{

plustospace (paramv) ;
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unescape_url (paramv) ;
paramn = (char *)makeword(paramv, '=');
to_upper (paramn) ;

if (strcmp(paramn, "IP") == 0)
strcpy (szIP, paramv) ;

else if (strcmp(paramn, "URL") == 0)
strcpy (szURL, paramv) ;

else if (strcmp(paramn, "CAT") == 0)
strcpy (szCategory, paramv) ;

else if (strcmp(paramn, "USER") == 0)

strcpy (szUserName, paramv) ;

getnextquery (&paramv) ;

}

free (paramd) ;

}

else

{

Read stdin and convert form data into an array; set
a variety of global variables to be used by other
areas of the program

data_size = atoi(getenv("CONTENT LENGTH")) ;
for(index = 0; data_size && (!feof(stdin)); index++)
{
entries[index] .val = (char *)fmakeword(stdin, '&',
&data_size);
plustospace (entries[index] .val) ;
unescape_url (entries[index] .val);

entries[index] .name = (char
*)makeword (entries [index] .val, '=');

if (strcmp(entries[index] .name, "IP") == 0)
strcpy (szIP, entries([index].val);

else if (strcmp(entries[index] .name, "URL") == 0)
strcpy (szURL, entries[index] .val);

else if (strcmp (entries[index] .name, "CAT") == 0)
strcpy (szCategory, entries[index].val);

else if (strcmp(entries[index] .name, "USER") == 0)

strcpy (szUserName, entries([index].val);

printhtml () ;

void printhtml ()
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printf ("<html>\n") ;
printf ("<head>\n") ;
printf ("<script language=\"JavaScript\">\n");
printf ("function do options()\n");
printf ("{\n");

printf ("document .block.action=\"http://<Web Filter IP>:81/cgi/
block.cgi\"\n") ;

printf ("document .block.submit () \n") ;

printf ("}\n");

printf ("</script>\n");

printf ("</head>\n") ;

printf ("<form method=post name=block >\n");

printf ("<input type=hidden name=\"SITE\"
value=\"_ BLOCK SITE \">\n");

printf ("<input type=hidden name=\"IP\" value=\"%s\">\n", szIP);

printf ("<input type=hidden name=\"URL\" value=\"%s\">\n",

SzURL) ;

printf ("<input type=hidden name=\"CAT\" value=\"%s\">\n",
szCategory) ;

printf ("<input type=hidden name=\"USER\" value=\"%s\">\n",
szUserName) ;

printf ("<input type=hidden name=\"STEP\"
value=\"STEP2\">\n") ;

printf ("<br>Web Filter Customized Block Page (CGI written with C
using Java Script to post form data)<br>\n");

printf ("URL: %s<br>\n", szURL);
printf ("IP: %s<br>\n", szIP);

printf ("CAT: %s<br>\n", szCategory);
printf ("USER: %s<br>\n", szUserName);

printf ("<br>For further options, <a
href=\"javascript:do_options()\">click here</a><br>\n");

printf ("</form>\n") ;
printf ("</body>\n") ;
printf ("</html>\n") ;

/* functions to get the CGI parameters */
void unescape_url (char *url)

{

register int x,y;
for (x=0,y=0;url [y] ; ++x, ++y)

{

if ((urllx] = urlly]) == '%")

442 M86 SecuriTy User GuIDE



APPENDICES SECTION APPENDIX B

url [x] = x2c(&url[y+1]);

char x2c(char *what)

{

register char digit;

digit = (what[0] >= 'A' ? ((what[0] & Oxdf) - 'A')+10
(what [0] - '0'));

digit *= 16;

digit += (what[1] >= 'A' ? ((what[1l] & Oxdf) - 'A')+10
(what [1] - '0'));

return (digit) ;

}

char *makeword (char *line, char stop)

{

int x = 0, y;

char *word = (char *) malloc(sizeof (char) * (strlen(line) +
1));

for(x=0; ((line([x]) && (line[x] != stop));x++)

word[x] = line[x];

word([x] = '\0';

if (line([x]) ++x;

y=0;

while(line[y++] = linel[x++]);

return word;

}

void plustospace (char *str)

{

register int x;

for (x=0;str[x] ;x++)
if (str[x] == '+')
str(x] = ' ';

}

char *fmakeword(FILE *f, char stop, int *cl)

{

int wsize;
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char *word;
int 11;

wsize = 102400;
11=0;
word = (char *) malloc(sizeof (char) * (wsize + 1));

while (1)

{
word[11] = (char)fgetc(f);
if (11==wsize)

{
word[11+1] = '\0';
wsize+=102400;
word = (char
*)realloc (word, sizeof (char) * (wsize+l)) ;
1
--(*cl);
if ((word[11] == stop) || (feof(f)) || (! (*cl))
{
if (word[11l] != stop)
11++;
word[11] = '\0';
return word;
1
++11;
}
1
/* to_upper:
* Change the string to upper case
*/
int to_upper(char *string)
{
int len;
int i;
char *tmp=NULL;
if (string && strlen(string))
{
if (! (tmp=(char*)strdup (string)))
return 0;
len=strlen(string) ;
for (i=0; i<len; i++)
{
string[i]=toupper (tmp[i]) ;
1
free (tmp) ;
}
return 1;
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void getquery(char *paramd, char **paramv)

{
if (paramd == NULL)
*paramv = NULL;
else
*paramv = (char *)strtok(paramd, "&");

void getnextquery(char **paramv)

{

*paramv = (char *)strtok (NULL, "&");
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Appendix C

Override Pop-up Blockers

An override account user with pop-up blocking software
installed on his/her workstation will need to temporarily

disable pop-up blocking in order to authenticate him/herself
via the Options page:

f,i M6 Security Web Filter - Windows Internet Explorer -0l x|
J File Edt Wiew Favorites Tools Help |

J GBack v = - (D ﬁ| Qsearch  [GFavorites £ 4History | B\ S -
| address |1 hetp:/fz00.10.100.75:81 fegifblock.cgi | @6 |JL\nks B
B
OPTIONS HELP

UserMachine: LOGOWDomain Admins\GLANG
IP: 20010101 140

Categony:  Alcohol
Blocked URL:  http: fiswewyy coors.comd

Option 1: Click here for secure Web-hased authentication.

Option 2:  If you have an overtide account, enter your username and password.

Username; I

Password: I Override

Iaening! The overvide acconnt aption will not function if aptipopap sofware s instalied an
youy syster.

Option 3 If the sbove profile is incorrect or there has been an error, you can:

= Re-start your system and re-login or
» I'ry re-authenticating your user profile

Kl

|&7 pone l_l_lo Inkernet
Fig. C-1 Options page

This appendix provides instructions on how to use an over-
ride account if typical pop-up blocking software is installed,
as in the following products: Yahoo! Toolbar, Google
Toolbar, AdwareSafe, Mozilla Firefox, and Windows XP
Service Pack 2 (SP2).
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Yahoo! Toolbar Pop-up Blocker

If Pop-up Blocking is Enabled

1. Inthe Options page (see Fig. C-1), enter your Username
and Password.

2. Press and hold the Ctrl key on your keyboard while
simultaneously clicking the Override button—this action
opens the override account pop-up window.

Add Override Account to the White List

If the override account window was previously blocked by
the Yahoo! Toolbar, it can be moved from the black list and
added to the white list so that it will always be allowed to

pass. To do this:

1. Go to the Yahoo! Toolbar and click the pop-up icon to
open the pop-up menu:

A} ¥ahno! Tonibar: (verview - Microsalt Inteenet Explorer

Fle  Cdt  view  Favorkes  Tooks  Help -

daback + = - (D[] A | Doearch [Ejrovokes Prede F | By S E - EH

subdiress [ 8] retp: jecitcompanion. yoho.comconhi) S TRRETINGET R s me =] e ks

-2 = [mhvé[-l'_i- ':%- el - @y vatoor [ Games - 5 personsk - »
=

YaHOoO! Toolbar

Total Pop-Lips Slncked: 3

: Whry am 1 still getting pop-ups?
’ Swarch Anywdars Tre It bieerr
Dverviemas i Yest ry.
More M.

Save time online with Yahoo! Toolbar __ Tel a Friend Abeut Pop-Lin Blocker

Fig. C-2 Select menu option Always Allow Pop-Ups From

2. Choose Always Allow Pop-Ups From to open the Yahoo!
Pop-Up Blocker dialog box:
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Yahoo! Pop-Up Blocker x|
Sources of Recently Blocked Pop-Ups:
=dit, companion, yahao,com H Allav I
Always Allow Pop-Ups From These Sources:
maBsecurity.com Hemove I
Help Close I

Fig. C-3 Allow pop-ups from source

3. Select the source from the Sources of Recently Blocked
Pop-Ups list box to activate the Allow button.

4. Click Allow to move the selected source to the Always
Allow Pop-Ups From These Sources list box.

5. Click Close to save your changes and to close the dialog
box.
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Google Toolbar Pop-up Blocker

If Pop-up Blocking is Enabled

1. Inthe Options page (see Fig. C-1), enter your Username
and Password.

2. Press and hold the Ctrl key on your keyboard while
simultaneously clicking the Override button—this action
opens the override account pop-up window.

Add Override Account to the White List

To add the override account window to the white list so that
it will always be allowed to pass, go to the Google Toolbar
and click the Pop-up blocker button:

A Gcongle Toalhar Optians Help - Micrasolt Internet Fxplarer =100 %]

Pl Ede Vew Favirkes  Took e -
ik - - Q[ | Dsewch [slFartes Gireda OB | - S - 1)
¥ T S —————— ey ] | e ks
Google-[  leis B~ ﬁMM' Fdontiors
\—r{Im—c TRbon b Sivey's e POPAIDS N MEBIRCLPLyY Com =
GOL )gle !'oumm o popup thrugh, press the ‘Cirfkey whie dhding on a Ink.
Toolbar

Fig. C-4 Pop-up blocker button enabled

Clicking this button toggles to the Pop-ups okay button,
adding the override account window to your white list:

A Gcongle Toalhar Optians Help - Micrasolt Internet Fxplarer =100 %]

Pl Ede Vew Favirkes  Took e n
eBack ~ = - ([ A} | Dseacch [afFeorites FMeda F | - S B - (o)
¥ T S —————— ey ] | e ks
Google - =] 6o gt B+ | €% eockmanis | Sheopuns by )¢ W doptons
S— -
Ihlo-»mwra maSsecurty com
GOUS[E O
Toolbar

Fig. C-5 Pop-ups okay button enabled
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AdwareSafe Pop-up Blocker

If Pop-up Blocking is Enabled

1. Inthe Options page (see Fig. C-1), enter your Username
and Password.

2. Press and hold the Ctrl key on your keyboard while
simultaneously clicking the Override button—this action
opens the override account pop-up window.

Temporarily Disable Pop-up Blocking

AdwareSafe’s SearchSafe toolbar lets you toggle between
enabling pop-up blocking (# popups blocked) and disabling
pop-up blocking (Popup protection off) by clicking the pop-
up icon.

1. In the IE browser, go to the SearchSafe toolbar and click
the icon for # popups blocked to toggle to Popup protec-
tion off. This action turns off pop-up blocking.

2. Inthe Options page (see Fig. C-1), enter your Username
and Password.

3. Click the Override button to open the override account
pop-up window.

4. Go back to the SearchSafe toolbar and click the icon for
Popup protection off to toggle back to # popups blocked.
This action turns on pop-up blocking again.
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Mozilla Firefox Pop-up Blocker

Add Override Account to the White List

1. From the Firefox browser, go to the toolbar and select
Tools > Options to open the Options dialog box.

2. Click the Content tab at the top of this box to open the
Content section:

CTE—
dSls & @

Content  Applications  Privacy  Secwrity  Advanced

Main Tabs

5

Iv Block pop-up windows
¥ Load images automaticalky
IV Enable Javascript

¥ Enable Java

Exceptmns

Exceptions.. |
Advanced... |

Fonts & Colors

Default fonk: ITimes IMew Roman

j Size: |16 j ﬁdvanced..l

Colors |

rLanguages

Choase your preferred language For displaying pages

Chaase. . |

0K

Cancel | Help

Fig. C-6 Mozilla Firefox Pop-up Windows Options

3. With the “Block pop-up windows” checkbox checked,
click the Exceptions... button at right to open the

Allowed Sites - Pop-ups box:
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¥) Allowed Sites - Pop-ups — 3l x|
“ou can spedfy which web sites are allowed ko open pop-up windows, Tvpe
the exact address of the site you want to allow and then click Allaw.
Address of web site:
[l
Ao
Site | Status |
i, mBBsecurity, com Allaw
Remove Sike | Remave Al Sites | Close
4

Fig. C-7 Mozilla Firefox Pop-up Window Exceptions

4. Enter the Address of the web site to let the override
account window pass.

5. Click Allow to add the URL to the list box section below.
6. Click Close to close the Allowed Sites - Pop-ups box.

7. Click OK to close the Options dialog box.
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Windows XP SP2 Pop-up Blocker

Set up Pop-up Blocking

There are two ways to enable the pop-up blocking feature in
the IE browser.

Use the Internet Options dialog box

1. From the IE browser, go to the toolbar and select Tools >
Internet Options to open the Internet Options dialog
box.

2. Click the Privacy tab:

General | Security  Privacy |Cuntent| CDnnectiunsl ngramsl Advanced |

Settings
Q= Select a setting For the Internet zone,

Medium

privacy policy
- Blocks third-party cookdes that save information that can

_ ’ - - Blocks third-party cookies that do nat have a compact
,T, be used to cantact wou without your explicit consent

- Restricts firsk-party cookies that save information that
can be used to contact you without your implicit consent

Sites | Import: Advanced | [Default |

Pop-up Blocker

§, Prevent mosk pop-up windows from Settings

= appeating.
¥ Turn on Pop-up Blacker

InPrivate

'n I™ Do not collect data for use by InPrivate Filkering

i
Disable toolbars and extensions when InPrivate Browsing
P starts

ok I Cancel | Apply |
Fig. C-8 Enable pop-up blocking

3. In the Pop-up Blocker frame, check “Turn on Pop-up
Blocker”.

4. Click Apply and then click OK to close the dialog box.
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Use the IE Toolbar

In the IE browser, go to the toolbar and select Tools > Pop-
up Blocker > Turn On Pop-up Blocker:

‘@ Microsoft Office Online: Installation Troubleshooter - Microsoft Internet Explorer

: File Edit View Favorites | Tools  Help

: Mail and News [ » -
- Manage Add-ons,
Address (&) hetp:foffice.microso) Synchronize. b |
Links @&]8e6 @&]Source @&]{  Windows Update {&] et Channel Partners Newsletter & &) TurboPipe  &] 8e6 Website User Management

Inited State Windows Messenger
1€QLite

93 Office Online Sun Java Console

Internet Options. .. o ’W[C] ) 7
Fig. C-9 Toolbar setup

When you click Turn On Pop-up Blocker, this menu selec-
tion changes to Turn Off Pop-up Blocker and activates the
Pop-up Blocker Settings menu item.

You can toggle between the On and Off settings to enable or
disable pop-up blocking.

Temporarily Disable Pop-up Blocking

1. Inthe Options page (see Fig. C-1), enter your Username
and Password.

2. Press and hold the Ctrl key on your keyboard while
simultaneously clicking the Override button—this action
opens the override account pop-up window.
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Add Override Account to the White List

There are two ways to disable pop-up blocking for the over-
ride account and to add the override account to your white
list.

Use the IE Toolbar

1. With pop-up blocking enabled, go to the toolbar and
select Tools > Pop-up Blocker > Pop-up Blocker
Settings to open the Pop-up Blocker Settings dialog box:

Pop-up Blocker Settings 5‘

r~ Exception:

Pop-ups are curently blocked. You can allow pop-ups from specific
7!l websites by adding the site ta the list below.

Address of website to allow:
[l hdd

Allowed sites
2091116193 Remaye
72.14.253104
Remove al

[~ Motifications and blocking level:
[V Play a sourd when a pop-up is blocked
[V Shaw Information Bar when a pop-up is blacked.

Blocking level

IMed\um Black most automatic pop-ups j
Leam more sbout Pop-up Blocker Close

Fig. C-10 Pop-up Blocker Settings

2. Enter the Address of Web site to allow, and click Add
to include this address in the Allowed sites list box. Click
Close to close the dialog box. The override account
window has now been added to your white list.

3. Inthe Options page (see Fig. C-1), enter your Username
and Password.

4. Click the Override button to open the override account
pop-up window.
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Use the Information Bar

With pop-up blocking enabled, the Information Bar can be
set up and used for viewing information about blocked pop-
ups or allowing pop-ups from a specified site.

Set up the Information Bar

1.

3.

Go to the toolbar and select Tools > Pop-up Blocker >
Pop-up Blocker Settings to open the Pop-up Blocker
Settings dialog box (see Fig. C-10).

. In the Notifications and Filter Level frame, click the

checkbox for “Show Information Bar when a pop-up is
blocked.”

Click Close to close the dialog box.

Access your Override Account

1.

In the Options page (see Fig. C-1), enter your Username
and Password.

. Click the Override button. This action displays the

following message in the Information Bar: “Pop-up
blocked. To see this pop-up or additional options click
here...”:

,’:" M&6 Security Enterprise Reporter - Windows Internet Explorer

IM http:jf Beterflogin.jsp

File Edit Wiew Favorites Tools Help

Fig. C-11 Information Bar showing blocked pop-up status
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3. Click the Information Bar for settings options:

{2 M86 Security Enterprise Reporter - Windows Internet Explorer

SIS [ bty seserogin jsp El |

ea)

File Edt View Favortes Tools  Help

M W36 Security Enterprise Reporter i

Alwiays Allow Pop-ups From This Site...

7 Favorites

Information Ear Help

Fig. C-12 Information Bar menu options

4. Select Always Allow Pop-ups from This Site—this action
opens the Allow pop-ups from this site? dialog box:

Allow pop-ups from this site? ﬂ

—1 ‘would you like to allow pop-ups from ‘Sefier'?

e _w |

Fig. C-13 Allow pop-ups dialog box

5. Click Yes to add the override account to your white list
and to close the dialog box.

NOTE: To view your white list, go to the Pop-up Blocker Settings
dialog box (see Fig. C-10) and see the entries in the Allowed sites
list box.

6. Go back to the Options page and click Override to open
the override account window.
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Appendix D

Mobile Client

Mobile Client performs Internet filtering and blocking on
mobile PCs physically located outside your organization.
This product is comprised of a Web Filter configured to use
the mobile mode, profiles of end users—waorking at home or
on the road—uploaded to the Web Filter configured to use
the mobile mode, and Mobile Client software installed on
end users’ workstations. Mobile Client ensures Internet
activity of all end users located outside the organization will
be tracked and filtered in the same manner as end users on
the Web Filter used in house, thereby giving you, the admin-
istrator, assurance that your organization will be protected
against lost productivity, network bandwidth issues, Internet
security threats, and possible legal problems that can result
from the misuse of Internet resources on an unfiltered,
remote, laptop computer.
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Environment Requirements

Workstation Requirements

System requirements for the administrator include the
following:

System requirements for the end user include the following:

Web Filter must be configured to use the Mobile mode
option

Session cookies from the Web Filter must be allowed in
order for the Administrator console to function properly

Pop-up blocking software, if installed, must be disabled
JavaScript enabled
Java Virtual Machine

Java Plug-in (use the version specified for the Web Filter
software version)

Windows XP, Vista (32-bit), or 7 (32-bit) operating system
running:

* Internet Explorer (IE) 7.0 or 8.0

» Firefox 3.5 or 3.6

Macintosh OS X Version 10.5 or 10.6 running:

e Safari 4.0
* Firefox 3.5 or 3.6

& WARNING: The filtered end user must be set up with standard
user rights only—these users should not have Power User,
Administrator, or root level access.
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Network Requirement

» High speed connection from the Web Filter to mobile
PCs

Remote Filtering Components

* Mobile Client software installed on each end user’s
mobile PC

Work Flow Overview

Mobile Client Installed on a Mobile PC

For mobile PCs located outside of the organization:

* aWeb Filter set up for filtering in the mobile mode is used
for obtaining the end user’s profile and for logging his/her
Internet activity

» the Mobile Client application is used on the remote PC
for filtering the end user’s Internet activity

When these two components are installed, the following
scenario occurs on the network:

1. The end user logs into his/her mobile PC located outside
of the organization, and then makes a URL request.

2. The Mobile Client detects the Web Filter, and the Web
Filter grants the URL request or blocks the request,
based on the end user’s profile supplied by the Mobile
Client.

3. If the end user comes into the organization, logs into his/
her workstation and is authenticated on the internal
network, the end user’s profile now comes from the Web
Filter, and not the Mobile Client.
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Network Operations Overview

Mobile Client on the Network

Mobile Client

1. A URL request is made from an end user’s mobile PC to
access inappropriate content on the Internet.

2. The Mobile Client installed on the end user’s workstation
sends a parallel request to the Web Filter.

3. The Web Filter searches its M86 database for a match to
the request. If a match to the requested URL is found and
the site is disallowed, the Mobile Client software blocks
the connection to the Web server.

{j NOTE: If using Mobile Client software version 2.0 or higher in a

Macintosh environment, and the Web Filter is configured to use
the “High” HTTPS Filtering Level, Macintosh end users will be
blocked from accessing any HTTPS URL. (See the Filter window
in this User Guide for information about setting the HTTPS
Filtering Level.)

Enterprise Reporter

1. The Web Filter sends logs to the local Enterprise
Reporter (ER) for processing.

2. Using the ER Web Client, an administrator can generate
customized reports on the remote end user in minutes.
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Mobile Server Section

The Mobile Server Section of this user guide contains infor-
mation on how to set up and configure the Web Filter’s hard-
ware and software to be used with the Mobile Client.

Initial Setup

The basic requirements for initial network setup are as
follows:

» Port 81 must be open on the network for block page
requests

» Port 443 must be open on the network for the Mobile
Client to communicate with the Web Filter.

NOTE: The Web Filter can be set up on the WAN network’s DMZ
for extra security purposes.
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Configure the Web Filter to use the Mobile Mode

The Operation Mode window is used for setting up the Web
Filter to use the mobile mode for filtering mobile PCs.

1. Inthe Mode frame, choose either “Mobile Only” or one of
the filtering modes (Invisible, Router, Firewall) with the
“Mobile” option added to display the Mobile Client
Control frame, used for configuring the Web Filter to use
the mobile mode:

Vo by Ly | M e e Lopet web Fiter /W

T —

Fig. D-1 Operation Mode window, mobile mode

2. Inthe Client Resynchronization Time field, specify the
interval of minutes for the Web Filter to resynchronize the
profile on the end user's workstation with the profile set
up for him/her on the Web Filter. By default, 60 minutes
displays.

NOTES: The Mobile Client Software Update field is used if you
wish to update end user workstations automatically with the latest
configuration files and will be using the Web Filter to host and
deploy these files. More information about using this feature is
provided in subsequent pages in this section of the user guide.

The following features are not available when using the mobile
mode: Minimum Filtering Level, Time Profile, Override Account,
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Exception URL, LDAP Authentication, and Warn and Quota filter
settings. (An end user with categories blocked in his/her profile
will be blocked from categories with a Warn or Quota setting
instead of receiving a warning or quota page. If his/her profile
does not contain blocked categories but instead contains catego-
ries with Warn or Quota settings, the Global Group Profile will be
assigned instead.)

3. Click Apply to apply your settings.
Add MAC Addresses to the Master IP Group

In the mobile mode, the master IP group Members window
is used for adding mobile PC MAC addresses. MAC
addresses are used for obtaining mobile PC members’
filtering profiles.

G Pelry Ulmwy ey | Gewem Gl g webFiter  SMEE

Fig. D-2 Members window, master IP group with MAC addresses

1. In the New Members frame, select “Source MAC”.
2. Enter the member’'s MAC address.

3. Click Add to include the MAC address entry in the
Current Members list box.
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NOTES: Follow steps 2-3 for each MAC address to be added. To
remove a member from the Current Members list box, select the
MAC address from the list box, and then click Remove.

Select MAC Addresses for a Sub Group

In the mobile mode, the sub-group Members window is
used for selecting MAC addresses for inclusion in the sub-

group.

N Polcy  Umay  Peperiey | Gwem Sl gt web Fiter  SME

sty Mardsern

Fig. D-3 Members window, sub-group with MAC addresses

The Modify Sub Group Member frame is comprised of the IP
Address and MAC Address frames.

1. In the MAC Address frame, Source MAC addresses
previously added in the master IP group’s Members
window display in the Available MAC(s) and/or Member
MAC(s) list box(es). Specify whether or not to add/
remove MAC addresses to/from the sub-group:

» To add MAC addresses to the sub-group, select each
sub-group by highlighting it in the Available MAC(s) list
box, and then clicking the left arrow to move the
item(s) to the Member MAC(s) list box.
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» To remove MAC addresses from the sub-group, select
each sub-group by highlighting it in the Member
MAC(s) list box, and then clicking the right arrow to
move the item(s) to the Available MAC(s) list box.

TIPS: Multiple MAC addresses can be moved to a list box by
clicking each MAC address while pressing the Ctrl key on your
keyboard, and then clicking the arrow key pointing to that list box.

Blocks of MAC addresses can be moved to a list box by clicking
the first MAC address, and then pressing the Shift key on your
keyboard while clicking the last MAC address, and then clicking
the arrow key pointing to that list box.

2. Click Modify to apply your settings.
View Sub Group MAC Addresses

When using the mobile mode, the Sub Group (IP Group)
window is used for viewing this sub-group’s MAC addresses
previously added in the sub-group’s Members window.

vien Fiter ~ /MAE

Fig. D-4 Sub Group (IP Group) window, view MAC Addresses

MAC addresses display in the Member MAC(s) list box in
the MAC Address frame.
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If the sub-group has been completely defined, IP address
criteria was entered in the IP Address frame and saved in
this window.

Add a MAC Address to an Individual Member

When using the mobile mode, the Individual IP’s Member
window is used for selecting the member’s MAC address for
inclusion in the sub-group.

s Puly Gy Pepering | e el g web Fiter  SMEE

Fig. D-5 Member window with MAC Address

1. In the Modify Individual Group Member frame, select the
member’s MAC Address from the pull-down menu.

2. Click Modify to apply your changes.

M86 SecuriTy User GuIDE 467



APPENDICES SECTION APPENDIX D

Upload MAC Address File for IP Group

A file containing multiple MAC addresses can be uploaded
to the master IP group using the Upload/Download IP
Profile window.

Fig. D-6 Master IP group’s Upload/Download IP Profile window

& WARNING: Any existing profiles will be overwritten by the
contents of the uploaded file.

If the end user has both an IP address and a MAC address,
each profile should be entered on a separate line in the file.

For example, if end user “tlind” has the IP address
150.100.30.2 and MAC address 00:04:21:AF:33:E1, the
following entries for that user’s profile would be made on
two separate lines in the master IP group’s profile file:

tlind,150.100.30.2,A,J CHAT R GPORN M I,1, ,0x103
tlind, 00:04:21:AF:33:E1,A,J CHAT R GPORN M I,1, ,0x103

NOTE: For other examples of entries to include in the profile file,
go to http://www.m86security.com/software/8e6/hip/r3000/
files/2group_ipprofiles.html.
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Troubleshoot MAC Addresses

When using the mobile mode, the Active Profile Lookup is
used for verifying whether an entity has an active filtering
profile for his/lher MAC address. This window also is used
for troubleshooting synchronization on "target" Web Filters,
to verify whether settings for user profiles match the ones
synced over from the "source" Web Filter.

Veme  Pelcy | Uy Peping | e Sy Leged Web Fiiter M=

L —

Fig. D-7 Active Profile Lookup window with MAC Address

NOTE: See Active Profile Lookup window in Chapter 1: System
screen from the Global Administrator Section for information on
using the Active Profile Lookup window.
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Mobile Client Section

The Mobile Client Section of this user guide contains infor-
mation on how the Windows network administrator uses the
Mobile Client Deployment Kit to install the Mobile Client on a
Windows or Macintosh network, configure the Mobile Client
via the Package Editor, deploy the Mobile Client to Windows
or Macintosh OS X end user workstations, and uninstall the
Mobile Client.

The Mobile Client Deployment Kit is comprised of the
following resources:

» Unconfigured packages containing the Mobile Client
software (8e6client.msi for Windows, and
8e6clientinstaller.mpkg.tar for Macintosh OS X)

NOTE: The unconfigured 8e6clientinstaller.mpkg.tar package in
this kit contains Mobile Client software for Macintosh OS X and
should be used in a “Macintosh only” environment.

» Atool for setting or modifying Mobile Client packages
(the “package editor,” Mc_tool.exe)

» The optional Mobile Client Updater (MCU) component
that updates Mobile Client binaries from your Mobile
Server running M86 Web Filter software version 4.0 or
higher, or from your own Web server (the “updater,”
8e6winmcu.msi for Windows, and 8e6osxmcu.pkg.tar for
Macintosh OS X)

* An .msi package that can be assigned via Group Policy
to workstations to remove a previously-installed Mobile
Client package (the "remover," 8e6purge.msi)

» Online help instructions for configuring, deploying, and
removing the Mobile Client.
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Download and Install the Deployment Kit

To download the Mobile Client Deployment Kit to your
machine:

1. Launch the M86 Mobile Client Web page, and then find
and click the link for the Mobile Client Deployment Kit
Installer (.msi file) you wish to download to your machine.

NOTES: Please contact technical support if you need the link to
the M86 Mobile Client Web page.

& WARNING: If a prior version of the Mobile Client is installed on
your workstation (i.e. software version 1.x or 2.x), you must unin-
stall that software before installing software version 3.0. (See
Mobile Client Removal from Computers for information about
using 8e6purge.msi to uninstall the Mobile Client.)

2. Once the .msi file is downloaded to your machine, click
that file to launch the Mobile Client Deployment Kit Setup

Wizard:

{7 MG S urity Mubade Cliend Brploymernd Eit Selug I (=] |
Welcome to the ME86 Security Mobile
Cliert Deployment Kit Sebup Wizard

Ther Sebups Wisard wall roboll MBS Security Moble Clorkt
Dplerpromid K o yeas cormpadn, Chck Hast bo contiram
Carwel to ek the Setup Wizerd,

o

Fig. D-8 Mobile Deployment Kit Setup Wizard

3. Click Next to read the End User License Agreement and
to accept its terms by clicking the checkbox corre-

sponding to “I accept the terms in the License Agree-
ment”:
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118 MUL Security Mobie Llient Deployment Eit Setup =101 x|
Erud-llsaer Licensae Agrevsent o
Py snad the Following leanse agressent coerfuly i
MES Security ﬂ
Erd User License and Wasranty Agneemend

For. W05 ¥yeb Filter, W06 RI000; M35 RI000Ir, MOG Security Reporter,
MR Erdimprisie Ripartir, MEG Theeal Analysis Risporter, MBS Weh
Filturing and Reporting Suite, M35 Mobile Clierd, M35 Applance:
Watchdog: MBS SWIG

MPORTANT - READ CAHEFULLY. This End User License and
Wamarnity Agreement (this “Agreement”) is a legal agreement between =

7 1accect the tarms in the Lictnss Agreement

Fig. D-9 End User License Agreement

. Click Next to go to the Choose Setup Type step, and

select the setup option for installing the Mobile Client:

“Typical”, “Custom”, “Complete”:

B e — e =lol =]
Choose Setup Type =
Choost the setup type that best suts your nesds -
ks th vt users.
o |
Comgiets
a d. Requires the most o
Back. N | Carcrl

Fig. D-10 Choose Setup Type

. Click Next to proceed with the option you selected for

installing the application. If you chose the Custom option,
you will need to specify where or how the main execut-
able and support files will be installed on your machine,
and/or where or how Windows and Macintosh packages
for the Mobile Client will be installed for distribution to
user workstations.

When your machine is ready to install the Deployment
Kit, the page that confirms the installation process is
ready to begin displays:
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{17 MG Seeurity Ml Clieit Deplymernt Eit Selup =10l =l
Rerady Lo install MBG Seourity Mobike Chent Deployment Kit A;;‘

ek ik oy of your
istalation settigs. Ok Corel bo ekt the wizoed.

[ | Tkl ] Coreel |

Fig. D-11 Installation process ready to begin

6. Click Install to begin the installation process. The
following page displays when the installation process is
complete:

{5 MBE Srcurity Mubide Cliesd Deploymest Kit Setup o =T |

Completed the M6 Seaurity Mobile
Cliert Deployment Kit Sebup Wizard

ik the Finish buthon bo e e Setun Weard

S et | ) e

Fig. D-12 Installation complete

7. Click Finish to close the wizard dialog box.
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Access the Mobile Client Deployment Tool window

Once the Mobile Client Deployment Kit is installed on your
machine, the Mobile Client Deployment Tool window (see
Fig. D-13) and Package Configuration window (see Fig. D-
15) are used for configuring packages for Windows or
Macintosh.

NOTE: Refer to the instructions in this section of the user guide or
consult the help topics via the Help link in the Mobile Client
Deployment Tool for instructions on using these windows.

The Mobile Client Deployment Tool window is accessible via
Start > All Programs > M86 Security Mobile Client
Deployment Kit > Package Editor:

& Mobile Client Deployment Tool =10 x|
File Tooks Help
| _'l_I

Fig. D-13 Mobile Client Deployment Tool window

The Mobile Client Deployment Tool's package editor log
window displays the operations performed when creating
and configuring packages.

NOTES: Before exiting the Mobile Client Deployment Tool and
Package Configuration windows, be sure to save all entries you
intend to save for packages you've configured. To exit the Mobile
Client Deployment Tool window, with the Package Configuration
window closed, go to File > EXxit.
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Configure a New Package Set

1. In the Mobile Client Deployment Tool window, go to File
> New Package... to open the Choose Product Version
dialog box:

Choose Product ¥ersion x|

The Following product versions are available for deployment,  Choose one:

Windows Clisnt: 3.0,3.0 Windows MCL: 1,0,0.9
05 % Client: 3.0.1.0 05 ¥ MCL: 1.0.0.7
cance
Fig. D-14 Choose Product Version dialog box

2. Select the Mobile Client software version from the avail-
able choices, and then click OK to close the Choose
Product Version dialog box and to open the Package
Configuration window:

Package Configuration |

File:

~Package Information

Path: | CH\Program Files|M86 SecurityiMabie Clent Deplayment Kit|PackageProtutypes|3.0.3

Configuration revision: |0 W] S el Windows Client: 3.0,3.0 windows MCU: 1,0,0.9
05 % Client: 3.0.1,0 05 XMCU: 1.0.0.7

Config. schema version : 1

~Netwark Setting

vobile fiker hostts): | ]

Intermal ke hostis): |

Froxy address or l— . l—
host name:
™ Proxy authentication required:

Ussmame: | Passward; | Password:

IV Black all LRLs if Mobile Server cannot be found,

utomatic LUpdate Setting:
Update URL Base:

~Application Options Settings

Fig. D-15 Package Configuration window
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The Package Configuration window is comprised of the
following frames: Package Information, Network
Settings, Automatic Update Settings, and Application
Options Settings.

NOTE: To exit the Package Configuration window at any time
before saving your edits, select File > Cancel from the menu.

Specify Package criteria

The Package Information frame includes the following infor-
mation: Path on the system where the current package is
located, Configuration revision number, Configuration
schema version number, and package version numbers.

The following fields are editable:

» Configuration revision: This number is automatically
incremented by “1” each time changes made to the
package configuration are saved. When deploying the
Mobile Client to end user workstations, the installer uses
this revision number to determine whether a newer
configuration is already installed on the workstation.

TIP: To ensure updates to end user workstations are properly
applied, if you are making configuration-only changes, it is better
to edit the previous package rather than create a new one.

e Save as defaults: By checking this box, your configura-
tion will be saved in a central defaults file for use in the
next “Save” command.

@ TIP: By enabling this feature, if creating a new package you can
apply these saved default settings to the new package by
choosing File > Apply Defaults from the menu.

NOTE: To edit the default settings, from the Mobile Client Deploy-
ment Tool window select Tools > Edit default configuration...
(see Edit a Package Configuration: Edit default configuration
settings for information about making edits to default settings).
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Configure Network Settings

The Network Settings frame includes fields for entering IP
addresses of host servers used for filtering mobile worksta-
tions and in-house workstations, and proxy server criteria—
the latter, if a proxy server is used with filtering servers on
your network.

Add, remove mobile filter host server

1. Click the ellipses (...) button to the right of the Mobile
filter host(s) field to open the Add/Remove Mobile Filter
Host(s) dialog box:

Add/Remove Mabile Filter Host(s) x|

IP or Host Name:  200.150.100.80 Pat: 443

oo com 443

Cancel 0K
Fig. D-16 Add/Remove Mobile Filter Host(s)

2. Inthe IP or Host Name field, enter the public IP address
or hostname of your mobile filter host server.

3. By default, 443 displays in the Port field and should not
be modified unless the mobile filter host server is on
another port.

4. Click Add to include the entry in the list box below.

5. After entering host criteria for each mobile filter, click OK
to close the dialog box and to display your entries in the
Mobile filter host(s) field of the Package Configuration
window.

NOTE: To remove a mobile filter from the list, select the entry
from the Hosts list box, click Delete, and then click OK.
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Add, remove internal filter host server

NOTE: Entries made in this portion of the user interface are
optional. If you have one filter host server on your network, the IP
address would be the same IP address you entered for the mobile
filter host server.

1. Click the ellipses (...) button to the right of the Internal

filter host(s) field to open the Add/Remove Internal Filter
Host(s) dialog box:

Add/Remove Mobile Filter Host(s) x|
IF or Host Hame:  [200.150.100.80 Port [442

logo.com: 443

Hasts Delets,

Cancel oK
Fig. D-17 Add/Remove Internal Filter Host(s)

. Inthe IP or Host Name field, enter the public IP address

or hostname of your internal filter host server.

. By default, 81 displays in the Port field and should not be

modified unless the internal filter host server is using a
different port.

. Click Add to include the entry in the list box below.

. After entering host criteria for each internal filter, click OK

to close the dialog box and to display your entries in the
Internal filter host(s) field of the Package Configuration
window.

NOTE: To remove an internal filter from the list, select the entry
from the Hosts list box, click Delete, and then click OK.
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Add proxy address or host name

1. If your organization is using a proxy server on the
network, in the Proxy address or host name field, enter
the IP address or host name of your proxy server.

2. In the Port field, enter the port number for this proxy
server.

3. If authentication is required for the Mobile Client to
communicate with this proxy server, do the following:

a. Click the “Proxy authentication required” checkbox;
this action activates the Username and Password
fields.

b. Enter the proxy server Username.
c. Enter the proxy server Password twice.

Optional: Block all URLs if Mobile Server cannot be found

The “Block all URLs if Mobile Server cannot be found.”
checkbox is checked by default. This setting indicates that if
the Mobile Client cannot detect the mobile filter host server,
all URLs requested by the end user will be blocked.

Uncheck this box if the end user’s workstation should be
permitted unrestricted Internet access when the mobile filter
host server is unavailable.

& WARNING: By deselecting this option, technically savvy end
users may be able to bypass filtering permanently by disrupting
communications between the workstation and the mobile filter
host server.
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Optional: Specify URL for Mobile Client Updates

NOTES: A URL directory entry is required in the Automatic
Update Settings frame only if the Mobile Client Updater will be
installed on end user workstations and a Web server will be used
for deploying updated Mobile Client package configuration
updates to these workstations.

You do not need to specify a URL directory entry if you wish to
use the Web Filter (running software version 4.0 or higher) to
deploy updates to end user workstations. However, please note
that using the Web Filter to deploy updates could impact the
performance of the server.

For more information about using a host server for the Mobile
Client Updater, see MCU file preparations: Choose a deployment
host for updates.

1. Inthe Automatic Update Settings frame, click the ellipses
(...) button to the right of the Update URL Base field to
open the Add/Remove Update URL(s) dialog box:

Add/Remove Update URL{s) EI
Update source URL. I Add
Update URLS Delete

Fig. D-18 Add/Remove Update URL(S)

2. In the Update source URL field, enter the URL of the
directory to be used for deploying Mobile Client package
configuration updates to mobile workstations with the
Mobile Client installed. The URL format should include
the protocol (e.g. “http”), the port number (if a port other
than port 80 is used), the host name, and directory name.
For example: http://www.mycompany.com/
mobile_client_updates

/\\,8)' NOTE: Only the HTTP protocol is supported at this time.
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3. Click Add to include the entry in the list box below.

4. After entering the URL, click OK to close the dialog box
and to display your entries in the Update URL Base field
of the Package Configuration window.

NOTE: To remove a URL from the list, select the entry from the
Update URLS list box, click Delete, and then click OK.

Optional: Set up Application Options

NOTE: Entries in the Application Options Settings frame are only
required if you need to modify the behavior of the Mobile Client in
order to accommodate specific applications on your network.

Both Windows and Macintosh OS X share a single set of
Applications Options Settings. This is not a problem as long
as you qualify the application(s) sufficiently to avoid any
chance of ambiguity (e.g. “wget” is too short of a qualifier if
you want to block it on Macintosh OS X but allow it on
Windows).

Types of scenarios in which entries would be made in the
Applications Options Settings frame for the Mobile Client
include the following:

» Your organization uses a custom application which
should never be filtered

» There are specific applications you would like to perma-
nently and unconditionally block from accessing the
Internet

* You wish to enable special log-verbosity settings for one
or more applications—i.e. to troubleshoot possible
conflicts between the Mobile Client and other network
applications.
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Step 1: First line entry

By default, the Application Options Settings field is empty. If
you wish to add any options, you must first type in Mode O
on the first line. For example:

Mode 0
{option #1}
{option #2}

Step 2: Identify the name and path of the application

Determine the name and path of the executable program for
which network access should be blocked or granted unre-
stricted network access. For example: Program
Files\Mozilla Firefox\Firefox.exe
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Step 3: Add an option line for the application

Enter an option line for each application to be blocked or
bypassed.

To block an application, for example:

block_firefox -c¢ “c:\Program Files\Mozilla Firefox\Firefox.exe” -k

To bypass an application, for example:

bypass_myapp -c “c:\Program Files\MyCorporation\MyCus-
tomApp\MyApp.exe” -b

To enabling verbose logging for an application, for example:

logall_IE -c “c:\Program Files\Internet Explorer\iexplore.exe”
-xt *,0 -xI *,0

Here’s an example of the entire set of entries to enable
verbose logging for all applications, block Firefox for
Windows, and grant unfiltered access to Myapp.exe:

ModeO

logall -c * -xI *,0 -xt *,0

block_firefox -c *\Program Files\Mozilla Firefox\Firefox.exe* -k
pass_myapp -¢ *\Program Files\MyCompany\MyApp\Myappl.exe* -b

@ NOTES: The first word of each option is an arbitrary “label”; you
can use any name containing characters [a-z],[A-Z],[0-9], or an
underscore (*_").

The -c option specifies a partial command line match. You could,
therefore, just specify “Firefox.exe” instead of listing the entire
path. However, doing so could also make it easier for a sophisti-
cated end user to exploit a bypass setting.
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Line encryptor/decryptor...

Other types of application qualifying arguments exist in
addition to the examples provided in the previous para-
graphs of this user guide. It is also possible to encrypt the
Application Options Settings if you wish to obfuscate them
from your users.

NOTE: Contact M86 Technical Support for advanced information
about Applications Options Settings.

To encrypt or decrypt commands to be included in the Appli-
cation Options Settings frame of the Package Configuration
window:

1. From the Mobile Client Deployment Tool window, go to
Tools > Line encryptor/decryptor... to open the Line
encryptor/decryptor window:

Line encryptor/decryptor x|
~Diot-3 Registry ¥alu Exit
Plain text: | <_myapp -c "|Program Files|yCompanyMynppliyappl.exe” -b
Go
Encrypted text: | e0#%h{h1ossd|P_ssD|P_|qdsprF|P_vholl#pdujrus_%#f#ssd|)

~MDS Calculation

Zomparer.OrdinallgnareCase; if 40 == comparer Compare{hashOFInput, hash))

Caleulate MDS

Result: | BUBO34A0098eA49dFe2beSd738557 Copy
~AES | Basefié Encryption
Key: | 2Hp7M3tRpsiimd SWkMZEmorBHTHEENDg SeGiaBen
Dim decrypted As String decrypted = crypt2. DecryptStringENC(encrypted) Ercrmt

Decrypt

UGe0Ssomz3gcPzglgy CéZzyaithyDO0z0HYFIb+4FCQIgTky CXaZchukQbXageMISIoXomCagmal OtpCe

Copy

Fig. D-19 Line encryptor/decryptor window

The following frames are included in this window:

» Dot-3 Registry Values - use the tools in this frame to
modify .3 registry entries.
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« MD5 Calculation - use the tools in this frame to
generate an MD5 “digital thumbprint” for a file.

» AES / Base64 Encryption - use the tools in this frame
to generate Advanced Encryption Standard (AES)
base64 encryption:

2. Click Exit to close this window.

Save configuration settings, download files

In the Package Configuration window, the following options
are available from the File menu for saving the package
configuration:

» Save - Saves the current package

* Save as... - Launches the Save Package window in
which you specify the Package Name, click OK and then
Yes in a dialog box to close both the box and window

e Save and Quit - Saves your edits and closes the
Package Configuration window

When the package is saved the Configuration revision
number in the Package Configuration window is automati-
cally incremented to the next sequential number, and the
Mobile Client Package Contents local Web page launches,
providing a summary of package contents with links to
various components generated in the package:
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Maobile: Client

86

SECUR

Auto-Update File Set

Package Contents

— Debwinmoy, msi

— Befosmor.pko. Lar

— mobile-client 3.0.3.tgz

Configuration:
hiaye
Configuration Ravision: 1 =
RIA00 Mobile Server(s ),
Part:
z)
Part
=

i
Block all network access if filter is not found:

Fig. D-20 Mobile Client Package Contents page
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The Mobile Client Package Contents page includes the
following information:

 Component Versions - The Mobile Client Windows and
Macintosh version numbers and MCU version numbers

» Packages - Links to downloadable components for:

* Windows - Direct or Group Policy Setup links for down-
loading the following components:

* 8e6client.msi - download the Mobile Client
application installer file for installation on Windows
end user workstations

» 8ebBwinmcu.msi - if using the optional Mobile Client
Updater feature, download the MCU installer file for
installation on Windows end user workstations

» Mac OS X Client Installer - Direct or Remote Desktop
Setup links for accessing the following components:

» 8eb6clientinstaller.mpkg.tar - download the
compressed Mobile Client application installer
package file and uncompress for installation on
Macintosh end user workstations

» 8e6osxmcu.pka.tar - if using the optional Mobile
Client Updater feature, download the compressed
MCU installer package file and uncompress for
installation on Macintosh end user workstations

» Auto-Update File Set - if using the optional MCU
feature on a Web Filter running software version 4.0 or
higher, download the mobile-client {version}.tgz
compressed set of Mobile Client files, uncompress and
extract files to the designated update server

NOTE: More information about these tools is provided in subse-
guent pages in this section of the user guide.
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» Configuration - Mobile Client and server settings:

Configuration Revision number
Mobile Server Host IP address(es) and Port number(s)

Internal Server Host IP address(es) and Port
number(s)

Proxy server - Server host name or IP address, Port
number, and Username if a proxy server was specified

Options - Block all network access if filter is not found:
true or false, and Update URL if using the Mobile Client
Updater and a Web server was specified

AppOptions - Application Options Settings entries, if
any were made and saved

When you are finished reviewing the contents of the Mobile
Client Package Contents page, click the “X’ in the upper
right corner to close the page.

NOTE: If you need to find the Mobile Client Package Contents
page after you close it, from the Mobile Client Deployment Tool
window, go to File > Explore Packages... and then locate “Pack-
ages-View.html” inside the directory for the corresponding
package.
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Edit a Package Configuration

1. From the Mobile Client Deployment Tool window, select
File > Edit Package... to open the Select Package
window:

Select Package x|

Packages Path: [CDocuments and Selfings!dolaéppication DetaMBES ezt Mobie Clert Deployment KitPack

Package Mame |NEW Fackage 1

“wiindows Client: 3.0.3.0 “findows MCL: 1.0.0.9 oK

05 X Client: 3.01.0 05 X MCU: 1.00.7

Cancel

il

Packages :

Explore Packages...

Fig. D-21 Select Package window

2. From the Packages list box, choose the package to be
edited; this action populates the Packages Path and
Package Name fields with pertinent criteria about the
package. The Mobile Client Windows and Macintosh
version numbers and MCU version numbers also display.

TIP: Click Explore Packages... to open the Mobile Client Deploy-
ment Kit's Packages folder and choose the package to be edited
from the available selections.

3. Click OK to close the Select Package window and to
launch the Package Configuration window displaying the
last saved edits made for the package.

NOTE: The “Configuration revision” is incremented to the next
sequential revision number.

4. After making your edits, choose a Save option for saving
the configuration package.
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Edit default configuration settings

1. From the Mobile Client Deployment Tool window, select

Tools > Edit default configuration... to open the
Package Configuration window for default settings:

Package Configuration |

File:

~Package Information

Path: | CH\Bacuments and SettingsldotaApplication Data\M88security\Mobie Client Deployment Kiticfg-defauks.mecfa

Configuration revision: |0 (B e el s Windows Client: All windows MEU: Al
05 % Client: Al 05 % MaU: Al

Config. schema version : 1

~Netwark Setting

Mot fiter hostts): |

Intemal iker host(s): |
Proxy address or l— ) l—
host name: Fort:

™ Proxy authentication required:

Ussmame: | Passward; | Password:

IV Black all LRLs if Mobile Server cannot be found,

utomatic LUpdate Setting:

Update URL Base:

~Application Options Settings

[l

Fig. D-22 Package Configuration window for default settings

This window is similiar in appearance to the Package

Configuration window used for adding a new package or

editing an existing package, except the Package Infor-
mation frame includes the following differences:

+ a different Path is used with the filename *“cfg-
defaults.mccfg” specified

» “Save as defaults” is greyed-out

* Mobile Client and MCU components for Windows and
Macintosh OS X show "All" instead of software version

numbers.
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@ TIP: Select File > Cancel to exit without saving your edits.

2. Make your edits in this window and then select from the
following options to save the default configuration: File >
Save or File > Save and Quit.

NOTE: See Save configuration settings, download files in
Configure a New Package Set for information about these Save

options.

View Package Configuration contents

1. From the Mobile Client Deployment Tool, select File >
Explore Packages... to open the Packages folder:

(osck = ) - (T | ek [ rokders

& i Settings ot o Apphcation Dl a) MIBSecmity' Mobile Clent ©

=10 x|
ir

Address | C\Documerts s [

Feidres * Nanw =

_service
User

Hacation Data

ndebe
Aol M
ahead

Aol Canrguter
Aty

Cordl

oS

Fig. D-23 Packages folder

@ TIP: The Packages folder is also accessible from the Select
Package window (see Fig. D-21) by clicking the Explore Pack-

ages... button.

2. Double-click the selected package to display its contents.

3. When you are finished, click the “X” in the upper right
corner of the folder to close it.
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MCU file preparations

In order to use the optional Mobile Client Updater (MCU)
component to distribute product or configuration updates to
end users, you must first install the MCU on end user work-
stations. Then you must select the host server to deploy
updates to end user workstations.

Step 1: Install MCU on end user workstations

1. Access the appropriate MCU installer (8e6winmcu.msi
for Windows and 8e6osxmcu.pkg.tar for Macintosh OS
X) and copy it to respective user workstations.

TIP: You might want to copy the installers to a master CD-ROM to
simplify the installation process.

2. Install the installer as you would any other program. No
configuration is required for the MCU component.

NOTE: This is a one time operation; after this procedure the MCU
will update itself when a new version is deployed.
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Step 2: Choose a deployment host for updates

Decide where to host Mobile Client update files:
* A Web server you maintain

* Mobile Server Web Filter

Host MC file on your Web server

This choice is advantageous for environments with multiple
Mobile Server appliances, since update files need to be
copied to only one server instead of each Web Filter appli-
ance.

@ NOTES.: If you choose to host update packages on your own
Web server:

» The Web server’s URL must be specified in the Package
Configuration window. If this URL changes at any point in time,
before using the “new” server, you must first update the “old”
server with the package containing the “new” URL, so that
clients know where to get current updates. Thereafter, any
newer packages should be uploaded to the “new” server.

» The MIME types map may need to be modified in order to
support custom file extensions for .mcxml (text/xml) and .mccfg
(text/xml).

Host MC files on the Mobile Server (Web Filter)

This choice is convenient for hosting Mobile Client updates
since this Web Filter is already accessible by the Mobile
Client application. However, performance issues may arise
when a new version of the Mobile Client is available and is
being requested by multiple end user workstations simulta-
neously.

The MCU checks for Mobile Client updates after each
successful synchronization attempt. By default, synchroni-
zation attempts occur once per hour (unless you have modi-
fied the Mobile Server configuration to specify otherwise).
When a new Mobile Client version is detected, the MCU
immediately attempts to download it. Because the clients do
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not coordinate their synchronization attempts with each
other, the timing of download attempts will follow a random
statistical distribution. Nevertheless, it is conceivable that if
you have 4,000 client workstations, they might all attempt to
download the update within the first hour after it is posted,
although the starting times of each download will vary.

NOTE: A full Mobile Client update file size is about 1.5 MB for
Windows and 1.4 MB for Macintosh OS X (as of software version
3.0.5).
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Step 3: Post the latest files for MCU

Next you must post the Mobile Client configuration files to
the host server. After this initial posting, whenever changes
are made to the client configuration, or whenever a new
software version of the Mobile Client becomes available,

you need to post the updated files to this designated host
server.

Post MC configuration files to a Web server

If you are using your own Web server as an update host,
extract the .tgz file into the host directory associated with the
Update URL Base field entry made in the Package Configu-
ration window for that package.

Post MC configuration files to the Mobile Server

If you are using the Mobile Server (Web Filter) as an update
host:

1. With the Web Filter user interface launched, go to
System > Mode > Operation Mode (see Fig. D1).

2. In the Mobile Client Control frame, at the Mobile Client
Software Update field click Upload to open the Upload
Mobile Client Software Package pop-up window:

/2 upload Mobile Client Software Package - Windo: -0l x|
N T I M B
File Edt Wew Favorites Tools Help
& ¥ AMUpload Mobile Client Snftwm| ‘ B0~ B - = - [ Page ~ >
Upload Mobile Client Software Package
File Browse. Upload File
Note: Current software package will be removed
Done [T T @ [®ww - 4

Fig. D-24 Upload Mobile Client Software Package window
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3. Click Browse... to open the File Upload window and
search for the .tgz file to be uploaded to the server.

WARNING: Uploading subsequent packages of the Mobile Client
to the server will overwrite the current file configuration.

4. Once you have found the file, click Upload File to upload
the file to the server. After the file has been uploaded a
confirmation message displays.

5. Click the “X” in the upper right window of the message
window to close it.

How MCU updates clients

The server will unpack the files into the default update loca
tion so that clients can find the update as expected. The
default location is http://{mobile_server_address}:81/
mobile_client_updates. To verify that your update files
have been posted, go to the file latest-manifest.mcxml in
this directory. Clients read this file to determine if applicable
updates are available.

When the MCU reads available update information, it gives
priority to new versions of the software. If a new version of
the Mobile Client is available, it is downloaded and installed.
Since the updated package contains an embedded copy of
the latest configuration, this is adequate to ensure both the
software and the configuration are updated. However, if the
MCU finds no new software available, it checks to see if a
new configuration is available. If the latter is available, that
is downloaded and applied. Such updates are much smaller
in size than updating an entire new version of the Mobile
Client.
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MC Deployment to Windows Computers

Deployment to a group

The modified 8e6client.msi file is distributed to multiple
Windows workstations by creating a Group Policy Object
(GPO) which assigns this software to the required
computers on the network.

NOTE: The procedure suggested below presumes that you are
using the free add-on Group Policy Management Console
(GPMC) provided by Microsoft.

1. Make the distribution .msi file available to the target
workstations on a network share (e.g. \\{server-
name}\8e6MobileClient\8e6client.msi) .

2. Create a new Group Policy Object (GPO):

a. in the GPMC, select Group Policy Management >
Forest > Domains >{domain name} > Group Policy
Objects.

b. Right-click and choose "New", then create a name for
the policy (suggested name: "M86 Mobile Client
Deployment"). Click OK.

c. In the Group Policy Object Editor, open the {policy
name} > Computer Configuration > Software
Settings > Software installation node.

d. Click the right panel and choose New > Package.
Navigate to the distribution .msi file you shared in step
1, and then click “Open”. When prompted, select
"Assigned" for the deployment method. Click OK.

e. Right-click the new package and choose Properties >
Deployment, and then check the "Uninstall this appli-
cation when it falls out of the scope of management”
box. Click OK.

f. Close the Group Policy Object Editor.
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3. Link the new policy:

a. In the GPMC, select the domain or organizational unit
for which the policy should be applied.

b. Right-click, choose "Link an existing GPO", and then
select the new policy you created in step 2. Click OK.

c. Right-click the new policy in the tree, and then de-
select the "Link Enabled” menu checkmark. (The link
will be re-enabled later in this procedure.)

. Create a filter for the policy:

A GPO filter limits the scope of the policy so that the
Mobile Client is only installed on the appropriate
computers. For example, you may want to install it on all
workstations but not servers. There are two types of
filters: Security filters and WMI filters.

To create a Security filter:

a. Select the new policy link. Note the "Security Filtering"
section in the Scope panel to the right.

b. Click "Authenticated Users" and then "Remove".

c. Click "Add...", and then click "Object Types". Check the
"Computers" type and uncheck the "Users" type. Click
OK.

d. Enter the names of all the computers to receive the
Mobile Client installation, separated by semicolons.
(Alternatively, you can select a User or Computer
group created previously—details of group creation
are beyond the scope of this procedure. Click OK.

To create a WMI filter:

WM filters are capable of applying very sophisticated
selection criteria to set the scope of a policy. See
Microsoft Knowledgebase article #555253 for details on
creating WMI filters: http://support.microsoft.com/kb/
555253
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5. Enable the policy link:

Return to the new policy link in the GPMC for the target
domain or Organizational Unit, right-click, and then
choose "Link Enabled".

6. Test the deployment:

a. Select one of the workstations within the scope of the
policy and refresh its policies by running gpup-
date.exe.

NOTE: By default, Windows periodically refreshes the group
policy automatically. Using gpupdate allows you to force an
immediate refresh for test purposes—this is not something all
users on the network should be required to do.

b. Reboot the workstation and log in.

NOTE: In some cases involving Windows XP workstations, it may
be necessary to reboot twice for Group Policy processing to
occur.

c. Verify the Mobile Client is blocking access to unautho-
rized Web sites, and is allowing access to other sites.
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Installation on a single computer

The Mobile Client is manually installed on a single Windows
workstation by following these procedures:

1. Go to the folder in which the modified 8e6client.msi file

was downloaded, and click the .msi file icon to launch the
automatic installation process on the current workstation:

M86 Security Mobile Client

ii@a
5

Fig. D-25 Begin Mobile Client installation

After the application has been installed, a dialog box
opens asking if you wish to complete the installation
process now or later:

MB86 Security Mobile Client |

“Fou must restart your system for the configuration
changes made to MBE Security Mobile Client to take
effect. Click Yes to restart now ar Ma if you plan to
manually restart later

Yes No

Fig. D-26 Finish installation process

. To complete the installation process now, save any appli-

cations—if necessary, and then click Yes to shut down
and restart the computer. Or, click No to complete the
installation process later.

MC Deployment to Macintosh OS X Computers

Apple Computer provides a product called Apple Remote
Desktop (http://www.apple.com/remotedesktop/) that can
be used to deploy Macintosh OS X Mobile Client software
version in bulk to many users simultaneously. Contact Apple
for additional information about this product.
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Mobile Client Removal from Computers

Uninstallation from a Windows group

If the Group Policy that was used for installing the Mobile
Client on workstations is removed, the Mobile Client will still
remain installed on target workstations. In order to use the
Group Policy framework to uninstall the Mobile Client, the
Mobile Client Remover (8e6purge.msi) must be deployed
using the Group Policy, just as the installer was deployed.
Follow the instructions for deploying the Maobile Client, but
substitute 8e6purge.msi as the package to be deployed.
When the Remover is deployed on the workstation, the
Mobile Client will be uninstalled from end users’ machines.

[‘% NOTE: The Remover does not require configuration prior to distri-
bution.

You will probably want to change the name of the policy
(e.g. "Remove M86 Mobile Client"). Once the new policy
has been processed on all target machines and the Mobile
Client has been removed, you can delete or unlink the
removal policy with GPMC.

Uninstallation from an individual computer

The Mobile Client can be removed from individual Windows
or Macintosh OS X workstations.

To remove the Mobile Client from a Windows computer,
follow these procedures:

1. On the Windows workstation that needs to have the
Mobile Client removed, go to the taskbar and do the
following, based on the type of Windows operating
system:

* Windows Vista / Windows 7: Start icon > Control
Panel > Programs > Programs and Features >
{program} > Uninstall
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* Windows XP: Start > Control Panel > Add or
Remove Programs

2. Find the Mobile Client program and click Remove to
open the M86 Mobile Client - Uninstall dialog box:

M86 Mobile Client - Uninstall |

Ta uningtall this product, wou must enter a key provided by wour
administratar. Contact the administrator, and supply the "Machine (D"
shawn below to obtain an uninstall key.

Machine D 20886130
Uninstall Key: |

Cancel

Fig. D-27 Mobile Client Uninstall dialog box

3. Copy the eight-digit number displayed in the Machine ID
field. In this example: 20686190

4. Access the Mobile Client Deployment Tool window, and
go to Tools > Create uninstall key... to open the Create
Uninstall Key pop-up window:

Create Uninstall Key

This feature generates individual uninstall keys For workstations, When the user

attempts to uninstal the Mobile Client, they are provided with a machine 1D and

prompted For an uninstall key, Enter their maching ID here to produce the uninstall

feey,

wwhen you click "Generate", the resulting uninstall key is automatically copied
ta the Windows clipboard,

Maching ID: 20656190
Urinstall key:

Generate

Close:

x|

Fig. D-28 Create Uninstall Key pop-up window

In the Machine ID field, enter or paste the eight-digit ID
number from the Uninstall dialog box. In this example:
20686190

5. Click Generate to display the generated six-character
Uninstall key:

502
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Create Uninstall Key x|

This feature generates individual uninstall keys For workstations. When the user
attempts to uninstall the Mobile: Client, they are provided with a machine 1D and
prompted For an uninstall key, Enter their machine ID here to produce the uninstall
key.

when you click "Generate", the resulting uninstall key is automatically copied
to the Windows ciphoard,

Maching ID: 20656190
Uninstall key: | FOd34d

Close:

Fig. D-29 Generate a key

Copy this Uninstall key. In this example: f0d34d

NOTE: Click Close to close the Create Uninstall Key pop-up
window.

6. Access the M86 Mobile Client - Uninstall dialog box
again, and enter the generated password key in the Key
field. In this example: f0d34d

M86 Mobile Client - Uninstall x|

To uninstall this product, pou must enter a key provided by your
administratar.  Contact the administrator, and supply the “Machine ID*
shown below ta obtain an uninstall key.

Machine |D:  [20586150
Uninstall Key: ~ |f0d34d

Carncel
Fig. D-30 Uninstall the Mobile Client

7. Click OK to begin the uninstallation process. When the
Mobile Client has been uninstalled, a message displays
asking you to restart the machine:

M86 Security Mobile Client |

*fou must restart your system for the configuration
changes made to MBE Security Mobile Client to take:
effect. Click Yes to restart now or Mo if you plan to
manually restart ater,

Yes Mo

Fig. D-31 Restart message

8. Click Yes to restart the machine now, or No to restart the
machine later.
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Appendix E

Configure the Web Filter for Reporting

When configuring the Web Filter to be used with an SR or
ER unit, the following procedures must be completed in
order for the SR or ER to receive logs from the Web Filter.

Entries in the Web Filter Administrator console

1. Choose Reporting > Report Configuration to display the
Report Configuration window.

2. Click the “M86 Security Reporter / M86 Enterprise
Reporter” checkbox to display the M86 Security Reporter
/ M86 Enterprise Reporter tab:

Woe | Pubcy UMmary | Mepoiieg | s e Lspen wWeb Fiter /WA

Fig. E-1 Report Configuration window, SR / ER tab

3. Inthe Log File Transfer Configuration frame, enter the
LAN 1 IP address assigned to the M86 SR or ER Server,
and then click Add to include this IP address in the
Remote Server list box.
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NOTE: To remove an IP address from the list box, select it and
click Remove.

4. After the SR/ ER has been configured, and logs have
been transferred from the Web Filter to the SR/ ER, click
the Log tab to view transfer activity.

5. Onthe Log tab, click View Log to view up to the last 300
lines of transfer activity in the View Log frame.

NOTE: It is recommended you wait one to two hours after the
initial configuration so sufficient data is available for viewing.

e T R R R T wet Fee MBS

Fig. E-2 Report Configuration window, Log tab
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Entries in the SR, ER Administrator console

To see if log files have transferred:
1. Access the SR/ ER’s Administrator console.

2. From the Database pull-down menu, choose Tools to
display the Tools screen.

3. From the Database Status menu, choose File Watch
Log.

4. Click View to open the File Watch Status pop-up box. If
logs are being transferred, you will see an entry that
includes the date, time, and IMPORTING:
shadow.log.machinel. Once you see an entry, reporting
information will be available one hour after the timestamp
of the import listing.

@ NOTE: Transfers occur each hour.
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Appendix F

RAID and Hardware Maintenance

This appendix is divided into three parts: Hardware Compo-
nents, Server Interface, and Troubleshooting—in the event
of a failure in one of the drives, power supplies, or fans.

NOTE: As part of the ongoing maintenance procedure for your
RAID server, M86 recommends that you always have a spare
drive and spare power supply on hand.

Contact M86 Technical Support for replacement hard drives
and power supplies.

Part 1: Hardware Components

The Web Filter “SL” and “HL” RAID server contains two hard
drives, two power supplies, and five sets of dual cooling
fans (10 in total).

Part 2: Server Interface

LED indicators in SL and HL units

On an “SL" and “HL" unit, the following LED indicators for
software and hardware status monitoring display on the left
side of the front panel:

(O FLTR
O LIBR
(O RAID
O upDT
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FLTR = Filtering Status
LIBR = Library Update Status
RAID = Hard Drive Status

UPDT = Software Update Status

LED Indicator Chart

Below is a chart of LED indicators in the “SL” and “HL” unit;

LED " o
. Color | Condition | Description
Indicator
FLTR Green On Filtering traffic
Amber On Library being uploaded or
one or more processes
being started
Red On Not filtering traffic
LIBR Green On Library updated within the
past two days or less
Amber On Library updated more
than two days ago, but
within the past three days
Red On Library updated more
than three days ago
RAID Green On RAID mode enabled and
running
- Off RAID mode is inactive
Red On Check user interface for
status of hard drive
UPDT Amber On Software update detected
- Off No software update

detected

508
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Front control panels on SL and HL units

Control panel buttons, icons, and LED indicators display on
the right side of the front panel. The buttons let you perform
a function on the unit, while an LED indicator corresponding
to an icon alerts you to the status of that feature on the unit.

“SL” chassis front panel

“HL” chassis front panel

The buttons and LED indicators for the depicted icons func-
tion as follows:

/f/:\. UID (button) — On an “HL” server, when the UID

( \_) | button is pressed, a steady blue LED displays on

=" poth the front and rear of the chassis (see also
Rear of chassis). These indicators are used for
easy location of the chassis in a large stack config-
uration. The LED remains on until the button is

pressed a second time.

Overheat/Fan Fail (icon) — This LED is unlit

unless the chassis is overheated. A flashing red
LED indicates a fan failure. A steady red LED (on
and not flashing) indicates an overheating condi-
tion, which may be caused by cables obstructing
the airflow in the system or the ambient room tem-
perature being too warm.
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/B
&
'/E

NIC2 (icon) — A flashing green LED indicates net-
work activity on LAN2. The LED is a steady green
with link connectivity, and unlit if there with no link
connectivity.

NIC1 (icon) — A flashing green LED indicates net-
work activity on LAN1. The LED is a steady green
with link connectivity, and unlit if there with no link
connectivity.

. HDD (icon) — In addition to displaying in the control
| panel, this icon also displays on the front panel on

each hard drive carrier. Hard drive activity is indi-
cated by a green LED on an “HL” server, and by an
amber LED on an “SL” server. An unlit LED on a
drive carrier may indicate a hard drive failure. (See
Hard drive failure in the Troubleshooting sub-sec-
tion for information on detecting a hard drive failure
and resolving this problem.)

Power (icon) — The LED is unlit when the server is

- turned off. A steady green LED indicates power is

being supplied to the unit's power supplies. (See
also Rear of chassis.) (See Power supply failure in
the Troubleshooting sub-section for information on
detecting a power supply failure and resolving this
problem.)

Power (button) — When the power button is
pressed, the main power to the server is turned on.
When the power button is pressed again, the main
power to the server is removed but standby power
is still supplied to the server.
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Rear panels on HL units

UID (LED indicator) — On the rear of the “HL" chassis, to the
left of the power supplies, a steady blue UID LED indicator
displays when the UID button on the control panel is
pressed. This LED remains lit until the UID button is pressed
again.

VGA Port Button/LED

Power Supplies (LED indicators) — The power supplies are
located at the right on the rear of the chassis. An LED indi-
cator is located above each of the power plugs. (See Power
supply failure in the Troubleshooting sub-section for infor-
mation on detecting a power supply failure and resolving
this problem.)

Power Supplies

Power Plug Power Plug
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Part 3: Troubleshooting

The text in this section explains how the server alerts the
administrator to a failed component, and what to do in the
event of a failure.

Hard drive failure

Step 1: Review the notification email

If a hard drive fails, a notification email is sent to the admin-
istrator of the server. This email identifies the failed hard
drive by its number (HD 1 or HD 2). Upon receiving this
alert, the administrator should verify the status of the drives
by first going to the Hardware Failure Detection window in
the Administrator console.

& WARNING: Do not attempt to remove any of the drives from the

unit at this time. Verification of the failed drive should first be
made in the Administrator console before proceeding, as data on
the server will be lost in the event that the wrong drive is removed
from the unit.

M86 SecuriTY User GUIDE



APPENDICES SECTION APPENDIX F

Step 2: Verify the failed drive in the Admin console

The Hardware Failure Detection window in the Adminis-
trator console is accessible via the System > Hardware
Failure Detection menu selection:

G Pelry Ulmwy | ey | Gewem G g webFiter  SMEE

el

Fig. F-1 Hardware Failure Detection window

The Hardware Failure Detection window displays the
current RAID Array Status for the two hard drives (HD 1 and
HD 2) at the right side of the window.

Normally, when both hard drives are functioning without
failure, the text “OK” displays to the right of the hard drive
number, and no other text displays in the window.

However, if a hard drive has failed, the message “FAIL"
displays to the right of the hard drive number.

Before taking any action in this window, proceed to Step 3.
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Step 3: Replace the failed hard drive

After verifying the failed hard drive in the Administrator
console, go to the server to replace the drive.

Hard Drive lcon

Carrier Release Button

Press the red release button to release the handle on the
carrier, and then extend the handle fully and pull the carrier
out towards you. Replace the failed drive with your spare
replacement drive.

Release Button

NOTE: Contact Technical Support if you have any questions
about replacing a failed hard drive.
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Step 4: Rebuild the hard drive

Once the failed hard drive has been replaced, return to the
Hardware Failure Detection window in the Administrator
console, and click Rebuild to proceed with the rebuild
process.

& WARNING: When the RAID array reconstruction process begins,
the Administrator console will close and the hard drive will
become inaccessible.

Step 5: Contact Technical Support

Contact Technical Support to order a new replacement hard
drive and for instructions on returning your failed hard drive
to M86.

Power supply failure

Step 1: Identify the failed power supply

The administrator of the server is alerted to a power supply
failure on the chassis by an audible alarm and an amber
power supply LED—or an unlit LED—on the front and rear
of the chassis.

NOTE: A steady amber power supply LED also may indicate a
disconnected or loose power supply cord. Verify that the power
supply cord is plugged in completely before removing a power

supply.

& WARNING: Be sure the correct failed power supply has been
identified. Removing the wrong power supply will cause the
system to crash.

Step 2: Unplug the power cord

To prevent electrical shock to yourself and damage to the
unit, unplug the power cord from the failed power supply.
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Step 3: Replace the failed power supply

Remove the failed power supply by locating the red release
tab (1) and pushing it to the right (2), then lifting the curved
metal handle and pulling the power supply module towards

you (3).

Note that an audible alarm sounds and the LED is unlit
when the power supply is disengaged. Replace the failed
power supply with your spare replacement power supply.
The alarm will turn off and the LED will be a steady green
when the replacement power supply is securely locked in
place.

Step 4: Contact Technical Support

Contact Technical Support to order a new replacement
power supply and for instructions on returning your failed
power supply to M86.
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Fan failure

Identify a fan failure

A flashing red LED indicates a fan failure. If this displays on
your unit, contact Technical Support for an RMA (Return
Merchandise Authorization) number and for instructions on
returning the unit to M86.

A steady red LED (on and not flashing) indicates an over-
heating condition, which may be caused by cables
obstructing the airflow in the system or the ambient room
temperature being too warm. Check the routing of the
cables and make sure all fans are present and operating
normally. The LED will remain steady as long as the over-
heating condition exists.
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Appendix G

Glossary

This glossary includes definitions for terminology used in
this user guide.

always allowed - A filter category or port given this desig-
nation in a profile will be included in the white list. However,
this setting in a library category is overridden if the minimum
filtering level is set up to block that category.

Approved Content - A feature that lets users view only the
videos posted to YouTube or SchoolTube that are approved
for their profile. This feature requires the setup and mainte-
nance of a Web portal, and/or access to VuSafe’s portal.

block setting - A setting assigned to a service port or library
category when creating a rule, or when setting up a filtering
profile or the minimum filtering level. If an item is given a
block setting, users will be denied access to it.

custom category - A unique library category that is created
by an administrator, and can include URLs, URL keywords,
and search engine keywords to be blocked. Group adminis-
trators create and manage custom library categories for
their own group.

filter setting - A setting made for a service port. A service
port with a filter setting uses filter settings created for library
categories (block, open, warn, or always allow settings) to
determine whether users should be denied or allowed
access to that port.

firewall mode - A Web Filter set up in the firewall mode will
filter all requests. If the request is appropriate, the original
packet will pass unchanged. If the request is inappropriate,
the original packet will be blocked from being routed
through.
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global administrator - An authorized administrator of the
network who maintains all aspects of the Web Filter, except
for managing master IP groups and their members, and
their associated filtering profiles. The global administrator
configures the Web Filter, sets up master IP groups, and
performs routine maintenance on the server.

group administrator - An authorized administrator of the
network who maintains a master IP group, setting up and
managing members within that group. This administrator
also adds and maintains customized library categories for
the group.

individual IP member - An entity of a master IP group with
a single IP address.

instant messaging - IM involves direct connections
between workstations either locally or across the Internet.
Using this feature of the Web Filter, groups and/or individual
client machines can be set up to block the use of IM
services specified in the library category.

invisible mode - A Web Filter set up in the invisible mode
will filter all connections on the Ethernet between client PCs
and the Internet, without stopping each IP packet on the
same Ethernet segment. The unit will only intercept a
session if an inappropriate request was submitted by a
client.

keyword - A word or term used for accessing Internet
content. A keyword can be part of a URL address or it can
be a search term. An example of a URL keyword is the word
“essex” in http://www.essex.com. An example of a search
engine keyword is the entry “essex”.

library category - A list of URLs, URL keywords, and
search engine keywords set up to be blocked.

LDAP - One of two authentication method protocols used by
the Web Filter. Lightweight Directory Access Protocol
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(LDAP) is a directory service protocol based on entries
(Distinguished Names).

M86 supplied category - A library category that was
created by M86, and includes a list of URLs, URL keywords,
and search engine keywords to be blocked.

machine name - Pertains to the name of the user’s work-
station machine (computer).

master IP group - An IP group set up in the tree menu in
the Policy section of the console, comprised of sub-groups
and/or individual IP filtering profiles.

master list - A list of additional URLSs that is uploaded to a
custom category’s URLs window.

minimum filtering level - A set of library categories and
service ports defined at the global level to be blocked or
opened. If the minimum filtering level is established, it is
applied in conjunction with a user’s filtering profile. If a user
does not belong to a group, or the user’s group does not
have a filtering profile, the default (global) filtering profile is
used, and the minimum filtering level does not apply to that
user. If the minimum filtering level is set up to block a library
category, this setting will override an always allowed setting
for that category in a user’s profile. Minimum filtering level
settings can be overridden by profile settings made in over-
ride accounts, exception URL settings, and use of the
“bypass all” Rule setting.

mobile mode - The operations mode used on a Web Filter
configured for filtering end users on machines located
outside of the in-house network.

name resolution - A process that occurs when the Web
Filter attempts to resolve the IP address of the authentica-
tion server with the machine name of that server. This
continuous and regulated automated procedure ensures the
connection between the two servers is maintained.
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net use - A command that is used for connecting a
computer to—or disconnecting a computer from—a shared
resource, or displaying information about computer connec-
tions. The command also controls persistent net connec-
tions.

NetBIOS - Network Basic Input Output System is an appli-
cation programming interface (API) that augments the DOS
BIOS by adding special functions to local-area networks
(LANSs). Almost all LANs for PCs are based on the NetBIOS.
NetBIOS relies on a message format called Server
Message Block (SMB).

Network Address Translation (NAT) - Allows a single real
IP address to be used by multiple PCs or servers. This is
accomplished via a creative translation of inside “fake” IP
addresses into outside real IP addresses.

open setting - A setting assigned to a service port or library
category when creating a rule, or when setting up a filtering
profile or the minimum filtering level. If an item is given an
open (pass) setting, users will have access to it.

override account - An account created by the global group
administrator or the group administrator to give an autho-
rized user the ability to access Internet content blocked at
the global level or the group level. An override account will
bypass settings made in the minimum filtering level.

peer-to-peer - P2P involves communication between
computing devices—desktops, servers, and other smart
devices—that are linked directly to each other. Using this
feature of the Web Filter, groups and/or individual client
machines can be set up to block the use of P2P services
specified in the library category.

profile string - The string of characters that define a
filtering profile. A profile string can consist of the following
components: category codes, service port numbers, and
redirect URL.
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protocol - A type of format for transmitting data between
two devices. LDAP and SMB are types of authentication
method protocols.

proxy server - An appliance or software that accesses the
Internet for the user’s client PC. When a client PC submits a
request for a Web page, the proxy server accesses the
page from the Internet and sends it to the client. A proxy
server may be used for security reasons or in conjunciton
with caching for bandwidth and performance reasons.

guota - The number of minutes configured for a passed
library category in an end user’s profile that lets him/her
access URLSs for a specified time before being blocked from
further access to that category

Radius - This feature is used for controlling the filtering
levels of dial-up users. The Radius accounting server deter-
mines which accounts will be filtered and how they will be
filtered. The user profile in the Radius accounting server
holds the filter definition for the user.

Real Time Probe - On the Web Filter, this tool is used for
monitoring the Internet activity of specified users in real
time. The report generated by the probe lets the adminis-
trator know whether end users are using the Internet appro-
priately.

router mode - A Web Filter set up in the router mode will act
as an Ethernet router, filtering IP packets as they pass from
one card to another. While all original packets from client
PCs are allowed to pass, if the Web Filter determines that a
request is inappropriate, a block page is returned to the
client to replace the actual requested Web page or service.

rule - A filtering component comprised of library categories
set up to be blocked, opened, always allowed, or set up with
a warning and/or a time quota. Each rule created by the
global administrator is assigned a number and a name that
should be indicative of its theme. Rules are used when
creating filtering profiles for entities on the network.
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search engine - A program that searches Web pages for
specified keywords and returns a list of the pages or
services where the keywords were found.

service port - Service ports can be set up to blocked.
Examples of these ports include File Transfer Protocol
(FTP), Hyper Text Transfer Protocol (HTTP), Network News
Transfer Protocol (NNTP), Secured HTTP Transmission
(HTTPS), and Other ports such as Secure Shell (SSH).

SMTP - Simple Mail Transfer Protocol is used for transfer-
ring email messages between servers.

SNMP - For the Web Filter, a Simple Network Management
Protocol is a third party product used for monitoring and
managing the working status of the Web Filter’s filtering on
a network.

sub-group - An entity of a master IP group with an associ-
ated member IP address, and filtering profile.

synchronization - A process by which two or more
machines run in parallel to each other. User filtering profiles
and library configurations can be set up to be synchronized
between multiple Web Filters. The clock on the Web Filter
can be set up to be synchronized with a server on the
Internet running Network Time Protocol (NTP) software.

time profile - A customized filtering profile set up to be
effective at a specified time period for designated users.

Traveler - M86’s executable program that downloads
updates to your Web Filter on demand or at a scheduled
time.

URL - An abbreviation for Uniform Resource Locator, the
global address of Web pages and other resources on the
Internet. A URL is comprised of two parts. The first part of
the address specifies which protocol to use (such as "http").
The second part specifies the IP address or the domain
name where the resource is located (such as
“203.15.47.23" or "m86security.com").
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virtual IP address - The IP address used for communi-
cating with all users who log on the network.

VLAN - Virtual Local Area Network is a network of
computers that may be located on different segments of a
LAN but communicate as if they were on the same physical
LAN segment.

warn setting - A setting assigned to a library category or
uncategorized URLs when creating a rule, or when setting
up a filtering profile. This designation indicates URLs in the
library category or uncategorized URLs may potentially be
in opposition to the organization’s policies, and are flagged
with a warning message that displays for the end user if a
URL from that library category or an uncategorized URL is
requested.

white list - A list of approved library categories for a speci-
fied entity’s filtering profile.
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account

password security 98

setup 95
Active connections diagnostic tool 109
active filtering profiles 23
Active Profile Lookup window 116
Additional Language Support window 285
Admin Audit Trail window 120
Administrator menu 95
Administrator window 95
alert box, terminology 4
Alert menu 123
Alert Settings window 123
always allowed 27

definition 518
Appliance Watchdog 143, 236
Approved Content 384

Real Time Probe 337, 339
Approved Content portal setup 269, 387
Approved Content Settings entries 387
Approved Content Settings window 268, 386, 400, 404
Approved Content, definition 518
authentication 160
Authentication menu 160

backup procedures 162
Backup/Restore menu 161
Backup/Restore window 161
Beta 128
block page 13, 15, 22, 23, 82, 93, 153
custom 431
route table 93
Block Page Authentication window 78
Block Page Customization window 204
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Block Page Device 153
Block Page Route Table window 93
block setting 27
definition 518
button, terminology 4

calculator 66
category

codes 429

custom categories 408

custom category 25

library 25

M86 supplied category 308
category codes 429
Category Groups menu 307
category profile

global 250

IP group 360

minimum filtering level 272
Category Weight System menu 300
Category Weight System window 300
Centralized Management Console 37, 140
checkbox, terminology 4
CMC Management 140, 144
CMC Management menu 220
Common Customization window 198
Configuration window 281
contact e-mail addresses 123
Control menu 72
CPU Usage diagnostic tool 110
Ctrl key 65
Current memory usage diagnostic tool 110
custom categories 25, 408, 411

delete 426

menu 411
Custom Categories menu 408
custom category

definition 518
Customer Feedback Module menu 296
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Customer Feedback Module window 296
Customization menu 197

D
Diagnostics menu 106
dialog box, terminology 4
Disk Usage diagnostic tool 111
DMZ 462
E
Emergency Update Log window 291
Enterprise Reporter 324, 504
environment requirements 10
Mobile Client 459
EULA 222
Exception URL 383
exception URL 81, 275, 430
Exception URL window 368, 399, 403
F

field, terminology 4
filter option codes 430
filter options
global group 254
filter setting 28
definition 518
Filter window 72
filtering 429
category codes 429
hierarchy diagram 30
profile components 24
profile types 20
rules 28
search engine keyword 256
static profiles 22
URL keyword 257
Firefox 10, 459
firewall mode 16
definition 518
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diagram with filtering and cache setup 17

diagram with firewall and cache setup 16
frame, terminology 5
FTP

CFM 296

Change Log FTP Setup 121

proxy setting 282

report configuration 327

General Availability 128
global administrator 1, 2
add account 95
definition 519
global filtering profile 23
global group 18
category profile 250
default redirect URL 253
filter options 254
menu 235
override account 258
port profile 252, 274
Global Group Profile window 249
Google Chrome 10
Google Web Accelerator 76
Google/Bing/Yahoo!/Youtube/Ask/AOL Safe Search Enforcement
global group filter option 255
grid, terminology 5
group
create IP group 277
delete profile 394
global 18
IP 19, 277
types of 18
group administrator 1, 2
definition 519
Group Details window 348
Group Profile window 360
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Hardware Failure Detection window 179
Help screen 55
Help Topics 56
How to
configure filtering 72
configure the Minimum Filtering Level 271
Bypass Options 275
configure the Warn Option Setting 195
customize pages 197
set up a custom category 408
set up a Time Profile 374
set up an Override Account
Global Group 258
Group profile 351
set up Exception URLs 368
set up pattern detection whitelisting 305
set up profile options
Global Group Profile 254
Group or member Profile 365
Override Account profile 264, 357
Time Profile 382
set up Quotas 225
set up Real Time Probes 328
set up Search Engine Keywords
Custom Categories 424
M86 Supplied Categories 318
set up URL Keywords
Custom Categories 421
M86 Supplied Categories 314
set up URLs in categories
Custom Categories 413
M86 Supplied Categories 309
set up X Strikes Blocking 181
use library categories in a profile
Global Group Profile 250
Group or member profile 360
Override Account profile 260, 353
Time Profile 380
use rules 245
HTTPS 11, 69
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login 50

port numbers 428

proxy environment 158
HTTPS Filtering 75

Individual IP 402
individual IP member
add to group 393
definition 519
delete 404
profile type 22
Individual IP Profile window 403
Installation Guide 50
instant messaging 31, 308
definition 519
Internet Explorer 10, 459
invisible mode 13
definition 519
diagram 13
diagram with port monitoring 14
IP group 19, 277, 347
category profile 360
create 277
diagram 19
IP Profile Management window 389

J
Java Plug-in 10, 459
Java Virtual Machine 10, 459
JavaScript 10, 459

K

keyword
definition 519
search engine, custom category 424
search engine, M86 supplied category 318
update 283
URL, custom category 421
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URL, M86 supplied category 314

LAN Settings window 88
LDAP
definition 519
LED indicators 507
library
full URL update 284
lookup 293, 406
manual updates 283
search engine keywords, custom category 424
search engine keywords, M86 supplied category 318
software update 284
update categories 283
update logs 286
URL keywords, custom category 421
URL keywords, M86 supplied category 314
URLSs, custom category 413
URLs, M86 supplied category 309
weekly update 283
library categories 25
category codes list 429
custom 408
definition 519
M86 supplied 307
Library Details window 308, 411
Library Lookup menu 293, 406
Library Lookup window 293, 406
Library screen 54
Library Update Log window 286
Limited Availability 128
list box, terminology 5
Listening Device 153
Local Software Update window 128, 170, 284
lock page 183
Lock Page Customization window 201
lock profile 21
profile type 23
lockout profile 29
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log
backup/restore 172
emergency software update 291
ER 504
library update 286
out of the R3000 55
R3000 log transfer 323
realtime traffic, usage 112
software updates 135
log off
Administrator GUI 68
log on
Administrator GUI 50
Logon Management window 102
logon script path
block page authentication 80
Logon Settings window 98
lookup library 293, 406

M86 supplied category 25, 308

definition 520
machine name, definition 520
Macintosh 10, 459
Manual Update to M86 Supplied Categories 283
Manual Update window 283
master IP group 19

definition 520

filtering profile 22

maintenance 348

setup 277
master list 318

definition 520
Member window

Individual IP MAC address 467
Member window, Individual IP 402
Members window 349, 397

mobile mode 464, 465
Minimum Filtering Categories

categories profile 272
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minimum filtering level 26, 271
bypass options 275
definition 520

Minimum Filtering Level window 271
categories profile 272
port profile 274

Mobile Client 458
Deployment Kit 470

mobile mode 349, 396, 397, 402, 458
definition 520

Mode menu 152

name resolution, definition 520
NAT 38, 142, 145
definition 521
navigation panel 59
terminology 5
navigation tips 54
net use
definition 521
NetBIOS
definition 521
Network Address Translation (NAT), definition 521
Network menu 88
network requirements 11, 460
Network Time Protocol (NTP) 90
NIC Configuration diagnostic tool 109
NNTP Newsgroup menu 303
NNTP Newsgroup window 303
NTP Servers window 90

open setting 27
definition 521
Operation Mode window 152
mobile mode 463
Options page 82
override account 351

M86 SecuriTy User GuIDE 533



INDEX

534

AdwareSafe popup blocking 450

block page authentication 79

definition 521

global group 258

Google Toolbar popup blocking 449

Mozilla Firefox popup blocking 451

override popup blockers 446

profile type 23

Windows XP SP2 popup blocking 453

Yahoo! Toolbar popup blocking 447
Override Account window 258, 351

P2P
definition 521
password
expiration 51, 99
override account 351
unlock IP address 104
unlock username 103
Pattern Detection Whitelist menu 305
Pattern Detection Whitelist window 305
peer-to-peer 31
definition 521
Ping 108
Policy screen 54
pop-up blocking, disable 446
pop-up box/window, terminology 6
port profile
global 252, 274
minimum filtering level 274
Print Kernel Ring Buffer diagnostic tool 111
Process list diagnostic tool 108
profile
global group 249
group 360
individual IP member 403
minimum filtering level 271
sub-group 398
Profile Control window 212
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profile string
definition 521
elements 428
protocol, definition 522
Proxy Environment Settings window 158
proxy server 158, 479
definition 522
pull-down menu, terminology 6

quota

definition 522

format 430
Quota Block Page Customization window 214
Quota Notice Page Customization window 217
Quota Setting menu 225
Quota Setting window 225

radio button, terminology 6
Radius
definition 522
Radius Authentication Settings menu 174
Radius Authentication Settings window 174
Radius profile 21
RAID 179
Range to Detect Settings window 143
Range to Detect window 235
Real Time Probe 522
Real Time Probe window 328
realtime traffic logs 112
re-authentication
block page authentication 79
Reboot window 86
Recent Logins diagnostic tool 110
redirect URL
global group 253
refresh the GUI 64
Regional Setting window 92
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remote filtering components 460
Report Configuration window 323
Reporting screen 54
requirements
environment 10
Reset menu 173
Reset window 173
restore
download a file 169
perform a restoration 170
settings 161
router mode 15
definition 522
diagram 15
Routing table diagnostic tool 109
rule 26
definition 522
Rules window 245

Safari 10, 459
screen, terminology 6
search engine
definition 523
search engine keyword
custom category 424
M86 supplied category 318
Search Engine Keyword Filter Control
global group filter option 256
search engine keyword filtering 256
Search Engine Keywords window 318
custom category 424
Secure Logon menu 98
Security Reporter 324, 504
self-monitoring process 123
service port 26
definition 523
Setup window 141
Shadow Log Format window 342
Shift key 65
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ShutDown window 85
SMTP
definition 523
SMTP Server Settings window 126
SNMP
definition 523
SNMP window 177
software
emergency update logs 291
update logs 135
software update 284
Software Update Log window 135
Software Update Management window 220
Software Update menu 128
software updates 128
Source mode 37, 72, 142
SSL Certificate menu 231
SSL Certificate window 231
Stand Alone mode 37, 72, 140
static filtering profiles 22
Status window 147
Status window, CMC Management 223
Sub Group (IP Group) window 395
MAC addresses 466
Sub Group Profile window 398
sub-group 346, 395
add to master IP group 392
copy 401
definition 523
delete 401
paste 394
sub-topic 60
terminology 7
synchronization 140
backup procedures 47
definition 523
delays 41
overview 36
server maintenance 47
Setup window 141
Status window 147
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sync items 42
Synchronization menu 140
synchronization setup 38
System Command window 106
System Performance diagnostic tool 110
system requirements 10
System screen 54
System uptime diagnostic tool 111

TAR profile 21
Target mode 37, 145
text box, terminology 7
Threat Analysis Reporter 29
time profile
add 375
definition 523
delete 385
modify 385
profile type 23
Time Profile window 374, 399, 403
time-based profile 79
tolerance timer 184, 255, 265, 358, 366
tooltips 57
TOP CPU processes diagnostic tool 109
topic 59
terminology 7
Trace Route 108
Traveler 307
definition 523
tree 61, 62
terminology 8
Troubleshooting Mode window 114

update
add software update to server 128
emergency software updates 291
library categories 286
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software 135
Updates menu 281
Upload/Download IP Profile 389
Upload/Download IP Profile window

MAC addresses 468
UPS 69
Upstream Failover Detect 236
URL Keyword Filter Control

global group filter option 257
URL keyword filtering 257
URL Keywords window 314

custom category 421

M86 supplied category 314
URL, definition 523
URL, same URL in multiple categories 300
URLs window 309

custom category 413

M86 supplied category 309
usage logs 112

View Log File window 112
virtual IP address, definition 524
VLAN 524

VuSafe 268, 518

Warn Option Setting window 195
Warn Page Customization window 208
warn setting 27

definition 524
Web access logging 31
Web Filter 1
Web-based authentication

block page authentication 79
white list

definition 524
wildcard 293, 309, 312, 407, 413, 416
window, terminology 8
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Windows 7 10

Windows Vista 10

Windows XP 10

workstation requirements 10
Mobile Client 459

X Strikes Blocking
global group filter option 255
X Strikes Blocking window 181
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