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About This Guide

This document is a quick start guide to help users installing the SWG for the first time. It describes the
basic tasks required to get the proxy up and running, and how to add users and modify policies for
first-time use. It also introduces some basic troubleshooting techniques needed to overcome the issues
typically encountered in a new installation.

This guide assumes a simple SWG architecture which you would typically encounter in a POC
environment. It is not meant as an all-encompassing guide for day-to-day use. For more information,
refer to the Secure Web Gateway User Guide.
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Formatting Conventions

This guide uses the following formatting conventions to denote specific information.

Table 2: Formatting conventions

Formats and Symbols Meaning

Blue Underline A blue underline indicates a Web site or email address.

Bold Bold text denotes UI control and names such as commands, menu items, tab and field
names, button and check box names, window and dialog box names, and areas of
windows or dialog boxes.

Code Text in Lucinda Console 9 pt indicates computer code or information at a
command line.
Italics Italics denotes the name of a published work, the current document, name of another

document, text emphasis, or to introduce a new term.

[Square brackets] Square brackets indicate a placeholder for values and expressions.

Notes, Tips, and Warnings

@ Note: This symbol indicates information that applies to the task at hand.

9 Tip: This symbol denotes a suggestion for a better or more productive way to use the
product.

Caution: This symbol highlights a warning against using the software in an unintended
manner.

ol

Question: This symbol indicates a question that the reader should consider.

iv Copyright © 2012 Trustwave Holdings, Inc. All rights reserved.
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1 Installing Secure Web Gateway

Install the SWG appliance as described in the SWG Setup Guide. You can access the Guide online by
clicking the following link:

SWG 11.0 Setup Guide

Completion of the initial configuration as outlined in the above Guide is considered a prerequisite for this
document.

2 Connecting to the GUI

Connect to the GUI with a browser — point to the IP address using HTTPS:
https://<ip address>

Ignore any certificate warnings at this time.

The SWG Login screen opens. When logging in for the first time you will need to change the password
from the default.

SWG P2 Trustwave
Username:
Password:
Login
Server: 192 168.120.127

The default credentials are:

Username: admin
Password: finjan

To log back to the Console directly, use the updated password.

Installing Secure Web Gateway
Copyright © 2012 Trustwave Holdings, Inc. All rights reserved.
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3 Licensing the SWG

You must have an SWG license to proceed. This can be a trial or full license. Be sure to plan ahead and
have the license ready on the day of installation.

Licensing for the SWG is modular, so you need to decide in advance which Anti-Virus component, URL
Database etc. to use:

e Anti-Virus: Choose from Sophos, McAfee, or Kaspersky
e URL: Choose from Trustwave, Websense, IBM (the default is Trustwave unless selected otherwise)
e Other Modules: Caching, HTTPS

When logging into the SWG for the first time you will be asked to enter your license key:

Users | Policies | Logs and Reports Administration | Help | |Search ’ Logout "T
‘ A Irustwave
A S Gl Ly 82 SWG AL A,

[ License N lﬂ

License ®

Please enter the license key:

pA
Continue ¥*

Ready Administration > System Settings > License Last login: 11.19.2012 15:02 Wergion 11.0.0.15

It can take several minutes for the SWG to validate the license.
You will also be asked to accept the End User License Agreement (EULA).

If you wish to participate in the Customer Feedback feature run by Trustwave SpiderLabs Research,
ensure that the Enable sending customer feedback information check box is selected.

You can disable this feature at any time; Go to Administration | System Settings | Administrative
Settings and deselect the check box. For more information, see
https://www.trustwave.com/support/customer-feedback-module.asp

Once these steps are complete, you will have access to the SWG interface.

Licensing the SWG
Copyright © 2012 Trustwave Holdings, Inc. All rights reserved.



Secure Web Gateway 11.0 Quick Start Guide

4 Introducing the SWG Interface

4.1 Welcome Screen

On first use, SWG opens at the Welcome screen. The Welcome screen opens only at the first login after
installation, or if the user does not have permissions to access the Home page.

This screen provides quick links to several frequently-used activities. Note that you can also display these
links in the Home page, if required.

4.2 Home Page

The Home Page serves as the entry point to the application Management Console UI, and includes links
to frequently used tasks, commonly used reports and charts, information on pending updates and system
log information.

Note that the Home Page is a limited view; data shown is dependent on the permissions of the current
user.

The Home page is always accessible by clicking the Home icon &% on the Management Console toolbar.
This page can:

¢ Provide quick links to recent and frequently used activities in the Management Console.

¢ Display notification of pending system updates and changes, both automatic and those requiring user action.

¢ Display a selection of logs and reports.

You can arrange the Home page to suit your needs. For more information, see Customizing the Home
Page in the Management Console Reference Guide.

8 Introducing the SWG Interface
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4.3 Working with the SWG Interface

Here are some quick pointers about the SWG Interface:

Users | Policies | Logs and Reports | Administration | Help | Search + || Logout (admin}

”
I R A SIR O LERRC TS g | 2 | il | S8 2y | 52 SWG Rrstwave

|| Trustwave Devices ]ﬂ
Trustwave Devices @ < 192.168.120.127 @
£ | B i® Devices
[E Defaul vaues Device IP: [192.168.120.127 = Type: [Alln One =
= Lﬂ Management Devices Group Description: |
b fezse iz ] .

L|£:j Default Distributed Scanners Group Status Access List Advanced

I use Access List =
—Management Access List

” From P H To IP

—Users Access List

ﬂ From P H To IP

|—A:r.ess to Trustwave SWG system pnrls—| _I

& Edit

Ready Administration > System Seftings > Trustwave Devices Last login: 11.19.2012 08:43 Legged User: admin Version 11.0.0.15

e Right Pane and Left Pane: Most sections of the SWG GUI display a Right Pane containing detailed
information about the item selected in the Left Pane. You may need to manually refresh the GUI to

see current information. The Refresh button & is located at the top of the pane.

e Tabs: Using tabs can save time when switching back and forth between commonly used areas of the
GUL.

e Toolbar: Click the toolbar icons to save time accessing commonly used functions. You can customize

which icons are displayed by clicking the Edit Toolbar Buttons icon i] .

e Context Sensitive Help: Click the Help button @ (or press F1) for help relating to the currently
displayed GUI section. Note that Help content is online — you will need Internet connectivity to
view it.

e Commit Changes: Changes to settings, policies, and so on are not applied to the system devices

S

until you commit them by clicking the Commit Changes button =% If there are no changes to
make, this icon is disabled.

e Right Mouse Click: The GUI supports right-clicking, and much functionality is accessed in this way.

e Quick-access icons: Many tree panes have action icons to the left of the tree entries. You can
select an entry in the tree, and then click the appropriate action icon. Pop-up tooltips provide a
description of each icon.

Introducing the SWG Interface
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4.3.1 Confirming Updates Work Correctly

If the SWG does not receive updates it will not work correctly. It needs URL updates to apply any rules
based on URL Filtering. Anti-Virus updates are also needed for obvious reasons. Although the product,

strictly speaking, doesn’t require updates to perform its behavioral analysis, its security engines will need
intermittent security updates to work at their best.

To ensure that the system is up to date, open the Home page. If the Updates pane is not open, click the

down arrow in one of the panes and select Updates from the drop down menu.

T Finquentty Unsd dctitie B L e L e — [

SR
vty Luad i

- A i e S deshisnd modess v mosor Ba

e
o ff—

v g .
A0 Wl LS 5 D A 14 P T T T [rar———
i e D el e BE.  corueiv e ssiquriten i bt 34
HEOHTY date

o Bigakn

T Syutom Logn o Jynier Legm e

FE TR SRR AL AL

Note the tabs in the Updates and Upgrades Management screen:
e Available Updates: Available but not yet installed
e Installed Updates: Updates successfully downloaded and installed

e Update Key: Some customers use SWG in an isolated network that is not connected to the Internet.
With a special license, you can download updates using an Offline Updates application.

If neither the Available Updates nor Installed Updates tabs have any line entries, then no updates are

being downloaded. There may be a problem with internet access, or you may need to configure access
via a proxy.

10 Introducing the SWG Interface

Copyright © 2012 Trustwave Holdings, Inc. All rights reserved.



Secure Web Gateway 11.0 Quick Start Guide

To do this, go to Administration | Updates and Upgrades | Configuration.

¥ | Policies | Logs and Reports | Administration | Help ![SEarcIW... ,J|| Logout

== ot P2 Trustwave:
B2 os | LUy 52 SWG stwave
i Updates and Upgrades Configu ]n

Updates and Upgrades Configuration

@

— Proxy Configuration

Proxy Server: |_ . . ) User Name: [

Port: [_ | Password: [ |

— Scheduling Configuration

Check for Updates & Every daysat | 00: 30 |

[ Every hours minutes

[ Manually only

inetall Policy | Downioad and Install =1
— Except for:
w Type Check for Updates. Install Pelicy bl
l&V Dat File  Every days at [ 00: 30| Download and Install j
s 1o Every hours minutes
05 Update & Every days at UE?U—J Do nothing (Manual download and ins j
i 4 Every hours minutes =
Critical OS5 @ Fuery [ 1] daveat (o030l Do nothing (Manual download and ins |~ L.

It iz not recommended that you set the 05 update installation to Automatic.

# Edit

Ready Administration = Updates and Upgrades = Configuration Last login: 11.19.2012 15:02 Wersion 11.0.0.15

To check for updates immediately, click Retrieve Updates in the Updates and Upgrades |

Management screen. If you have just configured internet connectivity, and there are updates available,
these should now appear under Available Updates.

- Note: There are options to enable an Automatic Install for the different types of updates; Security
updates, Critical OS updates, and OS version updates. Click context sensitive Help for more information.

To troubleshoot further, go to: Logs and Reports | System Logs.

Introducing the SWG Interface
Copyright © 2012 Trustwave Holdings, Inc. All rights reserved. 11
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The System Logs should record the success or failure for update retrieval and installation.

= | Help | [Search... + || Logout (admin}
: e SWG  MTrustwave
2 E I & — ey Bagns wih Trist™
System Logs ::
Views < admin Default View @ @®
& | @ Views
B Find By: [Log D = | g _Amply
JLos 1D Device P Sl L =
87 2012-11-19 07:44:01+02 |182.168.120.127 |normal Update configuration completed successfully.
86 2012-11-19 07:42:48+02 (192 188120127 |normal Finished synchronizing configuration with device 192 188120 127" successfully. -
85 2012-11-19 07:42:36+02 |192.168.120.127 |normal Started synchronizing cenfiguration with device “192.168.120.127".
84 2012-11-18 07:42:27+02 (192.168.120.127 |normal Update 'KASPERSKY_DAT1211180408" installed successfully
83 2012-11-18 07:41:27+02 [152.168.120.127 |normal Installing update 'KASPERSKY_DAT1211190406"
8z 2012-11-19 07:41:07+02 |182.168.120.127 |normal Update configuration completed successfully.
81 2012-11-19 07:40:55+02 (192 188.120127 |normal Finished synchronizing configuration with device 152 188120127 successfully.
80 2012-11-19 07:40:54+02 |192.168.120.127 |normal Started synchronizing cenfiguration with device “192.168.120.127".
78 2012-11-18 07:40:52+02 (192.168.120.127 |normal Update 'SOPHOS_DAT483138" installed successfully
T8 2012-11-19 07:40:26+02 [152.188.120.127 |normal Installing update "SOPHOS_DAT4E3138
T 2012-11-19 07:40:22+02 |182.168.120.127 |normal Security Update WASPERSKY_DAT1211190406" added to available updates
76 2012-11-19 07:40:21+02 (192 188120127 |normal Security Update "SOPHOS_DAT483138" added to available updates
75 2012-11-19 04:09:06+02 |192.168.120.127 |normal Update configuration completed successfully. -
Page: 4 €« Previous Next
Ready Logs and Reports > System Logs Last login: 11.19.2012 08:43 Logged User: admin Version 11.0.0.15

Only proceed to the next section when the updates are working correctly.

12
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5 Confirming Proxy Operation

To confirm that the Proxy is handling web requests correctly, point a browser at the SWG. Note that the
default listening ports for SWG are 8080 and 8443 for HTTP and HTTPS respectively.

e Note: If using the same browser to access the SWG GUI and to test the proxy, you should exclude the IP
@ of the SWG from proxying altogether.

Browse to some sites with this browser. There are some test sites that should trigger the default policies
in the SWG:

e http://test.8eb.net ... Blocked as Adult if using the Trustwave URL DB (actual content is safe for
work)

e http://www.eicar.org/85-0-Download.html ... Contains several forms of the harmless Eicar test virus.
The HTTPS link can be used to confirm that HTTPS content scanning works correctly.

Is normal browsing working correctly? Are the above sites getting blocked as shown below?

Page blocked

The page you've been trying to access was blocked.
Reason: Forbidden URL. URL Category is

-Pornography/Adult Content
Transaction |D is 50449E8D7CA405030033

Back

Confirming Proxy Operation
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Use the Web Logs to confirm normal operation or to troubleshoot abnormal proxy behavior.

Go to: Logs and Reports | Web Logs.

* Find By: | Transaction ID =] [ =] Time Frame: | Al
Admin Group: Super Administrators =] Apply
’: URL Action Transaction Time Block Reason |Anti Virus (KURL Client IP  |Behavior PriMalware Protocol :
http://192.168.120.18:80/g00d_flles/pd il Block 2012-10-03 03:4234 Container violation : <b>Humber of contained files exceeds i Other 192,168,121 HTTP
hitp:4/192.168.140.2:80/good_files/pptiray Block 2012-10-03 034211 Forbidden File Type! An attempt was made to download a forl Other 192.168.12( HTTP
hitp://192.168.140.2:80/good_files/pdflus|Block 2012-10-03 03:42:10 Container violation : <b~invalid format</b».<br>Transaction ID| Other 192.168.121 HTTP
2 | hitp:#/192.168.140 2:80/good_files/odt/Fly Block 2012-10-03 03:42:10 Container violation : <b=File could not be extracted</b> <br=Ti Other 192.168.12( HTTP E
*=1 | http://192.168.120.18:80/g00d_flles/doc/ Black 2012-10-03 03:42:00 Forbidden File Type! An attempt was made to download a for Other 192.168.121 HTTP
’; hitp:4/182.168.120.18:80/good_files/doc/[ Block 2012-10-03 03:41:25 Forbidden File Type! An attempt was made to download a fort Other 192.168.12( HTTP
»=1 | nttp://192.168.140.2:80/good_files/pptial Block 2012-10-03 03:40:16 Forbidden File Type! An attempt was made to download a for Other 192.168.121 HTTP
’; http:4/182 166.140.2:80/good_files/pdf/64 Block 2012-10-03 03:40:08 Container violation : <b=Invalid format</b> <br=Transaction ID| Other 192.168.12( HTTP
»=1 | http:i/192.168.120.18:80/g00d_flles/pdfiH Block 2012-10-03 03:39:45 Container violation : <b~invalid format</b».<br»Transaction ID| Other 192.168.121 HTTP
’; hitp:4/182.168.120.18:80/good_files/xIsi6{ Block 2012-10-03 03:38:29 Forbidden File Type! An attempt was made to download a fort Other 192.168.12( HTTP
» 3 | nitp.i/192.168.140.2:80/go0d_flles/pptiq Block 2012-10-03 03:39:11 Binary content was blocked due to discovered explot. The vil Other 192.168.121 HTTP
’; http:4/182 168.140.2:80/good_filesixIs/Pre Block 2012-10-03 03:38:23 Forbidden File Type! An attempt was made to download a fort Other 192.168.12( HTTP
* 3 |nitp.i/192.168.140.2:80/good_flles/docxdq Block 2012-10-03 03:37.10 Forbidden File Type! An altempt was made to downioad a for Other 192.168.121 HTTP
’; hitp:4/182.168.120.18:80/good_files/doc/l Block 2012-10-03 03:36:51 Forbidden File Type! An attempt was made to download a fort Other 192.168.12( HTTP
» 3 | nitp.i/192.168.140.2:80/good_fllesiistAn| Block 2012-10-03 03:36:17 Forbidden File Type! An altempt was made to downioad a for Other 192.168.121 HTTP
*3 | hitp:/192.168.120.18:80/g00d_files/doc/k Block 2012-10-03 03:36:10 Forbidden File Type! An attempt was made to download a fort Other 192.168.12( HTTP
3 | nitp:/192.168.120.18:80/go0d_fles/ppUK Block 2012-10-03 03:35:56 Forbidden File Type! An altempt was made to downioad a for Other 192.168.121 HTTP
http:4/192.166.120.18:80/good_files/pdf/h Block 2012-10-03 03:35:19 Container violation : <b=Invalid format</b> <br=Transaction ID| Other 192.168.12( HTTP
nitp://192.168.120.12:80/g00d_Tles/ppuP|Block 2012-10-03 03:33.42 Forbidden File Type! An altempt was made o downioad a for Other 192.168.121 HTTP
http:4/192.166.120.18:80/good_files/ppt/S Block 2012-10-03 03:33:26 Forbidden File Type! An attempt was made to download a fort Other 192.168.12( HTTP
1 | nttp:4/192.168.120.18:80/g00d_files/ppt/Y| Block 2012-10-03 03:3237 Forbidden File Type! An aftempt was made {o download a for Other 192.168.121 HTTP
http:4/192.166.120.18:80/good_files/ppt/M Block 2012-10-03 03:31:38 Forbidden File Type! An attempt was made to download a fort Other 192.168.12( HTTP
= | nttp:1/192.168.120.18:80/g00d_files/ppv's| Block 2012-10-03 032923 Forbidden File Type! An aftempt was made {o download a for Other 192.168.121 HTTP
¥ [http://192.168.140 2:80/good_fleshs/sialBlock 2012-10-03 03:28:17 Forbidden File Type! An attempt was made o downioad a for Other 192.168.121 HTTP
» 1 | nttp:i/192.168.120.18:80/000d_files/ppUP| Block 2012-10-03 03:26:37 Forbidden File Type! An aftempt was made {o download a for Other 192.168.121 HTTP
¥= [nttp://192.168.140 2:80/good_filesidoc/ 1| Block 2012-10-03 03:26:08 Forbidden File Type! An attempt was made o downioad a for Other 192.168.121 HTTP
» < | ttp:i/192.168.140.2:30/g00d_{ Block 2012-10-03 03:25:32 Forbidden File Type! An aftempt was made {o download a for Other 192.168.121 HTTP
¥ [nttp:i/192.168.140 2.80/good_filesipdios| Block 2012-10-03 032352 Container violation - <b>Humber of contained files excesds i Other 192.168.121 HTTP -
Page: 1 « Hext ¥

Note that, for each transaction entry, more details can be accessed by right-clicking on the leftmost
column (with the little red triangle) and selecting Open details in new window.

Find Transaction ID: | | | s
Acticn

kg http:ieicar.org

3 hitp://secure.eicar.org: 443

L hitps./ifsecure.eicar.orgleicar.com

B Details hitp:\'secure.eicar.org:443
e Openin a new windo http:/iitest.8e6.netifavicon.ico

& Add to URL list hitp:/test 866 net

Bypazs scanning hitps:iskyfour.trusteave. comiau
b3 |Bypass scanning https:iskyfour.trusteave. com/au
¥= |Bypass scanning http:Nskyfour.trustwave.com; 443
b= httr oot Sal nat

14 Confirming Proxy Operation
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In the Details window, there are several Tabs with extra information about the transaction. Note in
particular the User tab, which as shown below contains only the IP address of the User. This is because
the Identification Policy for the SWG is not yet configured. The default is to identify by IP address only.

Transaction Entry € || Details

= | = " [Details]

el e
&l Request Transaction User Policy Enfarcement Content Scanning Server

(1 Response
Trustwave SWG User Name: T T T I

Client IP Address: 182.168.120.71
Authenticated User Name:

Authenticated Domain:

<€ Back

No Web Logs Visible: If you can access the web via the proxy, but you see no Web Log entries, the
first thing to confirm is that an appropriate logging Policy is enabled:

1. Go to Policies | User Policies | Logging.
2. Right-click Log everything except Image files and select Set as Default.

During the initial setup and troubleshooting phase it is useful to log everything. Later, when
everything is configured to your satisfaction, it may be advisable to revert to a Logging Policy that
logs less information. This is both for performance reasons and to keep the Web Logs more usable

by having fewer entries.

3. If you still can’t see any Web Logs:
a. Double-check that you are actually browsing via the SWG.
b. Double-check your proxy settings in the browser.

c. Confirm that the SWG is operating as a normal explicit proxy: Go to Administration | System
Settings | Trustwave Devices. Then, in the Devices tree in the Left Pane, expand the IP
address and Scanning Server nodes and go to General | Transparent Proxy Mode. Confirm
that the Transparent Proxy Mode check box is not enabled.

Confirming Proxy Operation
Copyright © 2012 Trustwave Holdings, Inc. All rights reserved.
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6 Configuring Identification and Authentication

6.1 Configuring Identification Policy

You may want to configure the SWG to authenticate, or at least identify, all users browsing through the
system. View the various default Logging Policies available under:

Policies | Device Policies | Identification

The two of primary interest will likely be:
e Get User Credentials

e Authentication

The former uses NTLM to challenge the browser for user details, while the latter takes the additional step
of checking the credentials against an Authentication Site (such as AD).

It is easiest to start off with Get User Credentials as it does not require you to set up any connection
to your user directory at this time.

To use this policy:
1. Go to Administration | System settings | Trustwave Devices.

2. Expand the IP address and Scanning Server nodes and go to General | Device Policies.

3. Edit the Device Policies, and configure the Scanning Server to use the Identification Policy of Get
User Credentials:

Users | Policies \ Logs and Reports | Administration = Help ISearch # || Logout (admin}) 1T
, == = - = SWG M Trustwave
Lo S S SRR SRR s | s 2y 82
[ Trustwave Devices -}
Trustwave Devices @ < General @
&Y | B @ Devices
L Default Values Device IP: 192.188.120.127
E &5 Management Devices Group
2 Device Policies Downloads Timeouts Transparent Proxy Mode
= [§p 192188120127
B Log Server
= B Scanning Server Identification Policy: |GetUser Credentials (ldentification) ;I
B Device Logging Policy: [Trustwave Defaut Device Logging Policy k|
B¢ Authentication
Fs Cache Upstream Proxy Policy [Trustwave Defautt Upsteam Proxy Policy ;I
B FTP i
ICAP Request Modification Policy |Trustwave Default ICAP REQWMOD Policy LI
Be HTTP
B HTTPS ICAP Response Modification Policy |Trustwave Default ICAP RESPMOD Policy ;I
AP Seryi
Bx 1cAP Service Caching Policy | Trustwave Default Caching Policy =1
B¢ ICAP Client
B weep
B Policy Server
{#j Defautt Distributed Scanners Group
& Edit
Ready Admini > System Settings > Trustwave Devices Last login: 11.19.2012 08:54 Logged User: admin Version 11.0.0.15
16 Configuring Identification and Authentication
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4. Commit the changes.

5. Access some websites in your browser to generate new Web Logs. View the Details for these new

transactions, and access the User Tab.

Note that, as shown below, the User Name and Domain name are now listed correctly, but the SWG
User Name remains as ‘Unknown Users'. This is because the user is not yet a member of any
Trustwave group or imported LDAP group (see next section)

Transaction Entry

= EL
i £]1 Reguest
|1 Response

L 4 Details

Transaction User

Trustwave SWG User Hame:

Client IP Address:

Authenticated User Name:

Authenticated Domain:

Policy Enforcement

Conten

Unknown Users

152.168.120.71

6.2 Importing LDAP Groups

To apply different policies or rule exceptions to end users, it is necessary to place users into groups. The
easiest way to do this is by importing LDAP groups.

To do this, you need to configure a connection to an LDAP Server.

1. Go to Users | Authentication Directories | LDAP.

2. If connecting to AD, right-click Microsoft AD and select Add Directory. Use the context-sensitive
Help if you need guidance in filling out the fields. See below for an example of a completed LDAP

connection.

LDAP Directories
£ | B = Directories
Settings and Defaults
[ sunonE
[ BN Tivoli
= [l Microsoft 4D
o

M custom

i

TW-Test

Hame: [-Test

General Advanced Seffings

Address: l I

Address

| LF] |1§z 168.126 55

Base DN: de=tw-test dc=com

RealmiDomain: TW-Test

User: ftw-testaministrator
Password:

™ use secure Connection

T ignore Certificate Validation

I™ use kerberos Authentication

™ Do not check configuration settings on next save

o Edit

Configuring Identification and Authentication
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Right-click the newly-added LDAP connection, and choose Add Groups.

4. Select the LDAP Group(s) that you need to import.

Note that the Search facility for Groups is case-sensitive.

5. Once you have selected your groups, right-click the LDAP connection again and choose Import
LDAP Users — this makes the SWG connect to the LDAP server and actually imports the users.

E M Microsoft AD

Check connection

| Import LDAP Users

Import Keytab
Add Groups
Remove Directory

There is no way to view LDAP group membership directly in the SWG. You can, however, see that users
have been imported by viewing the Certificate Management page.

1. Go to Users | Cloud User Certificate Management.

Clowd Uaer Corticass Maragen [N

Chun Brer Cerseate Management

| Seiect o Groups seetnd) D Sewiid
ry e

ol

Localuer 5w

aposgest com ree

apongash com fEE

apeapat com sy
|spanganst com e aaar
npenpenh tam asax
speapant com i

ponganst com oee
aponganst com D
aporgest com 0

s com
Apogetich com It
.lwaﬂxhun—. .;uim
.lpmubchum .I:N:I
.wmaﬂxbrlm [sranarz
.ﬂﬂﬂrbeb om [ateve

I .wmwkhrwn [ewwtnT_smsan
.xPMiﬂxblln\ ==
.wtl!iﬂxhlrm ot
.lwmhllm JE—
ongeoeecom s
renpeeoneom [sen

e iean com e s

e@lepan ccm Neea0E

Milan08 st

SprT st

2. Generate more web traffic as a user who is a member of an imported LDAP group.
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In the Web Logs User tab, you should see group membership listed under the Trustwave SWG User

Name.
Web Logs l_n ==
Transaction Entry f Details
EE
= El Resposise | Transaction 1 User | Policy Enforcement -'|'-E
! L 1
Trustwave SWG User Name: Rl Safe
Client IP Address: 10.194.120.254
Authenticated User Name:
Authenticated Domain:
6.3 Configuring Full Authentication
To enable full authentication against AD, you must first configure the AD Site.
1. Go to Users | Authentication Directories | Active Directory.
E Active Directory In
Active Directory < TW-Test2 @
75 | @ Active Directory
& Site Name: !‘IW—TestZ
— ¥ Active
Domain Name: rrrustwave |
Domain Controller Selection Method: iPrimary—EackuD ;I
Domain Controller: 4 Name Foree NTLM w2
rg 10751023 ]
Trusted Domain: L —_——
# Edit

2. Add the details of a domain controller in your AD site.

Configuring Identification and Authentication
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3. Configure your Authentication Policy to use this new Site.

Secure Web Gateway 11.0 Quick Start Guide

Identification

4

~

3

1identify and Authenticate Users
Rule Hame: identify and Authenticate Users
Deseription:

This rule authenticates end-users using an Authentication Device

¥ Enable Rule

Action: Authenticate JE4 |
Authentication Protocols: [jr —— ¥]

Authentication Site: ]W—LI

| Select option.

+ Save

% Cance!

4. Configure the scanning server to use the Authentication Policy.

a.
b.

Go to Administration | System settings | Trustwave Devices.

In the Devices tree in the Left Pane, expand the IP address of the Scanning Server and go to
General | Device Policies.

5. Edit the Device Policies, and configure the Scanning Server to use the Identification Policy of Get

User Credentials.

Device IP; 192.168.120.127

Device Policies | Downloads | Timeouts | Transparent Proxy Mode

Identification Policy: [ et User Credentials (Igentification)

Device Logging Policy: [Trustwave Defaut Device Logging Policy

Upstream Proxy Policy [Trustwave Defauft Upsteam Froy Plicy

I I L

ICAP Request Modification Palicy [ Trustwave Default ICAP REQMOD Policy.

ICAP Response Modification Policy |Trustwave Defauft ICAP RESPMOD Policy.

I k1 L

Caching Policy [Trustwave Defautt Caching Policy

this KB article for more information:

@ Note: There is a known issue with using Authentication against a Server 2008 R2 site. Refer to

HOTFIX: Authentication failure with MS AD 2008 R2 when using windows 7/vista Client.

20
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/7 Defining Security Policies

The SWG is shipped with a selection of Security Policies.

To view these, go to Policies | User Policies | Security.

[rs‘ér;a 1_ mﬂﬁ&: ‘ Logs and Reports | Administration | Help Logout (admin) "‘T t
= i e A Irustwave:
| AReSIRCS L O S | | [l [ 8] L2 [y [ 82 SWG
__[ Security Policies ]n
Security L 4 Trustwave Default Security Policy @
El @ Folicies Policy Name: [Trustwave Default Security Policy = X-Ray
& Ful Bypass Policy
5 Ed Trustwave Blocked Cloud Users Policy Description: This policy builds on tm? of the basic security puI\F:y and adds more pruactive: behavieral, real-time elements in order to provide better )
% p |Trustwave Detault Security Pol\cy‘ security when connecting to the Internet. The policy uses all the security engines, and enforces the standard measures or code analysis.
= @ Trustwave Emergency Policy
4 Trustwave Revoked Cloud Users Policy 4
& Trustwave X-Ray Policy — User Groups/Users using this policy
Users { User Groups
Unassigned LDAP Users
Unknown Users.
1| |»
Ready Policies > User Policies > Security Last login: 11.19.2012 08:54 Logged User: admin Version 11.0.0.15
Note that all of the policies have a little padlock on the icon, indicating that each Policy is read-only.
If you need to create a customized Policy, you must duplicate an existing Policy.
To do so:
1. Right-click, say, the Trustwave Default Security Policy and select Duplicate.
2. Give the duplicate policy a suitable name and then save it.
Defining Security Policies
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Expand the custom Policy and view one of the Rules to see how it is constructed.

|| Securty Poiicies ]ﬂ
Security L 4 19.Block Binary Exploits in Textual Files @

s e e

;‘,: E @ 7. Block Customer-Defined and Trustwave Recun’;‘ P TG I %-Rey

; # @ 8. Block Customer-Defined and Trustwave Recom by s olalees
H @ 9. Allow Selected ActiveX, Java Applets and Exe: Description: |This rule blocks potential exploitations of vulnerable applications by detecting and blocking textual files with binary
# @ 10. Block Selected Activex, Java Applets and Exe |data. 4
= @ 11. Block Malicious Content (Malware Entrapment ¥ Enable Rule B et S e
[ @ 12. Block Malformed Binary Format Vulnerabilties r e ¥ -
E @ 13. Block Malicious ActiveX, Java Applets and Ex 2 i o 1 ExCobtion |
E @ 14. Block Known Viruses (McAfee) Action:  [Fjck =l -af}—————  Rule Action
# @ 15. Block Known Wiruses (Sophas)
B @ 16, Block Known Viruses (Kaspersky) End-User Message: [Blacked Binary Explot in Textual File =l ~af}——  Block Message

E @ 17. Block Known Malicious Content
E @ 18. Block MS Office Documents Containing Macro
= @ [19. Block Binary Exploits in Textual Files|

£ Content Size

e File Extensions e - Rule Conditions

%' True Content Type

[T Do not display End-User message

~
e

Block Suspicious Packed Executables

H o #H

. Block Spoofed Content

#
Y
IN]

. Block Suspicious File Types

"
0000

3]
]

. Block Suspicieus File Extensions

Note the following Rule Properties:

22

Rule Conditions: The components that must match in order for the rule to trigger.
Rule Actions: The action taken if the rule triggers; Block, Coach (warn user), or Bypass
Enable Rule: Turns the Rule on or off

Block Message: Controls the text of the message seen by the end user

In case the default policy does not meet your needs, you can walk through the rules enabling and
disabling rules and rule components as needed. Here are some key Rules to focus on:

Block Blacklisted, Spyware or Adware Sites: View the rule conditions. Note that this rule blocks
access to multiple URL lists, including one called Customer Defined Black List.

Go to: Policies | Condition Elements | URL Lists
Edit the URL list and add URLs that need to be blacklisted outright.

You may have an existing list of URLs that need to be blacklisted. If so, you can import these URLs
into this SWG URL list. Right-click Customer Defined Black List and choose Import to List.
Browse to your own URL List file.

Allow Trusted Sites: As above, you can maintain a URL list of trusted sites and have this rule
bypass scanning for those sites. BE CAREFUL! Only add sites here that you trust completely. This rule
will bypass all malware-related Rules, regardless of whether they come above or below this rule. (See
IMPORTANT - RULES ORDER below.)

Defining Security Policies
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e Block Customer-Defined and Trustwave Recommended Site Categories: This rule will
certainly require some consideration. This one rule takes care of blocking all your chosen URL

categories.
Security Policies ]_n
Security L 4 URL Filtering

El @ Policies
&/ Full Bypass Policy Condition Name: URL Fittering
@ Trustwave Blocked Cloud Users Policy —Applies to:
= ﬂt Trustwave Default Security Policy

59 1. Allow Streaming % Any of the tems selected below

& . .
ﬁ?‘ 2. Allow Trusted Sites Everything except for the tems zelected below

5- 3. Detect Trejan Communication Based

) - Display Selected
Q 4. Block Trejan Communication Based o

ép 5. Block Blacklisted, Spyware or Adwa Adult Content
= @ 6. Block Customer-Defined and Trustw Bandwidth

ﬂj Business/lnvestments
@ 7. Block Customer-Defined and Trustw Community/Organizations
ép 8. Block Custemer-Defined and Trustw Education
&2 9. Allow Selected ActiveX, Java Applet Entertainment
Q 10. Block Selected Activex, Java Apple Games

ép 11. Bleck Malicicus Content (Malware E
g 12. Bleck Malformed Binary Format Wuln
Q 13. Block Malicious ActiveX, Java Applg
ép 14. Bleck Known Viruses (McAfee)
ép 15. Block Known Viruzes (Sophos)
Q 16. Block Known Viruzes (Kaspersky)

] &M 4T Dlnml Wmmieim Mmlimimiin Conbant

Government/Law/Paolitics

[+

Health/Fitness

E3] ®
1 e A e e A

lllegaliQuestionable

[

Information Technology

2]

Instant Messaging (IM)

2]

Internet Communication

[+

You should walk through each URL Category in the URL Database and enable/disable as required. Note
that a URL category such as Adult Content or Bandwidth has sub-categories which need to be reviewed.
For more information on what each category name means, you can check the Trustwave Database
Categories (applies to Trustwave URL DB Only).

Block Suspicious File Types: This rule blocks a selection of file types deemed suspicious by the SWG.
You may need to modify this list if the selected files are unsuitable for blocking in your organization.

Block Suspicious Archives: This rule blocks password protected archives. If this is not appropriate,
modify the rule conditions accordingly.

Defining Security Policies
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7.1 Rules Order

It is very important to understand how rules are evaluated, and how the order of rules works.

The SWG regards each web transaction as having a Request and a Response side. The rules are
evaluated from the top down on the request side, and again from the top down, on the response side.

Conditions that are evaluated on the Request include URL Lists, URL filtering, File Extensions and so on.
Conditions that are evaluated on the Response include all Anti-Virus and behavior analysis.

This has little impact when thinking about Block rules. However it has serious implications for Bypass
rules. If a Bypass rule triggers on the Request, then it will bypass the entire Response evaluation. This is
why, even a Bypass rule placed last in your Policy, can bypass a Rule that is placed at the top, if that rule
is evaluated in the Response side.

8 Enabling HTTPS Scanning

By default, the SWG performs HTTPS scanning on all HTTPS traffic it receives on port 8443. Below are
some things to keep in mind if enabling HTTPS scanning for your users.

Certificate Roll Out

If you perform HTTPS scanning on web traffic, the end user will receive the certificate provided by the
SWG. If this is not made known to their browsers in advance, end users will receive a certificate error. To
avoid this problem, it is recommended that the certificate is pushed to desktops using Group Policy or
something similar. For more information, see the following KB article:

FAQ: How to automate the installation of the user certificate/agent on first login

HTTPS Device Settings
Each Scanning Server has some advanced HTTPS Settings. The Allow Certificate Wildcards default
setting should be changed; otherwise many legitimate sites will be blocked.

1. Go to Administration | System settings | Trustwave Devices.

2. In the Devices tree in the Left Pane, expand the IP address of the Scanning Server and go to
Scanning Server | HTTPS | Advanced.

24 Enabling HTTPS Scanning
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3. Ensure that the Allow Certificate Wildcards check box is enabled.

El [ Management Devices Group — ¥ Enable HTTPS
B [y 192.168.120.127 )

B LogServer HTTPS Service | Advanced |" Allbwed Server Ports

= B scanning Server I Allow $5Lv2
B General
- . allow ssLvs
B¢ Authentication
Fe cache ' Allow TLSV1
B FTP ¥ use Diffie Hellman
HTTP
: ¥ Allow Weak Ciphersuites
Be ICAP Service ¥ Allow Certificate Wildcards
B¢ ICAP Client ¥ Enable Session Caching
B¢ weep 7 Enable Certificate Caching

B Policy Server
55L Handshake is seconds

Eﬂ Default Distributed Scanners Group
MAX HTTP Transactions
Basklog: B

HTTPS Timeout is seconds

Allow Certificates with this
key length or longer:

Note: Set value to 0 in case no restrictions should apply.

HTTPS and Web Logs
If the SWG receives a request on its HTTPS port (8443) it will be listed in the Weblogs in the Protocol
column as ‘HTTPS'.

If HTTPS traffic is sent by the browser to the HTTP port (8080), the protocol is listed in the Web Logs as
‘HTTP Tunnel’.

F Fina By: D =1 S TimeFrame: |Al
Admin Group: Super Administrators = ! Apply
>: URL Action Transaction Time Block Reason |Anti Virus (KURL Client IP |Behavior PriMalware Protocol ¥
»= | http://192.188.120.18:80/g00d_files/pdfil Block 2012-10-03 03:42:34 Container violation : <b=Number of contained fies exceeds lin| Other 192.168.12( HTTP
hitp:/1182.168.140.2:80/go0d_files/pptira) Block 2012-10-03 03:42:11 Forbidden File Type! An attempt was made to download a forl Other 192.168.12 HTTR
hitp:/1192.168 140.2:80/good_files/pdfius| Block 2012-10-03 03:42:10 Container violation : <b=Invalid format</b= <br=Transaction ID| Other 192.168.12 HTTP
hitp://182.168.140.2:80/g00d_fles/odtiFh{ Block 201210-03 03:42:10 Container violation : <b=File could not be extracted=/b>= <br=T, Other 192.168.12 HTTR H
¥ | http://192.168.120.18:80/g00d_files/doc/i Block 2012-10-03 03:42:00 Forbidden File Type! An attempt was made to download a fort Other 192.168.12 HTTP
v [ nitp:/1182.168.120. 18:80/go0d_fles/docil Block 2012-10-03 03:4125 Forbidden File Type! An attempt was made to downioad a forl Other 192.168.12 HTTR
»3 [nttp:/1192.168.140.2:80/g00d_files/pptialy Block 2012-10-03 03:40:16 Forbidden File Type! An attempt was made o downioad a forl Other 192.168.12 HTTP
hitp://182.168.140.2:80/good_files/pdfi64| Block 2012-10-03 03:40:08 Container violation : <b=invalid format</b=<br=Transaction ID| Other 192.168.12( HTTP
hitp:/1192.168.120.18:80/go0d_files/pdfiH Block 2012-10-03 03:39:45 Container violation : <b=lnvalid format=/b>. <br>Transaction ID Other 192.168.12 HTTP
http:/1182.168.120.18:80/good_files/xIs/6] Block 2012-10-03 03:39:28 Forbidden File Type! An attempt was made to download a fort Other 192.168.12( HTTP
v [ nttpur192.168.140.2:80/g00d_files/ppte/id Block 2012-10-03 03:39:11 Binary content was blocked due to discovered explot. The vi Other 192.168.12 HTTP
¥ | http://192.188 140.2:80/good_files/xis/Pre Block 2012-10-03 03:38:23 Forbidden File Type! An attempt was made to download a fort Other 192.168.12( HTTP
v | nitp:/1182.168.140.2:80/g00d_files/docxid Block 2012-10-03 03:37:10 Forbidden File Type! An attempt was made to download a forl Other 192.168.12 HTTR
hitp:/1192.168.120.18:80/good_files/doc/l Block 2012-10-03 03:38:51 Forbidden File Type! An attempt was made to download a fort Other 192.168.12 HTTP
hitp:/182.168.140.2:80/good_fles/xis/An| Block 2012-10-03 03:36:17 Forbidden File Type! An attempt was made to download a forl Other 192.168.12 HTTR
hitp:/1192.168.120.18:80/good_files/doc/ Block 2012-10-03 03:386:10 Forbidden File Type! An attempt was made to download a fort Other 192.168.12( HTTP
hitp://182.168.120. 18:80/good_fles/ppt/ Block 2012-10-03 03:35:56 Forbidden File Type! An attempt was made to downioad a forl Other 192.168.12 HTTR
hitp:/1192.168.120.18:80/g00d_files/pdfih| Block 2012-10-03 03:35:19 Container violation : <bxlnvalid format=/b>.<br>Transaction ID Other 192.168.12 HTTP
http://182.168.120.18:80/good_files/ppt/P| Block 2012-10-03 03:33:42 Forbidden File Type! An attempt was made to download a fort Other 192.168.12( HTTP
hitp:/1192.168.120.18:80/go0d_fles/ppU/S| Block 2012-10-03 03:33:28 Forbidden File Type! An attempt was made to downioad a forl Other 192.168.12 HTTP
hitp://182.168.120.18:80/good_files/ppt/v| Block 2012-10-03 03:32:37 Forbidden File Type! An attempt was made to download a fort Other 192.168.12( HTTP
hitp:/1192.168.120.18:80/g00d_files/ppt/M Block 2012-10-03 03:31:38 Forbidden File Type! An attempt was made to downioad a forl Other 192.168.12 HTTP
http:/1192.168.120.18:80/good_files/ppt/s| Block 2012-10-03 03:26:23 Forbidden File Type! An attempt was made to download a fort Other 192.168.12( HTTP
hitp:/1182.168.140.2:80/go0d_files/xis/sia| Block 2012-10-03 03:28:17 Forbidden File Type! An attempt was made to download a forl Other 192.168.12 HTTR
hitp:/1192.168.120.18:80/good_files/ppt/P| Block 2012-10-03 03:26:37 Forbidden File Type! An attempt was made to download a fort Other 192.168.12 HTTP
hitp:/1182.168.140.2:80/good_fles/daci1 | Block 2012-10-03 03:26:08 Forbidden File Type! An attempt was made to download a forl Other 192.168.12 HTTR
2 |hitp:ir192.188.140.2:80/good_files/ppt/25; Block 2012-10-03 03:25:32 Forbidden File Type! An attempt was made to download a fort Other 192.168.12 HTTP
v [nitp:/1152.168.140.2:80/go0d_fles/pdtios| Block 2012-10-03 032352 Container violation : <b=Number of contained fies exceeds lin Other 192.168.12 HTTR -
Page: 1 <« evious Hext »
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9 Creating Custom HTTPS Policies

As with Security Policies, the SWG ships with some default, read-only HTTPS Policies. To create a custom
HTTPS Policy, you need to duplicate and then edit an existing HTTPS policy.

To view the policies, go to: Policies | User Policies | HTTPS

Note that each policy contains one or more Rules, and each Rule has one or more Conditions. The main
Condition Setting associated with HTTPS Rules is the HTTPS Certificate Validation Profile. You must
edit this profile if you want to relax the default HTTPS policy (due to over-blocking, for example).

Go to: Policies | Condition Elements | HTTPS Certificate Validation

As with the Default HTTPS Policy, the default Validation Profile is read-only, and if you wish to edit you
must duplicate it. Don't forget; if you do this, you must configure your HTTPS Rule to use the new
Profile:

HTTPS £ New Condition

Condition Hame: Certificate Validation Errors El
Applies to:

@ Any of the items selected below
Everything except for the items selected below

Select/Deselect all Dizplay Selected
| [[] | Defaut Certificate Vaiidation Profie

Another common HTTPS customization is to exclude certain sites from HTTPS scanning. To do this, add a
bypass rule to your HTTPS Policy.

26 Creating Custom HTTPS Policies
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Add a URL List rule condition, and select your HTTPS Whitelist. The rule should look something similar to
that shown below:

HTTPS
x| B2

HTTPS Policies I+

= Policies

@4 Trustwave Default HTTPS Policy
ﬂ: Trustwave Emergency HTTPS Policy

E & Custom HTTPS Policy
E @ 1. Bypass HTTPS Scanning

[ [URL Lists

@ 2. Block certificate validation errors

URL Lists

Condition Name: URL Lists

—Applies to:

= Any of the tems selected below
o Everything except for the tems selected below

| Select/Deselect all Displav Selected

Adware URL List

Allowed Large Download Sites.

Allowed Large Upload Sites

Customer Defined Black List

Cugtomer Defined Bypass List

Customer Defined White List

Emergency White List

Social Media Sites

Social Media Sites Allowed Reguests

Spyware URL List

Trojan Activity Black List

Trusted Sites

Trustwave Recommended Black List

o i (e [ |

Trustwave Recommended White List

NOTE: There are two important HTTPS Policy issues to be aware of:

1) If you configure a Bypass rule in your HTTPS Policy, it will bypass all Security Policies that might
come after. As such, you can't, for example, exclude a URL from HTTPS inspection with a bypass,

and then block it with a URL Filtering Security Rule. Thus a site that is deemed an adult or porn
site will not get blocked by the Security Rules, if that site has triggered an HTTPS bypass rule.
2) All HTTPS traffic reaching the SWG HTTPS port is inspected by default. Effectively there is a
hidden rule at the end of the HTTPS policy which says ‘inspect all traffic’. If specific sites or
categories need to be excluded from HTTPS inspection, you will need an explicit Bypass rule to

do so.

Creating Custom HTTPS Policies
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About Trustwave®

Trustwave is a leading provider of information security and compliance management solutions to large
and small businesses thought the world. Trustwave analyzes, protects and validates an organization’s
data management infrastructure from the network to the application layer — to ensure the protection of
information and compliance with industry standards and regulations such as the PCI DSS and ISO 27002,
among others. Financial institutions, large and small retailers, global electric exchanges, educational
institutions, business service firms and government agencies rely on Trustwave. The company’s solutions
include on-demand compliance management, managed security services, digital certificates and 24x7
multilingual support. Trustwave is headquartered in Chicago with offices throughout North America,
South America, Europe, the Middle East, Africa, Asia, and Australia.
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